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3. Security
Function Deceription

HEEGBRENINAEEBND

This section desaribes the detals of seourity.
3.1 Prerequisites

+ Connection requests are accepled only when sent fom those $hat are permitied 10 connect.

Traffic M Functio

wnd mansges

it information provided

+ Raquests from those who are panvilted 1o connect are alsays accepted

+ Thes arn

in this FINS

cortrol of what is allowed.

%0 ghs granutar

BIEEA. BREXG

+ No consideration is given %o providing granular control, such as
alowing reading anc wiiteg of canain infarmation for suhantiased individusts
o individual machines of slowingidenying the se of caran functions.

+ Tha foliowirg basic pecurity matiars must b prevented n the communication
win suthericated parties

e et = K& OEPRIZEEA(CalTfe
IEF O RETE

nd weather informatios
ying, both of which are n
Management Function

Funmetion the dron

3.2 Security Overview
+ Certficalus issued from the CA are installed in communication endports.
» Client caviificates and CA's rool certficates are distribuled (o snd installed
on designatad locations
- Sarver cartificates and CA's root camficatas are installed on the server and ihe servee
Is 3€t % request dient certficates
~An ndependert CA wil be repared kor s demonsiraticn. (Le., external CA wil nt be used )
- Communicason wil 2 authenticaied a! e begining when an SSLITLS handshake is performed
Subsequent communication wil be encrypted {1.e., sniffing and tampering are prevented)
This procedure is Mustrated below.

N )
Client |——-_(Wimstecomectn | | garyer

(2) Send the sarver cenificate

The Traffic Management F\mﬂlon ensure

TraFic Managemant

Function

2Kep - oK TRy l\IUJ’

L= <Y

(3) Usa the and request a clent frs | | (6) Use the client
wver certificate centificate and

certificate and root cestificate to

root cerificate verfy that the

(4) Excharge client keys.

o verdfy hat | ] (5 Sand the clent certificale. || right chentis

the client is requesting

;:‘:‘;’;"’:"“ 10 | | (7) Veriticaion is completed

server

(8) Vernficaton s compieted #1000m.

MsERTY7

Flight Plan

Subsequently. the server and
client can use encrypted
sessions {0 freely request
and respond 1o messages.
HTTP and MQTT messages
are sert, and the TCP
conraction wil be kept untl
the end

Manag
Function

f——
—
M
—
—e
—
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