Q@ YLIN—-71INNEREE/-H>T C

®iinERE

BSESHREBIOTATLOFHEICKHU AR ET -2 R % RN
SATLFET - SERAVTARAET 2R MORIRH/ RELIR & KR

WY - Ets—R 30z B XiE
PATLICEDETERRADORZEOBV— R VLB EKTIS
AIETF -0, S—EADTTHEENE

0T AT ALICHITRRELE. FRTDFR

IoTT—9 D%k NW/RZD518

{ETHERILEAT I BN TARRBLER

T—G'E.Széluftﬁﬁu — R0 % RGERIC
EITTERV

— /Z?Aﬁj&’&ﬁﬂ iﬂiﬁ'c ;"E“bi.‘.;zé
TR nb Z
LU R VKR

RIET—SIRH
THIRZIEHEIC
£z

T )
RARIEIER ]

e
RS

-BRIBSAT

IBURESTEISA
TI1{=1E

'IZJ'U'—/ FOFa1I—4

NW: vy b7 —7

. o | () T AT LS RRZEHER
A ——— | (2) AT LR R R RN
 GEIED " 7 NIVXLISTER

\\ 3) EFVF1LEREMHDIREES
AL llﬂﬂ*b :—Jﬂﬁmilﬂli

3&%&;11 =il
7137 Y MBI
7

R/ RELURVE
ERL-RERM

Y—ERRGISEL
X0 EDER

©BEER R E SN
[SIPEF*aUF 128742020 (20205E11A6H)] Copyright © 2020 Hitachi, Itd.. All Rights Reserved.



EifFR i DELR

WX/ 3304561 : SIEM/SOAR
----------------------------------------------- 17 GREISEW/IDS/ Y
' F iy RETT sopL! ISRz, MIB EDIFMHEZEBEUR VR

A=)Vl R (:EE ) SIRTTOF Yk A— )V RFREREED
il el ettt {1, 315 B S LI (F (Z5EE R (P ) D A

ZR3th i
(MRILK) | | GEERLIS)

m 2&LUTOMTTRIBHIRS
nNah, — R FUTEAE

) BREN3
SEFR DR / X S i

/gm0 il BEEE L omeme - 4
/ e w R — - Eh—
- N BISTA A/ R NEEELLEH

| A GOl i i
I \ W % xAnE

MJ/ B — R NDRE{BICED., >
ATAELTOEIERFEZK
1

7—5 -
EREE soiss ~m

W& (KGR

SIEM: Security Information and Event Management SOAR: Security Orchestration, Automation and Response
SIRT: security incident response team FW: FireWall IDS: Intrusion Detection System MTTR: Mean Time To Repairs
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Hi#2: SANS 2019 Incident Response (IR) Survey: It's Time for a Change j:-l.m

Figure 2. Compromise to Remediation Times1

SANS: SysAdmin, Audit, Network, Security
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