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2-1 Security Monitoring Equipment for loT Systems

o Automatic adjustment to a variety of loT devices to monitor and analyze
S operations of them for detecting security anomalies

Features

Operation monitoring and analysis of loT systems supporting a variety of loT devices including unknown devices
The monitoring equipment automatically adapts itself to monitor and analyze 0T systems even in the case of the addition of new loT devices or the
diversification of the use (/0T device characteristics learning technology).
There is no need for an loT device itself to be equipped with any specific function (loT device behavior monitoring technology).

Il.  Operation monitoring and analysis of loT systems consisting of a huge number of loT devices
A huge number of loT devices can be automatically detected and efficiently covered regardless of the connection method (Monitoring target automatic setting
technology).
Results from multiple loT systems are securely aggregated and analyzed in order to presume and classify anomalies (loT system integrated analysis
technology).

lIl. Introduction and operation of security monitoring service for critical infrastructure companies
Mitsubishi Electric, NTT provide flexible loT security monitoring service suitable for 2020 era in line with the use utilization of each company and existing
management systems (loT security monitoring service).

Expansion of threats with rapid growth of loT requires preparation for security accidents caused by loT.

The monitoring equipment can be introduced without any modification to the loT devices and system configuration, enabling
immediate response to new threats to a variety of loT devices.

[ The soundness analysis server and incident information DB can be provided as MSS according to J
the customer’s system environment, where loT GW needs to be placed.
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Securely collect incident information and presume classification | ~ Collect information in real time from a large amount of loT devices

ncident information database/Analysis system. To detect an attack, every communication that occurs from a large amount of loT

w @ @ @ @ Al devices needs to be processed into statistical information without exception.

Collects and analyzes incident information
while keeping it confidential, and presumes

Example of target system: For visual surveillance
256 cameras x 4 types of communication flows = 1024 communication flows

the classification of anomalies. Requirements This technology
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» 3 count traffic volume)
"@" Q ﬂ “:-- - @ml Communication transfer
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performance

Development of technology enabling both anomaly detection and presumption of anomaly classification

(comparison with the existing technologies)

With an expanded white list method using Al, a white list can be automatically generated and the classification of anomalies can be presumed.
. Lo This technology
Black list method White list method .
(expanded white list method)
Detection of anomalies caused by .
automatic
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X automatic
unknown attacks O O | )
Presumption of the classification off
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anomalies
[Black list method] [White list method)] [This technology] .
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« Cannot respond to unknown but not ible t th ossive o presume the
, ut not possiblé 1o presume the classification of anomalies.
attacks that are not defined. classification of anomalies. « Automatic response to addition
and change of loT devices.

Introduction configuration
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