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Yet hackers discussed them prior to the
NSA advisory.
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But hackers use
of
vulnerabilities.
How can we
predict?
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In 2015, the U.S. Office
of Naval Research .
funded a machine-
learning based project
to predict hacker
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@ Automated Collection at Scale

Social media, deepweb, darkweb,
chan sites, paste sites, OSINT,
security websites, repositories, etc.

Millions of
OSINT
pages per
day

1,000+

sources

170,000+
deepweb/
darkweb

posts per

80,000+
social
media
posts per
day

day

CYR3CON-owned data collection.
Data collected by 100% legal means.
Existing European customers.
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Highly Accurate Machine Learning

MULTIPLE MACHINE
INDICATORS LEARNING WORKFLOW
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About the same as random guess

Poor performance persists - even when
combined with machine learning

Holds for CVSS versions 2.0 and 3.0

Almukaynizi, M., Nunes, E., Dharaiya, K., Senguttuvan, M., Shakarian, J., & Shakarian, P. (2017, November).
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Identify when we should upgrade legacy systems
_ Expensive upgrades are often avoided - which creates risk.

a9
14 © CYR3CON %ﬂéﬁ ngi.ﬁngmommnwf



Identify when we should upgrade legacy systems
_ Expensive upgrades are often avoided - which creates risk.

a Identify when software components will be exploited
Q Understand the threats to the software supply chain.
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Identify when we should upgrade legacy systems
Expensive upgrades are often avoided - which creates risk.

Identify when software components will be exploited
Understand the threats to the software supply chain.

Identify threats to embedded systems (routers, IoT)
This may lead to replacement or firmware upgrades.
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Identify when we should upgrade legacy systems
_ Expensive upgrades are often avoided — which creates risk.

a Identify when software components will be exploited
Q Understand the threats to the software supply chain.

(((l’)) Identify threats to embedded systems (routers, IoT)
This may lead to replacement or firmware upgrades.

¢ D Protect work-from-home infrastructure
g Cloud and VPN infrastructure has become a key enabler of pandemic-era work.
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Identify when we should upgrade legacy systems
Expensive upgrades are often avoided - which creates risk.
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D Case Study

JAXCVE-2018-5407 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result
in further changes to the information provided.

Current Description

Simultaneous Multi-threading (SMT) in processors can enable local users to exploit software vulnerable to timing attacks
via a side-channel timing attack on 'port contention'.

=+View Analysis Description

Severity CVSS Version 3.x ‘@

CVSS 2.0 Severity and Metrics:

mmsr: NVD Base Score: | 1. Low Vector: (AV:L/AC:M/Au:N/C:P/I:N/A:N)

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS
information provided within the CVE List from the CNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis.
The CNA has not provided a score within the CVE List.
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19 © CYR3CON '12 ceCUM3Ccon.

JE|= ’ be in the know, now.



D Case Study
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Active exploits

Russian hacker
forum
discussion

Attack
demonstration
in Cuba

CVE/MS #

cve-2018-5407 @ @

Vulnerability

.. CyRating® 3 First Seens
Description

Simultaneous 38.46 2018-11-06
Multi-threading

(SMT) in

Last Seen

processors can
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a Identify when software components will be exploited
o Understand the threats to the software supply chain.

Hackers actively
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Predicted of Exploits Used in the Equifax Breach

Initial machine learning assessment
predicted vulnerability to be over 10
times more likely to be exploited
than average

Apache Struts vulnerability likely behind Equifax
breach, Congress launches probes

Revised assessment had the P 00
V U I n e ra bi I ity at Ove r 25 ti m es m O re The Equifax breach, now believed to have been accomplished

- - through the e tation of a vulnerability in open-source server
I I ke I y to be eX p I O I ted th a n a Ve ra g e software Apache Struts disclosed earlier this month, has rained

down criticism on the credit information company for poor
security practices and has prompted at least three congressional
committees to consider probing the incident.

Equifax breach OCCURS
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((( ,)) Identify threats to embedded systems (routers, IoT)
This may lead to replacement or firmware upgrades.

L c cod rout Router attacks are insidious,
cgan"g”;?.é’ﬂ“s'sinti‘y’“tf ] @ as enterprises have to-date

a malicious server _tﬂ‘§ been unable to trace attacks
This diagram =3 EE_ to the home router, as it has
: — been outside of their
outlines the visibility
Russian '
CYberattaCkS in s o e 51 The router Compromise
MarCh, 2020 e A e e e i leads to infected remote
that leveraged ‘ | workstations as the next
compromised W— E— step of the attack.
routers. Obfuscating the source.
2. Unsuspecting home
user visits websial Router infections have
directed to malicious risen since the pandemic
g sites, receiving started. Corporate attacks
have risen as well.
I
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@ Increased Hacker Interest in Router Vulnerabilities During the Pandemic

Spikes in hacker interest in CyRating (>30) in 2020 Including CVEs from 2019
home router vulnerabilities
spiked during periods of ~—Count =—Total
time where COIVD-19 90
cases in the U.S. spiked. %0 P
(US CDC case count in 2o V4
lower-left) )4
60
50 /

0 ~/ \
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¢ Protect work-from-home infrastructure
g" Cloud and VPN infrastructure has become a key enabler of pandemic-era work.

Cloud infrastructure
iIs becoming a focal
point of hackers.

Kubernetes and
Docker infrastructure
are of particular
interest.
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CYR3CON'’s threat-intelligence driven CyRating for
Docker vulnerability CVE-2019-14271 and Kubernetes
vulnerability CVE-2019-11245 as they change over time.
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9 VPN Case Study: CozyBear and COVID-19 Research

R 0 Ao

Changelog graph: Legend
/ =

Cybersecurity Phol Anchey Rudakou/Bloomberg
‘Cozy Bear’ Group Tied to Hacks on Covid
Vaccine Research

By Ryan Gallagher
July 16, 2020, 11:35 AM MST Updated on July 16, 2020, 12:49 PM MST

red in Citrix Application D
21. and 130

PRIORITY
In July, 2020, Russian hacking Group, CozyBear is ——

actively exploiting exploiting multiple
vulnerabilities to steal US and UK COVID-19 related
research data.

All were predicted by CYR3CON in 2019

Screenshots at the right show CYR3CON predicted exploitation of the
vulnerabilities prior to this attack.

I
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@ VPN Case Study: NetWalker Ransomware

PR1ORITY FUS1ON SRX
[D MusT ReaD: Why Apple's antitrust fight could spell the end of IOS as we know It Changelog graph: 00000 0000000000000 0000000 68 Legend
]
. .
University of Utah pays $457,000 to . u
ransomware gang |
=
University officials restored from backups, but they had to pay the ransomware gang to prevent them from leaking % 20
student data. 5

e in@ ¢ v om @ TmTinieonise

RRARRRRARIARARAKARA

— T N

o ’m‘ o PRIORITY .
In August, 2020, the University of Utah paid . —— = =
hackers $457,000 due to a ransomware attack. i N
sz | o |l

The vulnerabilities used by the hackers were predicted by |
CYR3CON month prior to the attack

Screenshots at the right show CYR3CON predicted exp/oitation of the B S ——
vulnerabilities prior to this attack.
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Identify when we should upgrade legacy systems
_ Expensive upgrades are often avoided — which creates risk.

a Identify when software components will be exploited
Q Understand the threats to the software supply chain.

(((l’)) Identify threats to embedded systems (routers, IoT)
This may lead to replacement or firmware upgrades.

¢ D Protect work-from-home infrastructure
g Cloud and VPN infrastructure has become a key enabler of pandemic-era work.
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CYR3ON PR1ORITY:
The World’s First Cyber Prediction Platform using Al

_default view[

vulnerability search Q

Customizable
dashboards and
workflow
integrations enable
environment-specific
predictions

Timely and
accurate

_most recent

CVE/MS #

cve-2019-11510

DPoCCFFF.xI

cve-2014-3459

D |PoC | C I

_most severe

Vulnerability
Description

In Pulse Secure
Pulse Connect
Secure (PC5) 8.2
before 8.2R12.1,
8.3 before
8.3R7.1, and 9.0
before More...

Docker 1.0.0 uses
world-readable
and world-
writable
permissions  on
the management

socket, which

(W

quantified
predictions

Aggregated

metadata
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cve-2019-5736

D |PoC | C F_KI

runc through 1.0-
rcg, as used in
Docker before
18.09.2 and other

products, allows
attackers to
Mare...

FasterXML

Jjackson-databind
2.x before 2.9.9

_custom view I enter your keywords here

_NIST low score

CyRating® %

——
38.46

13.71

38.46

20.87

CVssv2
CVSsSv3

7.5
10

7.2

9.3
8.6

4.3
5.9

_sidekick analysis

First Seen®

2019-05-08

2016-01-13

2019-02-12

2019-07-23

Ex:cve-2017 cve-2017-10067

select the file(s) - h g

Last Seen T

2020-08-27

2020-07-05

2020-07-03

2020-06-24

Contextual
Prediction
provides the
intelligence that
drove the
prediction
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Thank You

Visit https://www.change-jp.com/ for more information.

CHANGE

PEOPLE. BUSINESS., JAPAN
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