5. Lightweight Authenticity and Integrity A
Monitoring of Devices in Operation Creation &

Confirmation

Verifying the software by monitoring the authenticity of the software in operation
implemented on loT devices with limited performance and memory capacity

Technical Features

B Continuous monitoring of loT devices (not limited to booting)
Improving the safety of loT devices in continuous operation by monitoring authenticity
and integrity of the execution codes and paths of loT devices

l Supporting introduction of the monitoring function by automatic development tool
Making it easy to introduce the monitoring function to software of target loT device.
Minimizing the development cost even when there is device or software update

Problems of Introducing Security Measures to loT Devices

Possibility of the impact on the operation Deployment cost to a wide variety of devices
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Technical Differences

HIPH LM Reduce overhead with software structure—based monitoring

Bl Monitoring execution code Il Monitoring execution path

- Existing methods monitor all/part of execution -« Existing methods requires a relatively heavy
code periodically, which increases overhead tasks (e.g. duplicating stack memory)

« Proposed method can reduce overhead by « Proposed method can reduce overhead by
monitoring only the specific region based on simple monitoring based on whitelist
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Support introduction into loT devices used in the system of manufacturing, distribution,
smart building, etc. and realize safety operation of loT devices
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funCtlon (x) Research and development of the automated recovery of tampered execution code is also in progress
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