8. Impact Assessment and C
Countermeasure Execution Support Verification &
Technology Maintenance

Automatic cyber-attack risks analysis of OT/loT systems and support for risk
visualization and countermeasure execution by using attack simulations.

Technical Features

B Visualize effects of the cyber attack
Analyze both system impacts and affected devices automatically in case of a
cyber-attack. Operator understands potential cyber-attack risks without security
knowledge.
B Automated risk assessment
Translate risk assessment results into a guideline format* and support operators to
deal with the guideline. % )IPA "Security risk analysis guide for control systems”
HProvide countermeasure plans against the cyber attack
Evaluate countermeasure plans automatically and support operator to execute them.
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