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WE LT —# 74—~y FERHL, 74—V RE L TR TEDZ &
FED7 4 — )V RERELICRENTE DL L
BEOT —42 73—~ e RE LB RMBNTEDHZ L
MRS E U CIERREL, WMBEEE r2FHTEs 28
WE LT —XOREHEBZ, FAICER L —BEHRO A M) ERA
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2 | #E 77 WHE LT — X OREEA OB 7 MK - GaHiE - P - B - YRS
7 e I EORFHLBE N TE HZ &
W L7 — 2 OREEA S L IE, FFHLELC X v B L 7= HE(ERE)
., RERFICERRTEHZ L
W LT —2OREEBE S L <IE, #EHEERIZ L0 B LR oW,
BaMT&bH L
R RO LERIC L » THIH SN BESCHEE 27 7 707 7
TIZEVRRTEDLZ &,
FRFEHE ROHFHLER I K » THiH SN =B E B 2 R U L 0 R
TE5HZ &,
BEOREEZ 15D vy ah— Nl ETERTEL2 L
3 |7 — 4 i T — % DRFRAE %4 REST API (2 X0 AN A5 A EHE N ATRE T
71 A boHZ b
AT ELE 77 THBEIC L o TER SN T XFE%Z PDF %507 7 A LVEAXTH T
s DIk
4 | FBFE T 7 Active Directory X° SAML 7¢ & OANIFERES 2 & #HE L 7-REGEN TE 5
A il 4 B e
fe Active Directory = LDAP 72 EBEFO2—HF LAY MU AZEH L, 2—
PFOr— L OHERE N TEHZ &
2= — LMERIZH E O Xy v alR— R UET—F~DT 7 &
AHHNCTCEDHZ &
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[To2 &, BNT—FEBET HHECOVTHREBIIZDLZ LI &,
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XK 14 MHERANEHT —H

8 T4 Wit

1 S5 1A AWARE @ VUL OFE I T 5,
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https://www.nedo.go.jp/itaku-gyomu/manual.html

WEEFDORRE
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SR 1.

23 3Lk 2.

2 CHR 3.

235 Sk 4.

2 CHR 5.

235 3Lk 6.

ZE R .

U.S General Services Administration, Continuous Diaghostics & Mitigation
Program,

https://www. gsa. gov/technology/technology—products—services/it—

security/continuous—diagnostics—mitigation—cdm—program

CYBERSECURITY & INFRASTRUCTURE SECURITY AGENCY, CONTINUOUS DIAGNOSTICS AND
MITIGATION (CDM),

https://www. cisa. gov/cdm

Tools Special Item Number,

https://www. gsaelibrary. gsa. gov/ElibMain/home. do

CDM Approved Products List,
https://www. gsa. gov/technology/technology—products—services/it—

security/continuous—diagnostics—mitigation—cdm—program

CDM Approved Products List (APL) [XLSX — 15 MB]

CDM Technical Capabilities Volume One Actual Desired States

https://www. gsa. gov/technology/technology—products—services/it—

security/continuous—diagnostics—mitigation—cdm—program

CDM Technical Capabilities Volume One Actual Desired States [PDF — 652 KB]

CDM Technical Capabilities Volume Two Requirements Catalog 2020,
https://www. gsa. gov/technology/technology—products—services/it—

security/continuous—diagnostics—mitigation—cdm—program

(CDM)

CDM Technical Capabilities Volume Two Requirements Catalog 2020 [PDF — 2 MB]

Privacy Impact Assessment for the Continuous Monitoring as a Service (CMaaS),

https://www. dhs. gov/publication/dhsallpia—082-continuous—monitoring—service—

cmaas

DHS/ALL/PIA-082 Continuous Monitoring as a Service (CMaaS) — February 2020
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Asset Management SWAM W A AN—IVE TN 2T DR H—4 R Y — L XV
Asset Management SWAM WIH (A A=Y 7N =T ORLE, B B — VXD ILE
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34 |Network Security Management MNGEVT/OMI AT VRO IGAEFLUTRDIGTE T 5E TITBRLIZRFR 2R 9% ALV T UNORNGAE T BREEXHIGE T H RO E S EHER T 5
BRAENORAR A HERTD ALV T DB (Severity) /BRI, —EHIHIN TORAEMERRIG R v — ) D5
35 |Network Security Management MNGEVT/OMI N I

(BU#E 2)

2/2 =2




BlEs. K[E CDM 4




=P/

Lo KIE] CDM Bttt 1
L1 CDM R T =37 7 T et 1
1.2. CDM D CaPADIILY ..euvievieiieieeiieie ettt et et et eteeteeteenteenteenseesseesseenseenseenseenseensesnseensesnsesnsesnsenns 2

1.2.1.CDM D7 T DT BFERR ..o 2
1.2.2. 45 Phase DMEE ... 2
1.2.3. Capability BEZL ......oooviiieeeeeee ettt 3
1.2.4. Asset Management (Phasel)?) Capability.........ccccevieriieriieiieniieiiieiieieeie et eieesee e eeeesaeeaeen 3
1.2.5. Identity and Access Management (Phase2)? Capability .........cccccevverienienienienienienreseeseenee 4
1.2.6. Network Security Management (Phase3)? Capability .........ccccevverienienienienieniesieseeseeseeeeen 4
1.2.7. Data Protection Management (Phase4) Capability...........cccecveviieiiieriieniieniieiienieeeeie e 5
1.3.CDM DU A7 237 U 2 T IFHE(AWARE) ..o 6
L3.1.AWARE 2 T 7 D F3HH oottt 6
1.3.2. AWARE A 07 BT ettt 6
1.3.3. AT T G3HARED MEIC I ..o 7
1.3.4. 45 Metric RO Z 7 it 8
1.3.5. A7 LBALE KON Agency L TO A T TEEEF T i 10
L4, KETTERH SHUTU D BLE et 11
LAL 27 3 2 TR R et 11
L4 2. CMAGS ...ttt ettt h et h e bbbt h e bbbt bt st et bt bt e e bbbt ene e 11
143, 70 APL BRI N 1 st 12
1.4.4. ASSEt MANAZEIMENL .....eotiiiiiiiiiiete ettt ettt ettt ettt sttt st st et st e et e saaesanesmtesaneeae 13

1.4.5. Identity and Access MaNaEIMENL.......c..eeuertiriiririeienienitetetente st eetete sttt eate e st bt eeenae st sbeeneenee 13



1. K[E CDM =45

1.1.CDM 247 —%T9U F v

CDM 7'u 7T AORKT —%7 7 F ¥ id, [F ICDM EERT —F7 7 F v D LB,
Layer A 75 Layer D @ 4 B¥Jg THERL S L5,
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1.2.3. Capability 1 &
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1.2.5. Identity and Access Management (Phase2)@ Capability
Identity and Access Management Tl&, [[XZ% 6 Identity and Access Management ¢ Capability |
D LBV, TRUST(T 7 & AHERR - {Z4#8 L~ L& H), BEHAVE(Z—V#H - TEIE ).
CRED(EF&1E# - SEREEH), PRIVUFHHEEH) D 4 5D Capability NHETH 5,
[X|Z% 6 Identity and Access Management > Capability

Capability B

TRUST TORREFAShI-ADEREEES D
b N | I —F—IEYR, EREEF 2 TAA—LVERET HILET, TROA AN, BAK. BLUBER BOND
S AN | YRVEERT B ChiE BAFEB DR S —E L PERITRO T, BRE-BHRUVERSNIENEHITEFH
EHE) %o

tXa)TBEOTBEERTD

LTHA—HF—ARESNO—LITH I —ZU T OREER T TNIHNEEET D, T AN —=0 TR
FTWENLI—HF—[F, DRTLOBIROCEET 2D RFLEEDYRILH S8 BEEN —=0 T DRER
URHETTOREETI,

BEHAVE
(A—YHH -
THEE)

Phase 2

Identity

And

Access
Mana
gement

HRBEREIMEERT D
DRAT L ER. RIBICT 2R B0 DERBEROERORAABEATONATNSLERRTHLET. T
—SOA A, BEE. BLUOBREENMEDNDYRIEERT S,

BRBEROBTELEILICETERHELIRIITONT, A—FDOBHERRCEABRAT—IREFINETSHILTH
BMICEER. LR—T40 7 BERIBLLDHE1T5,

BEEEETD
WM, RERCIEANFRAISNIA - THOUMIERICEY L TONASLIICEERT S FETHIUNDTIER
EERBLCREL. BRCHECTELTAVMEAIL. FOEGHEN. SV TOALNEIITT S,

PRIV
(FiEEE)

1.2.6. Network Security Management (Phase3)@ Capability
Network Security Management ClZ, [[X|% 7 Network Security Management ¢ Capability |
DL ¥V, BOUND(® > b U—7£4i#), MNGEVT(tE¥ = U7 ¢ A X MEE), OMIGE
- B - %), DBS(E X = U7 ¢ \ZELE L725%5t - BH38)D 4 -2 Capability 2345 C
b5,
[X|Z% 7 Network Security Management @ Capability

Capability

B

MNGEVT
(£*¥2UFq

Phase 3 AR )

Network
Security
Mana
gement

DBS

(£Fa2UTa
LT

FybI - DRE
FYRD—HBRELEERSDICE. TRRDIDEEET S,

BOUND-F  :FyhD—904)La—LERFIHDEE
NAC (RYRT—=IADT 2R
BOUND-E :BES{EAN=XLOFIEHEERSIUEE

HNAC : Network Access Control

ARV DEER

TXATABEAIFLOEA, X1 TAIERARNVEDRE . BLVIRUOFZEDOHFEERBL. ROMEE
#hi\—35%,

s AVITURRIE, T34\ — REFRIGEE. BEECHRPRE. BEMGETE

EA. B SE

X1 TADRAREADFHBEAT . £F 1) TARF OIS/ BIEDOEEIRLT (. B, BLUVA TR
DT ITAETAITERERE. ROBEEENN—F B,

o BEALRR. DRATLALEROT M. YURITERAV N, £F2) TAOFHEL&ER

XTI OREHEBE

VATLRRETA T A VN DEEETEF ) TALT AN —DBERICHARFENDLSIZT B,
BREMBETIE, EX ) TAET AN —D=—RIH T 2EMEBFEHET B,

RFERETIE, £F2)TAET AN —DZ— XA NRMICRESH TN D EERFETANTHERT 2.

BB TIE, ¥ 1) TALTFAN\O— DI EN TWBILEHRLERP DX 1) T HIEHDEHR
T 5.

Bls1) -4 -
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1.43. £7 APL B8R 54—

R EARML DS E SCHR 4. Approved Products List(APL)IZ B4k ST\ 5, CDM D4
Phase (2%} L7282 420 L T D T _u #—id, [K#E 19 T/ APL Big~ 4
— DEEY,
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Mobilelron, Inc.

Phase Vendors
Phase1. * BeyondTrust * McAfee
Asset * CATechnologies * Microsoft
Management * Check Point » Mobilelron, Inc.
« Cisco Systems, Inc. » Netskope, Inc.
» Crowdstrike » PaloAlto Networks
« Digital Guardian » RSA Security
« Elasticsearch Federal, Inc. * Splunk
» ForeScout Technologies, Inc. * Tanium, Inc.
* HCL Technologies, Inc. * Tenable
* Hewlett Packard Enterprise » Tripwire
+ IBM
Phase2. * BeyondTrust * One Identity
Identity and » Broadcom » RSA Security
Access * CATechnologies + SailPoint Technologies
Management » Check Point » Splunk
* CyberArk
» Forcepoint, LLC
* Hewlett Packard Enterprise
* McAfee
* Mobilelron, Inc.
» Okta
Phase3. * A10 Networks, Inc. « Digital Guardian * MicroSoft
Network « Akamai « Elasticsearch Federal, Inc. * Mobilelron, Inc.
Security « BeyondTrust * F5 Networks, Inc. * Netskope, Inc.
Management + Broadcom » FireEye, Inc. « PaloAlto Networks
+ CATechnologies * Forcepoint, LLC * Proofpoint
* Check Point » ForeScout Technologies, Inc. * RSA Security
« Cisco Systems, Inc. * HCL Technologies, Inc. « Splunk
» Core Security * Hewlett Packard Enterprise * Tanium, Inc.
« Crowdstrike * McAfee « Tripwire
* CyberArk * Micro Focus * Zscalerinc.
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Data Protection » CATechnologies « ZscalerInc.
Management » Crowdstrike
« FireEye, Inc.
» Forcepoint, LLC
* INFORMATICA
* McAfee
* Micro Focus
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CREAMET BT—CTMR—2 O IT V21— TH S, Haws

* Retina- BeyondTrust Retina Network Security Scanner [, ¥ DHEFFHEFEY ) 1— || | Tenable
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