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Application Area loT

Detect program tampering by verifying the authenticity
and integrity of its execution codes and control flows

[ ICT vendor ] [ Manufacturer] [ Infrastructure

[ Distribution ] [ Building / Smart City

Technology Features

m Monitor program integrity for loT devices with limited performance and memory capacity
Detect tampering in execution codes and control flows of the programs on memory for loT devices
in operation immediately, by incorporating this mechanism into those target programs.

B Generate “correct state list” automatically that minimize the impact on device operation
Analyze the target program structure of loT device, and automatically determine the timings and
ranges of verifying the authenticity and integrity which are suitable for each program, and generate
“correct state list” that is the criteria for verification.

B Enable to monitor loT devices continuously, having difficulty to apply security measures
Enhance the security of entire loT system by monitoring continuously the authenticity and integrity
of loT devices, located at the distant end and operating without stopping for a long time.

B Facilitate applying this security measure for ones without advanced IT or security skills
Make it easy to apply this security measure by providing support tools including “correct state
list” generator for the target program of loT device, and reduce the maintenance costs
accompanied with updates of the target program.

B Monitor the authenticity and integrity of programs for loT devices used
in the fields of manufacturing (factory) , merchandising, mobility, building, etc.
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Technology Description
B Security Problems in loT Devices and Overview of R&D

® Cyber attack risk in loT devices is increasing, and its impacts are spreading to the entire system
® [oT devices have difficulty to apply security measures due to hardware resource constraints

Focusing on program tampering, this R&D realizes the lightweight real-time monitoring
technology on program authenticity and integrity for loT devices.
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Analyze the target program, automatically determine Monitor the authenticity and integrity of the target
the timings and ranges of verifying the authenticity program by verifying its execution codes and paths
and integrity, and generate “correct state list” (control flows) on memory, "part by part”
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