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Technology Features

B Automatic risk assessment using attack simulations

Analyze both system impacts and affected devices automatically in case of a cyber-attack.
Translate risk assessment results into a guideline formatx and support operators to deal with the
guideline. % )IPA "Security risk analysis guide for control systems”

B Provide countermeasure plans against the cyber attack
Evaluate countermeasure plans using attack simulations automatically and support operator to
execute them.

B Perform the risk assessment in a short time without security knowledge

Operators can evaluate cyber-attacks and effective countermeasures for their system without
security knowledge by using attack simulations. It can decrease the evaluation time as 1/4.

B Perform the risk assessment easily that is recommended by security guideline
Automatic risk assessment can be performed with input device list, device information and
network configurations (kfor high accuracy, additional information is required)
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Technology Description

Overview of R&D Technologies

Info. presentation
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Problems to be solved

B Guidelines recommends risk assessment B Our technology supports risk
for considering countermeasures assessment and reduces it's cost
- - It is difficult to perform risk @ Supports thousands of units

' l assessment because there are % to make it adaptable to any

m hundreds to thousands of equipment @@ environment
- Support for large-scale -

Manual assessment requires a lot of time environment Large-scale attack simulations
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