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The Secure Cryptographic Unit “SCU®” protects loT | Manutacturer | infrasructure
devices and serves as the “Root of Trust” in the Society5.0 era. | Buitding / Smart city |

Technology Features

m The “SCU®” is a compact, low-power security chip that protects loT end nodes (devices)
such as sensors and actuators, which are currently nearly defenseless due to limitations in
terms of embedded space, power supply, and processing capacity.

> Equipped with
v" public key cryptography (world’ s best record in each compactness, energy savings, and

speed as an elliptic curve cryptography (ECC) engine), symmetric key cryptography,
random number generator

v" an access control mechanism to detect and prevent unauthorized access to the
cryptographic engine.

B Enhancing “Endpoint Security” based on “Zero Trust”.
m With the “Connector System with SCU”, all you have to do is attach the connector
(adapter) to the IF section, and there is no need to replace existing equipment.

Use case
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Technology Description

m Secure Cryptographic Unit (SCU) as the Root of Trust in the loT Era

» “SCUR” will enable the Root of Trust for CPS in the Society5.0 era by the followings:
® Prevention of switching and spoofing of loT devices and end nodes
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® Prevention of switching of communication data from loT devices and end nodes,
and Prevention of unauthorized data insertion
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® Prevention of infection and hijacking of /from loT devices and end nodes
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® Encryption of communication data (public key method) from loT devices and end nodes
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