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IoT is the fundamental technology of Society 5.0, where IoT devices embedded in a
physical space, such as social infrastructures, industrial systems, living environments,
and natural environments, are expected to create various added values and services, and
to bring significant benefits to the economy and society, which are also physical space,
through connection with cyberspace, such as clouds via various networks, collaboration
with advanced knowledge processing (represented by Al), and analysis processing as big
data.

On the other hand, the scope of the targets of cyberattacks is rapidly expanding, and
attack techniques are becoming more advanced. In particular, as a result of the spread
and expansion of IoT which create new value within industrial society and family life,
the threat of cyberattacks can be found in all industrial activities, not only in cyberspace,
but also in physical space.

To comply the above social needs the Cross-Ministerial Strategic Innovation Promotion
Program (SIP) Phaes-2 has launched the research and development program under the
project “ Cyber Physical Security for IoT Society” to provide IoT systems and services to
protect various IoT devices and to achieve safe and secure society, and “Platform for
Cyber Physical Security Measures” which will assure the security of large scale supply
chain including small-to-medium sized enterprises in realizing secure Society 5.0.

In defining the outcome of this research and development program, this project has
made the survey in the following three key aspects;

@ Survey on security aspects for IoT devices and cloud services

The team ran surveys on standards documents and international standardization
activities related to supply chain security, gave questionnaire and interviews to
communication service providers (CSP). Based on the survey results the team has
made further studies on the definition of the scope of CSP’s security measures and
responsibility boundaries between multiple CSPs, positioning of and method used
by certification bodies and accreditation bodies, and the real life implementation
issues when compared with the SIP R&D items.

@) Survey on IoT network security

Due to possible increase of supply chain security vulnerabilities following targets
have been surveyed.

- Countries : Government legislations, rules, policies, guidelines on security
matters in 9 countries

- Industrial Organizations : Security certification processes issued by 3GPP and
GSMA

- Vendors : Security management and processes by 4 major network infrastructure
vendors

- Network Operators : Acceptance test and operational processes on security
aspects by flagship operators in 4 countries

- OSS Community : Organizational structure and processes in 3 SDN/NFV related
communities

@  Survey on technical aspects]
The team has surveyed the following three technical areas.
- Technologies on software evaluation
R&D status and issues on static analytics/dynamic analytics which are to be
used for detecting vulnerabilities and quality improvements
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- Technologies on hardware evaluation
R&D status of technologies and tools for backdoor detection although the
team understands it is still at immature stage
- Use of White Hacker
Cases found in U.S.A. using white hackers for areas where man-intervened
actions are needed for vulnerability detection

The team has performed studies on the directions of actions to be taken in the
near future based on the survey results.

Last but not the least, the team has analyzed the survey results from @ and @ and
extracted some of the key issues. Studies were made for the resolution to those issues in
respect of assuring network security by creating the framework for sharing information,
research and development on the inspection technologies, and establishing appropriate
certification bodies and accreditation systems.
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W5, SC41 Bl FIZIE=2D WG (7 —% 77 F ¥, HEHEGE, 77V r—ra ),
#HED SG (V=7 Z 7/, b7 A B, Industorial IoT, =y YasEa—7 47, U
TIHA L ToT, 22— A7 —RKES) NREINTWD, AARENCTITERLESS
THHMAEBFHEZNIC SC 41 HMEER] KO [RA~v— T 40 ANEER] PRES
TV, SCALICRHE L-TFE 21T > T\ 5,

HAka =7
v IoT L 2BV AT LDOFE ZHEMET 5 72 8 OIEHE[TEE)
AEFEEETIE, 10T VAT AL ZOEDHER A ERONEETDH, *y NT—2
T —HEEREHRELODD, DBEOAT— T NAADT —FT 7 F ¥
77V r—var, M2M (7731 A[d: Machine to Machine) ®A > % —7 = —
CRET A HERE LA ST S D, Industorial IoT b Aa—7 L LTEENTEY,
A~— b T 4 DEAEN 2 — 2 —ADF L LTETF LR TS,

v HHEEFRAML FTFRA b DOEZF
ML LU —% T —7L LT IoT OFAERMA

1D WG 4 233k 5
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—< & LT [Trustworthiness| 2% 5 TW5, 10T A7 A -« —EADH
TIATF = — U NTEBEBRO I & MR 21T 5 IO D kw2 R LT 5720
DM T T\ 5,

FE S ORHR & AR

ISO/IEC JTC 1/SC 41 O¥ & 2AMERITILL T DY,

vV 10T Y A7 L EZOENEME TG E LiiEma T o720, LLTO X5 22
NETRa—FIED#EmEITo TN D,
e TYUTNAREDT XTIV F v, TV —a O
o VAT LD EERAMEDT- DDA o F—T7 = — R AEFEOIH & ARG B
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#EE O 277 F1_strauzq o
BRNSHEFICERINEIIL-T
7 RIAH— S5
0T —F50F v IoTAEEER % loT7FUs—>3>
WG WG WG
HEIN—T
D1 7SI RSRAKD—2F IToT Iwv>a Ea— U77)ILEA LloT I1—-RT—-X
SG X (iEFES) SG SG >+ >2JSG SG SG
SC 41 Business Plan and Dashboard 2017 % & (C=EHEHFPRIER
HPFR)  https://www.iec.ch/public/miscfiles/sbp/jtcl-sc41.pdf
X 4-20 ISO/IEC JTC 1/SC 41 D4R
B BR FE IR DL

ISOMEC JTC 1/SC 41 128\ T, {ERH OFEAERIAE & HIR I OREVERAE ORBUTLLT
oY Th b,

vV B —%y U — 7 BEOBEERE OEMRNFEICHER L T\ 5, ISO/MEC
29182 + U —XTiEF S5 SNRA (Sensor Network Reference Architecture)
TTNVIESE, A~v— 7Dy FAR VY —, Kb —%0 A& W
—OEERBIR L STV D,

v AHEEAMEIC W T oOMEAERIR L ISO/IEC 21823, F T A M4 vk
IZ ISO/IEC 30147, 30149 & LT, TNZENOHMEFELETL T\ D, 2019 4
2 H RER S CHIRE OB IL ISOMEC 21823-1 FHAERAMDO 7 L —2TU—27) O
BThH D,

e ISO/IEC 21823 Internet of things (IoT) -Interoperability for iot systems-
IoT + A7 A OFH A EMME A2 AR (L 2 B, 8173 @ ISO/IEC
21823-1 (Part 1: Framework) <TlZ, IoT OAHAIEMMEDOHE (facet) DET L
ZEALTEY, ez, W, TEW% (B~ T v 27) ), TEIEL, TARY
U—] OMEEMNEZRRT 2 L2 AFEL LTS, MAT, BET A
RAELRFIE LT [ToT v A7 A08E (ry NV —27@(5%) |, [ToT =
VIR NORE (T ADR Y MU — T itk —EMESE) Tv v —
PR=—bFEEB EX2VT 1), a0 TTAT7 ] OEAZZEST
W5, T2Xa U7 0] OEANTIE, BEMELE 2N &SN NG RE
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e ISO/IEC 30147 Internet of Things (IoT) -Methodology for implementing and
maintaining trustworthiness of IoT systems and services-, ISO/IEC 30149
Internet of Things (IoT) -Trustworthiness framework-

IoT ¥ A7 Af® Trustworthiness ((FHEEES) ZIEUE(LT 2 HIAKHE,

Trustworthiness [Z, A7 A2MNBEBIZS H IR LTHEE, X
VT4, TIANRN—5%EBIHRE LT LI2EELT 22 LIZH LT
AT =7 RNV E—=RROREOREZER TS L SN TND, Wk E bz
K77 MERHDOBPETH 253, ISONEC 30147 (IZBI L CTik, HAMNS [ToT
X2 VT4 HA KT A4 (oT HitEa v ) — 7 b RIEA - IREEER) .

(2478 10T VAT ADI2DDEF 2 V7 ¢ 1ZBT 2 AR 12250
TNEPREINTEY, WA 74 Zid STz 1oT v A7 Ao
X2 U7 4 %R Trustworthiness % 524 - MR T 5720 DO R D~N— R
ERDHFAMETERDPED LN TN D EEZE X BND,

4.3.2.1.8 SAFECode:Fundamental Practices for Secure Software Development

SAFECode:Fundamental Practices for Secure Software Development (Z 9% JH# &

RELLUTIIRT,

Ha - ARY

VIR =TTvaT TUAK, Y T7 MU= T REK Ll R L, R EEO K
BaNFAE L7RWZ L 2 RGET D7D L REDFIEL T o XA 27T 55D TH
%, SAFECode 7329 % Fundamental Practices for Secure Software Development
IRV ZDERNBRANA NS T 7T 4 ARREN T D, 2008 4, 2011 FFITfi &, 2018
FIZYETIRFAT ST 5, 2018 44 TlE, Secure Development Lifecycle (SDL) %
RS DTDICEHERRA NS T 7T 4 A& M TIN5,

Juniper., Symantec, Microsoft, NOKIA, SAP, Adobe, EMC Z D& BZEICHIT
HFEEREZBUTLRA NS T 7T 4 AT HHDOTHSH, SAFECode “C i\ PEZESRIZ
B EX2 YT 4 KRN, HIRRRA NS T 7T 4 ADDMRNCEIERETH S
:&%@ﬁéht&xbf7ﬁ74x_%ﬁﬁék&%ahbfméo

e MKz Ev7h

v" Secure Development Lifecycle (SDL) fREIDIZODRA N FF 75T 4 A
FOROFFE, F=FHarFR—x b (=7 v —2x B (Commercial Off-
the-Shelf:COTS) D&, Mgkt & BiR%:, Development Lifecycle (SDL)
DR DIZDDRANTZ 7T 4 AafEitd 2

V IIATHAINVERB X2 )T 4 BHE
B 7 0t ZARBEOBREZLITS LT X 2 U T ¢ EHE Ak ictiET 5
TFa—FE R LTS, FATORE I, ®%@ Ux&@%ﬁ\®%ﬁ-
UAZIZHT 52X 2 VT ¢ BROFFE, @FEE WX T oEX U T4
BRDOIGE, @bFa T BRNFEESIATND #®ﬁé$% @RI —
RBANZHEIL L TV L08R, & W) FaeARNEELRD,

BMEINDAT =T RLF—

SafeCode:Fundamental Practices for Secure Software Development |3, Y7 F U =
TT ARy NN—"RRBETERXANTT 7T 4 ATHDH, SAFECode ZEZIFD & L,
JR S — ARSI BV THE 2N ATRE R kG & 7o T %,
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SafeCode: Fundamental Practices for Secure Software Development O # H = D
BT oY Th o,

VIVATAITATHA I N EB LX) T 0 BHEROEH - SEDOH 2 Ik
DLRANT T I T 4 A%m$T e AFEE LTS,

VY7 RN =TTvaT I ADBZHESE . BRI, EERE I ME M A AR
L. Y7 b =7 PERULIZEYEIET 52 &2 RGET A1 TR AT T 5,
VIZ MU =TTvaTr 7oA R, BXa T g, AR et A RIS 2 LT
Bz 5 0 THY . SAFECode Tlik, Y7 b =7 7 v aTl T A%
EBTH720DH A K& L T, Secure Software Development, Software
Integrity Controls, Software Integrity Framework %% D L E 4 #2435,

inputs ouputs  [[TEED
Secure Design a&at X2 T7HAORA . BRET )T BEH
Principles B&. D7V EREE, O EBLERLEDTE
#HERT,

Secure Coding
Practices

Implementation
Tasks (in ADLM)

A2 Fa—F4u4  OWASP, CERTEI—F«L 5 1Z% APIDF|
FFIR., O—REfT. T—2R#E. T5—xt0i

ST B iEEERT
) B EaUK—tok  A—TUU—R. COTSHEEALEMEDN

[ERBEDYRIEE #$58t12DLVT . “Managing Security Risks
Inherent in the Use of Third-party
Components"% %358B3 5.

TRANR LR - BIRORRAT. D7DV REB BT AN T
Za7LTAMDE#HERT MTRE CAPEC

Legal and Industry
Requirements

Application Security
Control management

Intemal Policies and
Standards

Incidents and Other
Feedback ‘

Threats and Risks

Audit Artifacts

E SN

Application Security Control Managementl&. £¥a1 7V 7k oz Xl T4EE HEE IRIHFBRTIOERADORRIEHETT .
THREIOLRZEE-WETSHOOT7IO—F T, £Fa7HK
FRA ¥ T7aA—TAU T TIVT4R, EM - EENBER, MESEEORGERRT  BEBMEREARY I — RBNEEE. F=Fa
RERR S — 4B AUV TUNEDT—RN\vY BE-URY R DEREEE HEFHHED EIE LER
BEEAVTIYRELT, VI 7 DRE, BRI, Z AR & REOVTHOT .
BEEDTIRTIEEAMTTOCLRELTRASEDOTHS. prappmrsy  EHXIE. SRIFLLAL. BAMEETL

TAADEEDFE L&?cﬂ‘_?gw;u RF—ORNY —EEE(ISD

VTR Y o
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Training

Secure Software
Development

ASSURANCE

Authenticity Integrity

Software Integrity

Software Integrity
Framework

Controls

04 H MR
(TAARANE2—3>0 A
OTFUR)

4-22 SAFECode (BT LY 7 b =T 72T 7 A

FoF JMFERET AR

SafeCode:Fundamental Practices for Secure Software Development D H#ELEx 5K D
AR EEELIXLL T 0l Y Th B,

V VIR U7 T a7 70 AleXxaTr7 Y7 v TRENOMEDTZDDH
A4 K74 %, “Fundamental Practices for Secure Software Development, 2nd
ed” IZBWT/RLTWD,

vV BT et R8T LRGN I TAMLRICERERD, EET
AN EFIA, BET 599 (CWE: Common Weakness Enumeration), FEEEJ
EHEMTONTWDNEREET D FIEEZE L OTVD,

V U Y—Z{TIE, BRI, YA EEE LD, VYT N T T aT T ADY
oA T 7 AL TV D,
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SAFECodeNR b TS UF 1 RDHERK KIRHTTED B

BEETVT (BESHT) EHHEIE BAEY B, BHIA Ty NIBET SANR M REEE
wH a7 FHAURE BINBOERT S NYTFA—R—TO— [CEbAEREE DREBEEL T,
< R - BEEEOA—N—TO0— 74 —T0—
FUERITARE . BEB). BIGLTF—SROIS—
BIRERRILY Sy P EEDFIAHIE .« F—RYYRY
HEELT,
AHHDOBRE RE ONRMGERT — 5B OFA
. — BEHLT—4E
BRAEUTIS . 3147y T A0/ R MRS -I S sk e s e

FUF-HARYARRIYTR-S4T51) o AVRALEOFT 23> 0EIR(gecl<H115-frapy)
wXaTa—FvR®RE T 0T e
ERT—47+—3vOFA

BIRISQLXIE 1535 E e o (8 + CWE-129: Improper Validation of Array Index

BIECWE + CWE-190: Integer Overflow or Wraparound
fEFRIEL =855 O [E38¢ (esemmF) - CWE-131: Incorrect Calculation of Buffer Size
04 ERL—ZDOFIA
« Coverity, Fortify SCA 360 % D& — R Y— LD T I+
BEERDORE TIrDER — (FIMTIEORE)
BT ARY— L DER RILAE c AUIMS—DI—=UT A= ORER

TAMNET 8% o RAVAHEBTHAUTINIET EI7OVYT T RE
TV BNANT ARDREST LR
RAEL—230T AR AR
S S S — . S,a . « Phrack; Basic Integer Overflows; Blexim;
P, i i A e 2 W= http:/www.phrack orglissues. Y—JL/Fa—kU 7 JL:
RO —FRRATY—IL + MSDN Libraru.....
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4.3.2.1.9 IIC, Industrial Internet Security Framework

IIC Industrial Internet Security Framework (ZB53 2 fA& SR 2 LL N IZRd,

Ha - ARY

IIC, Industrial Internet Security Framework (IISF) % . Industrial Internet
Consortium (IIC) NABH L7z, ToT (2 IoT: Industrial Internet of Things) A
TLDEF 2 VT 4 BEICHLT @7 L= AU =7 ThH D,

IIC 1%, AR OBBLEA, H, A7 U Y=y Mo ToT FIH % h#
THZEEARE LT 2014 FITRL SN2, R E RESHE DO A4 — 7 L 722 Bk
Th D, Al AL 73—121F, AT&T =° Cisco Systems. General Electric (GE), IBM,
Intel % 5344 A4 BI/E CIE MR 24 » EH2 5 160 oML LD H E TITIR LT,
BAE, IIC 1X., HAERE(LH{A TObject Management Group (OMG)| OEHE FIZE
TWn5,

[ISF OREICE > 7= 5 & LTE, oT EHEETT IoT & Tixe X = U7 ¢ EiEN
F72 5720 10T OEMFITE S ALY TIEMFRLETH 72, [loT DEFX = VT 1 Tl
REVAT DEOEBEA L T T~DY AT BT 20 ERNH L0, HEHMIT ToT
L0 EEOEBEMEN RO SND, 512, IToT vX = U T (1%, BAHBNEHEMIC
&S0, @Al AT L RICE S THERFT 5 & L bic, BIELOZE MR L
RITE RS, IR b, HEEWT T L1820 THY, IISF X, =
@;9&%~x«@ﬁmﬁ&_owf\%Lﬁmﬁé%f®£égﬁ%%ﬁﬂﬁ%%ﬁ
L. BIREEZFEL W ETOFIEE D,

HAR=a BT R

v ZOoDEAMK (Trustworthiness)
IISF (%, EEMEZ FEHRT H 72002 eE, %ﬁ@ R, ExX VT, 7
FTA N —DHHODOEFE A ?XZ LT, MBEOBBICKH LTS Z LN T
x5, £ELTW5,

1 ISO: SAFECode Software Assurance Forum for Excellence in Code

https://www.iso.org/organization/7387391.html
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0 MHEINAAT—THRNLHE—

IISF I3EXROELR DX 2 VT 4 B2 0FEIICIRZ 720D THY ., 777 Knb
BERE., v han, HAALEENOER EH, 774N —RZ 2D D DO
¥E T, IoT Wk 282 R BEEDOHR L LT VT T4 Fo2—FTHHEEL TV D,

INODERIENES HFELTIRS R L2 D,

B E A L R AR o
IISF OEHE BEOMEIILL TO®EY Th D,
v 4-24 (2R T HODERME (Trustworthiness) B A ER T 5.

TE1UT A HRES
1 [N —tFa1UF+ EE /MR RIT I DO DIREN SRS NIST SP1500-201
2 |[Fs4s— B ROMIEN B4 (3 U R Bt

o B R A 4 ORERE THET R U RIS [F T
3 |mem 55

= EDBHLE

4 |eme — B ORI S B Rt
- RROBALITEIS L. T2, Bh STECEHE T HhE At

v X 4-25 |2 II0T v AT A~ORERKEHET D 12 D7 L— AU —7 2R,
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1 e CEOBHEREE, MERRE. [ICOMDXE & ORE =S
2 |EFR—3> ToT. IT/OTORECH:S B HOBE 7 #ES

[ — _ = TR ERDI AT LADFHIRIEARE T DT ET. BRETOMIRNMESHTAD, ERFERI R
3 BERIATLOROOERS = [\ DI DR DDERDEER EH,

IT (Information Technology) & [TEOTEDRATHL, SRTLADBENE(LT S, SETERRBBRRCADE SN
4 |OT(Operation Technology) DR TIE = 75w AR

ORME (TS REHEOESN " 2
5 |URITR—TAS N ESHZ DU DRV S
6 |gla (PVPERESOEREGINE |S Sy o e, ToTommmimmE s
7 |BE - F— DRI EORREBRER [BIE - F—IDRERE, 0T OEHIMSHR RS
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12 [ERERERT Wi L TABOEF LD T < BERBDETR MY R TS T &2/
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4.3.2.1.10 UK DCMS, Code of Practice for Consumer IoT Security

UK DCMS, Code of Practice for Consumer IoT Security (27 2 fHA R R 2 LI TR

R

de 5.
H 3

=l

UK DCMS, Code of Practice for Consumer IoT Security I%. ZE[EBUFHEEDO—>TH D
Department for Digital, Culture, Media & Sport (DCMS) 73, {HZE#H A1) IoT &AL D&
2 VT A RO, 2018 FEATHERR L= A KT 4 o Th D, 1ERIE, EFRYF A —k %
2 VT 4B =0 IO T TiTbiv, EEN, HEFEER, FREBEEN ST,

HKENZ KD FREA ToT #0525 F, H G HRIR#ES DDoS BB~ %[5
S EEFHME LIEEX 2 U T AR A RTA4 U ERET D LEMERFRHR STz,
KITA RTA TR, BEERICLDXRICEE LT, FFEED ToT WAL ORFHERED
HEXa U7 4 xREFEET L
HIEEHBE LTS,

FEEBUFIE, ToT #UE L E 721% ToT Y — B AEF DR E 7213 — B AR T, T A
RIA X =T aNA L —TRRT a2 HEL T D, A FTA TR
LTCWB0, A RTAVEBRHAL T RWMNCEY A RTA U EBRAL TR0 ES
X, WU R =T BN, H =TI VWE BT REL LT, T I7RETHD
HP Inc., Centrica Hive Ltd % U Green Energy Options (geo) Ltd.lZ, AH A KZ7 A T
FETOEMOMEHETHY , BUFIIMOBEEZO/NEERITS ZHIHED) T & 2R L
TWn5,

LT IT 794 F == kDt x =2V T 1 kT
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HARKa =7k
vV BERIT 2FEBRTL2ODHA KFA4
IoT DX =2 VT A IZBIFDRANT T 7T 4 A%, REICESEZ Y CT13HAE
DA RTA NZHEH LTINS,

BMEENDH AT — 7 R)LE—

ToT WA DOBARE D —E ADHRME, IRFEE TICHDL L FETLPXIR LD,

V FNRARRA =T — fIBRNLTINGE T LA v X —F v MER A O i i 4 Bl
T A, FERARICIIERA ettt SN S ENLGE R H B,

vV IoT —E2BHEEH: IoT VYV =2—Ta0—E LT, Xy NT—77 57 R
ARL—=V TABEEDOY - RAZRMT LB, A X —Fy MERAT
NA ZDREII Y —ERICEENLIZ DD D,

VERNANT ) r—a VEREE: EANANT AL ZATHET 277 r—v
a VORREE, IEEITOLE, 2O LET TV r—valik, TARALALED
BWEFELLT, T VY a—a ilEdEnsb I ENELN,

vV INBEE A VX —F v MERRORGSOEEY — X 2 HEE IR T 5 S
T,

EHLERE &R B OB
UK DCMS, Code of Practice for Consumer IoT Security O E HIE OB EIILL T O
D Thsb,

v 7 13 H ORAKIAORE AR S, BB 3TH B LA ST (L E A 5
nTVB,
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6 [WEMR(CIRDHBAZRINRITHNZD
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HECESH
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4.3.2.2 HEVHE AT

4.3.2.2.1 TISAX

TISAX (Trusted Information Security Assessment Exchange) (ZE4 2HERE £ E2LLT
T,

e Hx-HW
TISAX %, VDA (R Y HEHE T.3%: Verbands der Automobilindustrie) (28T
HENHEA = — BT T4V MOV T T4 T =— BT DHEHREST= Y T ¢ OFF
fiffi « FBEOERE EFREROLFEHENL L0, HGBMROEENEE FD D T2 DI
fE#RE BT 52 L2 ENET S,
VDA OIEREXF 2V T 4 U—F T N—7Tld, FAY BEIEEENK 82 T A%
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H7ve 2017 200 TRIT S 4L, 2017 4EH1 LD VDA 7 HOEFEIC LY ENX
(European Network Exchange) 73&EM % Bi#h L 72,2019 4 2 HBIEITN—T 2 > 2.0.2

(2018429 A 18 AV U —R) IZESWIZIEAMTHOI TV,

® JiAkouvBT b
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FHESRIBEOLANIL | 2LV BUMRE, FECEVRE

N oL | LLIALL, BEEHEns). 2(AL2). 3(AL3. BEHBOM R EZD
FHIS A SUPV | s - (> S 1 HeR - A D MREEEI)

O(RZEER). 1(FEMSNTLD). 2(BEENEZ). 3(FEISNIT).

BALLEES 6LV | 4T aEeeR). s(EEELTNS)

4-27 TISAX |2 X %

0 MEISNDHAT—IHRLA—
TISAX CHETDHIAT— 7 AN —BRII7e 7 NMCBERT 2 ERZEIET 25
(Active) &%ZfHT 5% (Passive) & LTEIND, T A I TO@EY TH D,
v a2 DR . TEA) . BER) 03 AT v TSN,
v EE] ORI, R—=2 WA MRS EZEEOMTREEN D,

29



O FAMRICER

@ FHEARE DS
-8 R, NRATL (SR HEN)
g%’fﬂ’f&z (4F)

-755% : LRIVL(ALL), 2(AL2). 3(AL3)
-ERSE(EO)
HEFERONK - HE

@ BEsHiioR)E
-MUST, SHOULD, MAY(CERE
BRELNVEE | O(RTER), 1(REINTVS). 2(BHEanr). 3(MEansc). 4(FRIFTEER). 5(FBMELTLS)
QOREFESHMER
QTFBOENM (PIEE)
-IEMBACERER, tERIG), BEHMONES, EARTES0AENE
- BARTEENGNUETEARRIFESL ), B RESN SINSTEEMBIEENL] | TNLITHIHEDL]
-NEENGBEG R B EZ{FRUTCAPEDR (RIEEBEER) 2381, RIERBREROYL TA0-7yS
BEENVE

StEp3 e S pen
A @ SBHE (PIUAEFIRE) #E

X 4-28 TISAX DXL HEEFFEFTOT kR

o EFHHME L AIREAOME
TISAX OFHIIEH & 722 D%, OV ISO/IEC 27001, 27002 & OXHGSEFRIZLLT
DOEY Thbd,
vV w3V A L FEYET ISOMEC 27001 ISMS) (288 LT\ 5,
v ELRAD SR B EEE T ISO/IEC 27002 12 S W TED TNV 5,

30



ISO/IEC 27001, 270020EHRER
HIGSBEREIE

Balils1=EA

)
YIRUIZY AV M)
1.2(1% ¥Et¢1‘J74‘JZ’77t7\X/ D}
)

10.1(:
10.2($4RRE)

| 1= 5.1 1(IBIREF1U7(OR B0 EE)

2 5 [BHREFIUT (758 1 5.1 2R F1UT(OLHORHBDLE L)

= )= : 6.1, 1(IRC+1U7(ORERUB(E)

3 6 1B tF2UTOIE 4 6.1.5(TOSTIFASAY MBI BRI EF1710)
6.2.1(E/ 1\ R0FE )
6.2.2(7L0-+>7)

N = 7.1.2(RAEM)

4 7 ANEROTF1U71 2 72 ok
7.2.2(1RCF1V7 (ORI L, BERUIIE)
73 1(RAOET RGZE T BEIE)

re— 8.1.1(EERIR)

5 8 AFEEE 4 8.1.2( AEDETEE)

(EEHBOER)
(EED;
(eoni)
(IEHOSIAI)
(BEORRRL)
(AL TR IO EIR)
21k
8.3, 3(MERNIRORI)
= P 9.1.2(+9 NI~ RURI NI~ ~EZNDFIER)

6 9 TR 6 9.2 I(FBHSRRUSRIIR)

9.2 2(FBEPILADIRA)
9.2.3(FHEN PV L AMO L)

9.2, 4(RIMEOHERIFIROEE)
8.2 3(ABETYELEDL L)

9.3 1 (WEBHEISROFIR)

9.4.3(/(20~ FEBS A5 1s

9.4, 1(IBEAOFHEZHIR)
9.4.2(CH1UFCRBUEDIAS FI)

10 BEE 1 10,1, 1S CSBEBRONIAS )

CEEtER A = 111 1(EN 205 5)

11 38E - RIBOVREF1UT( 4 1112040 R TR
11.14(GHIRUTRIBOBENSORIE)
11.1.6(ZES)
11.2.5(&FEOTEE)

[ 11.2.6(BINCHBEERVEEOTF1UT1)
£ 11.2.7(EEOTF 105 £ RTINS SEAI)
hcd Y )= 12.1.2(EBER)

9 + 12 BROTF1UT1 9 12,1 4(BIRIS, SRR ERAONH)
12.2.1(NITPCH T BEIER)

s 12.3.1(EROW777)
|J 12.4.1((~>hDJERAS)
4 12.4.2(0)IBHORE)
74' 12.4.3(FHERERSERELEONERDY)

12.6.1(BAfi8IEL\ SO EIE)
12.6.2(V7 NJI?U){/XF—AIAD%EJIIE)
A7

DEE;
182 3(HRIESFOLEL— )

10 13 BEOEFIUF1 5 FERIE S At e N

13 1 3(RyNI—I053RE )
13.2.1(BRIBEDSEHRUFIR)
13.2.3(BF Myt — SiB(E)

13.2. 4(WERB DR ETREIRH)

11 14 S2FLOFE BIF RPER 4 27002 | M411(BBCRUFERBRAOHFRULIC)

14.1.2(RFYNI—) DT IV ~S3 Y —EROTF U5 DEIE)
14,1370V ~S 39— ERONS IS I ORIE)
14.2.1(EF1Y5-

14.2.2(325 LOZE
14.2.3(ARL
14.2.4(/tyr
14.2.5(tF 15
14.2.6(EF1U54(C
14.2. 7(%5@1{;;&%%)

e

.9(2
143, 1(t8RT — 5’0)&5)
12 15 HEE OB %R 2 15.1. L(BHEEBHRDI DO EF1 U7 D5 8T)

15. 1. 2(fHEBLOBBIC S BEF1UT(DBIRL )
15.1.3(ICTHT 54 F1—>)
15.2. 1(#teB0Y - ERRMOBERRULET-)

13 16 1E#RF1UT BIRER 2 ol N e o)

16.1.3(1BHREF1UT 135 mOMES)

16.1.4 (1B EF 1T BROFERUATE)
16.1.5(IBBEFIUT1 257> MOTIE)
16.1.6(1H3RE+1UF(1 SISOFER )
16.1.7(GEHMOIREE)

17.1. 1(1E8R -+ 17 HER DT E)
14 17 BERBEIRTANIBITD 1 e o)
EREF VT 17.1. (B3R U5 (HEEEOREE, LE1—RUSHE)
17.2.1 (13RI DB FItE)
15 18 AVTF5AT7>R a4 18. 1. 1(GEAADRURH LOBRBHOKE)

18.1.2(AEIREE)

18.1.3(FEROIRE)

18.1. 5(BES LA T 252))

18.1.4(I51 /05— RUBAEISETESIER (PI) ORE)
18.2. 1(18#REF+1UF(0IRIILIELEL—)
18.2.2(1BREF1UT1ORHOFIEH B RUFRAEDIEST)
18.2. 3(fEliIEFOLE L)

16 23 —R){—F(— DM 4 T e o, RO
Yof

1 (FIRESRRUSRNIR)
2(FIRETIERADIR)

N=F4—

AD R

\D\D\ogo\A

2
2.
2. 4R EOWEBIENBOEE)
2.5(FIBEPIEAEOLET-)
11.11(VEEM T2 U7 (5R)
11.1. 20V AR EIBR)
13.1.3(vhI-00538 )

> > = A VAT —5 R E(BDSG) ORIEOTA I T L1 1%
17 79 | 247-50E 4 TR IICHEU TS

2. 1(IREMOEE)

2.2(IBE U OBMELL, FER
2.2(IBBONIH)

L 1(YEER U7 (ER)
L2(EN AREER)
1.

18 25 SFERDRE 22 7
% 25, 3MEROIRV IETISAXIRE 8
i
1

FHERAREDLHORIEROYID - o
BB 1T B ORTE. 34042, BERUEOUFZ(

= = = o g J1.5(tFal ARONE R TOMER
SAERFIFEOHIR, iFR AT )
DEAR. RE 15,1 1 (B BURORDOIBIR F1UF (058
15.1.2(#HEELOE BB I 3EF1UT1OEURL )
15.1.3(ICTHISAFI—>,

P H & ISO/MEC 27001, 27002 O REf%

4-29 TISAX

31



4.3.2.2.2 SAE J.3061

SAE J.3061: Cybersecurity Guidebook for Cyber-Physical Vehicle Systems (Z 5 % i
B R EZ UL TIRT,

o - A
SAE J.3061 IZ. SAE CkK[H H BhEH i {2 Society of Automotive Engineers) 73,
2016 £ 1 AICAB LR o BB EREEM T OV A "=k X2 VT 4 HA KT v
THDH, SAE [, 1905 I SN EE Y 7 4 EMFZOXKEOIEEFFIRTH D |
2016 “FBIfE, 110 » [H 14.5 HALL EOREN NS,
PAN—X2 T I THBHEERICE > THBRBH LWREE RSB THY . BE)
HOMUE IR S D ATRetE & i/ MRICEN 2 DD, FiTo 2 eE - h— B X 232453 58
BHIV AT LARFDOTZODRA N T 7T ¢ A fRfitd 5 BRI TIER S vz,
KAA KT v 71253 < FRAEBUSHIFE 1372 A, NHTSA CRIEE I 8 A8 20 427
National Highway Traffic Safety Administration) (2 X 0 A HELEIN TS,

e MKz Ev7h
vV BEIEOYAN—X2 VT EBEOEHOTaER - T L —LT—7
HEjEREG ORE (27 k) o WAEBAR, A, EA - v R, FEEEE
TOTA THA T VEERT, %4A~t%:)74%%%¢ét@®7mtx
TL—AU—IRERLTWD, o, AT T I7T 4 AL L TCHBHEDOYA
N—t X2 VT (2T ARG - JFAI 85 - BEED T2 DY — 005w
LWV o A RER AR L T D,

v BRI L OBESEICET A EE
HEI O ST L OBSMHICEEL TR @ 12 ISO 26262 Road vehicles
-Functional safety-. & 7§72 < é/\ﬁ‘é £t &7 2 — X TOXKNE % [F]
%'%%waéoﬁkI&N%%22@&J mftﬁ77%m%sﬁEJ
3138:2018 ICBWVTAHM N SR INEERK HNTVD,

0 MHMEISNHAT—THRNALL—
SAE J.3061 Ti%, EHEMIZIIABE X7 NORKELEZFRFOAEIE A — 7 —
(OEM) Zxt&l 3%, 12720, BX =2V 7 ¢ RERFHIABHERZOT A 794
7 N _TUT &éﬂét N R TRV T N 2T BT AT I A1
H & OBEALHPHIZ BV T ORI R D S5,

o EHFAE LR OB

SAE J.3061 CTHEINAHEEOYH A X=X )T 4 RS IH T 1L —2U—7
L7t 2A0MEIILLTO®Y Th b,

32



EHREE

B Y ANR—tX) T Xt B IOCRBEEEDRE W IS2=4H—1a EE B FELAFIUTOEE B ER-RTFED

2x—X1 J2x—X2 2x—X3
E (It THEEE) WEER £E.ER-Y—ER

O HEEDESR (O3
QFA7H AL DOHE - ,é sgi‘rﬁéﬁ‘t
@ ZB T & R EHT . 1

= Y RONENEENEREORE s it OB

B YA F2 )T 40 BERE " BTG
@44~ F ) FABEOERE G
(OF -=E3 030k ¥ . mEEQATFUR
© 44/ 5— (71O HEFFHE N—F9z7 " =

@Iz—R-LEa—

YR—k-TFAtR
HENEE B XEEE BIEEEE 4L
X 1SO 262626 BAEHD

4-30 7L —ALU—7 O

B, 7=2—X2OREBRETIE., var—F—7 53— NHDOV FHEET VAT
LT, AT L N—KRUxT7 « VY7 " Tx=2T7D3BEBEL~LTHEL, AW - EfEE
oA FE T AN HER - FHMEOEK T e B ACBITAERFHEZ TR L TV D,

Initiation of
Product Release for
Development at Production
5\(':::::‘::")9' Product Development:
. System Level Cybersecurity /
Specification of Assessment
Technical
Cybersecurity / Cybersecurity /
Requirements Validation

. Feature Integration
System Design & Cybersecurity Test /

&
&
<
Q
*~
&
-3
L
‘.CO
&
&0
_~
&

Design &
Implementation '

U Product Development:
SW Level

U Product Development:
HW Level

4-31 7 x=—RX 2 [RGB O7 ok R

E7z, XA A RO & BT 2 BEEKIIL T Ol ) Th 5,

2 SAE International, J3061 Cybersecurity Guidebook for Cyber-Physical Vehicle Systems, Page 26 of
128 Figure 5, 2019/2/26

33



S eI | & | ]
15 | BEAEHE F8RA | SAN—F VT BT FEDHA
828 | BRIBR {H42B | VEEEREMT> T — Ml
$38 | EROHLUIEEE T8RC | BT EOERBGI
B4R | SATLARERWES AT A - B4 N\ -+ 1UF71DB% 32D | TFIUFAET AN —OFITICBIT BEHBAL SRS
$£58 | BEMEIATALCBIZPAN—tF1UT10H 1 MEET {HERE | MESSIET —IN—AEMESIIED TR
86E | HAN-tF1UT10TOCE f18%F | E@ELANINTOERESEIE
78 | AN—tF1UF1O2ARRER %G | BFEER(CATIDTTREENHIREOTA N —tF 17
BELHARSA>
8% | JOtRER {18%H | BEECEIZ IO MNIRR
9T | FRFHE Rl | BENEER CTERAINIAEREOSHITF 1Ty -
4-32 AR A R OHERL
No. | SIS
1 ISO/IEC/IEEE 29119 : 2013 Software and Systems Engineering — Software Testing
2 ISO/IEC 12207 : 2008 Systems and Software Engineering — Software Life Cycle Processes
3 ISO/IEC 15408 : 2008 (R2014) Information Technology - Security Techniques — Evaluation Criteria for
4 | ISO/IEC 15408 : 2009 (R2015) | 11 Security
5 ISO TS 16949 : 2009 Quality Management Systems - Particular Requirements for the

Application of ISO 9001:2008 for Automotive Production and Relevant
Service Part Organizations

6 1SO 26262 : 2011 Road vehicles - Functional safety

7 ISO/IEC 27001 : 2013 Information Technology — Security Techniques — Information Security
Management System - Requirements

8 ISO/IEC 27002 : 2013 Information Technology — Security Techniques - Code of Practice for
Information Security Controls

9 AIAG QS 9000 : 3ED 98 Quality System Requirements

4-33 A FNTZM S D BE R

4.3.2.2.3 ISO/SAE 21434

ISO/SAE 21434: Road Vehicles - Cybersecurity Engineering (2B 3 2 ff&ME R4 LI T

7T

- HAY

HENHER O HEER - BT AT L OREL IR DR HERS & LTI TS0 26262:
Road vehicles - Functional safety| 23K E I TR, A RX—EF 2 U T 1~
DIIINI RT3 TH D EEZ HILTUW I, 2016 49 A2 ISO & SAE (X PSDO (/11
7E: Partnership Standards Development Organization) % f#if& L. SAE J.3061 % ISO
W AIAT F 82 AR LTz,

ISO/TC 22/SC 32/ WG 11 TH->® PG (2534 u, ISO & SAE DX IFH 5 A N
— DB L THENAEZ RS LTV 5, 2020 4E 5 HOHEATES L TW5,

HARa 7k
v SAE J.3061 #_X—2 & L HKER
ISO 26262 TOXIGNATEEZEZONAHBEIZKITAA N—EF2 ) T 4
*H % SAE J.3061 #_X— A L LIZNRTEET L2 Z L2t L TR0, A 10
BT IS TE (8200 X—TRIZEOTIE)

vV BRIEDOIFA THA I NEEDY AN X =2 VT 4 EEEZHE
HEEOMRE (287 bagh) o RABHFE, A, EH - b—E X FEEE T,

34




SGATHA I NVEBROY A NN —t X2 T ¢ BT A2 HE,

0 MHMEINDIAT—THRNLE—
SAE J.3061 & [AEkIC, ISO/SAE 21434 HEHEMICITABIE Y 1 X 7 NORKETE
FFoHBHEA—F— (OEM) Zxf4tL L, 774 v—b BHOEERIAICB VO TOYE
WAk BN 5, 7277 L, ISO/SAE 21434 [ ZEFESHMICALEN T b D726, Kk %
FIC LT = H OGS, X0 AWM O H 2 TE R T 2 AIREMER ® 5,

o EHPHAME L RREME O
ISO/SAE 21434 O #it&HRk 1% SAE J.3061 DR AR A 4 2 TS 5 Z &
MTESNHTND, w3 A ML LT, BEREHARE ) 27 8L ER L L
T, RECHBED Y 0 AR BRI REEREED D,

1. 8 el 3 RELER
EE
5 A LX) T DEE
e 52 £ETT—X(@ L IEHO 53 4k B RITT—R0
SITANT R ITRESR $A 2T R A2 TR

L evzoEE_____________________________|

CABBESAN—EXINTS ol 6IREAT 64MEEE 65MBEMT 66URVEHE 67 URIHE

IZBFHURYERTALR
8. B MmBAF 9. £ ER- R
7. £EIT—X . o= . = 9.2 4 A/\— 9.3 Hig
5 o 81 LARTL  82/1N\—KHI7 83VY7bHx7  8A4iRELE =
(=2 h = 5 )) = 851)1)—R t¥alTq poi
BAS EXBS B BB BASE Bl TR DEE =

10. YR—k-TO+ER

102 FERE S (/13— 106 Y—JL 10.8 ¥t ¥
10.1QMS PRSIy OSZEEE  04MAEE 105 XBEE ag 107EHEE g
A 414/ A— 2T XL fHRF - DIAT> TL—pl FHERL A S — ) T REEL AL
fHRB: B (U TR 2 DB fHRG: TFANS—EFaUT(OBR R BEFEOH
HRD: EMETH AN~ F2ITAOBR  (5RH A/ \— 1) TABEHE fHRK EHREE

4-34 TSO/SAE 21434 O HIksHERY,
KEBROFEM2NBIIBERROKT TH D, wmd 74 7V A 7 D7 vk 2|

DIITT S IR £ 72> CO BB, Y= b7 B ADRHOBREAT 5 PG4 IZH0
T, HEEKGENRF—T —RERo TS D LIFERETRERA L FThH D,

PG1 PG2 PG3 PG4
YROEHE S mBAFE 4 EER- RS IOt RBEEAHEKRE

[544] [424] [294] [374]

= BHEYAN—tFa)To " REII—R(QAVETNE AR =R TOY M N—t
IZH1FBYRIEETOER & uAEEROY (/N —EFa) FaT1EE

B EEQERETA/N\—tEFa " 2T LFAFERRE TAEBIOYSLIZHEITS = FOSTIMRITFED Y 1/3—
VT ARE O FHE " N—R T BAR R B ¥ T(EE

= ZEAHTTOER ISy Ed E 3 " AELZORDERICLE AN —F2 T RRD

= YRFETRER myy—2 560D SATHAYIL

= [EFHEATTEER m R L ERAPDY—N—tFal) " YA N—tFalTaEY

B 2 EEAMBA—ZD A TADER R—brF578ER
UTFUR u B R

" YROEE—ERRE e

B H—\— X TA~ADE BEEZOERDSAITHA(Y
BLYRY-TOT4—)L s

B YA N\—t ¥ TAREEL
AL

X 4-35 At PG OFERL

35



4.3.2.2.4 ATAG Cyber Security 3rd Party Information Security

AIAG Cyber Security 3rd Party Information Security (Z B3 2 FARE R4 DL FITRT,

T BEY

ATAG (42K B BhHPE 2 Automotive Industry Action Group) 1% 1982 4F 2 K[E D
3 KHEHE X — %5 — (General Motors, Ford., Chrysler) (2L > TSN HETH
%o BUEIZHARA =TI —Z &1 800 tEASE L TV 5,

ATAG OFATT D2 HMITIK CTHERZ Lo A EGEEREL - TV < OB E¥E
FUEENRE, ARINLTND

ATAG 1ZEMA L L= A8 Y 75 A F = — o TOFRLA ST~ . GM. Ford.
FCA, R H L [T, Y7 T4 Y —MT DOV A RN—k X2 VT 4 A RT7A % 2018
2 HICRE L, ABEERICBWTY T 74 Y =095 & F/NRBOEH 2R L,
SRS HET 2L O TH S, b3 ¥, BEE, Caterpillar, Bosch, Continental,
Magna D& ft & bIE#EL TV 5,

HEARK=a 7k

V 754 ¥ —DBREHICIBE LI R/NROH
AR CIE, HEIEES (FeX 7 b)) ZOob013x8240 8 L, Eitsa2 U7 4
BB AZ 9T Y 19EAIZHEE L T\ 5,

v B, EBFAEREER S N — R & U BRAR
NIST SP 800-53. NIST SP 800-171, ISO 27002 (Z %) L 7= &4 24k L €
W5, 3 HIEOWNEEZFREAL L, BEIEA—D—0FT —% 2Bk, IUE, ALHE
BH, 778 A REFETILIV T IA Y DD DOEE ﬁmd@@m%x@w4%
FA L LTEHINTWS,

HESND AT — I HRNVE—

ATAG Cyber Security 3rd Party Information Security @ E7- 5 X5IT BB HEEIZE
AV T IA Y —FERETHDL, HEEA - —DRATLHHEHROEXF 2V T 1 %‘%@J
WCEBTADICT T I Y —DNAEEA~OHERZ R L, BEIE A — I —23 R L
AL TEN ﬁﬁéﬁf%éo

B ERE LR oA

AIAG Cyber Security 3rd Party Information Security % 2 H R ILIL-D>DOFEIKIZ 4348
I b, ISOMEC27000 ¥V —X L [EERIC, 1EHEX 2V T 4 70 7T LAONAA 212
%Lti?\E%%ﬁ%ﬂ%#%%ﬂ%ﬂﬁ@fwéo

F£7-. NIST SP 800-171 L [FkEIC, AT —27 AN Z—% £l CHAESN L EER
TEREEARETHZEHAME LTWAH D, BRI A~DE X2 ) T ¢ BRE
HTIERL, HHREEDEEHD-D z%&&%ﬁ%gﬁﬂﬂﬁéﬁfm
ﬁﬁ%@%@%@\NBTSP%&%\NBTSP%&Nl&@ﬁmﬁ%éhfwéﬁ\
P LU ST RTCOMREENEET 5D TIEARV, —F5 T, ISOMEC 27002 D& PR
WK LTI T RTOFHENR~ Yy B 7 INTND

36



> EREFVTTIOT L

> INRAT—RHIE

> SRIBRT YRR HIE
> RykD—o L mEH
> BEE1k

> kI —5 il

> FEARH

> ML) T
> RILITT7REKRE
> B

> T—ADR5 EREF
> ATATDBEFALREE

> NEEREOVTSATUR

—_

©)
@)
©)

x 10/0 0O

x 0O O 0 00
@)

X

OO0 O 00O

> O3a=4H—23>
> EE-J)—REE
> BRER 0O A

> AR ER (ATRAKEENA)
> HEER

%] 4-36 AIAG Cyber Security 3rd Party Information Security ® H&4% L

O

4.3.2.2.5 UL VCSP
UL Vehicle Cybersecurity Program (ZB53 2 AR5 R 2L FITrd,

e Hx-HW

UL 1% 1894 FZEL B O A « 3Bk D 72 DITF L S 3Tz K E ey D& HUS Bk
%T%é BUEITERR G O, PEEMIRORBE SN, BEIEES ., (L E S f

HFAPHIZ e SELELORE - HBRAZ F i L T\ 5, R - REICAH L7541 UL 383
~—7 DFERERATDH, £, v— TV AL (ULY A L) %”"‘“’fj!ibﬂﬂﬂ%%? 7
it %, UL RGEIHAF RSN TE Y, BIfEIX 104 » E~FHEREAL, BAZE
et 5 40 » ELL RICFEFRREEMCENH D,

UL /% 2016 4 4 AZ [Cyber Security Assurance Program, CAPJ D—E;ELT, *
v bU— 7 g AR O Y 7 b U = 7 MasstE~xtis T 2 72901 UL 2900 &Y — X%
sih Bz, UL 2900-1 13— &%*%ﬁf&@\ANﬂ(*ll%ﬁ%%éwmmmm
National Standards Institute) &X' SCC () & HiE#ik =" Standards Council of
Canada) 2% 7?@ STV

HEIE A — T —IZx L ThH, m@ AT, U A7 FE, MESSHET A R RO 2 U T o R
HERIROBGELZB L THAN—tF 2T 4 VA7 ZR/NRZIA D ZEEZAE LT,
UL 2900-1 {Z -3 /= Vehicle Cyber Security Program (VCSP) &9 ULZRFE7 1 7/
T LR L TV D,

e MKz Ev7h
v UL 2900-1 2_X—2 & U T HENEHGE OB & g5t 2 5746
AHETIE, ANSI L TOVSCC IZ H AR SN TUW 5 UL ks Th 5 UL2900-1 % X
— 2L LTEREEERIT) A AL LTS, EEENZ VU~ EIERL, %
FiY — L« ARER T 1L 2 B U7 R 225 i - 7 A R 2179,

v HEhEE S~ DR & Mg & FEE
H BN ELER AL~ DB & HEs eI LS W MEs i i Y et A 2R L T\ 5, B
%%KiéUxﬁﬁﬁfH?X\%m-/7F?IT BT A Maggtct e~ v

37



= TR, T XTI F e RRAHCEET 5 ) A7 O ET 5, ~— K
=7, VT =Tk bICRIEEIF OB & 2 D,

0 MEINDIAT—THRNLE—
ULVCSP /X, HE/ET X7 voOtvx 2 U7 o5l - BiE2 B E 35720, HED
KBITHBHEA =D —L725, 72720, XRUF—HERLO U A7 EFHIZOWTHER
FHIZEENTEBY, HEEA D —ZV 7 T4 v —0lE LA ) A7 25
THIELBERIND,

o EHIFAE & RRE O
ULVCSP Tid, 77 & AflERe= — ¥ —58GE & W o I RHER e BEE IS N 2, A B
7 by =T OEFa VT ¢ BT DRERBRE TN D BEROMEER IR S
XPRORER, <0 =7 MRRREILTY —VEEH LIV AT =T 1 v 7 el & wle

IRBRVAT D,

e | = | moa
HIRA | AL VINIIFOSBROERE

YREE

1 &5 {338 | Bl HET—SLENBREZRET 2RERLHEIOR
2 SRS HOEFF

3 FoE —
3B, BREssREARoRE | BC_| CLERUT R

7 YRR

8 7RI, 1-YREES LU HHER
9 EFRENSDIEIS

10 #E=5T -4

11 BmEE

12 ROA—BERROURIEETOER

VINITTRY
NS D/ESS

13 BEXNOMESSIEIC I 5T A b
14 IIITICHIBTAS
15 RERRANITHITBTAS
16 BELENEATAS

VINIITDFER

17 YIMIIT DRI
18 F#9Y—ZJ—ROHT
19 §589)\1FU/)\A M- RO

4 4-37 UL VSCP DR FHIHMERL

4.3.2.2.6 HEVESIICHBIT LV AN—EF2UT 4 DB BLEBIAE DKL

o HDELEY A N—LF 2T

R 7t b 2t i 2 BBV PESE L, A ENEERZ 1A & L TR ET~ Dz 4
ZTCW5, HIXIoT O— &0 S A R_R—tX=2 T s OFEEMHITIEE>TETWND, K
HOETIEIT V—ERAOFMAPEMLTEY, 77 U NiRE CHIRKERS & &R L7-
D, A~v— b7 Ll L TR RIEREZRIFA LTV D,

HEVE O IMBMIX 2 E CHBIEZ fLE T 2 B ClE SN2 EHEBIC L > Tk E -
TWER, BUEIRSHEOBE RS & 20T =2 2> T2 TEL LTV DE, Whbdw5 [
RNDHHE (a7 Ty FI—)] IZLHH Ll iiotz, HOEBEFHEAED LI, D7
WD TN Lo T, FHEMERPEE TS DB LU MIE 2 A2 - & BRI, Bzl T34
N—tXa VT 4 VAT ~OXICNEE L IR >TET,

38



H—IL o hO=HRARDE
-EADFEHRIET

l

chhs
ITSE{D=kE
— N EDIRRIEET A\ (EREE®T

BEAEH

NEBEDBERITSOEAET BN s

ADEEDRSR

4-38  HLDiEAL3

INETEHAD= SN2 a— S CTHEENEEICE 720 (EWEH) . N7 0k

FERERE 2 BE S N CTHENOEMZ R ENTZY  GENDEEE) . &V ) MERNBEN T H O
1&9\4%t74# DR, BERNRAE U —DR% - EfHE & W o oS AT S 11T
=7,

1970 FARCABRIXE FHIE (2> B a—26l#) O kizL v cor—42 (R
OBEMERIL L, HFROSEL - L EL~E B L TE 72, BHBPIIT@BER & BIRRN
FEVOIHEN, 1 BOMIEREIT 3km 225 VWb TW\W5g, BEOE THHA ST
Ha— R 1AIZ100 HiTEHEZ5Z b5 (BRRIZAR—ZAT ¥ FVITHK 40 1T
F-35 E:EIHEI35 2,500 517, Windows XP 1347 4,000 51T TH D), ZnbD7 s T Ak
FEME (RIANR=T L RAE L R) R B —T A AL b, 4, EREREOMHEIE -
5L TV, 3X7T/Fﬁ TIL, 1758, ENTIlE I Lz, @ik, E7 A — K,
TR, AR 7% 1B TLHEBEZY 307 73 MEEDT — XN ERIND L
HH =T

HENHEA~D YA N—BIZ DN TIL, 2010 4 X D HFFESCF O BERZEN Y 4D 7=,

v 2010 4F: U v R URFEOMREEIZL Y, BEIEO CAN (H#H LAN: Controller
Area Network) # MM L T4 e HBNEEOHKIE AT SID Z LN A[EETH D L3
Tz,

v 2010 4 KETERA EE 7 A P —2 REICEBT 2 Z & THBE 100 520 Lo
TUDUMPNE R R BER—UNB YT, £, A TETA YV —%
fiEbr95 [AE Dy & —) ZEHAL-ABEGENEAE LT,

v 2011 £E: CAN LIS DFEEE & DBBERLHBUZ OV T H IR S, B\HEE 77 &
2/ (Wi-Fi, Bluetooth) <°> IVI (In-Vehicle Information) Tl &5 CD <°
USB D AT 4 TRIMIC L BB O Rt rEnTz, 72, PKES (A~—Fh
% —: Passive Keyless Entry and Start) Offaggtt s LT, FH=F0HED N7 Bl
LUV UAF—NTEDL T LB SN,

v 2014 4 Ford Escape <X° Toyota Prius (2% LT, HEND CAN X vE—T %R

3 4 H—%v b ITS sy 2020 SFO HBhHHER L X2 U T o
https://www.ipa.go.jp/files/000037537.pdf, p.6 HEDOHE(L, 2019/2/27

39



EIAIE L CTEET DI LIV BN FERT L 2 L g S,

v’ 2015 4 Fiat Chrysler Jeep Cherokee (Zxf3 5/~ & > 7 Hfl (HIEIHIKDOFE -
WD) NARESI, 7HME 140 TRICES T a—A»%ELZ, bL1ADY =
—/LT 400 Rpnn5d & 140 HH T 548 6,000 5 Fveh 773 RO
A—URFRAEBETIUIEO 245, MILE R E2B2 22X M3 1EIOHF A A
— I L VAT D AREMNE DN B D,

v 2015 fELIRE: BE W ¥ —. LIDAR (Light Detection and Ranging, Laser
Imaging Dertection and rangong) °#% A 75Dt L —$A % iAa0G% & o 7- BB
FHHHESNL TS,

v 2016 4 HEYHA =B —ORMT A~ — N7+ A7 7V r— a v OMfagstt
ZFALT, BHE=FNEXHBHEDO Y 7 2 EBCTHRIETE 5 2 LRSI,
v/ 2017 F: BHEF R AR TH 5 IVI Offggsttn=z AN &L LTRbh T, =1

27 )7 FOIATENRE STV D,

v 2018 LAT DX 4-39 12777,

FedEx @ Amazon S3 CalAmp /WO TURTLNT 1 UK E—hxiETHF—LA
H—/UHS 10 FHLL LD IRAG—)\OMEsEtEL B, I hU—BRE R,
BEOEEEESEIN. EEEOUEEERDEBH, 1— AT oOESE
IR OEE, REETmOS) 2E. UL—TFoTER
Android i Uber 77" HAGEOF—FH—IN  TALIR—FUIOERRE FRElcks 2 0ReT FUAS ~y$'&$iJ2;Hab.
BT ELLICE/ IR EH—Fuhtlicge  TFOYEIREC. BWAWS S3/¢rubeR  ERISEEE.
WorFERR = Porsche OBE&ET—5 Bwoi. 5 AA® Honda @ -
JCRAT—RHEAL. -0 28,700 #HNBELN © @ AxIFF ) a—foF—4 {ﬁ
L7 PEBIL, 2 g
q
=y § i
| e

® . : ®

Jﬁh_ JAN FEB FEB\_ FEB APR\_ MAY\_ | MAY |\ MAY JUNEX - Nov
‘18 ‘18 ’ ‘18 )’ ‘18 18 * ‘18 ‘18 \i‘f} \ ‘18 J ‘18 \ 18 )

(o] 0 o
: o

fffff % ]

Do - YN SBIREAY Tesla #HOMEERHEE
E?Sr:;%zfggmﬂ TR —) CERERLT ERTHEY—2I—E
STJ'lﬂﬁW'T O, & : Careem #73—OBEE }% o, BT — ST A
HOESLER. " @F FIUFHIAEINA, (AL

BRERET I TEr K00 TACEAmEL D 2T R

$hd AWS H—/NT) \wH— s HA BMW QBRI

HBA. Tesla HOBEEF Ea—F71=yhT

HATALY BUT 1, 4 EOmRBIEE
R,

X 4-39 2018 HEITHA L7 E/p HEhE Y 1 N —Fifje

2018 FATHFA Lo FRUIRE S 2 HIC T 6D, —2BIXEANA AT 7 U Web R
— X)L W o HEE Y — B A ICE L W UETO BB, —EZA~DT 7 & A
T2 %, EOERBHREFEEZTETLEI LD, b9 —DIFHHAEN A OENAL LT
A ABER AT LLERMEETVWAEDI— =2 TR A ——ERAZBLTT— 2R
TIANRNY—ZFRELTCLEILDTHD,

4 Upstream: UPSTREAM SECURITY GLOBAL AUTOMOTIVE CYBERSECURITY REPORT 2019
A~ —hEEYT AR DY A /S8 K L2 RO
https!//www.upstream.auto/upstream-security-global-automotive-cybersecurity-report-2019/, p.8
2018 FFITHAE Lo BV A N—A 7T b 2019/2/27

40



HEEY A A= %= U7 4 EBELDHN, TORBRNEESBHEL L TR T
BT D HANE <. LUFO 4 LAURIRINA LD Th 5,

i 551 0EE EEUT ek
G
 (TE)
T

- EEREE
AR

-
1
1
. P PR l
= W i ! P [} :
Bluetooth '
AXH Wi-Fi ; | :
TA /| Bluetooth f1 e ¢ 1
o~ Wi-Fi " 1. m I
1 B o] n’ S 7
i 1! 7 o ‘ :
1
1 : :
1
1
1
1

5E St
AT—2ay M= e
SR
2z
B o

D S N e
[ 440 EEEYA S—tF o U T 41 B R L PE o

VE1LRE 770 FEOHNMEEV AT LEZE0LEE Y T 422K THY
WiFi <° Bluetooth % DR & 72 B[S TR OM, ZWiasC R BT O YRR 7045
b d D, HEFEGECHEMBE LS END, BERBIE DD OR B LHEIT
72T, TIELW I IEREFHT 27200 — N—F8FE0 7y R 7 o v &Y
VIERME LD,

v O 2REE MR EI AR TH Y | WEROHIER Y AT A (= 224 - ThVE)
DOFER) 12z, YA N_XN—X 2T s DOXRE L TEBRR Y AT DOBB &
FoTWD, WR2T—XOkE « T - B - BENLEL RS> TETND,
X hU—2EHE L L 12 ECU (I = > v° 2 — %t Electronic Control Unit,
1 B0 EHEU E#EE SN TV D) OFFGES A v —UGE, BEK (CAN,
CAN-FD. Ethernet) B 5t HMNEH SN, 77 AT U4 —AF— 7
=1 &2 WD,

V3B HES— N oA UTOERNRy NV —27 ThHV, HOXFKRER %
CAN THf L, HHHIH e harZEHL 7 —2 L Tk o, IT Hifiz
BRfE U CHERE D 52 ek - Rt 2R T2 ML ER D 5,

V48 ECUHEDaAVR—R L FThHY, "R =T YT T=T M6,
V7 RU=TICBITARES (N7) BAMICELL FBICEL AR L H D .
K7 a I LEHRLETHD, 7T T LT NA AFRFE, 2Ty
b, SEOMEMEMER., BX 27 7 — MEOHIR A NE L 725,

® P AN—tXaUT ¢ OB EB - EEOE K

BT DOHBIEA~ADY A N—8 T BAIIZED L ) RFERERONLTWHWETHAS D
D, 4-41 [XEUT 10 F[. #9200 EDO YA RN—HBD ki F L HTWD,

P AN—HED 21.4% 1T — "—HETH Y B WVFREEEL VD, TL~vT 17
ADY—R— A~v—hrEEVT 4T 7V r—yarP—v A, HEjEA—T— (OEM.
Original Equipment Manufacturer) ® Web A ~®D X 972 Web — —% &7, HE)
H, R, n T ha— R, EiREDOT — X ERIL A= LTW5DH, ZhHDOKETY
T— FCHEEINTEBY, HOITL TREI > TWD DI TldZeu,

5 —R BN BAR BBV EMIZEET BEIEE X2 U7 ¢ (2B Dl & Bk A
http://www.jari.or.jp/Portals/O/resource/JRJ_q/JRJ20181101_q.pdf, p.2 2 X2V T 4 BHOME
fiE, 2019/2/27

41



F—L AT M) =T A NJUREOERZEDTEY, 188%&E HHOTWD, TR
AT =9 a A v FIZxF—2FHTHZERSBEIBATLHIENTEX S, FIETH
201797 A, A~— hX—DEFEZHIFE LY L—LE8 T BMW MNEEICHE W, 1 EH A%
HTWD, 20184 10 H, X = U7 4 W58 ) Tesla Model SIZxf L THF—L AT ¥
Y (BHORTEry 7T AHEEFETey ) BEML, FEEER ST,

%72, OBD (On-Board Diagnostics) A~— hDHEMHIX 10.5%H V. HEHEAK & PERYIZ
Bt 2B ThHDH, B HAZ~ LY =7 CRESEZ0 BEDOHD CAN A v tE—U%
CAN NRIZEETERH D,

Cellular ‘

Servers

OBD port
Mobile app
Infotainment
lular network
owsorge [T

Keyless entry

4-41 HEYEA~OY A N\—IrEze

INHDOYAN—BEDORG GENEEBEZENZITTCNDE)) ZfETHL, EEY T o
HEDTRTORT =T RV E—THY, A NN—Fx= VT ¢ OMEFHIEIC LD ERICE
LanTWa, Bz, BEHE A —B7— (OEM), V774 v—0%, I— =784k,
T4 Rv=T otk 7V — M, ShERt, Lo h—ath, BEEGEE, BaY—v
A BUFEES ., BRREt, XA 7 v =T ) ek AERESETH D, HEIEOBA.
ENGEHE CTAT =7 RNV T —NEIGI D570, A N—HBEPRRETH LF A
T RNV =T ENEAET D, BEIEA—F— (OEM) 077 A Y —4 213550

6 Upstream: UPSTREAM SECURITY GLOBAL AUTOMOTIVE CYBERSECURITY REPORT 2019
A== bEEY T AT DI A N—KE ML FOMIE
https://www.upstream.auto/upstream-security-global-automotive-cybersecurity-report-2019/, p.11 A
~— MEEU T 4 ~OBEFIE, 2019/2/27

42



ZEWT A7) a— L LRTER 672 WAREERH Y | K a—L1a X MEH
P TRGHAREEZED VR RS D, VA N—BEOEBITMEN 72 ) A7 1215 Tl
AMIZRT2EETHH Y . 1 EOY A N—FTEIET L ZOREET TRl HTER
EEDETEAN, MOEIRFEOMERE D WREEND D,

B 4-42 13V A N—BIZ L D%, 7 — 2R, FEREREEA~DO Ny T T OEED
AR NERELEMETHS, ORI REBIHE S AT LAOHEARETHY
(27.6%), BENEOZEME, DEV X AMEEGN L, HEENREEE G2 58NN 5, W
AN—BEIZ L) FHRREAE LG E, HEOEOFHILCBIEZ 43 12 > TRk
FIJRK DO TE S| ZOJRKDEIRF OEAFRR Y 7o DD b ORI DDy P A N
— WD I D HEIWETR ONIR WA REME R B 5, BENEOEIRE CHTAE T Te<, B
B HERR AL BT DU A7 TH D,

Unauthorized control over car systems

Cartheft |

Dat brech - —y
Location tracking
Service/Business disruption |
Fraud 7
Manipulation of car systems '
Theft of valuables in cars
Policy violation

X 4-42 BABEVHEERASOEEPRE YA N —B8ET

HEHEAOY A N—EA~OXHK & LT, BRFEERSKRT, V774 F = — 2%
BUETORERLETHY | LLTOX 72 bOBMmETsTnd,

V B X o U T PR GEORE: T - ERBM AR L, B - BMELR IS E 2 T,

BEEDOHEFEDSAARY o — L BAETHI X2V T oW ERE L, &%

W7 HABED T A 7% A 7 v (B - BFs - BENOEH - JEHEEE T) 2K T 5,

v OB L ERILE T AM OB EDT- D DOHIHR Y AT L LA ST, ME -

FIGAN RIS T AERE X2 VT 0 ([FHRB T AT L) OEEIZHON

T, ImeRETmH T NOWENDL, FREOBE - FEEEZFIH L7226 IT Hif

O#E#HGEH A FEBT 5, [HOBELEY A —kx=2 T 1| TR LUIEE LB

D4 LIV ENENTOMNG (ZEEx=2 )T 0 B8 ZUNETHY, BERbx

2T 40l E, DANVZHEY ) a—ar, 797 KX T4, Nkt

TAT—va VHEINERBEER T —~ 7o TW5, BHRIEOEX 2T 1 %

BT, BRLFEN, YT I9A4 F=z—0 2R E2 AL L CEHZITY Z &

NDUETHD, IHITTEH 72— &0, HBEERSKRTHERILETES

RHIOREEN LB E I, RINOERACHETHME DI AT 3 L Tl 72 56 3R -0 g ik
FHIEZ X5 Z & ST b,

V X2 VT 40 AMER BEIEOY A N—t X2 U7 ¢ HifiEix, flEs 2T A

(=%%) EEREX=2V T A OWMGICHETAMLENRHY , EEICAELT

W5, BIZIZAEkTIHEFAHB L BB ERHEREOTm B E LT,

7 Upstream: UPSTREAM SECURITY GLOBAL AUTOMOTIVE CYBERSECURITY REPORT 2019
2= FEEY T AT DA N—HE - L FORTSE
https://www.upstream.auto/upstream-security-global-automotive-cybersecurity-report-2019/, p.21 H

BHEFEFIZBIT Db A N7 FORE WA N—H B 2019/2/27

43




CyberAuto Challenge873Bif S 41T %, F7-1EF572 White Hat Hacker D1 /7
DT, MasatEos T « FHl 24T O AR ORBRE LB S LivZawn,

DMLY A N—t X2 T ¢ | THA LK DI BEHE DY A S —H 8T 2010
XD PR T DR EDNZEDNR DV IRD TN D, .ﬁﬁ“ﬁis&w K=o 0TV Pz AL
L AEEY A N—tF 2T OFGHEIL, 2017 413 7,848 77 RV Th > 7273, 2023
FITIT 518 8,614 5 FAETILRT 5L THISHTWD (FEFEHRERRITH 50%).,

ZOENTRBRIIERT DA N—X2 VT 4 U7 ORWWICK LT, FRKESCK
ECEEOEZRPBUN S TR s, BEEZERICBWTH BEE X —5— (OEM)
FETHENRTA RIA LV ERETIEENEZ o72, BIFOHHIZ BN DT D]
W2, ERCEEITEMLDOT T REFIEDOT-DIHHIEDHRE EIToT-DOTH D, KHEOM
K« FMED X G x T, BB HEROEMERY T I A4 T = — 0 RCAHEDO T A 7V A 7L
ZEE LT, F& LTHKND 2016 FFLUIREZ < MRE - AR SN, ZblIthA4 =K
BADOHRE L TEOFIERHFENL TN D,

2016 4+ 9 A, NHTSA CK[EEHEE KAWL 4R National Highway Traffic Safety
Administration) (% H#ERE OB IEE [Federal Automated Vehicle Policy] % %3 L
TWA, BERESE OGS - BFSICE T % 15 lHH O LG EED I IT A —EF
2T g4, T—HIRE, TTANRN—REENTEN TV D, [AF 10 A, NHTSA IZBH)
HOPAN—vXx=2UT 1A K742 & LT [Cybersecurity Best Practices for Modern
Vehicles| Z 5l &feE & Lz, Ziud, REtBEMOOHEHEOY A S—tX 2 U T 12D
WTHRET LoD BT — 2 2R L2 WBN O OEIAFEZNEB ST 5 2 L F L2 O
MF TN 5B,

IR, Kk 720ifs « BRERAB SN, 4.3.2.2 (D~B) THHIL T\, KREFFETH
A L7 HEE O TISAX, SAE J3061. ISO/SAE 21434, UL VCSP, AIAG Cyber
Security D HOIZHOWT, ZOFHBEMEZX 4-4312, wAXSR LA HEER 4-44 (R
T, W7 I9AF == 250 A EER L 121—‘0)?%?&7% VA RELTIEH, R4V EH
LEL7a—myRTELL TS TISAX &, JEKAEHFLICE &L L Tns AIAG Cyber
Security NZETF Hi1 5,

TISAX

UL VCSP
A OFTE - 325 AIAG Cyber Security
ISO/SAE 21434

EF=E i SAE J3061

4-43 AKWPIETHA L7 BBV EF 5 B - EHEOFRIH ARy

8 SAE International: SAE CyberAuto Challenge™
http://www.sae.org/events/cyberauto/

44



HEIoO R GE T
(HIAFI— ) e

TISAX SAE 13061
AIAG Cyber Security ISO/SAE 21434

TUNRHN A

UL VCSP

4 4-44 ABFETHRA L7 BBV HLE 5 Bk - SO L w7k

BEITHEBE A —H— (OEM) 2RI LA NN—% X2 U T 4 5ROEH., EH
AL RET ST Y, BEEOFREERE (b - B M oilE - A - EEETTI A 7
YA I NBIRTEX = VT ¢ W - T - SHm M T D L2125 THA D, Fil-7eEm
IXFICHE L 2R T TR Y, &S - BIRE S IR E =FIC X 55l - B LB D
NE L7y,

4.3.2.3 EXIBE DB AT B

4.3.2.3.1 CTIA Cybersecurity Certification for IoT Devices
CTIA Cybersecurity Certification for IoT Devices (Z B3 2 iiAfE R 2 LL Tl

e s HW

CTIA Cybersecurlty Certification for IoT Devices |%, K[E % H0 & LT 1984 F(Z
SEE T, HERTREREE OB B (RIE(E MR EE %OML@$¥%ﬂﬁ¥¢5.W%
723 R CTIA (Cellular Telecommunications & Internet Association) 235K E L7278
AR TR D,

KES EU HCEBERSCaRZ Ty R —%0 [oT i 2MEIC L TEex 2 Y
7T MENEE S, KEREES CIIFFEOEZE MRSt dH, CTIA X AT&T,
Sprint, Verizon, T-Mobile %5 i#fF - ¥# & L[ T, NTIA CKEEXE(EHHR:
National Telecommunications and Information Administration) A 8 NIST CK[EFE#E
97 J5): National Institute of Standards and Technology) Ot % = U7 ¢ #5230
T, ¥RFECTIT WSROV A N—tX 2 VT BT n 7 T L% E LY Y —2A LT

(2018 4 10 A).

LTE 7213 Wi-Fi 200 L CTA U ¥ —% v MIEE#RET D ToT #gic oW\ T, A3 —&
X2 U7 MO RFIH, 7 A MEFFEOFGEIG 7 rE A% R L, CTIA IZRES
N7 A b gk frzh%%mLfA%%E%ﬁt (TR BFTEH TR ST AT
HO, L1 H 3ETO 3B TORELIT I,

o Jikarv7 b
v R - LIVBI DR & ERBEEDRE
A4 10T BEROREDN— R =7 /Y7 =T O/N—Va v - 7 /LH
AT 2 WCRRFEE M 5T 5, BERD/NN— 3 U7 v 7 %217 9 GE X HE ORRIEN
gk b, VALVHIORHMT T A FNEE, REREEHIZLL T O D (7 A NERIX

45



KT A MERRIZETT ) |
o L-UL 1! T A MIEHIX 6 flikE, FRGEE AL 500 K Kb,
o LoyUL 2 BT A FIEE L 13 fEEE. FREFE L 750 Kk Fv
o LUl 3 Gl A FIEE X 17 FEEE, SRFEE L 1,000 K Rv
o N—Tg T v iRGEFE AIX 500 K v

v PR S HE DA HE B A
R T A BEB I ORERK A ZRL, BRBEREESNTWD, 7 T7A4F
=X VT RICELTORRTH D, ZRENLHIKIE, NIST SP
800 >V — Xz H.lMZ, CCS, ISO/MIEC, RFC, FIPS, ISA % & OXIENE K S
no,

0 MESNDIAT—IHRILI—
CTIA Cybersecurity Certification for IoT Devices |%. fE50EB{E @I 2 1HE A M
J 10T 7314 ZADHGER (By hA—H—) ZxtG e LTRELLEHK TH S,

® FRAEIAR & xR B O
CTIA Cybersecurity Certification for IoT Devices DFRalEilE 2 AR 5 LED—
BIILLTOm®mY Th b,

HITE (version 1.0) EHTHR
1 | IoT Cybersecurity Certification DEFOEREIE, BORHOTANE R 20184108 Er
Program Management Document | 0t X
2 | CTIA Cybersecurity Certification LAILINSE3ETOELANIUCHSIFZTANE | 201848H 2018%10H
Test Plan for IoT Devices BB, TANFIEL G E%E (Version 1.0.1)
3 | Policies and Procedures for CTIA | CTIAZRETAMESROERSEIE, X593 | 2012418 2019%2AH
Authorized Test Laboratories SRAEHIE . TANERSE (Version 1.8)
X FAMHEERER($104 (2019/2/19371E)

4-45 CTIA Cybersecurity Certification for IoT Devices 7 3CEAE K

v No.1 IZBWTHRGEHIEDERANER I N D, No.2 ®X$T%%Eézh6§%ﬁ?2
NAEHE & FIEIZHEV, No.3 OXETHESND CTIA RBET A MEXIZBWTT
A NEEL, FERNTRXRCTERTHTHEDIH, BIENBO LD,

v DO IYE~DRE S - REIEEFIC L HRBROGER - FHIGITFED S/,

CTIA Cybersecurity Certification for IoT Devices DFFii7 A hEEHETIL, LUV

EREND X2 U T A REMERRR D, Bxa VT 0 JREF O OB ETLL
TowY TH D,

46



B TORIER DL R  HEA DR

LAIL3 L= s = F
(LAJL2 B EEET—H2RNL—D u EFAEE

+4188)
mEEOS BtEXa7-J—h
B EEROT SISt mEZFHDER
B ZERPDL m|DEE
mERIETIT4TIE

B H—E M ET S\ —F B 7HEREE
L)L B /XRJ—REE BNy FEE
(61EH) m GEBAE B YINYITES

4-46 FEREL UL EFET A M EE OXfIG

47



EPfli7 2 NEE

LAJLL (6IEH)

LAL2 (13188)

LAIL3 (171EH)

4-47

AT A MIEHE &4 LoUL TOS B

48

1 H—EZHARE TSNS — 5t CTIA Consumer Code for CTIA Consumer Code for LRIV2(CE—
Wireless Service Wireless Service
NIST SP 800-53 Rev.4 NIST SP 800-53 Rev.4
2 AV AR N=¢:::] NIST SP 800-53 Rev.4 ISO/IEC 27001:2013 LAIL2ICE—
NIST SP 800-63B NIST SP 800-63B
3 SREE CCs CsC CCSs CsC LAIL2ICE—
NIST SP 800-53 Rev.4 ISO/IEC 27001:2013
NIST SP 800-53 Rev.4
4 THEZE CCs csC LARIVICE— LAIL2ICE—
NIST SP 800-53 Rev.4
5 J\WFETR CCs CsC CCs CsC CCs CsC
NIST SP 800-53 Rev.4 NIST SP 800-53 Rev.4 ISO/IEC 27001:2013
NIST SP 800-40 Rev.3 NIST SP 800-40 Rev.3 NIST SP 800-53 Rev.4
NIST SP 800-40 Rev.3
6 VIKNITIT7ER CCs CsC CCs CsC CCs CsC
NIST SP 800-53 Rev.4 NIST SP 800-53 Rev.4 ISO/IEC 27001:2013
NIST SP 800-53 Rev.4
7 BEZs04 CCs CsC CCs CsC
ISA 62443-2-1: 2009 ISA 62443-2-1 : 2009
ISO/IEC 27001:2013 ISO/IEC 27001:2013
NIST SP 800-53 Rev.4 NIST SP 800-53 Rev.4
NIST SP 800-92 NIST SP 800-92
RFC 5424 RFC 5424
RFC 5425 RFC 6012
RFC 6012
8 BEROT—IEE{L CCs csC LARIV2ICE—
NIST CSF v1.1
NIST SP 800-53 Rev.4
NIST SP 800-113
FIPS PUB 197
RFC 5426
RRC 6012
9 ZEERRET CCs csC LARIV2ICE—
NIST SP 800-53 Rev.4
NIST SP 800-463B
10 | @mmIFT7I7171E ccs csc LAI2(A—
NIST CSF v1.1
ISO/IEC 27001:2013
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NIST SP 800-53 Rev.4
NIST SP 800-113
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16 | ea&AMEEHL NIST SP 800-53
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4.3.2.4 BBk

4.3.2.4.1 NERC CIP

NERC CIP (Critical Infrastructure Protection Standards) (B4 2 ARG E A2 LTI

Y

T BEY

KEDOENFEENT OV A N—tX 2 U T ¢ XPREAE, RE - 1XHEA 7 7 OfFHEME
RO 7= 0 B EHHIEB ChH 5 NERC (AL KE JIMEHE Wik 2 North American
Electric Reliability Corporation) {2 & - TRE Sz, F= v 7 U A MR TR EL
L TRY | FEFDIMT O RXEREWFEICT D & & BT, RO FERRI O 7
ATV TWER E o> T 5,

AXPRIEHE LK =R L F—HEL T O FERC CKEIEMT X /LXF—HHZ AL Federal
Energy Regulatory Commission) (Z &> THNEZ AR INZ ETHRIRSNTEY | &
%%%@%4N~t%19%4ﬂ%@%%%ﬁ%#ﬁ#ét@@A%%ﬁku%HTE
b, FERC IZ L DHHNIHRGEI N 2R -7l ThH D720, CIP R S, o
SO A DARA43 &l S 7o FEF 1T L TEEIRINR s D,

KRz =7k

V BHRE~DEEBEICESWZREY R 7 KK
Mmccwva5fiﬁﬁﬁﬁm%ﬁﬁ%L KNG 2 D BEORE % 3 B
BER (B - - {R) WL, U RAZRHMEORE L L TEHRHA LTS, oFARER
fi O TR 2 b DO TH Y, BEHOANEIIREOEMEE THE 21T 5,

V Fxv 7 U R MRIRIRE%E
KREEHED KRR I TRy 27 o) . [HARERSEE (F v 7 qheR
)1 . TZhEBEE « GEMER DT D TE ) NEHINTBY, T2y 7 U R
FELTHRHIHLSTWERICE LD LTS, FERC I2X57 A XA MNZE
WTHARIRILAEIZE D B D FIEIC LY RN TN D,

HMEISNDAT =RV —
NERC CIP OIETH AT — I HRAA— L ZORBIILLTO®EY TH D,
v BT BAGRREES N X D AR & FR AR TR }:Lfﬁﬁmﬁ‘éﬂ&ﬁ& o TWND,
vV Fxv 7 UAMEROR - RMEL WD Z & THERIMIIR LT, & 25T
T BAA Y NEFEmETE D,
v B A~OMERLIZTREI 103 8 D 78D H il I IMEEICKHEZ1T O MR D D,
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KERE HENE o 225 o5

[X| 4-48 NERC CIP OEETH AT — 7 K/ H—

B BAAE &P R OB

NERC CIP OEH EIZ L PR B OMETH 5,

v IR DB RN i~ & XFR & E ki O 5 1E 2 kT 5,

vV EBNFEREZT~OXRIRE, K O & E RO S HEH 27 i Ko
TEITT D,

V Fx v ORI ZED 57O ERMEO @O RIRESR BN FEdE ST b,

() Tl 1 mloEX = U7 o AHERME . [7 7 & XFFa] D7 OALIRIE

i), (15 W ABOT o FESHETF = 7| (TR RERT T D 24
REFICANIE L |, TEE X 2 U 7 ¢ MR FICKIT 2 16 AN OE@ . THER
772w 7 ®90 HMRT). HH = U T 3y T A% 35 B LAINIZHHI
[RAT — RIZEREIND LT, SO, 115 W HIC—RILLEDA o7 v b
K EHE T A R S

Sy # RITEAROEAE (CIP-00X-Y)
SLERE M0 4E (CIP-002-5.1a) X EEDEE Y/ —S3>)

CIP-003-6 TFAUTAIRTAS hOEE GHRETEDRE - Fii)

- R EREREHE> 5 — - - 3 = £|||% =] z=
% - 300“ WJ;{J:@%?S%@%%U&H‘E\/@f CIP-004-6 AEF1VUF 1 LHROEE (7O HIR. BEOHE)
BB OETHE 5 — -005- — > ERORE (GEEDRE. BRI
: %%EE%%@%EP%M&D‘&)@— e CIP-005-5 BRNTFI VT IRRORE GEEORE. RFR1H)
CIP-006-6 BHRBOMELF21 U (PIENT7OTIHEIR. EE8A)
- BHEHEE1500MWEL EDFEFR- CIP-007-6 SAFLEFIVUTAER (B, /\yFEE RIERM)
- A7) 1000M VAR E OB
B - 500kVELERHEOX B o CIP-008-5 A5 hSETE (WIGETHRIORE - X b - B
- SEBPALE £35S S 200KV EDXEB R
: *HE%ﬁ@ég'&j&}5%3“7&%5‘2@359‘;@a CIP-009-6 BHRBOEIRETE (BIHFTEORE - X b - B
EN
CIP-010-2 HREZEOEEEMEGHEORTE BREE. ZEEE)
IN kRIS U WVE R CIP-011-2 BROFRE (BIREURVLFRE, LREAROEER)

CIP-014-2 WEBETF1UTr (XBRBORE)

X 4-49 NERC CIP %I E/EDRERL

o FREHNOEAIZ L D BERFIHEGBROIE

NERC CIP ver.5 Tix., ¥4~ — 7 =4 (Unidirectional gateway) %3 A4 %5 2
EIZED 103 OERFHD O H 37 FHNLFRIN S, High Impact, Middle Impact
System @956, BEMT = oA OBEANCLVETFEX2Y 7 57 (Electronic
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Security Perimeter) D&k & W IjIH /v —T > 7 ke 72 $%2#%¢ (External Routable
Connectivity) ZFF7-20EHI2THT & T, BRSNHERFED/HEINLTND

A

002 BES Cyber System Categorization

003 Security Management Controls 4 -

004 Personnel & Training 19 16 3 HIonly

005 Electronic Security Perimeters 8 6 ESP & dial-up

006 Physical Security 14 10 1 HI, process, mon, alert
007 Systems Security Management 20 5

008 Incident Reporting & Resp. Planning 9 -

009 Recovery Plans 10 =

010 Change Mgmt & Vuln Assessments 10 -

011 Information Protection 4 -
Totals: 103

X 4-50 HHWZF—FT oA EANIZ i@ﬁ%éhé%*?@@ﬁ

CIP-005-5 Table R1 — Electronic Security Perimeter

Applicable Systems

Requirements

Measures

1.2 High Impact BES Cyber Systems with | All External Routable Connectivity An example of evidence may include,

External Routable Connectivity and must be through an identified but is not limited to, network
their associated: Electronic Access Point (EAP).| diagrams showing all external

e PCA routable communication paths and

the identified EAPs.

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

e PCA

4 4-51 fufRS D ERFHDHIO
(" .
Industrial Network Corporate Network
Historian
M = v —t—— S
TX agent

[

PLCs
RTUs

Il g8

nidirectional Histonian replication

4-52 HGMT— b U = A OF A0

o YT IAFx—EHROBINCEET 2B)m OMEE
NERC TIXEERNT OXREN:721F Tl < FFRIZR TR & Fat LT 2 b R
OIFHAZR L TWD, 2019 4 2 ABUE, BEFREMFOUGETITNZ, 774 F = —
YR ERIZRET R B ORE L AT TH S,
Supply Chain Risk Management (CIP-014-1) O |ILLF D@ ) TH D,
vV ZENBREOEEEE EETER L LTHEX, BV T I9AF=—r DI AT %
MEERT RN RS D,

9 NERC: CIP-005-5 - Cyber Security - Electronic Security Perimeter(s)
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-005-5.pdf
10 Waterfall %= HP
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R2 BEAERESEBLIZY T SAFI—Fa1UT5tEERET DL

R3 BEAERESEBLZYTSAFI—2EFa1UT DL EI TV 15HAC—EULDOEETCIPY Z PR~ v —
EDMRZEDITBE

4-53 CIP-014-1 ®FEAH: ID & Gl 2k

4.3.3 T —hi#&

HAEICBT 2 T I F ==X VT 4 RROFRERLPEOIE LT O 12D, 7
Y= MR DM EEIT T, HERMNRIT, V7T F=—x = U T 4 MREEHOR
FETERE MG & 72 DWCKEEE & LTe, ST, ERNOFEIER 235 & LT EO AR
RUNELZBEIMG Lo, SxMORFHIHT- > T, JREEOIRBEIRDL, K T DRh 5
ERENIR D R FREERE D B T A EOTE MR ICE A3 5 58t & Lz,

4.3.3.1 7 r—NFEhEEHHE

ARMEICIRT DT o — b O FEREFHE & REHEE OMEIZLL T OB Th 5,

® AR KL A
v RAEXIRE: KE, Y, BE, 77 0A
vV REX G REOREE . IEE - BEATM, B - AW, HR AT A
A, BX =V 7 ¢ P OHEYE
TRAT RIS TEELmiE, REE (FRM) | BUE¥E B - k%) . BEE, &
. B BGE AT 4T
FRARI G EE AtLOEREX 2 V7T xR A2 FE S LR L T H
FAAE A Web 7 o — b
THA AR 2/14~2/28 (15 HH)
[EIN A% 104 1 (26 14X 4 % [H)

{\

ANANENEN

® GRRHEA O
v R DOFT IR AR D RS O ARG R
vV BAEDSKER OB c BT LT H e
VOBt BERPDEA EBZ DX U T 1

U [FHRAERHEERERE [IT V7 T4 F = — L DEBRECBIT D2 EX 2V T 4 A>TV PR R DA
v MZET 5] (201843 A)
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e LIcAZ V== 7 O/RRE L TREBICLDEIERERGE ST BDEEZZ L
na,

QFTBRERIZE T 5HL-DFBEAFAEL THRLENEDZE TRRFZSY,
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04 ]

FREX )T 0.0%
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S B R %#&37\7‘- GumE
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(Federal Information Security Management Act) °# & 7 ¥ — |28} 5 #i] HIPAA
(Health Insurance Portability and Accountability Act) Security Rule GLBA (Graham-
Leach-Bliley Act) §501 %4 HE L T\ 5, iﬁ =a—I =TI, FAFMN, vV F
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(Respond). 1€IH (Recover) |Z/fif L. A N~k FX =2 VT 4 U A7 OFFICEET 5 AL
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c. BUMFE

BRI HOWTIE, BUN T — & ODIR#ED - D12, BRI L THA RN—tF 2 U F
AT B AL TV D [16], FAR 52.204-21 1%, EIARBFRICERA SN THD
HEITHY ., BIFFEICB T 2% 7022 B80T, IT VAT LAOEMSIHIR LT, &
— 7 = ROEMAE -4 2 L Z28BEMNT T D, —RANIC, 2D OBELITIAR 2 H 0
TH DD, KBy OBHEBIL, Z OBHENCINZ THE OV A RN—t X = U T ¢ B &R
FELTWS 17, 2R THEbEHIN TS EDE LT, DoD & ORIz IIT 5 Efk
NETF LD, FFZ, FAR Offi /e FIH L L THIE STV 5 DFARS 252.204-7012 Tl
e ofEEDOT —% (Covered Defense Information (CDI) ) Z#% 5 EEK&ttizx LT, W
ANR—E X2 VT 4~V A L FNOEER =T IT VAT LA ECTHEREZRFTH 25K
BT T, F, IRRARAE LA OREDBMENSC CDI 2R+ 25807 7
7 R —ER T a N X — 2T 2L EEN TN D, & 512, DFARS 252.239-7010 T
X, 790 RY—E R ZEFICESZRME L T A REICHT 2 BIMOEENEGENTEY
[18]. Cloud Computing Security Requirements Guide (ZFAFE ST D HEUE A i 7= X 7
TR B2, Fin, BUNF OSBRI D OEEIZ X DGR A Z T 2O RY | fHHi
KEENTHERF - BEEL 2T b0 &S Tnd [88], Mz T, 32 C.FR.§2002.1
IR Tk, FBORFRER2EST LR TR B A S—t 2 U 7 ¢ B (FHRo#ER O
FERR XA —OREICET 2 HES) BNHESNTEY [19]. FBUFEREONERIZB W
THEENHEESNTND [39], FINCHG BIRIR (B0HE L&D ITBWTEH, Il
HOVAN—tXa2 T s BHEEZHETELTEBY, FEETICBW TN ICHEITSNTWD
[21], F£72. 77U R —CRIZETHIBINEEO X2V T BT 0 7 LA THD
FedRAMP 73 ST %, FedRAMP Tik, 7 77 Rl - 7 57 Ry —E 2D F 2
UT o5l AGR, KUK 72 BRI T DR L SN =7 7 a—F RNk STk 0,
(i) BUSKEBANER T 2527 70 RV AT Azt —7— K355 Z & #RiET 5
T, (i) ZEFHEZHRLY AP A L ha R hEEIET S 2L, (i) s T
KINROFEMER T AT L« —ERAOBMNIZELZAIRRICTHZ L, BHEINTND

101



[56], &7 v A X — X EEOHRHE (ENAE, BB KL T, EDbhiHE
PEET- S 2 hidZe 6720 [51],

F7-. KEEE#®R Y AT LR (DISA) XEBEONRTH Y BEEHOBEL AT LD
BB ZHY L CW D BEV AT AMBLIREL THA NRN—F 2 U T 4 2H-TED O,
TEAALN - PE, BEMTOFREEMLE, AT NEEL Xy FU— 7B, KON
TR aTRETA ROV —ERE#ME L TWVD, ¥R, Xy N =TI T 5% 2
T4 ORERIEZEH L TEY ., DISA WIT L7t X =2V 7 0 HIFEET A N Security
Technical Implementation Guides (STIGs) |2 L7223 > TRE SN F v MU — 7 BT
T H5Z & T, BN EX2 YT 4 ZERTEHE LTS, DISA OFHA 2
W2 WEIRGE O (BEA v 7 7 CER B E AR ZEYE) 13 DISA Oft—#EERGER (UCCO)
DRELTWNWAEIN—R TRV 7 Ny =TT EBEATLZ LD, BRET HEED
FEFH L L Cix. VVoIP. MCU, Firewall, IPS, LAN A A v F AT 4T —hrT=A,
Tr7kvAarta—7— J—% VPN %, @BEMEON—RNUV=2TERITY 7 =T
NHLTH D,

SR DO ATRELEL Y 2 F OFRE T 1t 213 DISA ® UCCO DB TEM S5, HEanE
ElX, UCCO WA L7=7T VMo JITC Z2&OKEEND HSODOT A bt ¥ —|ZT
1Thinsd, STIGs I[ZHEHLL THERR SAVEH STV D Z LR LT UC APL (F—H&nE
PRELEL Y R R) ~OFRIENDNMTOND, UCAPLRE Y vt ATiL, fHEERMEDT A N &1F
WIRZED T A KBTS, FHEERMEDT 2 FTIE, E0ORUF— L OMAERTE %
Z L EWERT D, BWMMEFEDOT A hTliX, STIGs OEMAZNi7-4 2 & 284 5, STIGs
OBEMIE, = — P RO 72E D Y TEHIR, NAT—RKRY —7 0 NEB,
TR T ANDOEE, XV T B SREENEEND, T A NI 1
Ant 2 » AR TITbns, MEEEC/ Ny 7 R T ORAENEELEICA > TN D0
A TH 273, STIGs OFHAEE 2 R AR Y FRET A O EHIIMEFHEOFEL Y &,
X2 VT OFEROT-DICHLEREENFEINTIELSEEL T2 2#ERT5H
DEHLETE D,

BEEROFREIZB W T, HA RTA U ZHIZLTWAENE I DTHW 52 &ic7e->T
B | MEIMNEFEDOREZRONNE A — B — Z PEBRT D BUE LAV, FEBRICSN R i EH 2 L
TWANIERTE 2, LML, T XTOFREZEHEAICS LG LTT A NI, Lb,
RATDOANFRBEN 2N K D ITEMBICREZZ T 2LERH LD T, HMEZREL
TV D ATREMES EWMER DS, KIE DO EBGE OWNRICHERRREEZ HFET 2 Ol%, 5% LN
HThodEEbND,

5.2.2.1.3 5% D F MM

a. IoT EXxaU7 12k

S%DI0T X =T 4B 2 HmMEE LT, 2018 4 9 H . White House 1%, National
Cyber Strategy # i U CHFEDY A N—kF 2 U T 4 #IEA25F L [29]. Fieo -0k
Z BRI 2 3R E L7 [60],

o [EH, HE, AIEHEKNORHE BEEBUFOR Y NU—7 «fFROKE, EEA 770
R4 YA NR—ILFEA~DUE A T hLAR— hotkE, 12O T

® KEZRORHE: T UXNREOER., KEOMAMNEDERK « i, BEHRY A —F
X2 T4 AMOBR., I25WT

® RN XX B EFEOITEHEICIE S YA =22 D2 EMED I\ KO
WA INR—=AR— 2B D IERZBITEIOIIE, (22T

o KEDEENOYLK: A—T7 « FAAERTRE « EEMEOE « BRI A VX —F v b
DONEHE K ONE B A R —BE S OREEE, 12OV T
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Fm. SBHENRIAENTWS Y 7 ha—5%0iif O WEIE I R T b T
v [54],

b. EHEATT

HIEA 7250 T, SBUFHERICER T, FRlZ, 5G ~AT7-tx 2 U 7 4 %R &
O ERBEHER A — I — OFREICE T 2 8HIA RiAE T\ D, 5G 1L, R O\EEA
77 ELTHIRF SN TR, FEXRBEESMIE, HRICEBWTSG 2V — KT 5 72DIZHFE
WZHESHILTWBE—FHT, 5G OMFUCBIT 28X 2V 7 4 OFEICOWTHREZ R LTV D
[28], White House I%, [HFEDOH A /N—t % =2 U 7 ¢ BEIKIZ & 7= % National Cyber Strategy
EREL VAN—EMIBIT2EX2 YT 0 Ok FHtEZIER LTS [29], 72,
HEEUF X, KEOWEER Y N —7ITMgattEE2 72 6T “Noy 7 R77 BSESRICHE £ T
WAHZ EEBREL T, PEOBEMKE A — 71— Th 5 Huawel OB(EHEZF OB F 72 136F
RO Z R LT b, 2018 44J8E, White House (%, KEDENEZEIZB W THEFE
DO ELREHE A — I — OO 2253 5 KtES et LT (Lo NDAA
2019 TiE, KEBUFHEE & OMGNIEAT 2B TH D 2 LITHE) . £ ORI E TlEE
7o 7oAy [30], AH%ECEMLINICEREN RIAENTWDS (2019 42 A 4 HFER), 38
FEINTHE, PEZILEE T 2EEHGS X —PNELO Ry MU — 7 R Z KEDE
FEXv VT ~RET D2 EDREEITR D, #HBEICL D &, KEESIL, KEOBEX Y V7
WAEDOEZFRLEMICE LTI A7 2875105 2 F—0@fgry NV —7 &Hi%
WATHZEEMIET 2R E21TI) L9 DoCIZHRTHLOTHD LI TWD, KiHE
AT, Huawel X° ZTE & W o e BRL OFEHEIT T ST oD, DoC iLZith
TOORZ IR LTHHBIZEHAT 2 RIARTH D, ZiILD OKFEHES DFHZO FIHE
WEEZ DR SHIEIT, A—A T VT B FH, =a2—U—F 0 F, KOEERZEOREYR
Elzxt LT, FEOBEERLG A — B — D& R L RREESE LB KO ITENE NPT D
—HEOBINOF ¥ > X—rThhHEDORTNRINTWD, KFEHESOEIIRILIZEE LT
I%. International Economic Powers Act CHIE SN TH Y, EFORAFEIZHIS L THK
E OS] & B9 2 HERR 2 KFEEIC S 2 5 [63], F7=. KEFHES KO NSA (National
Security Agency) &. Huawei & BERZRLEMRE OB LA LTV, KETOE
B Mfl T 570 OBNMEEZ#ET AFREENRH DL L LTWDEO0, Bl TITEKR
IR HEE ORSNEITRHATH S [30],

c. BUHE

BURFFAEEIZ DWW T, 2019 4212 FAR OBUEN HIAE LTV S [22], ZhvE Tid, A,
BEFRERC B W TEA ORBINER T o TE Y, BRIbSn T o te, 2O, %
BUFHERS & 0 T Lz, P A R —t X2 VT 4 ICBT 2B MO BAEREICHRTT 52
ENFETH -T2, LirL, FAR OWEIZL Y, T X TOBUFEBICI W TROMIE - 2
TRz 28—7 H— FOEHENEH SN RIAZTHY [20], Zhicky ., FHERICE
F BRI~ 5 & PRI TS [40], £72, NDAA2019 TiX, FFED A —H —
ZHEE L CIHZEZ BT M 6 I T&E T D, 2018 FITHNE L7 [FIEICIE. FrEDPEO
HEREE A — =D OFZEAZE L L8l Z2 2 BEICBWTHEMAT 2 Z RS TE
V.1 EFEE TiE, 2019 4F 8 A LIRE, KEBUMHEEI S H EBE MR A — 7 —5 #1 (Huawei,
ZTE. Hytera Communications Corporation, Hangzhou Hikvision Digital Technology
Company. Dahua Technology Company (}2 OV DBEH 1)) 5L K& O 2 3%
Beds - P—EAOFELEE T, 2 BfEH Tl 2020 4 8 A LIRE, EFC 5 tho S A4
HEFEL O EET HHENERVIAEFH TS [55],

S 612, 10T 731 AOBIFHZEICEE T 5 8F 2 U 7 0 BHRICB LT, Bk TaiE ko
x bbb, 2017 F2 Mark Warner EPiiE 7S Cory Gardner FPiiE & & & ICFIE %L
RELZN, EEPALNTW o7, LML, 2019412, X0 REREFREO—HO
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EE L THEASNDAREERDHD LS TWD [14], BRMICIX, BUFAFHET S ToT
THRAAZADRZ =T LT, Ny FEEMHATRRZRREBICT 5 EROEHER 7 a har
WD —Ra— RSN AT—REHEH LRV, BEROEX 2 U 7 ¢ Offigstts & %
fcﬁb‘cli INCTDEL VS TEEHNEVIAEND RIARTHS [87, £/, 777 R¥—b
DOFBAET 1 7T 5 Th %D FedRAMP IZH S IEQEN X MR 55, 20184 7 A, REWD
Gerry Connolly TPt B (X, FedRAMP OFEBE 1t ADxh#/\b%E HiE L., FedRAMP
Reform Act of 2018 ZiE=CfRH L7z, ZHE T, MOBUFKBIC IV EAINTZ7 T T
R —E 275 FedRAMP ORGEZBEICEGE L TW T, HAIHETHRACTCEX 2V ?‘4 0)
S ATV, DYV AT AORGERGE 21T D BRI N £ 55 - 7=, Connolly # B
I, b OEE L-EGE EF' E7 OB RAERAIE WL EELAMEE L, H(ﬁ%f\
FedRAMP O BEAEA OB OB 21T 5 . SBUFHEE S FedRAMP O 77 A & A2 HE
W95 X HMESHSEHMTEZ OMB ’ifbfﬁzbﬂ“é B L 7= 28EFI2 oW T ik FedRAMP
@fx% [ PMO (Project Management Office) (257 5 3815 & & BUNHEEI T kF L CRR9-
HLnottEZ RO TS [59],

7)) MBI R (BT IIOT VT 7 M)

C.FR. Code of Federal Regulations
DFARS Defense FAR Supplement

FAR Federal Acquisition Regulations
FCS Florida Cybersecurity Standards

FedRAMP | Federal Risk and Authorization Management Program
5 FISMA Federal Information Security Management Act
= FTC Act Federal Trade Commission Act

GLBA Graham-Leach-Bliley Act
HIPAA Health Insurance Portability and Accountability Act
NDAA National Defense Authorization Act
NSA Network Security Agreement
SB Senate Bill
DHS Dept. of Homeland Security
DoC Dept. of Commerce
DoD Dept. of Defense
Dod Dept. of Justice
DoT Dept. of Transportation
FBI Federal Bureau of Investigation
FCC Federal Communications Commission
FRS Federal Reserve System
FTC Federal Trade Commission
HELRR GSA General Services Administration
HHS Dept. of Health & Human Services
NARA National Archives and Records Administration
NASA National Aeronautics and Space Administration
NCCIC National Cybersecurity and Communications Integration
Center
NHTSA National Highway Traffic Safety Administration
NIST National Institute of Standards and Technology
NSA National Security Agency
OMB Office of Management and Budget
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CDI Covered Defense Information

CI Classified Information

CISO Chief Information Security Officer

CUI Controlled Unclassified Information
ISAC Information Sharing and Analysis Center
NPRM Notice of Proposed Rulemaking

PMO Project Management Office

1) HBEATIDER

KENCBITFAHAEEA 771316 5 s TE Y, AARAIIZIE, Chemical, Commercial
Facilities, Communications, Critical Manufacturing, Dams, Defense Industrial Base,
Emergency Services, Energy. Financial Services, Food and Agriculture, Government
Facilities, Healthcare and Public Health, Information Technology. Nuclear Reactors,
Materials, and Waste, Transportation, &% U Water and Wastewater T&H % [52],

5.2.2.1.4 Evidence & OVt

a. IEEEBEITICLDRIE

US
December 26, 2018

1 An overview of your jurisdiction's cyber security legislation and regulations,
including both legally binding laws or non-binding guidance or principles, as they
concern network systems for the "Internet-of-Things" and/or information and

communication technology.

[Existing Legislation and Regulations/

Generally speaking, US regulations and guidance do not single out particular
networks, hardware, or software for regulation. Rather, rules and regulations are

largely sectoral in nature and concern themselves with data security and management.

[1] While one state, California (discussed in Section 2(c) below), and possibly several
more US states by the end of 2019, regulates IoT devices, the type of statutes and
guidance that one sees in the 51 U.S. jurisdictions (50 states + federal government) are

generally agnostic about software and hardware.
A. FEDERAL
1. The National Institute for Standards and Technology (NIST) Cybersecurity

Framework v. 1.1 (April 16, 2018): Voluntary risk-based framework. When it was
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released in 2014, it was designed for critical infrastructure, but was updated in April
2018 to be available to all sectors. [2]

2. Federal Trade Commission Act § 5: Provides for FTC enforcement of unfair or

deceptive trade practices. Cybersecurity guidance has been fleshed out through

enforcement actions against companies. [3] They have issued guidance (see below) for

private sector cybersecurity standards.

3. HIPAA Security Rule: The Security Rule requires application of safeguards by

Covered Entities and Business Associates. [4] The same framework applies, regardless

of the size, resources or extent of data the organization has, but the entity has
flexibility to implement the requirements proportionate to such considerations. The

Dept. of Health and Human Services has also issued cybersecurity guidelines (see link
below) that are not mandatory. [5]

4. Graham-Leach-Bliley Act § 501: GLBA regulates the financial sector. Section 501

1mposes obligations on financial institutions to protect the security and confidentiality

of their customers’ non-public personal information. [6] Section 501 further requires

each federal financial regulatory agency to establish security standards for the

financial institutions under their jurisdiction.

5. Interagency Security Guidelines Establishing Information Security Standards:

These regulations establish standards relating to administrative, technical and
physical safeguards to ensure the security, confidentiality, integrity and proper

disposal of customer information. [7] These standards include implementing a

comprehensive written information security program that includes involving the board
of directors, assessing risk, managing and controlling risk and overseeing provider

arrangements.

6. Federal Information Security Management Act (FISMA): This act requires federal

agencies to assume responsibility for providing information security protection

commensurate with the risk and magnitude of the harm resulting from unauthorized

access, use, modification, disruption, or destruction of information. [8]

B. STATE

2. Ohio SB220 Cybersecurity Safe Harbor: This legislation, enacted in September 2018,

provides a safe harbor for data breach notification liability if the organization

“reasonably conforms” with one of the cybersecurity frameworks identified in the

legislation (NIST, NIST 800-171, 800-53, and 800-53a, FedRAMP security assessment

framework, etc.). [10]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/
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In 2017 Sen. Mark Warner introduced bi-partisan legislation with Sen. Cory Gardner

proposing to impose federal government procurement security requirements for IoT

devices. The legislation did not move forward. It is likely to be reintroduced in 2019

and potentially might be enacted as an amendment to a larger piece of legislation. [14]
In October 2018, so this may be of interest to the client.

References:

NIST: https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
FTC:https://www.ftc.gov/tips-advice/business-center/privacy-and-security/data-security

HIPAA:https://www.ecfr.gov/cgi-bin/text-
1dx?SID=7987e9b9ca2b0d06a7efca2f0da4b249&node=pt45.1.164&rgn=div5#sp45.1.164

.C

HHS Guidance: https://www.hhs.gov/hipaa/for-professionals/breach-
notification/guidance/index.html
GLBA: https://www.govinfo.gov/content/pkg/PLAW-106publ102/pdf/PLAW-

106publ102.pdf

Interagency Security Guidelines: 12 C.F.R. Part 30; 12 C.F.R. Part 208; 12 C.F.R. Part
364

FISMA: https://www.govinfo.gov/app/details/yUSCODE-2011-title44/USCODE-2011-
title44-chap35-subchaplll-sec3541

NYDFS: https!//www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf

OH SB220: https://www.legislature.ohio.gov/legislation/legislation-
documents?1d=GA132-SB-220

FCS: https://www.flrules.org/gateway/ChapterHome.asp?Chapter=74-2

SEC: https!//www.sec.gov/rules/final/2013/34-69359.pdf

MA 201 CMR 17.00: https://www.mass.gov/files/documents/2017/10/02/201cmr17.pdf
NV: https!//www.leg.state.nv.us/NRS/NRS-603A . html#NRS603ASec210

NHTSA Proposed Rulemaking:
https!//www.transportation.gov/sites/dot.gov/files/docs/policy-initiatives/automated-
vehicles/320711/preparing-future-transportation-automated-vehicle-30.pdf

2 Details of your jurisdiction's cyber security-related regulations relevant to
procurement of goods in the following sectors
(a) Government (national security, defense, police, fire station, tax, academic research,

etc.)
[Existing Legislation and Regulations/

The Federal government places cybersecurity requirements on companies with which it

contracts in order to protect certain government data. [16] The Federal Acquisition

Regulations (“FAR”) are the regulations that apply to Federal procurements. FAR

52.204-21 applies to a broad range of government contracts and requires contractors’ IT

systems to satisfy certain safeguarding requirements. In general, these requirements
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are basic and companies find them fairly easy to implement. In addition to the FAR

clause, many agencies have their own cybersecurity requirements. [17] The most

sophisticated and onerous of these requirements are contained in contracts with the
Department of Defense. Specifically, Defense FAR Supplement (DFARS) 252.204-

7012 requires contractors to maintain certain types of data (called Covered Defense

Information (“CDI”)) on IT systems that satisfy a detailed list of cybersecurity controls.

The DFARS clause also contains specific reporting requirements in the event of a
breach and requirements for external cloud service providers that host CDI. In

addition, DFARS 252.239-7010 contains further requirements that apply to companies
that are providing cloud computing services directly to the Government. [18]

In addition to the above, there are also cybersecurity requirements that Government

agencies must follow including how they must maintain information and with which

vendors they may contract to host Government data. 32 C.F.R. § 2002.1, et seq. [19]

As discussed below, it is expected that these requirements will soon translate into a

new FAR clause that will impose safeguarding requirements on contractors across all

government agencies, rather than the agency-specific regime that currently exists. [20]

Importantly, the above requirements apply to unclassified information. Classified
information is controlled under a separate regulatory scheme. There are also other
requirements in the United States related to the safeguarding of personal identifiable

information.

State and local governments (which would include police and fire rescue departments)

may have their own cybersecurity requirements. These would be unique to each

jurisdiction. [21]

References:

FAR 52.204-21:
https://www.acquisition.gov/sites/default/files/current/far/html/FARTOCP52.html

DFARS 252.204-7012:
https!//www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm

DFARS 252.239-7010:
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252239. htm#252.239-7010

Notice of regulatory agenda indicating that CUI FAR clause is in the rulemaking stage:
https://www.reginfo.gov/public/do/eAgendaViewRule?publd=201810&RIN=9000-AN56

(b) Critical infrastructure (telecommunication, electricity, transport, etc.)
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[Existing Legislation and Regulations/

Although the Federal government imposes cybersecurity requirements on certain types

of data (like personal health information or customer proprietary network information),

cybersecurity for telecommunications infrastructure is largely governed through

industry best practices and public/private partnerships aimed at securing the broader

communications ecosystem rather than through codified regulations. For example,

telecom companies are encouraged to map their company’s practices to the NIST Cyber

Framework and share cyber threat information in real time through the National

Cybersecurity and Communications Integration Center, but are not required to do so

(although most companies do participate). [23] There are two types of cybersecurity

incidents that telecom infrastructure providers must report:

QOutage Reporting. When telecommunications company experiences an outage on its

network of a certain number of “user minutes” or more over a specified period, they
must report the outage to the FCC through the FCC’s Network Outage Reporting

Systems, and provide updates over subsequent days (see 47 C.F.R. Part 4). Several

states also have their own outage reporting requirements.

Protection of Data. Companies are expected to take reasonable measures to protect

the data on their networks and must comply with FTC consent decrees governing the

sale of data to third parties. The FCC requires that security incidents involving the

unauthorized disclosure of customer proprietary network data be reported through a

centralized portal (see 47 C.F.R. § 64.2011). [24]

However, telecom companies that are majority-owned by a foreign entity or person will

be subject to a number of additional requirements under the terms of a network
security agreement (NSA) negotiated with the US government. [25] These agreements

turn many of the voluntary industry best practices described above into requirements

that can be audited against (e.g., company would be required to develop a cyber
incident response plan that would have to be approved by the US Government and

track the NIST framework). [26] NSAs can impose much more rigorous cybersecurity

requirements on a foreign-owned entity than what is required of domestically-owned

competitors (e.2., US government may get to block the foreign-owned company from

engaging with a certain equipment vendor or service provider, but domestic company
would not be blocked from same action). [27]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/

The security of US telecommunications networks is front of mind for many government

agencies. Some recent trends:
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Race to 5G. Telecom companies are engaged in a global race to be the first to

successfully deploy 5G, the next generation of communications. This next generation

is expected to usher in lightning-fast speeds and near-constant connectivity to support
functions like the Internet of Things and connected cars. However,

telecommunications companies and the US government alike are concerned about the

cybersecurity challenges that will be presented by a 5G world. [28] As such, effective

cybersecurity practices will be even more critical to a company’s success. The White
House issued a high-level document earlier this year on its cybersecurity strategy. [29]

Suspicion of Chinese Providers. In recent months, the Federal government has been

very focused on preventing the deployment or use of telecom equipment from Huawei, a

Chinese telecom equipment manufacturer, over fears that the equipment contains a

“back door” that facilitates surveillance and presents vulnerabilities to US telecom

networks. Earlier in 2018, the White House considered an Executive Order that

would have expanded the Executive Branch’s authority to block even domestic

companies from using equipment from certain manufacturers (7.e., Huawei and ZTE),

but it was never issued. Congress and the national security agencies continue to see

Huawei as a significant security threat and may take further steps to curtail its

activity in the United States, but it is unclear what further steps are being

contemplated at this time. [30]

References:

Review of recent cyber legislation across the US:
http://[www.ncsl.org/research/telecommunications-and-information-
technology/cybersecurity-legislation-2018.aspx

National Cybersecurity and Communications Integration Center: https://www.us-

cert.gov/about-us
NIST Cyber Framework: https://www.nist.gov/cyberframework

FCC CSRIC Best Practices: https://opendata.fcc.gov/Public-Safety/ CSRIC-Best-
Practices/qb45-rw2t/data

FCC NORS Reporting: https://www.fcec.gov/network-outage-reporting-system-nors
FCC CPNI breach reporting portal:

https://[www.cpnireporting.gov/cpni/content/disclaimer.seam
Proposed EO on telecom manufacturers:
https://www.washingtonpost.com/world/national-security/trump-eyes-executive-order-

expanding-power-to-block-deals-between-us-foreign-telecom-

firms/2018/06/29/f6d26a0a-7af3-11e8-aeee-4d04c8ac6158_story.html
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Trump White House Cyber Strategy: https://www.whitehouse.gov/wp-
content/uploads/2018/09/National-Cyber-Strategy.pdf

(c) Equipment or services for consumers
[Existing Legislation and Regulations/

In September of 2018, this law does not regulate purchasers or retailers, it is likely to

improve security in the supply chain.

References:

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB327

b. EEEHITLZELZ Q&A

1. 1. An overview of your jurisdiction's cyber security legislation and regulations,
including both legally binding laws or non-binding guidance or principles, as they
concern network systems for the "Internet-of-Things" and/or information and
communication technology.|Z 3317 % [Existing Legislation and Regulations]L FiZ>
WT
I. FEDERAL O/ >OFMNE, BIRAIZRFEE & W 9 BUIE T RV (LS b [RIER 722 4

HFINFIET D03, LEZEA T, RENROOZRE Lz LW ) BFET VD)

v Ans : The laws and guidance listed in A under Section 1 are illustrative;

additional federal agencies have issued guidance that could have an effect on
IoT. [34]

II. Federal & State (21T D HHIONFIZOWNT, F/FEIXRWDE W) B TRV
v" Ans: Correct, but it is not that simple. In the privacy/cyber space, some state

laws mirror the federal law (e.g., laws pertaining to unfair and deceptive trade

practices — similar to Title V of the FTC Act); some laws are more restrictive
(but do not conflict with) than federal law; and, in other circumstances, the

federal law has not spoken on the issue. [36] In some contexts, e.g., data breach
(which is beyond the scope of this topic), the state laws do conflict with one
another, thus requiring a careful review on a state-by-state basis.

2. In 2017 Sen. Mark Warner introduced bi-partisan legislation with Sen. Cory

Gardner proposing to impose federal government procurement security

requirements for IoT devices. The legislation did not move forward. It is likely

to be reintroduced in 2019 and potentially might be enacted as an amendment to a

larger piece of legislation.® FHREEBIZHOWT, HARAIIZ E D X 5 gk 22 D)

v' Ans: The bill would have required vendors of IoT devices purchased by the
federal government to ensure their devices are patchable, rely on industry
standard protocols, do not use hard-coded passwords, and do not contain any
known security vulnerabilities. [37]
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e Direct the Office of Management and Budget (OMB) to develop
alternative network-level security requirements for devices with
limited data processing and software functionality.

e Direct the Department of Homeland Security’s National Protection and
Programs Directorate to issue guidelines regarding cybersecurity
coordinated vulnerability disclosure policies to be required by
contractors providing connected devices to the U.S. Government.

e Exempt cybersecurity researchers engaging in good-faith research from
liability under the Computer Fraud and Abuse Act and the Digital
Millennium Copyright Act when in engaged in research pursuant to
adopted coordinated vulnerability disclosure guidelines.

e Require each executive agency to inventory all Internet-connected
devices in use by the agency.

3. In addition, DFARS 252.239-7010 contains further requirements that apply to

companies that are providing cloud computing services directly to the Government.
D TFREBIZHONT, BRI ED X 9 2Bkl D 2
v' Ans: DFARS 252.239-7010 requires contractors that are using cloud services
when providing IT services directly to the Government to use a cloud that meets
certain security level requirements which are set forth in the Cloud Computing
Security Requirements Guide. Importantly, the clause also states that the
information must be mainained within the United States, unless the contractor
received written approval from the Government’s Contracting Officer to use a
different location. [38] The clause also contains limits regarding the use of
information and reporting requirements in the event of a cyber breach that
impacts (or potentially impacts) the government’s information.

4. In addition to the above, there are also cybersecurity requirements that
Government agencies must follow including how they must maintain information
and with which vendors they may contract to host Government data. 32 C.FR. §
2002.1, et seq. D FHEBIZHOWT, BRI ED & 5 ITEMEMEFF T ~E L 3T
WD D

v' Ans' Government agencies have internal requirements that include how such
information must be marked and stored. They may also only use cloud service
providers that have been approved by the Government as satisfying onerous
security controls. [39]

5. As discussed below, it is expected that these requirements will soon translate into
a new FAR clause that will impose safeguarding requirements on contractors

across all government agencies, rather than the agency-specific regime that

currently exists.® FHEEIZ DWW T, BRI EOMBEZ T O~ ?

v' Ans! The Department of Defense has the most sophisticated requirements
regarding cybersecurity issues. It is not feasible to list all of the other agencies
that have cybersecurity requirements. In general, the requirements have not
been formalized in regulation, and are included as contract-specific
requirements. In other instances, the requirements vary even within the
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agency. Further, we anticipate that the upcoming FAR clause (as discussed
in the response and below) will unify the requirements of the different agencies
so that in the future, there will not be many different requirements. [40]

The Federal government is expected to release a new FAR clause in 2019 that

contains safeguarding requirements for contractors that receive, collect, develop,

transmit, or otherwise store certain information (defined as Controlled

Unclassified Information (“CUI”). CUI is has significant overlap with CDI, which
is currently controlled under the Department of Defense’s DFARS clauses.® T#EER
) ANEN

Although the Federal government imposes cybersecurity requirements on certain
types of data (like personal health information or customer proprietary network

information), cybersecurity for telecommunications infrastructure is largely

governed through industry best practices and public/private partnerships aimed at

securing the broader communications ecosystem rather than through codified

regulations.
D TRz DN T,
I. industry best practices |25 %, “industry”®E (>
v" Ans: As used here, “industry” refers to telecommunications providers.

v" Examples of telecom industry best practices include:
e Setting up firewalls in appropriate spots throughout a network;

e Having an alarm system in place for facilities that house Domestic

Communications Infrastructure; and

e Requiring users to use strong passwords and change their passwords

every 90 days.

(1) Each of the above practices is aimed at eliminating or minimizing cyber

vulnerabilities or mitigating the impact of a cyber incident. [44]

II.  “public/private partnerships aimed at securing the broader communications
ecosystem” & (X EARAYIZAT Z 455 D7)

v' Ans: The most prominent Public-Private Partnership is the Communications
Information Sharing and Analysis Center (ISAC). Tt serves as a central hub

for private entities to share cyber threat intelligence with the US Government
in real time.

v' In doing so, the private sector “partners” with the public sector to ensure that
all entities can prevent, detect, respond to, mitigate, and recover from cyber
incidents in a timely fashion. [45]

NSAs can impose much more rigorous cybersecurity requirements on a foreign-

owned entity than what is required of domestically-owned competitors (e.g., US

government may get to block the foreign-owned company from engaging with a
certain equipment vendor or service provider, but domestic company would not be

blocked from same action).?® FHEEBIZDOUVWNT,
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10.

I. “foreign-owned entity”’ & (*“domestically-owned competitors” D E i 7> (.
DOBERBITE D) (Bl FEEARLLE X% LI i “foreign-owned entity” T,
X% A 13 “domestically-owned 45)

v' Ans: These terms are not specifically defined and should instead be considered
relative to the regulations surrounding the Council for Foreign Investment in
the United States (CFIUS).

v' CFIUS is permitted to review “any merger, acquisition, or takeover ... by or with
any foreign person which could result in foreign control of any person engaged
in interstate commerce in the United States,” with the intent of evaluating
whether and to what extent such transactions could impact US national security.

v “Control” is defined in the CFIUS regs as the “power, direct or indirect, whether
or not exercised, through the ownership of a majority or a dominant minority of
the total outstanding voting interest in an entity, board representation, proxy
voting, a special share, contractual arrangements, formal or informal
arrangements to act in concert, or other means, to determine, direct, or decide
important matters affecting an entity; in particular, but without limitation, to
determine, direct, take, reach, or cause decisions regarding the [matters listed
in § 800.204(a)], or any other similarly important matters affecting an entity.”
See 31 U.S.C. § 800.204(a).

v There is no bright line test for when a transaction warrants CFIUS review, but
generally speaking, where a foreign person or entity seeks to acquire a non-
passive investment of more than 10 percent in a U.S. company — i.e., upon
closing, the foreign person or entity would theoretically hold enough voting
interest to be able to direct or influence the actions of the company or its board
— filing for CFIUS review is recommended.

v' So, as used here, a “foreign-owned” entity would have at least one foreign

investor holding a 10 percent or more non-passive interest in the US company.
A “domestically-owned” entity would not have any foreign investors. [46]

II. NSA OH#] (e.g LA TDI) 1%, EEEOFH & BTV ?

v' Ans! This is based on an actual case. Without disclosing confidential details,
there is precedent in which the US Government required a telecom provider to
“rip and replace” from its network all equipment from a certain vendor. In
contrast, a domestically-owned competitor used this vendor widely throughout
its network for years and has never been required to remove it. [47]

Most recent State cybersecurity regulations have focused on the cybersecurity of
state agencies, or provide an individual cause of action where personal data is

improperly disclosed. However, states have been increasingly focused on election

security and preventing unauthorized remote access to telecom networks. For

example, California recently adopted a bill that requires connected device

manufacturers to install mechanisms on the connected device aimed at preventing

unauthorized use or remote access.

D TRz DN T,
As it is early in the year, it is difficult to predict with certainty which additional
states also may propose legislation.

FedRAMP DOFRFEZ BUGT 2 ¥E5 FE1, ¥EOHBCHE CREEARRZE or SAMEE AR

B3E) ITIRAF LRV &) BT R

v' Ans: Not necessarily, rather it is whether the entity can meet the controls. The

certification is available if the cloud provider is going to hold government data.
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[51] In addition to the link above, the following link contains additional
information about various components of the program:
https://www.fedramp.gov/about/

11. KEIZET 5 “Critical Infrastructure” D EFE T H> ?

v Ans! “Critical Infrastructure” is composed of the physical and cyber assets,
systems, and networks that are considered so vital to the United States that
their incapacitation or destruction would have a debilitating effect on security,
national economic security, national public health or safety, or any combination
thereof. Put simply, “Critical Infrastructure” provides essential services that
underpin American society (e.g., sewer systems; communications networks;
power grids; military bases; etc.)

v' Presidential Policy Directive 21 (PPD-21) identifies the following 16 industry
sectors as having Critical Infrastructure:

1. Chemical

Commercial Facilities

Communications

Critical Manufacturing

Dams

Defense Industrial Base

Emergency Services

Energy

Financial Services

S T S Al

=
e

Food and Agriculture

—
—

Government Facilities
Healthcare and Public Health

Information Technology

=
ro

=
&

=
L

Nuclear Reactors, Materials, and Waste

=
o

Transportation

16. Water and Wastewater

v References:

v  Dept. of Homeland Security, Infrastructure Security Overview:
https://www.dhs.gov/cisa/overview

v' Presidential Policy Directive 21 (PPD-21) - Critical Infrastructure Security and
Resilience: https://obamawhitehouse.archives.gov/the-press-
office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-
and-resil [52]

12. BUNZEE-IBEA L 7T « BEEA L7 TOFRICBWT, EX E LT IN
HHPPER S TN ?

v Ans:Huawei Indictment: In January 2019, the U.S. Department of Justice
unsealed a 13-count indictment against Huawei. The indictment charges
Huawei and certain Huawei subsidiaries with bank fraud, money laundering,
obstruction of justice and violations of U.S. sanctions against Iran, among other
things. The indictment specifically alleges that Huawei engaged in a scheme
to deceive numerous financial institutions and the U.S. government regarding
Huawel’s business activities in Iran by falsely stating that Huawel was not
affiliated with an Iranian company, Skycom, which actually was Huawei’s

115



Iranian affiliate. (U.S. laws generally prohibit banks from processing
transactions related to Iran through the United States.) It is too early to
determine how the Huawei case ultimately will be resolved, especially since it
has become part of the broader trade dispute between China and the United
States and involves the jurisdiction of multiple U.S. government agencies.
However, the indictment confirms that the U.S. government is willing to use all
available measures to restrict the ability of Huawei and other Chinese entities
it deems a threat to U.S. national security to sell their products to U.S. carriers.

v" Pending Executive Order on Supply Chain: The Trump Administration is

expected to release an Executive Order in the coming weeks that would make it
more difficult for Chinese-based telecommunications vendors to sell their

network equipment to U.S. carriers. Based on reports, the Executive Order
would direct the U.S. Commerce Department to issue an order that would block
U.S. carriers from buying telecommunications network equipment from vendors
that pose U.S. national security risks. While the Executive Order will not
specifically name Huaweil or ZTE, the Commerce Department likely would
interpret it to apply to those two vendors. The legal basis for the Executive
Order purportedly will be the International Economic Powers Act, which is a
U.S. law that provides the president with the authority to regulate U.S.
commerce in response to a national emergency. The potential release of the
Executive Order follows the U.S. government’s campaign to pressure allies like
Australia, Canada, New Zealand, and the United Kingdom to also adopt a
stricter security posture towards Chinese telecom manufacturers. [53] U.S.
government agencies and contractors are already barred from buying products
from Huawei and ZTE under a recently enacted law.

v References:

v" The above has been widely reported in the media and is pulled from a variety of
publicly available sources.

13. A, YA —tF 2V T I L TRENTESN TV D Soft law  (FRFIFJ D720
H D) K OGEFFEFRLA M I3 1T 2 HEMEFR I PR ZE 1L 72 s 2
v" Ans: Many U.S. agencies, including, the Securities and Exchange Commission
and the Internal Revenue Service, among others, have issued non-binding
guidance on various privacy/cyber related topics. Unless the guidance issues as
a result of a public forum or other situation in which the agency has sought

comment, we cannot predict which agency will issue guidance and in what form.
[54]

c. EHBFEBATICLDEIEUADEERY —A

® NDAA 2019 [55]
v’ https://www.congress.gov/bill/115th-congress/house-bill/5515/text
® FedRAMP [56]
v https://www.fedramp.gov/assets/resources/documents/FedRAMP_Security_Ass
essment_Framework.pdf
® thEAN EEAGHIESE X 2 U T o kSR (2018 4) [hREV X7 %
BT D HEZTHEIARZIT X = VT ¢~ Hil - Bl &2 54 < |~ P.40-
P42 #HAStA 7L 2 [57]
® thEAN EEAEHIESE X 2 U T o kSR (2018 4)  [REV X7 %
BETDH S ZTBIARE [T &% 2 V7 ¢~ Bl - Bl &2 5 g < | ~) P.89-
P90 Bt T L2 [58]
® JETRO/IPA NewYork 2018 4 8 A “KETEUZIIT HE L (T X NH /XA )
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KO 70 RiEHOBUR [59]

https!//www.ipa.go.jp/files/000068889.pdf

Text - H.R.6550 - 115th Congress (2017-2018): FedRAMP Authorization Act
Congress.gov | Library of Congress [59]
https!//www.congress.gov/bill/115th-congress/house-bill/6550/text

Connolly Introduces FedRAMP Reform Act of 2018 | U.S. House of Representatives
https://connolly.house.gov/news/documentsingle.aspx?DocumentID=1441 [59]
President Trump Unveils America's First Cybersecurity Strategy in 15 Years | The
White House [60]
https!//www.whitehouse.gov/articles/president-trump-unveils-americas-first-
cybersecurity-strategy-15-years/
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5.2.2.2 A —ANUT

5.2.2.2.1 [EELTORKHZMRI (FL0D)
A=A N Z VT OBERENOMEEZFE 56 127,

# 56 A—A N7V TOEKEH (L)
= 7 mmE ]
HhAR PTAN—EF a2 VT 4 DERERDNTRT AN A % E T AlHE
OHDHN—RT 2TV 7 N =7 ZERAT DRI 72 A
RV, BUTIERRIO T, BUMEES & RIEEFEO M F 123 LT,
e NI BIERR Y A NRN—t X2 )T 4 OBRERHT 571 —0 0T —
7 BRI T\ D, B - O T, FEARR 7 E NG H AR
T —HRE X2 VT A BEOWHMEBRE., FEMM - Y —
2 O I R S ELE ST b
1997 FITIERIEIZ LV . ANA [ PRZ =V = SENL DA
—2A2RFUTOBEFRY T —27 LEF~OTHRCONT, [HFE
HEA 7T | BRRELEDY R 7 2N BB 2P AMES L, Zhuic
Dk 33X 2018 4 9 ARV ¥ U TIIHT-RIENESFEZAI L LD
(2 BUMZIZE BUEEAMERR . ERZ2RE Lo U 27 b IRGET
D7D DIETRMENT 5 STz,

BURFRZETIE VAT ARy N T — V7 HETORFEFIZB N T,
Evaluated Products List (EPL) & 9 BURFIZ L 2 8K A D Hl
g U A R D ORI Z FH AT 72135, PSPF (Protective
Security Policy Framework) (2 XV, &% = U 7 ¢ B o
DB X2 ) 7T 4 2 HT 52 LR EEINTND, £
7=, EFRZEHERE O &IZHE-S3E, Huawel KON ZTE 2% L.
5G JEBICES#E L2 v b U — 27 Hili 24247 5 2K~ D AFLo3 L
i,

EPL (2%, BUFHES T3 5 72912 ASD (Australian Signals
Directorate) |2 & - CTalffi S 417z ICT &L U 2 h G S h
THY, IS0 15408 MFHFESN TV D,

B A 7 T % — (Critical Infrastructure Centre) (Z& %
sl Flalamt—varbsZ—tFa T4 (TSS) 78, #fE
FEZOEX 2 U T4 IRV AHATVND

% BURE S O3, BN EHEE A v 7 TR BRI H S - 7 BT
AR MER | FIE OB E TR SNV, EFRL SRR OB SIS < B
DRI DREZENTION D FREMEN & 5,

BIEHEIRIZ 3V T, Telecommunications and Other Legislation
Amendment (Assistance and Access) Act 2018 ¥ (Kf51{b &

BUf

%
A

FMALE/ FRAE

il

N
=N

%i%;77 NI=F—H ~DT 7 & 2% EHITHEICIRIET 570D b D) A8
- 2018 fE|C [P ST, NIENNEBIRMER 2 2 D ATREMEN B D
LUT, BRSO MRS Y.,
— BT B 7o - HEHE OB X (378078, 5L ek oA
FaHE

H D BRI AREEE D ATRENED V),

F—=AFZ VTR, PARN—k X2 VT 4 OBBLRDNTRT ANV E e Al RErE
DHHN=FT =TV 7 bU =7 2R DR IERIT R0 BUTOERSIO T T
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X, BUMRERE & RFFIBRZEOH FIZxE LT, IERR YA N—t X2 U T ¢ OB AR 2
TU— LU= PRI TV D, EE - BIEOE T, AR REAERRE L LT,
Privacy Act (Privacy Act 1988 (Cth) ) <> Spam Act 2003 (Cth) BHE SN TW\5, Fiz,
T—HRE X2 )T A REOBEMFER & LT, NDB scheme (Notifiable Data Breaches
scheme), ASXlisting rules 23 7E S v, FEEM M - h—E 2O HHIR & LT, Customs
Act (Customs Act 1901 (Cth) ) <> Customs (Prohibited Exports) Regulations 1958 73
EINTND,

HEA 7 TIZOWTIE, BUFIZ X D FHRBECH S ORI DS HLE ST\ % Security
of Critical Infrastructure Act 2018 (Cth) O, B{EFEIKIZ ISV TITER i % B oM Bl A
T2 RERCB L CTHE SN TW5 Telecommunications Act (Telecommunications Act
1997 (Cth) ) <° TIA Act (Telecommunications (Interception and Access) Act 1979 (Cth) )
DD,

BUNFREEIC DWW T, N & — X, 225 EE S BT HHIRCBERICHE S 2 &2
STEY, ICT BE#EDZKIDEZ L &, L TWDEFO L1 GEFEL, M, HEN) CEUF
FEBIC K> TR DBORIZHED Z L 2 RXUHX—ITRD TN D, F2iEA - LS OE T
X, BURFBERS - RIFIBEEZNENICKI LT, A RN—EF 2 U7 o xh6e Y A7 FHEICE T
HIA KA 7L — AU —7 (Strategies to Mitigate Cyber Security Incidents .
Australian Government Information Security Manual %) 2MEfiS T\ 5, iz s, B
M OfeE % ~r3 7 v 77 & (Australian Cyber Security Strategy 2016) DK<, [E M
5DY A N—JIEME EZ T AT DA 0 ACORN (Australian Cybercrime Online
Reporting Network) OFEZENR2IN TS, FRCBIFHETIE, VAT AL Ry hT—
I HERETOPEZIZBW T, EPL (Evaluated Products List) &) EfF#%ES ASD (A4 —
A k7 V) 7i@{E7%E ¥ J5: Australian Signals Directorate) (2 X 2B FADORLL U X R b
DBERVBBHAFTOENTWDHM, X2 VT ¢ FEBREOT- DI etx =2 ) 7 1 24
T2 Z EnEEINTND,

AT THER - FIE O Tk, SREECE OGRE I LT, iltex2U 7 4R
Vo= T NEBAD AL, X2 VT 4 5 ARE )T 4 MERFORE N EANT
E L 72> T35 (Prudential Standard CPS 234 Information Security (Standard) ), %
A V7 T TIIFFICBE I B\ C, ERILSEOM A A4 HAIC, BUNHEI 23 8 (E 3338 1okt
LTHINXESZDRIIOEELERTEDL LT ZEEDATRINLTVD
(Telecommunications and Other Legislation Amendment (Assistance and Access) Act
2018 (Cth) ), BV CIE, EFRLEMRE LOBEIZHE-SE | Huawel KO ZTE (2
*FL T, G EBEICEE L TRy U — 27 HIF 2Rt 3 2 2 ~D AN L SN TV D,
R ZBURFREE D5y 87 ClX Defence SIGINT (signals intelligence) <> Cyber Command & \»
ST A NRN—2 =y RBRRIL I TS, SIGINT TITEELFZIC L HilEHGE) D
1%, Cyber Command TIXHE TOH A N—HEK RIS 72l £17 5, CIC (A —
ANTZVUTHEINOEREA 7 7% % —: Critical Infrastructure Centre) (Z& % TSS
(Telecommunications Sector Security) 7%, BEFEEOEF =2 U7 2 ITHRVHATND,
1997 FFITHEWER H Y, A A bR E—T o, HMENLOF—A T U T OMEERY b
U—7 EBAF~DO T HONWT O, ERZERE LDV X7 2 &0 @I E B 5 M2
PMESNTZ, 201849 AND X ¥ U T IEH 7 RIENEB A Y Z L2, Myl s
AT O EX 2V T 0 BH., BX =2V T 4 5HEOE T OBMEEE 2 AV, BUFIXBUF
AT DI MAUNE T DR, EFRLZERE LD Y A7 GRS 5 72D O RHENFT 5
ENtz, A NR—F a2 VT Dar ba—UZB LT, EESCHES, 74 B U A4
HETHIA<SHEI L TW DO Tide <, BEFEFOEEOAREITHIEINA TS LD
BN D, TORDY, BNPBEFEEOEX 2V 7 4 2L T, HBEICL > T,
ERZERE ORI T EZHEL ZENERTOIRERTHD, ZOERITL T B
EOYIE CEFLZEMRELEO U X7 035 5 LFRE LIZHEEITIE., FEDEDOEEDORL,
AR OBHEHIE T TidZe < | IEFROPSEA TEEICHER T2 Z LR TH 5,

5-3 1%, A —A N T U TIZEIT 2 BB & BEEREEZ L Db D TH D,
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T2 X0 MRk S AR OREMEAZRBLL TS (M OBEIIE 57 %, EHIEOH
H3# 5-8 #5M), Department of Communications and the Arts (G#{EZ=/F4E) 1. @
&, BOED B OBURSLEDIZD, 71— RN RO KoM 7 2 ZVHBGE~OBITE, 1F
WIS D% K - IRELZBIT 2 hia R 2 323 5, 2015 4F 9 AIC ¥ — 7 /VRNBEHEN EHEIC
AT L72BRIS, S 2 rEEHEICEZ O T BEENLEMR LT, A—A N Z U TITBIT
% HEAE(E1ETH 5 Telecommunications Act % 7E 8 TV 5, Department of Home Affairs

(NESE) 13, EHEER | Wi2E - RO Bfele, TRZCHER, fafE B, £ U - B,
BiRE, ESREMEZIET 28 LWEITE LT 2017 4 12 AL E LTz, 13— &%
2T 4 RV V—DOREXLEEA 7T OREEITH-oTWVD, WEEIL, Security of
Critical Infrastructure Act 2018 (Cth) & Australian Cyber Security Strategy 2016 % i&
DTS, CIC 1, NEEETIZHY, A—A LT VT OEEA T T~D VY AT Zikhl
L. EHSTSDICBNOTNTO LIV 2Rl L, A—F— & AR —Z—L{EH LT
%, Department of Defense ([Hffi&) 1L, A—A b F U 7 & ZDEW %59 5, ASD I,
SME O, EFITE OV R — b, A =G, KMEREF 2V T 4 IZBIER D D,
ASD T4 —A R T U7 OIEHEBE O TH Y UKUSA # & (Five Eyes) H1 ASD %
X, MRT 7 CEFEH SIGINT #6752 & Thd, ASD (X, EPL ZEH TV
%, ACSC (A—A TV THAX—%Fx=2V T 4k %—: Australian Cyber Security
Centre) 1TV A\—tF =2 U7 4T LT, BUREITHOMRELZIT >, A N—&B %5
Br-did& - s L, A =308, A N—T 8, ROV A R—GFD A 7 v MG
9%, ACSC (%, Australian Government Information Security Manual % E» T\ 5%,
Attorney-General's Department (F75%) 1. [EOEMFA A, TIEMLA 2 HERE « B L.
EFREeX=2) 74 LBEEBERLBRILT HAEOOKFE T 77 ARBKREZFEmRT D,
Attorney-General's Department (%, PSPF (Protective Security Policy Framework) % &
HTWD,

fnaE
Governor-General
The Ministry
?
o { T 3 3
Department of y
S Department of Home: Cepartment of Attorney-General's
Commgﬁécit;;ns and ? Affairg Defence T Cepartment
Critical Infrastructure Australian Signals
Centre(CIC}) Directorate (ASD)
o Australian Cyber
Security Centre
o 6 (ACSC)
é‘i{%ﬁg{ggg{[ﬁfgﬁ?&?gﬁ;gfgt) Security of Critical Infrastructure Australian Cyber Security
: Australian Government Protective Security Policy
Evaluated Products List (EPL) Information Security Manual Framework (PSPF)

ERMEH g S RhET 24 BETOES ST
diFf(Parliament of Australia, Australian Governmert " Govemment departments and agencies”, Australian Govemment "Federal
Register of Legisiation"# & CRE1EEH L WUiET

5-3 A —A b7 U T OBFREEARK & B L] A
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# 57 F—A b7 VU 7B 5 BUTRIE AR

Department of
Communications and the
Arts

LR (T =N

WE, BOESBOBRSIEDIE), T u— Ry R0
TS0t 72 BOVIGES~OBATE, EWiEE 0% K - 7
Bl B9~ 2 Jifi 3R & FEfiti, 2015 4F 9 A X — > 7 /LA
B EMICBHE LRI, EMoB2irEFHEICE o
T, WEED L,

Department of Home
Affairs

WHE,

B 22 - MREO MR, TRLEHERE, O

B ZERTE - B BB, ESREHE A PTE T 50
LWETE LT 2017 4 12 AT,

TAN— X2 VT4 - R —ORESCEEA 7
7 DA FHifT > T B,

CIC

HEA LT TR A —,
WHBERLTIZHY, A=A NTUTOEEAL 7 T ~D
VA7 2L, BET 5 DICEOT X TOL~L
R, A—F =oAL —F — LR,

Department of Defense

Bhf4
F—A ~ T VT L FOERE B,

ASD

F—A N7V TEEETR.

SEOEHR, BEITEI~OY R — b, A =8 K
WHEFREXF 2V T A ICHEDR DD, ASDIZA—A T
U7 OIS D —3TH v UKUSA & (Five Eyes)
> ASD OKRENL, T ¥ 7 TEEIEH SIGINT
(signals intelligence) Z:i45Z & ThH D,

ACSC

F—=ANTZUVTHANN—FF2 T s F—,
PANR—tX2 VT IZE LT, BUFREITHEOFRE %
1790 A =% ST - A - il L. a ~S—0R,
A NRN=Ta, RO A N—8HDA T MG
T 5,

Attorney-General's
Department

A,
[E DIEVS A, FIEME S 24 - L, EFR X2
V7 4 LIERERE AL T 572 00D0KET 0 7T ARHK
W & i,

£ 58 A—A LTV TITBIT DB E

Telecommunications Act
1997

F—Z N7 U TIZRIT D EREEE,

Security of Critical
Infrastructure Act 2018
(Cth)

HEA 7 T708F=2 )T 1 U R7EHITOWTHIE,
WA EE (Secretary) WEE A > 7 TETHH L abMIZ2
BMEAFTTEDHE LTSI, EFEZEEELED Y X
WA B E LT, BEA T THTAE - EEH T
LHIREME A NG KE (Minister) (25 2T\ 5,

Australian Cyber
Security Strategy 2016

FTA NIRRT D HEORIIRHEE - fRiEE B L LI2E
NDOTa 7 Z Ak,

EPL

BOMEES T4 572912 ASD 12 L » TEHli & #u7- ICT
DY R B,
ISO 15408 MFHAES N TH Y . BUHEBIICX LT, ¥ =
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VT BT D7D = T ¢ DU,
K& OV EPL s O R EE S T b
Australian Government YA NR—LX2 VT 4 VRITEHDOT L—LTU—7 B
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7)

WL R — T (KT IVDT IV 77X MIH)

ACL

CCA
Corporations Act
Criminal Code

Australian Consumer Law

Competition and Consumer Act 2010 (Cth)
Corporations Act 2001 (Cth)

Criminal Code Act 1995

Customs Act Customs Act 1901 (Cth)
GDPR General Data Protection Regulation
Australian Government Information Security
ISM
Manual
il NDB scheme Notifiable Data Breaches scheme
Privacy Act Privacy Act 1988 (Cth)
PSPF Protective Security Policy Framework
Prudential Standard CPS 234 Information
Standard .
Security
Telecommunications
Act Telecommunications Act 1997 (Cth)
Telecommunications (Interception and Access) Act
TIA Act 1979 (Cth)
ACCC Austrghgn Competition and Consumer
Commission
ACMA Australian Communications and Media Authority
ACSC Australian Cyber Security Centre
APRA Australian Prudential Regulation Authority
HELTRER ASD Australian Signals Directorate
Australian Securities and Investment
ASIC .
Commission
OAIC Office Qf ‘ghe Australian Information
Commissioner
SIGINT signals Intelligence
ACORN Australian Cybercrime Online Reporting
Network
Z Dt DSGL Defence and Strategic Goods List
EPL Evaluated Products List
RCM Regulatory Compliance Mark
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A —A K7 U 7B 5 critical infrastructure asset D JEFlL Security of Critical
Infrastructure Act 2018 M 9 L THIE 4L TE Y | critical electricity asset | critical
port . critical water asset . critical gas asset & . PN# KE (Minister) 7% critical
infrastructure asset & L CHS LIEEELTHANZ LV HESNTEBEN ZNICHTED
[48],
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5.2.2.2.4 Evidence & OV i

a. IEEEBEITICLDRIE

AUSTRALIA
December 26, 2018

1.An overview of your jurisdiction’s cyber security legislation and regulations,
including both legally binding laws or non-binding guidance or principles, as they
concern network systems for the “Internet-of-Things” and/or information and

communication technology.
[Existing Legislation and Regulations/

Australia has a complex and fractured legislative and regulatory framework for data
protection, information risk and cyber security issues. There are different regimes that
apply at the federal level to those that apply at the State or Territory level, requirements
that apply to specific sectors (particularly in the telecommunications sector) and also

a mix of criminal and other laws.

There is no specific legislation in Australia which excludes hardware or software which

may include bugs or viruses which pose cyber security threats, however, the current

legislative and regulatory environment provides a framework for both government

agencies and private sector organisations to mitigate potential cyber security threats. [1]

It has been sought to set out an overview of this framework below to provide context of

the Australian environment.

Government cyber security initiatives

The Australian Government has developed a number of initiatives in response to the
increased regulatory concern with cyber security related incidents, including the

following:

e The Australian Cyber Security Centre (ACSC) [https://www.acsc.gov.au/] which is

the Australian Government’s primary cyber security body. ACSC releases an annual

Threat Report on the trends and changing landscape of cyber security and cyber
incidents. [2] The 2017 Threat Report details the security challenges presented by

outsourcing arrangements involving third party providers, particularly as these are
attractive targets due to the volume of customers and the opportunity for the

exploitation of broad access to customer networks. It also regularly publishes

Strategies to Mitigate Cyber Security Incidents, identifying a myriad of mechanisms

to increase cyber security, including the “essential eight” which make it harder for
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adversaries to compromise systems such as application whitelisting, patching
applications, application hardening and patching operation systems. [3]

Australian Cybercrime Online Reporting Network (__ACORN )

[https:/www.acorn.gov.au/] which is a national online system that allows the
public to securely report instances of cybercrime. [4] The ACORN provides the

public with a simple method to report an incidence of cybercrime. This may
include hacking, online scams, online fraud, identity theft and attacks on
computer systems. The organization hopes to create further awareness,
encourage the sharing of information between government and public sector to

reduce and help resolve these incidences.

CERT Australia is part of the Australian Cyber Security Centre and is the national

computer emergency response team that acts as the point of contact in Government

for cyber security issues affecting major Australian businesses and owners and

operators of Australia’s critical infrastructure and systems of national interest. It

encourages the establishment of partnerships with businesses (there are currently

over 500 such partnerships) before an incident occurs, so that CERT may share

information on prevention methods and quickly assist in the event of a cybercrime.

[5] CERT also operates the Australian Internet Security Initiative, a public-private

partnership, aiming to reduce malicious software and service vulnerabilities.

Australian Signals Directorate [https://asd.gov.au/about/index.htm] which is the

national intelligence, cyber security and offensive operations support for the

Australian Government and the Australian Defence Force. Amongst other things,

the Australian Signals Directorate provides strategies in mitigating cyber-crime and

managing cyber security risks, in particular to deal with, targeted cyber intrusions,

ransomware and external adversaries who destroy data; malicious insiders who steal
data and the like. [6]

The Australian Security Intelligence Organisation (ASIO) has power under the
Australian Security Intelligence Organisation Act 1979 (Cth) and the Intelligence

Services Act 2001 (Cth) to conduct various activities including surveillance.

Australian Cyber Security Strategy 2016

Australia's Cyber Security Strategy was released in April 2016, and sets out the

Australian Government's program for advancing and protecting Australia's interests

online. [7] The strategy promotes various initiatives and has several key focuses

including the following:

education: creating awareness of the threats of cybercrimes in the community;
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e partnerships: a joint effort is required to combat cybercrimes, and as such the
government is developing partnerships with businesses and the IT industry to be

able to respond effectively to cyber threats;

e developing cyber defences: producing better mechanisms and methods to deal with

cyber-attacks, encouraging growth and innovation; and

e global efforts: strengthening international engagement on cybercrime, including the

development of a harmonised international legal framework.

The first annual update on the Australian Cyber Security Strategy was released in 2017
which assessed the progress thus far on the strategy against each goal and established
next steps against the strategy. The next steps include action items such as guidance for
government departments to manage supply chain security risks in ICT
equipment/services and various other initiatives. As the government continues to
implement the Australian Cyber Security Strategy further legislative and regulatory

developments may occur.
Australian Government Information Security Manual

The manual is not legally binding, but sets out guidance and standards for organisations

to consider when forming their risk management framework in respect of cyber security.

The manual includes guidelines in relation to the authorisation of systems, cyber

security incidents, communications infrastructure and the management of ICT

equipment (amongst others). [8]

The Protective Security Policy Framework

The Framework is designed to support government entities (including corporate

Commonwealth entities and wholly-owned Commonwealth companies ) in

implementing policy in the areas of security, governance, personnel security, physical

security and information security. Detailed guidance is provided on safeguarding from

cyber threats and robust ICT systems, along with an accreditation system to certify that

appropriate levels of security are being applied to ICT systems. [9]

Privacy and data protection - Office of the Australian Information Commissioner

In Australia, the Privacy Act 1988 (Cth) (Privacy Act), which includes the Australian
Privacy Principles (APPs), regulates how personal information is handled. Personal
information means information or an opinion about an identified individual, or an
individual who is reasonably identifiable whether true or not and whether recorded in
material form or not. Practically, the Privacy Act applies to all government agencies and

private sector organisations with an annual turnover of at least $3 million AUD. The

Privacy Act requires organisations to adopt a privacy by design approach to ensure that

privacy is designed into each aspect of an organisation. [10]
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The mandatory data breach notification regime was introduced in Australia in February

2018 under the Privacy Act, and imposes a range of obligations on organisations where

any eligible data breach has, or is suspected, to have occurred. Under the regime,

organisations are obliged to notify the Office of the Australian Information

Commissioner (OAIC), individuals and, in some cases, the media of certain data

breaches. [12] Notification to the media can be a particularly harsh consequence,
particularly as media coverage and negative press associated with a cyber-incident can
often be more detrimental to an organisation than the incident (especially in terms of

lost revenue etc.).

An eligible data breach is a breach where there has been unauthorised access or
unauthorised disclosure of personal information (or a loss of personal information) and
it 1s likely to result in serious harm to impacted individuals. There are a number of key
criteria to examine when determining if serious harm is likely to result from a breach
which should be assessed holistically and take into account: the kinds of information,
sensitivity, security measures protecting the information, the nature of the harm (i.e.
physical, psychological, emotional, financial or reputational harm) and the kind(s) of

person(s) who may obtain the information.

The introduction of the regime has resulted in many organisations requiring detailed
contractual obligations with third party suppliers in relation to cyber security and the
protection of personal information of their customers/clients. Complimenting this regime,
the OAIC has also released several guidance notes relating to the regime which include
topics such as the security of personal information, whilst these are not legally binding,

they are considered to set industry best practice.

Telecommunications specific requirements

The 7Telecommunications Act 1997 ( Cth ) ( Telecommunications Act ) and
Telecommunications (Interception and Access) Act 1979 (Cth) (TIA Act) (which
includes the Data Retention Scheme introduced by the Zelecommunications
(Interception and Access) Amendment (Data Retention) Act 2015 (Cth)) impose a
number of specific data retention and data security requirements on carriers, carriage

service providers and others.

The ACMA is responsible for regulating telecommunications in accordance with the

Telecommunications Act and TIA Act.

Under the TIA Act, the Australian Security and Intelligence Organisation (ASIO) and

certain domestic law enforcement agencies can authorise the disclosure of

telecommunications data by a carrier or carriage service provider, [14] including
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telecommunications data collected and retained under the Data Retention Scheme. The

access rights and powers are set out in Chapter 4 of the TIA Act.

Section 7 of the TIA Act prohibits interception of a communication over a
telecommunication network without a court order, for covert surveillance or without the
consent of at least one party to the communication. Wholly private networks that are not
in any way connected to or use a public telecommunications network fall outside of this

federal law, but must be considered under relevant State and territory laws.

The Data Retention Scheme, which came into force in October 2015, requires service

providers to, amongst other things, collect and securely retain certain information about
communications made through telecommunications services ( but not the
communications themselves, i.e. the obligation is to retain "metadata") for a period of 2
vears [15] (see Part 5-1A of the TIA Act for the obligations relating to data retention).

Communications Alliance

The Communications Alliance ( CA ) promotes the interests of the Australian
communications industry and the protection of consumer interests. Membership to the
CA is voluntary, however, industry names such as Google, Optus, Telstra and Vodafone
(amongst others) are involved in the CA. The CA sets industry standard codes that
intend to define good industry practice along with various guidelines and standards. The
codes cover areas such as cyber security practices and information accessibility and
include the Internet Industry Codes of Practice - Internet and Mobile Content, iCode and

the Telecommunications Consumer Protections (TCP) Code.
Australian Securities and Investment Commission

The Australian Securities and Investment Commission (ASIC), the corporate regulator
in Australia, released Report 429 (Cyber resilience: Health check) in March 2015. This

report discussed a broad range of issues with respect to a corporations' ability to prepare,

respond, adapt and recover from a cyber-attack.

Although the report is not legally binding, it can be considered as industry best practice

in Australia and serves as a reference point for issues such as how cyber risks should be

addressed by entities (taking into account current legal and compliance obligations)

and how entities can improve their cyber resilience. [17] In particular, the report:

e recommends that corporations regularly review and update their cyber-risk

management practices;

e provides guidance on how to implement "health checks" which ensure the entities

respond/recover to cyber-attacks in line with their obligations; and
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e emphasises that effective corporate governance should involve active engagement by
directors and the board in managing any applicable cyber risk and that directors may

need to take cyber risks into account when undertaking their duties.

Additionally, ASIC also sets out eleven 'good practices' as guidance for organisations to

establish and maintain cyber resilience processes. The 'good practices' include:
e board engagement and governance;

e cyber risk management and threat assessment;

e collaboration and information sharing;

e asset management and cyber awareness training;

e protective measures and controls;

e detection systems and processes; and

e response and recovery planning.

While boards and directors have been aware of these issues for some time, the fact that
ASIC expressly identified these issues in its report and has released further guidance on
cyber resilience good practice, highlights that cyber security and information security

are very much ‘front of mind’ issues for Australia’s corporate regulators.

A failure to appropriately monitor and manage cyber risks could cause a director to
breach their duty to exercise their powers and duties with care and diligence (see section
180) . The potential penalties for breaches of directors of duties include financial
penalties and being disqualified from acting as a director or officer of a corporation for a

period.

The potential consequences of failing to comply with these continuous disclosure

obligations including the imposition of civil penalties by a court.

Australian Prudential Regulation Authority

The Australian Prudential Regulation Authority (APRA), Australia's regulator of the

banking, insurance and superannuation financial sectors, released the new Prudential
Standard CPS 234 Information Security (the Standard) to commence on 1 July 2019.

The Standard applies to APRA regulated entities including authorized deposit taking

institutions, general insurers, life companies and private health insurers. Under the

Standard, APRA regulated entities are obliged to maintain information security policies,

robust incident management mechanisms and security capabilities commensurate with

the size and extent of threats to its information assets. The Standard specifically

requires entities to ensure that any related or third parties who may be involved in the

information security or information assets of the entity also comply with the obligations

under the Standard. [19]
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APRA also has several practice guides relating to cyber security issues to assist

regulated institutions manage cyber security risks. The guides include CPG 234 -

Management of Security Risk in Information and Information Technology and CPG

235 - Managing Data Risk. The guides themselves are not legally enforceable, but do
indicate best practice. [20]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/

The federal parliament recently passed under urgency a very wide ranging omnibus
amendment act (7elecommunications and Other Legislation Amendment (Assistance

and Access) Act 2018 (Cth)) which - ostensibly - is to provide law enforcement

agencies with access to encrypted data for serious crime investigation. [21] In reality,

the legislation may inadvertently have a much broader remit with limited judicial
oversight, and this has caused an eruption from local and global technology firms which

have stated the legislation has the potential of significantly impacting on

security/encryption solutions in Australia. The enacted laws are ambiguous in many

areas and the political opposition party has flagged that a condition of its agreement to

pass the act in parliament was the right to raise significant amendments after the
pending holiday season. [22]

At its heart, the Act allows various agencies to:

e 1ssue a "technical assistance notice", which will require a communications provider

to give assistance that is reasonable, proportionate, practicable, and technically

feasible;

e issue a "technical capability notice", which will require a communications provider

to build new capabilities to assist. The Attorney-General must consult with the

communications provider prior to issuing the notice, and must be satisfied that the

notice is reasonable, proportionate, practicable and technically feasible; and

e make "technical assistance requests", to give foreign and domestic communications

providers and device manufacturers a legal basis to provide voluntary assistance to

various Australian intelligence organisations and interception agencies relating to

issues of national interest, national security, and law enforcement. [23]

Organisations will need to ensure customer terms and conditions deal carefully with the

matter of legal compliance and any commitments made to customers generally.
Consumer Data Right

The introduction of the Consumer Data Right in 2019 will provide consumers with the

right to access and move their consumer data. The right will be established sector by

sector (with banking, energy and the telecommunications sectors being first cabs off the
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rank). The consumer data right will involve detailed data rules to ensure appropriate

compliance and technical requirements particularly around the transfer of data.

It 1s intended that the consumer data right will also include specific privacy safeguards

to enhance the security of consumer data right information. It is likely that the

introduction of the consumer data right will include specific guidance around cyber

security risks and issues that may arise in information security when allowing

consumers access to such data. [24]
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2.Details of your jurisdiction's cyber security-related regulations relevant to

procurement of goods in the following sectors

(a) Government (national security, defense, police, fire station, tax, academic

research, etc.)

[Existing Legislation and Regulations/

The procurement of goods and services in the government sector is typically governed by

specific legislation and policy concerns which vendors are contractually obliged to comply

with. For example, many government ICT contracts require vendors to comply with

particular government policies which will be dependent on the level of government

contracted with (i.e. Federal or State/Territory) or on the relevant government agency.

For example:
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e the Department of Finance provides its own model cyber security clauses for

inclusion in government contracts; and

e the South Australian government has specific guidelines relating to cyber security

risk management which provide the specific policies and standards to be complied

with in ICT procurement. [25]

This is a particular area of concern for the government and in August 2018, the

Australian government prohibited providers Huawei and ZTE from bidding on contracts
relating to the 5G rollout to provide network related technology on the basis of national

security concerns. [26]

The urgent passing of the new 7elecommunications and Other Legislation Amendment
(Assistance and Access) Act 2018 (Cth) also provides law enforcement agencies with
additional powers in relation to the access of encrypted data for serious crime

investigation.

Defence Trade Controls

Where technology is being procured for use in defense / national security where those
goods are dual use goods (i.e. can be used for both military and civilian purposes), there
may be particular customs requirements which apply. In particular, sections 112, 112A
and 112B of the Customs Act specify when and how the Commonwealth government can

prohibit the export of goods for a military end-use.

Such export only occurs when a person in Australia sends or provides access to DSGL-
listed software or technology to another person outside of Australia (ie, information is
transmitted electronically). Examples of supply include sending DSGL-listed software
or technology via email or fax, or providing someone outside of Australia with a password
to access DSGL-listed software or technology stored electronically.

The Defence and Strategic Goods List (DSGL) is the list that specifies the goods,
software or technology that is regulated when exported, supplied, brokered or published.
For more information about the DSGL and Australia's export controls, see the
Department of Defence's export controls website

[http://www.defence.gov.au/ExportControls/AboutUs.aspl].
Evaluated Products List

Where goods are procured for use in government systems/networks, please see the

information set out below in relation to the Evaluated Products List. The Evaluated

Products List (EPL) sets out a list of ICT security products that have been evaluated

by the Australian Signals Directorate (ASD) for use in Australian government

agencies. Products on the EPL list may be used to build secure systems and networks as
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set out in the Australian Government Information Security Manual and have been

certified against the ISO 15408. [29]

Additionally, the guidance under the Protective Security Policy Framework relating to

the development and maintenance of robust ICT systems under the framework for

Commonwealth entities directs entities to ensure that suppliers provide the necessary

security to mitigate security threats and to use those products contains on the EPL.

[30]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/
As at the current date, there are no forthcoming legislation or regulations regarding the

procurement of cyber security goods and services in the government sector.

However, as mentioned above, cyber security has been on the radar of government,
particularly in relation to defence. In addition to the government bodies listed above

(i.e. CSOS; ASC), most recently, on 29 January 2018, Australia's defence department

also established two new cyber units - a defence signals intelligence unit called SIGINT

and "Cyber Command" with the intention of creating an organizational structure to

support the future growth of Australia's military cyber workforce which was outlined in
the 2016 Defence Whitepaper. [31]

References:

* Department of Finance - Model Cyber Security Clauses

[https://www.finance.gov.au/blog/2014/09/05/model-cyber-security-clauses/]
+ Defence Export Controls [http://www.defence.gov.au/ExportControls/AboutUs.asp]

« Evaluated Products List [https:/www.asd.gov.au/infosec/epl/index.php] [32]

e ISMF Guideline 6 - Cyber security in  procurement activities
[https://digital.sa.gov.au/sites/default/files/content_files/policy/cyber-security-

procurement-activities.pdf]
+ Procure IT Framework [https:/procurepoint.nsw.gov.au/before-you-supply/ict-
contract-templates/procure-it-framework]
(b) Critical infrastructure (telecommunication, electricity, transport, etc.)
[Existing Legislation and Regulations/
The management of security risks (including cyber security risks) to critical
infrastructure in Australia is managed by the Critical Infrastructure Centre (CIC). The

CIC focuses on risks of sabotage, espionage and coercion in telecommunications,

electricity, gas, water and ports. The Security of Critical Infrastructure Act 2018 (Cth)

commenced in July 2018 and:
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+ establishes a Register of Critical Infrastructure Assets to assist in the proactive

management of risks facing such assets and provides the Secretary of the

Department of Home Affairs with the ability to obtain detailed information from the

owners of such assets; and

« provides the Minister for Home Affairs with the ability to direct an owner/operator

of critical infrastructure to do or not do a specified thing to mitigate against a

national security risk. [33]

Government bodies such as the Australian Cyber Security Centre also provide assistance

and support relating to cyber threats to the owners/operators of critical infrastructure.

Given the introduction of the Security of Critical Infrastructure Act 2018, the
procurement of goods and services relating to cyber security / networks will likely be
under increased scrutiny. Such procurement will typically be governed by governmental
policy concerns which vendors are contractually obliged to comply with and as such the
comments above at (a) are applicable.

Telecommunications

The telecommunications sector is heavily regulated, the Telecommunications Act

restricts the installation of telecommunications facilities to particular types of facilities

(i.e. low impact facilities). Telecommunications equipment is also heavily regulated

with only certain equipment being permitted to be imported into Australia for use. [34]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/

As at the current date, there are no forthcoming legislation or regulations regarding
the procurement of cyber security goods and services relating to critical infrastructure.
However, the use (if any use is made) of the powers established under the Security of

Critical Infrastructure Act 2018 (Cth) will be an interesting area to watch.
References:

- ACMA - Bringing communications equipment into Australia
[https://www.acma.gov.au/theACMA/bringing-communications-equipment-into-

australia]

- ACMA - Industry and Infrastructure
[https://www.acma.gov.au/Industry/Telco/Infrastructure/Network-

facilities/industry-infrastructure-network-facilities-i-acmal
+  Critical Infrastructure Centre [https:/cicentre.gov.au/infrastructure]

e Security of Critical Infrastructure Act 2018 ( Cth )
[https://www.legislation.gov.au/Details/C2018A00029]

(¢) Equipment or services for consumers
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[Existing Legislation and Regulations/

If a product or service fails to meet a guarantee, a consumer has rights against the
supplier, and in some cases the manufacturer, who must provide a 'remedy' if the
guarantee is not met.

The specific remedy available depends on the guarantee breached, whether the action
1s brought against the supplier or manufacturer, and the nature of the breach. For
example, if it 1s a minor problem the supplier can choose between providing a repair or
offering the consumer a replacement or refund. The problem should be rectified at the

cost of the supplier and within a reasonable timeframe.
[Forthcoming Legislation and Regulations and Discussions on Future Trends/

As at the current date, there are no forthcoming legislation or regulations regarding

the procurement of equipment or services for consumers in this space.
References:

e Australian Competition and Consumer Commission - Consumer rights and

guarantees [https://www.accc.gov.au/consumers/consumer-rights-guarantees]

« Competition and Consumer Act 2010 ( Cth )
[https://www.legislation.gov.au/Details/C2018C00437]

b. EHFEHHTEL Q&A

1. The Privacy Act requires organisations to adopt a privacy by design approach to

ensure that privacy is designed into each aspect of an organisation.
D FRIZDNT, BIRIZED L D T T A Rv—Tadin?

v" Ans: Organisations should design their personal information security measures
with the aim to: prevent the misuse, interference, loss or unauthorized
accessing, modification or disclosure of personal information; detect privacy
breaches promptly; and be ready to respond to potential privacy breaches in a
timely and appropriate manner. Importantly, organisations should integrate
privacy into their risk management strategies and embed them early, including
by choosing the appropriate technology and measures to respond to a changing
technological landscape overtime.

2. The GDPR imposes additional requirements in respect of cyber security to which

many organisations are also subject.

D THEBIZOWT, GPDR IZEARHIZED XK 5 72BN ZFR L T\ D D)2

v' Ans! Rather, the GDPR adopts a proportionate, context-specific approach to
security. Article 32 states that controllers and processors shall implement
appropriate technical and organisational measures to ensure a level of security
appropriate to the risk of the processing. In so doing, they must take account of
the state of the art, the costs of implementation, and the nature, scope, context
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and purposes of processing. A 'one size fits all' approach is therefore the
antithesis of this requirement.

There are different regimes that apply at the federal level to those that apply at

the State or Territory level, requirements that apply to specific sectors

(particularly in the telecommunications sector) and also a mix of criminal and
other laws.

DFBEICHONT, AN —tF 2 VT BEEOHHNIEH LT, MH L T LN
NTHHINAHDOLH D LTI TWDHN, ZE L LA — b CIEEARIZHH
LUV TOBANZ DN TR SN TS KRR D, MAEEMN L~ Lo Tl e
DEIBREDNH D2

v' Ans: Please see below a brief overview in the sections titled "State and Territory
Government cyber security initiatives"; "Privacy and data protection - Office of
the Australian Information Commissioner" and "Criminal Laws" regarding
State and Territory regulations / government initiatives.

o State and Territory government cyber security initiatives
In Australia, State and Territory governments, amongst other things,
maintain policies, legislation and plans within their jurisdictions and
maintain counter-terrorism and consequence-management capabilities
(including, in response to cyber security issues) within their relevant
agencies and determine prevention strategies and operational responses
to threats, including seeking assistance from other jurisdictions. For
example, the New South Wales and Victorian governments have each
launched their first Cyber Security Strategies which plans include whole-

of government integrated approaches to managing cyber risks and

responding to cyber security threats, safeguarding information, assets,
services and citizens across their respective states. In addition, Western

Australia, Victoria, Queensland, New South Wales and South Australia
have each established a Joint Cyber Security Centre in their capital cities
with the aim being that those facilities will play a major role in keeping
Australians safe from cyber-attacks. [42]

e Criminal laws
Most commonly, persons suspected of engaging in cybercrime are charged
pursuant to the Criminal Code, given its universal application in all
States and Territories in Australia.

Products on the EPL list may be used to build secure systems and networks as set

out in the Australian Government Information Security Manual and have been
certified against the ISO 15408.

DO THREBIZDONWT, BINOT AT L/ Ky MU= IEH]T 5050,/ A7 L2 EPL
FLHD B DZfE S Z L2 OV T, EREBHEIIE RN E W I FBIRTE LW ?

v' Ans: The EPL sets out products which are specified for certain purposes. It is
not a legal requirement per se to only use products listed on the EPL given, in
certain circumstances, the EPL may not contain an extensive list. However.
where a product is used for a purpose listed in the Information Security Manual

then it needs to comply with any requirements listed in the Information
Security Manual which may include complying with the EPL. [46]
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5. In addition to the government bodies listed above (.e. CSOS; ASC), most recently,
on 29 January 2018, Australia's defence department also established two new

cyber units - a defence signals intelligence unit called SIGINT and "Cyber

Command" with the intention of creating an organizational structure to support
the future growth of Australia's military cyber workforce which was outlined in the
2016 Defence Whitepaper.

O TR ST, SIGINT LD DA N—2 =y FOAFRE VI FBFTIEL W
722 (@%E. SIGINT &ITEEHFZIC K DEH O b0z Lo IC/hZTbh
%)

v' Ans: Correct, it is the name of the defence signals intelligence unit (and, yes, it
is also commonly a generic name given to signals intelligence).

6. Telecommunications equipment is also heavily regulated with only certain
equipment being permitted to be imported into Australia for use.
D TREBIZDONT, A=A ST U T ~OEADTF A STV D REDBERKRT, &
IV T HEETEITN TN D D92
v' Ans: By way of high level overview, the operation or use of communications
equipment that is designed to work in Australia can cause interference with the
operation of other equipment or endanger the health or the safety of others. As
such, even if an item of communications equipment is suitable for use in another
country it may not necessarily be suitable for use in Australia. By way of
example:
e telecommunications equipment such as telephones, modems, answering

machines and facsimile machines may only be connected to an Australian

telecommunications network if the equipment bears an Australian-
compliant mark (e.g. the "RCM" or the "A-Tick") regulatory compliance

mark;

e many cordless telecommunications systems which are suitable in other
countries cannot be used in Australia because they use radiofrequencies
that are not available for such use in Australia;

e mobile phone booster amplifiers or 'boosters' which connect to a mobile
phone to boost or amplify the signal to that phone are prohibited in
Australia (and, it is illegal to sell or supply boosters); and

e the use of non-standard radio communications equipment (.e. devices
that generally don’t bear the C-Tick, A-Tick or the RCM regulatory
compliance marks) not designed for the Australian environment may also
cause costly interference. [47]

7. A—AKF U TIZEIT B“Critical Infrastructure” ® EF L H> ?

v' Ans! Critical Infrastructure Asset' is defined in section 9 of Security of Critical
Infrastructure Act 2018 to include the following:
e a 'critical electricity asset', which means:

- a network, system, or interconnector, for the transmission or
distribution of electricity to ultimately service at least 100,000
customers; or

- an electricity generation station that is critical to ensuring the
security and reliability of electricity networks or electricity
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systems in a State or Territory, in accordance with any
requirements for security and reliability prescribed by rules (Note:
rules are made by the Minister for Home Affairs pursuant to
section 61);

e a 'critical port', which means land that forms part of any of the following
security regulated ports: Broome Port; Port Adelaide; Port of Brisbane;
Port of Cairns; Port of Christmas Island; Port of Dampier; Port of Darwin;
Port of Eden; Port of Geelong; Port of Gladstone; Port of Hay Point; Port
of Hobart; Port of Melbourne; Port of Newcastle; Port of Port Botany; Port
of Port Hedland; Port of Rockhampton; Port of Sydney Harbour; Port of
Townsville; a security regulated port prescribed by rules;

e a 'critical water asset', which means one or more water or sewerage
systems or networks that:

- are managed by a single water utility; and

- ultimately deliver services to at least 100,000 water connections or
100,000 sewerage connections;

e a critical gas asset, which means:

- a gas processing facility that has a capacity of at least 300
terajoules per day or any other capacity prescribed rules;

- agas storage facility that has a maximum daily quantity of at least
75 terajoules per day or any other quantity prescribed by rules;

- anetwork or system for the distribution of gas to ultimately service
at least 100,000 customers or any other number of customers
prescribed by rules;

- a gas transmission pipeline that is critical to ensuring the security
and reliability of a gas market, in accordance with rules that may
prescribe requirements for security and reliability;

e an asset declared by the Minister for Home Affairs (pursuant to section
51) to be a critical infrastructure asset; or

e an asset prescribed by rules. [48]

Note: Rules (made by the Minister for Home Affairs pursuant to section 61) may
prescribe that an asset falling into one of the above categories is not a 'Critical
Infrastructure Asset'.

References:
e Security of Critical Infrastructure Act 2018 (Cth)
https!//www.legislation.gov.au/Details/C2018A00029

8. BUNIHE/BEA 7T« BES VT ITOME/"3va—~v—nTH#E - —EX
DI T, EX & U THZE ST FEIROHERR S 7= FHIX e 0 2

v Ans: The Australian counsel is not aware of instances of prosecution in
connection with procurement or supply chain cyber-attacks within the sectors
identified above in Australia (and, this is not to say there will not be instances
in the near-future). Cyber-security is an issue receiving a lot of attention from
both regulators and the private sector which, in part, is influenced by the
negative publicity surrounding major security incidents in Australia. Below is
an example of such incidents in the sectors identified above:
(i) Telecommunications or other critical infrastructure
PageUp / Australia Post / Telstra - May 2018
'PageUp' 1s an online recruitment services organisation and service as a
software provider. It provides a cloud-based human resources software to
various major Australian clients including Australia Post (the primary
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C.

government-owned postal service business) and Telstra (a major
telecommunications company). PageUp identified that its systems had been
infected with malware, which could have compromised employee data of its
clients. The incident was notified to the OAIC, UK's Information
Commissioner's Office, ACSC and CERT Australia.
The ACSC commended PageUp for its level of transparency and response to the
incident.
(i) Equipment or services for consumers
Inbenta / Ticketmaster - June 2018
Ticketmaster UK (an event ticket sales company) identified malicious software
on a customer support product hosted by third party Spanish supplier based in
the US 'Inbenta Technologies'. This may have compromised customer data in
the UK and Australia.
References:

e PageUp: https!//www.acsc.gov.au/news/pageup.html

e Inbenta: https:/securitybrief.com.au/story/ticketmaster-breached-heres-

what-seven-security-experts-had-say

IR TS LD [ LIS O —

® AISEP — Australasian Information Security Evaluation Program

v’ httpsi//acsc.gov.au/infosec/aisep.htm
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a. IEEEBEITICLDREIE

UK
December 26, 2018

1 An overview of your jurisdiction's cyber security legislation and regulations,
including both legally binding laws or non-binding guidance or principles, as they concern
network systems for the "Internet-of-Things" and/or information and communication

technology.
[Existing Legislation and Regulations]

The UK has a substantial body of law governing cyber security, comprising of both
European Union (EU) legislation and UK specific legislation. [1] An overview of the

applicable legislative framework in the UK is set out below.
o EU legislation

The EU has legislated on matters that impact cyber security through both EU
Regulations and EU Directives. EU Regulations are directly applicable in the Member
States, although the UK is transposing them into national law in preparation for the UK
exit from the EU (Brexit). EU Directives are not directly applicable in the territory of
the Member States. Their objectives must be implemented into the national legislation
by each of the Member States by a specific date. However, as all existing EU law will
become national law upon Brexit [2], this section sets out both the relevant EU
Regulations and EU Directives.

(@) The General Data Protection Regulation
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The General Data Protection Regulation (GDPR), Regulation 2016/679 became directly
applicable throughout the EU as of May 25, 2018, without requiring implementation by
the EU Member States through national law. However, there are more than 30 areas
covered by the GDPR where Member States are permitted to legislate differently in their
own domestic data protection laws. Member States will also need to amend their existing
laws to rectify any conflicts with the GDPR.

The GDPR extends the scope of responsibilities for both data controllers and processors
including on cyber security, with new obligations in relation to data security, data breach
notification and the requirement to appoint a data protection officer in certain
circumstances. The GDPR also enhances the regime for enforcement to include the risk
of fines at up to 4% of an organization's worldwide annual turnover.

The GDPR has extraterritorial effect, although there is still some uncertainty as to how
and to what extent the GDPR will be enforced outside the EU. The GDPR applies to
any organization outside the EU that processes personal data of individuals in the EU
in connection with offering goods or services to such individuals or monitoring their
behavior.

o General GDPR Principles relating to processing of personal data
In terms of general personal data2® handling obligations, Articles 5(1) (a)-(e) of the

GDPR impose broad obligations on controllers by requiring them to ensure that personal
data must be:

¢ Processed lawfully, fairly and in a transparent manner;

e  Collected for specified, explicit and legitimate purposes and not further processed in
a manner that is incompatible with those purposes;

e Adequate, relevant and limited to what is necessary in relation to the purpose(s);

e Accurate and, where necessary, kept up to date;

e Kept in a form which permits identification of data subjects for no longer than is
necessary for the purpose(s) for which the data are processed.

o GDPR "Security" Principle

In addition, the GDPR's fundamental "security principle', Article 5(1) (f), which is of
principal importance for cyber security purposes, provides that personal data must be
processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical and organizational measures.

The UK regulatory authority, the Information Commissioner's Office ("ICQ"), considers3°
that this principle requires the following steps to be undertaken:

e consider things like risk analysis, organisational policies, and physical and
technical measures;
e take into account additional requirements about the security of your processing

— and these also apply to data processors.

29 Personal data is defined under GDPR as "any information relating to an identified or identifiable
natural person (‘data subject); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person"

30 httpsi//ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/security/

152



e consider the state of the art and costs of implementation when deciding what
measures to take —but they must be appropriate both to your circumstances and
the risk your processing poses.

e where appropriate, you should look to use measures such as pseudonymisation
and encryption.

e your measures must ensure the ‘confidentiality, integrity and availability’ of your
systems and services and the personal data you process within them.

e the measures must also enable you to restore access and availability to personal
data in a timely manner in the event of a physical or technical incident.

e you also need to ensure that you have appropriate processes in place to test the
effectiveness of your measures, and undertake any required improvements.

° Other relevant GDPR provisions
e Automated processing (Article 22)

The GDPR provides for the right for data subjects not to be subject to automated decision
making, including profiling. The scope of this right is potentially extremely broad and
may throw into question legitimate profiling to detect fraud and cybercrime. This is an
area where further guidance is needed on how Article 22 will be applied to specific types
of profiling.

e Notification of personal data breaches (Articles 33 & 34)

The GDPR also imposes mandatory notification obligations for personal data breaches
where such breaches are likely to result in a risk to the rights and freedoms of natural
persons. In determining whether such a risk arises, the European Data Protection
Board's Guidelines on personal data breach notification3! are the principal source of
guidance.

Where such a report requires to be made it must be submitted to the ICO by the relevant
Data Controller within 72 hours of awareness. In most cases, notification will also
require to be made to affected data subjects without undue delay.

®) The Privacy and Electronic Communications (E-Privacy) Directive

The E-Privacy Directive (2002/58/EC), as amended by Citizens' Rights Directive
(2009/136/EC), requires telecom operators and Internet service providers to manage
risks to their networks and report significant breaches of security or network integrity;
it also imposes restrictions on such providers processing of billing and traffic data.
Additionally, the revised E-Privacy Directive (2009/136/EC) requires that when a
personal data breachs? occurs, the provider must report the breach to the relevant
national authority. The provider must inform affected subscribers directly when the
breach is likely to adversely affect personal data or privacy.

However, please note that it is expected that the e-Privacy Directive will be replaced by
the e-Privacy Regulation during late 2019 / early 2020 (see below).

) The Framework Directive

Under the Directive on a common regulatory framework for electronic communications

31 httpsi//ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612052

32 Defined as "a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed in
connection with the provision of a publicly available electronic communications service in the
Community"
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networks and services (Framework Directive) (2002/21/EC), operators providing public
communications networks or electronic communications services must ensure the
security of the networks. The competent national regulatory authority must be informed
of any breach of security or loss of integrity in the network. That authority will in turn
inform the national regulatory authority of the other Member States. To protect network
security, the national regulatory authorities have the power to issue binding instructions
to undertakings providing communication networks.

(d) The Network and Information Security Directive (also known as the
Cybersecurity Directive or NIS Directive)

The Directive on security of network and information systems (2016/1148/EC) (the "NIS
Directive") requires operators of essential services (OES) (such as energy, health, water
supply, transport and digital infrastructure) but also certain digital services providers
(DSP) (such as online marketplaces, online search engines and cloud computing services)
to adopt appropriate steps to ensure that they are resilient to cyber-attacks and
mechanisms to report serious incidents to the national competent authorities.

Member States are required to identify operators of essential services from the above
sectors using criteria such as: whether the service is essential for society and the
economy; whether it depends on network and information systems; and whether an
incident could have significant disruptive effects on its provision.

Increased cooperation across Member States on these matters is encouraged through the
development of a strategic cooperation group to exchange information and best practices,
manage cross border incidents, develop guidelines and coordinated responses and assist
each other in cyber security capacity building.

The NIS Directive was adopted by the European Parliament on July 6, 2016, and entered
into force in August 2016. EU member states had until May 2018 to implement the NIS
Directive into their national laws and 6 months more to identify operators of essential
services.

(e) Directive on European Critical Infrastructures

The Directive on European Critical Infrastructures (2008/114/EC) of December 8, 2008
(on the identification and designation of European critical infrastructures and the
assessment of the need to improve their protection) mandates that Member States
1dentify and designate European critical infrastructure located in their territory.

Each critical infrastructure operator must develop a security plan to prevent, mitigate
and neutralize the risks of service interruption and infrastructure destruction. This
directive also requires operators of critical infrastructures to cooperate with the
government, exchange information and comply with inspections and instructions from
the government of their Member State.

® Export Controls

If security technology relative to cyber security qualifies as “military goods” or as “dual-
use goods” (goods that can be of military as well as another type of use), then they also
are subject to a number of EU and national rules and regulations.

For example, EU Regulation No. 388/2012 requires a number of categories of dual-use
goods (including software and technology) to be subject to controls when they are
exported from or in transit through an EU Member State.

One of these categories (category 5: Telecommunications and information security and
subcategory 5A002: information security systems, equipment and components) includes
encryption technology. The goods in category 5A002 may not be exported (or even
transported) through the EU without a licence. At the EU level, there are no import or
deployment restrictions on encryption technology.
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o UK legislation

(g Data Protection 2018

The Data Protection Act 2018 (DPA 2018) repeals and replaces the old Data Protection
Act 2008 and, in preparation for Brexit, incorporates the GDPR (referred to at (a) above)
into UK law and it is designed to ensure that the UK will be able to exchange personal
data freely with the EU post-Brexit. In addition, unlike the GDPR, the DPA 2018:

e Applies to processing of personal data for intelligence services;

e Extends the GDPR standards to additional types of processing not covered by the

GDPR and EU law, such as the processing of unstructured manual files by public

authorities; and

e Consolidates data protection enforcement increasing the maximum fines in
accordance with the GDPR and also introducing two new criminal offences (re-

identification of the de-identified personal data and alternation of personal data to

prevent disclosure). [3]

(h) Privacy and Electronic Communications (EC Directive) Regulation
2003

The UK Privacy and Electronic Communications (EC Directive) Regulations (PECR)
(2003/2426), as amended by the Privacy and Electronic Communications (EC Directive)
(Amendment) Regulations 2011 (SI 2011/2018), implemented the E-Privacy Directive (as
amended and referred to at (b) above) into UK law.

The Regulations include a requirement for public electronic communication network
(PECN) providers and public electronic communication service (PECS) providers to take
appropriate technical and organizational measures to safeguard the security of that
network and service. It also imposes restrictions on such providers processing of billing
and traffic data.

In particular, PECS must:

e Ensure that personal data can be accessed only by authorised personnel for legally

authorised purposes;

e Protect personal data stored or transmitted against:

. Accidental or unlawful destruction;
. Accidental loss or alteration; and
. Unauthorised or unlawful storage, processing, access or disclosure.

e Ensure the implementation of a security policy regarding the processing of

personal data. [4]
Measures shall be considered appropriate if, having regard to the state of technological
developments, and the cost of implementing them, they are proportionate to the risks
against which it would safeguard.
Where, despite taking the above measures, a personal data breach occurs:
e The PECS must notify that breach to the ICO satisfying the requirements

contained in the Notification Regulation (611/2013); and

e Ifthe breach is likely to affect the personal data or privacy of a subscriber or user,

the provider must inform the relevant subscribers of:
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e  The nature of the risk;

e The consequences of the breach; and

e The measures taken or proposed to be taken by the provider to address the

breach. [5]

The notification to subscribers will not be required where the PECS has demonstrated
to the satisfaction of the ICO that it has implemented appropriate technological
protection measures which render the data unintelligible to any person who is not
authorised to access it, and that those measures have been applied.

Like the GDPR, the PERC also has extra-territorial effects where foreign businesses act
as providers of a PECN and/or PECS. PECS providers will also be subject to obligations
under the Notification Regulations (regardless of where the business is based) in respect
of their activities as a PECS provided within the UK. [6]

@) Communications Act 2003

The UK Communications Act (CA 2003) 33, in particular articles 105A to 105D,
implements European directives that govern the provision of electronic communications
networks and services in the UK, including the Framework Directive (referred to at (c)
above) and includes requirements related to managing the security and availability of
networks and services.

Section 105A of the CA 2003 provides that PECN providers and PECS providers must
take technical and organisational measures appropriately to manage risks to the
security of the PECN and PECS. [7] These measures include those to prevent or
minimise the impact of security incidents on:

e End-users; and

e Interconnection of PECNs.

In addition, PECN providers must take all appropriate steps to protect, so far as possible,
the availability of the provider's PECN.

The CA 2003 also imposes reporting obligations on PECN, such that a PECN must notify

Ofcom (the UK telecommunications regulator) of:

e Abreach of security that has a significant impact on the operation of a PECN or
the operation of a PECS; and

e A reduction in the availability of a PECN that has significant impact on the
network. [8]

Where Ofcom receives a notification, Ofcom will (when appropriate) notify:

e The national regulatory authorities in another Member States and the European
Network and Information Security Agency (ENISA);

e  The public or require the PECN provider or the PECS provider to do so.

Again, the CA 2003 also has extraterritorial effect in that it applies regardless where the
PECN and/or the PECS providers are based in respect of their activities within the UK.
[9]

G The Network and Information Systems Regulations 2018 (NIS
Regulations)

The Network and Information Systems Regulations 2018 (as amended) implement the

33 As at December 2018, the official government link to this piece of legislation does not currently
show all the amendments. For an updated copy showing all changes, please contact us.
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NIS Directive (referred to at (d) above) into UK national law, requiring operators of
essential services (such digital infrastructure) and certain providers of digital services

(online marketplaces, online search engines and cloud computing services) to adopt

appropriate steps to ensure that they are resilient to cyber-attacks and mechanisms to
report serious incidents to the national competent authorities. They have potential

impact on businesses that rely on IT systems in the following sectors:

e  Energy, transport health drinking water supply and distribution, digital
infrastructure (OESs); and

e  Online marketplaces, online search engines and cloud computing services (DSPs).

The NIS Regulations focus on IT systems of OESs and DSPs and impose security and
incident reporting requirements and provide for high penalties (with a maximum fine of
£17 million) in the event of non-compliance. [10]

(k) Computer Misuse Act 1990

The Computer Misuse Act 1990, as amended by the Police and Justice Act 2006,
criminalizes unauthorized access to computer systems. [11]

@ Regulation of Investigatory Powers Act 2000 (RIPA)

RIPA establishes the criminal offense of unauthorized interception of an electronic
communication across public networks. [12] It also regulates the use of covert techniques

by public authorities to ensure that private information is obtained, including by way of
interception of communications, with proper authority in a way that is proportionate and
compatible with human rights.

(m) Telecommunications (Lawful Business Practice) (Interception of
Communications) Regulations 2000

The Telecommunications (Lawful Business Practice) (Interception of Communications)
Regulations 2000, often referred to as the Lawful Business Practice Regulations, set out
the circumstances in which persons are authorized to intercept electronic

communications for specified business purposes without breaching RIPA. [13]
(n) Anti-Terrorism, Crime and Security Act 2001

The Anti-Terrorism, Crime and Security Act 2001 requires communication providers to
retain communications data in accordance with specified codes of practice for the purpose

of safeguarding national security or preventing or detecting crime that may relate to
national security. [14]
(o) Official Secrets Act 1989

The Official Secrets Act 1989 provides the main legal protection in the UK against
espionage and the unauthorised disclosure of certain categories of official information.
[15]

) Investigatory Powers Act 2016

The Investigatory Powers Act 2016 introduced new powers, and restated existing powers,
for UK intelligence agencies and law enforcement to carry out targeted interception of

communications, bulk collection of communications data, and bulk interception of
communications. [16]

(@) Digital Economy Act 2017

The Digital Economy Act 2017 includes three principal provisions affecting data sharing
[17] - namely:
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e  Public Sector Data Sharing obligations: permitting extensive sharing of personal
data between public authorities including water, gas and electricity companies, for
service delivery functions;

e Introduction of a Direct Marketing Code: requiring the ICO to consult on and
publish a statutory Code of Practice. The Code will contain ‘good practice’ and not
just be limited to compliance with the law; and

e Introducing provisions for the ICO to continue to charge fees for certain functions
post 25 May 2018.

[ ) Soft law
Although they are not legislative or regulatory measures, there are published standards

that are generally accepted as recognised cyber security guidance / standards, many of
which and have cyber security implications: [18]

() 10 Steps to Cybersecurity: This 10-step guide to cybersecurity,

published by the UK Government's National Cyber Security Centre

(part of the UK's Government Communications Headgquarters

(GCHQ)SG), includes advice on topics such as protecting data both in

transit and at rest, scanning all media for malware before importing

the media into a corporate system and monitoring and testing security

controls. [19]

(s) Cyvber Essentials Scheme: The UK Government has introduced a

scheme which sets out the basic controls that organizations should

implement for technical protection from cyber attacks. The scheme

also provides an assurance framework through which organizations

can obtain two levels of certification: Cyber Essentials and Cyber

Essentials Plus. The Cyber Essentials certification is awarded on

the basis of a verified self-assessment. The Cyber Essential Plus

certification entails a higher level of assurance and involves external

testing of an organisation's cyber security approach. [20]

(t) PCI DSS: Processors of payment card data should meet the Payment
Card Industry Data Security Standards (PCI DSS). [21]

(w) 150 27001 and ISO 27002 These standards are generally accepted
as an industry standard framework for security risk management in
the UK. [22]

[Forthcoming Legislation and Regulations and Discussions on Future Trends]

Forthcoming legislation

In terms of EU legislation, the E-Privacy Directive (referred to at (b) above) will be
replaced by the E-Privacy Regulation, which will then be directly applicable in the
territory of all Member States. At the time of writing in December 2018, it is
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anticipated that the E-Privacy Regulation will be in final form and come into force at
some point in 2019. In its current form, the E-Privacy Regulation focusses on:

e Enhancing security and confidentiality of electronic communications, including
"over-the-top" communications - content, services or applications that are provided
to the end user over the open internet e.g. VOIP.

e  Specific regulation of direct marketing, website audience measurement, the
transmission of communications across devices and browsers, and cookies set on
users' machines.

e Addressing fragmentation of legislation across Europe (as a Regulation this will be
directly applicable, unlike the existing Directive which is implemented by national
legislatures at a local level).

e Consistent enforcement of e-Privacy rules by independent supervisory authorities

already competent to enforce the GDPR.

In terms of UK legislation, as set out above, 2018 has seen a substantial number of
legislative developments that have impacted cyber security. Although the fast-moving
pace of cyber security may mean that new legislative developments may be tabled in the

near future, there does not appear to be any significant legislative developments
affecting cyber security in the pipeline. [23]

Strategy and Trends

The UK Government's current strategy is to pursue a number of new non-regulatory
interventions to incentivise better cyber risk management [24] , in support of the existing
business engagement strategy. _These interventions will mostly likely be delivered
through the National Cyber Security Centre (the UK authority on cyber security
environment), providing advice and guidance to organisations and incentivising them to
improve their cyber security risk management. [25]

The UK Government has published a National Cyber Security Strategy for the years
2016-2021 (the Strategy). The Strategy states that the UK Government will:

e Invest £1.9 billion in "defending the UK systems and infrastructure, deterring

adversaries, and developing a whole-society capability".

e Pursue international action and exert influence by investing in partnerships that

shape the global evolution of cyberspace. This will be done both bilaterally and
multilaterally including through the EU, NATO and the UN.

e Intervene more actively and use increased investment, while continuing to support

market forces to raise cyber security standards across the UK. The UK
Government will also have measures to intervene to drive improvements that are
win the national interest, particularly in relation to the cyber security of the UK
critical national infrastructure (for more details please see section 2(b) below).

e Ensure that the Armed Forces are resilient and have the strong cyber defences they

need to secure and defend their networks and platforms.

e Use the authority and influence to invest in programmes to address the shortage of
cyber security skills in the UK, from schools to universities and across the workforce.
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Launch two new cyber innovation centres to drive the development of cutting-edge

cyber products and dynamic new cyber security companies.

Draw on its capabilities and those of industry to develop and apply Active Cyber

Defence (ACD) measures to significantly enhance the levels of cyber security across
UK networks. In pursuing an ACD, the UK will (among other) work with industry,

especially Communications Service Providers (CSPs), to make it significantly

harder to attack the UK internet services and users, and greatly reduce the prospect

of attacks having a sustained impact on the UK. This will include the UK

Government undertaking specific actions such as:

o  Working with CSPs to block malware attacks. This will be done by restricting
access to specific domains, IP addresses or websites that are known sources of
malware. This is known as Domain Name System (DNS) blocking/filtering.

o Preventing phishing activity that relies on domain 'spoofing' (where an email
appears to be from a specific sender, such as a bank or government department,
but is actually fraudulent) by deploying an email verification system on
government networks as standard and encouraging industry to do likewise.

o Promoting security best practice though multi-stakeholder internet
governance organisations such as the Internet Corporation for Assigned Names
and Numbers (ICANN) which incorporates the domain name system, the
Internet Engineering Task Force IETF) and the European Regional Internet
Registry (RIPE) and engagement with stakeholders in the UN Internet
Governance Forum (IGF).

o Working with law enforcement channels in order to protect UK citizens
from being targeted in cyber-attacks from unprotected infrastructure overseas.

o Working toward the implementation of controls to secure the routing of
internet traffic for government departments to ensure that it cannot be
illegitimately re-routed by malicious actors.

o Investing in programmes in the Ministry of Defence, the National
Crime Agency and the Government Communications Head Quarters that will
enhance the capabilities of these organisations to respond to, and disrupt,
serious state-sponsored and criminal cyber activity targeting UK networks.

Build a more secure internet, which will reduce cyber-crime in the UK. This will

be done by ensuring that hardware and software providers sell online products and

services with the security settings activated by default. The Government will also

invest in technologies like Trusted Platform Modules and emerging industry

standards such as Fast Identity Online, which do not .rely on passwords for user

authentication, but use the machine and other devices in the user's possession to
authenticate. [26]
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e Telecommunications (Lawful Business Practice) (Interception of Communications)

Regulations 2000.
e  Anti-Terrorism, Crime and Security Act 2001
e  Official Secrets Act 1989
e Investigatory Powers Act 2016
e Digital Economy Act 2017
e  Human Rights Act 1998
Government Documents
e  Cyber Security Regulation and Incentives Review (December 2016).
e  National Cyber Security Strategy 2016 to 2021.

Public bodies' Guidance, Standards

e PCI DSS: Payment Card Industry Data Security Standards.

e IS0 27001 and ISO 27002.

e  Ofcom guidance on security requirements in sections 105A to D of the
Communications Act 2003:
https://www.ofcom.org.uk/__data/assets/pdf_file/0021/51474/ofcom-guidance.pdf

e The National Cyber Security Centre guidance: 10 Steps to Cyber Security:
https://[www.ncsc.gov.uk/guidance/10-steps-cyber-security

e  Cyber Essentials, issued by The National Cyber Security Centre:

https://www.cyberessentials.nesc.gov.uk/

2 Details of your jurisdiction's cyber security-related regulations relevant to procurement of
goods in the following sectors

(a) Government (national security, defense, police, fire station, tax, academic research,
etc.)

[Existing Legislation and Regulations]

A number of pieces of legislation govern the laws a company in a procurement supply
chain in the UK must comply with in respect of both cybersecurity and the protection
and proper handling of data. The bedrock of legislation in this area is the Network and
Information Systems Regulation 2018 and the Data Protection Act 2018. [27]

In addition, the UK Government has in recent years published numerous guidelines on
how companies can follow best practice on cyber-security regulations. Some of these are
mandatory for suppliers to government, others may simply be advisable to follow while
tendering for such work.

® UK Legislation and Guidelines

The Network and Information Security Directive (also known as the

Cybersecurity Directive or NIS Directive) (detailed at paragraph (d) in section 1
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of this summary) as implemented into the UK by the Network and Information
Systems Regulations 2018 ((§) of Section 1 of this summary)

The NIS applies to two specific groups of organisations:

@) operators of essential services ("OES"), which include Energy, Transport,
Health, Water and digital infrastructure; and

(i) relevant digital service providers ("RDSPs").

As it is the responsibility of the OES to implement these laws by ensuring the necessary
network and information security protection mechanisms to mitigate risks, thereby
protecting the continuance of critical services, it will ultimately not be (as part of this
legislation) the legal responsibility of companies supplying along the procurement chain
to do so. A company seeking to contract with government along any part of the supply
chain would do well to ensure that compliance with the NIS Regulations (wherever
relevant) is part of their security regime however.

The NIS relates to 'incidents' that have a significant impact on the continuity of the
essential service which that OES provides. This means whilst it is primarily intended to
be a cybersecurity law, it does have wider implications for OESs and RDSPs.

The principal requirement is contained in Regulation (NIS Regulations 2018) 12(1),
which requires RDSPs to: "identify and take appropriate and proportionate measures to
manage the risks posed to the security of network and information systems". [28]

These measures are further set out in Regulation 12(2), and require RDSPs to:

@) ensure a level of security appropriate to the risk posed;
(1) prevent and minimise the impact of incidents affecting digital services;
and

(iii) take account of the requirements contained in EU Regulation 2018/151

Included amongst those things envisioned by Regulation 12(2) is that the RDSP must
take into account the following elements specified in Article 2 of EU Regulation 2018/151:

@) the security of systems and facilities;
(i) incident handling;
(iii)  business continuity management;

Gv) monitoring auditing and testing; and

compliance with international standards.
2 "Cyber Essentials"
In September 2014 the Government mandated new cyber security standards for its

suppliers in the form of a set of "Cyber Essentials" which all suppliers must comply with
if they are bidding for certain government contracts. [29]

The "Cyber Essentials" are relevant to suppliers bidding for government contracts which
involve the handling of sensitive or personal information, as well as the provision of
certain technical products and services.

The scheme contains a set of five critical controls, which are: (i) secure your devices and
software, (ii) secure your internet connection, (iii) control access to your data and services,
(iv) keep your devices and software up to date, and (v) protect from viruses and other
malware.

The scheme is run by the National Cyber Security Centre (NCSC).

3 NCSC's Ten Steps
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NCSC, which forms part of GCHQ, published guidance in the form of "10 Steps to Cyber
Security" in August 2016. This is intended to be guidance for executive/board level staff,
and includes 10 technical advice sheets that companies should consider putting in place.

These 10 steps include advice sheets for: (i) Risk Management Regime, (ii) Secure

Configuration, (iii) Network Security, (iv) Managing User Privileges, (v) User Education
and Awareness, (vi) Incident Management, (vii) Malware Prevention, (viii) Monitoring,

(ix) Removable Media Controls, and (x) Home and Mobile Working. [30]
(@) Data Protection Regulation

All companies which are part of a supply chain to Government (alongside all other data
processors in the UK) must comply with the requirements of the GDPR (as set out at (a)

in section 1 of this summary), and the Data Protection Act 2018 (as set out at (g) in
section 1 of this summary) which implements the provisions of the GDPR into the UK.

This is the main legislative test of cyber hygiene in the UK, and companies can face
fines from the regulatory body ICO for non-compliance with the regime. [31]

[Forthcoming Legislation and Regulations and Discussions on Future Trends]

@ UK Developments

A review was undertaken by the Government during 2016 of Cyber Security Regulation
and Incentives.

The review report, published in December 2016, recognizes that the GDPR (as
implemented in the UK by the Data Protection Act 2018) would be "key to ensuring

Strong organizational data protection regimes supported by strong cyber security'. _The

report confirmed that for the time being, "the Government will not seek to pursue further
general cybersecurity regulation for the wider economy over and above the GDPR"'.

The review focused on initiatives in respect of general education and awareness. These
were to be implemented by relevant regulatory organisations such as the National Cyber
Security Centre (NCSC).

Critical Infrastructure was ruled out of the remit of this review [32]; for current
legislation and future developments in which please see the section below in this report.

(2 EU Developments

On September 13 2017, the European Commission and the High Representative of the
Union for Foreign Affairs and Security Policy published a Joint Communication to the
European Parliament and the Council of the European Union on " Resilience, Deterrence
and Defence’ Building strong cybersecurity for the EU".

Part of this approach was a proposal to introduce a new "Cybersecurity Act", which would
give the EU Cybersecurity Agency a permanent mandate, as well as set up an EU
certification framework with ENISA in a central role. That framework would define the
procedure for the creation of voluntary EU cybersecurity certification schemes. The
ultimate aim is to reduce the financial cost for businesses who need to undertake a
number of certification processes when conducting business across the EU.
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persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC.

Data Protection Act 2018.
Government Guidance
Cyber Essentials Scheme: Overview, HM Government, April 2014 (on 16 January 2018).

Government mandates new cyber security standard for suppliers, HM Government,
September 2014.

Cyber Security Regulation and Incentives Review, December 2016.
NCSC's Ten Steps, August 2016.

The European Commission and the High Representative of the Union for Foreign Affairs
and Security Policy published a Joint Communication to the European Parliament and
the Council of the European Union on "Resilience, Deterrence and Defence: Building
strong cybersecurity for the EU", September 2017.

(b) Critical infrastructure (telecommunication, electricity, transport, etc.)

[Existing Legislation and Regulations]

EU Legislation’

As set out at (e) in section 1 of this summary, at EU level, the Directive on European
Critical Infrastructures (2008/114/EC) of December 8, 2008 provides that each critical
infrastructure operator must develop a security plan to prevent, mitigate and neutralize
the risks of service interruption and infrastructure destruction. This obligation
arguably includes the Critical Network infrastructure ("CNI") operator's obligation to
manage cyber risks with their suppliers.

UK Legislation’

The NIS Regulations (referred to at (j) in section 1 of this summary) set an expectation
that CNI operators in the five NIS sectors (energy, transport, heath, drinking water and
digital infrastructure) will ensure that "appropriate measures are employved where third
party services are used." [33] These include "contractual agreements' (for example
auditing rights and key performance indicators) and specified "security properties" for
products and services which on "the essential service depends".

However, it is incumbent on CNI operators to examine their supply chains, undertake

an appropriate risk assessment and implement controls accordingly. [34] Indeed, under
the NIS Regulations an OES is responsible for ensuring that the relevant security

requirements are met regardless of whether the organization or a third party delivers
the service. The OES is responsible for driving compliance.

Soft law

From 1 October 2014, like the rest of bidders in a public procurement process in respect
of government contracts involving the handling of certain sensitive and personal
information, CNI operators must comply with the Cyber Essentials. In addition, CNI
operators are expected to implement advanced cyber security measures:

e Encryption - sensitive data can be stored or transmitted in a form that is un-

readable without a digital key;

e Integrity checking - system files can be checked against previous records to detect
changes and identity attacks;
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e Network monitoring - detecting suspicious behavior such as a user accessing many

separate parts of a network or transferring lots of data, can be an early warning of
an attacks

e Penetration testing - conducting controlled cyber-attacks on systems can test their

defences and identify their vulnerabilities.

e  Security by design - systems can be designed to perform narrowly defined actions

and only accept instructions from verified sources, and networks can be designed

to minimize the impact of a single failure.

e Disconnection - the most critical systems can be disconnected from networks or

replaced with non-digital systems. [35]

When dealing with suppliers, it is recommended that CNI operators, in particular OES,
set and communicate minimum security requirements to the suppliers. [36]

[Forthcoming Legislation and Regulations and Discussions on Future Trends]

The UK Government is stepping up cyber security requirements for its direct suppliers,
having announced in June 2018 that it will write minimum standards into its contracts
and create the equivalent to a 'credit rating' for each of its prime suppliers. [37]

Despite the above, Members of the UK Parliament (MPs) have recently called for a cyber
security minister to defend CNI. This followed a report issued by the Joint Committee
on National Security Strategy on UK's CNI (Joint Committee Report on CNI), which
highlighted the threat to the UK's CNI is both growing and evolving. [38]

The report acknowledges (at paragraph 73) that "a more holistic and effective approach
to strengthening the cyber resilience of CNI requires changing the culture of the CNI
operators and their extended supply chains. [39] Embedding the view that cyber risk is
another business risk, which must be proactively managed, will be central to this process.
It 1s especially important for those private-sector operators whose commercial interests
may not always align with the demands of national security."

The Joint Committee Report on CNI recommends the Government to give urgent
consideration to non-regulatory incentives and interventions that have the potential to

drive cultural change across CNI sectors, establishing an environment in which
continual improvement is encouraged. [40] These incentives and interventions should

include how to mange cyber risk through and within the extended supply chains of CNI
operators.

In order to deal with the difficulty that CNI operators are facing of :

e Mandating and enforcing minimum security standards for hardware, software or

services bought 'off the shelf', especially when they are procured from major

international companies, it has been recommended that the Government should use

its "buying power" and diplomatic presence in multinational forums such as the G7

to influence international providers, and potentially establish NCSC-accredited

'kitemark' (a voluntary labelling scheme for consumers )for trusted suppliers; and
e Facing a widespread use of certain data service providers, software packages,

computer processors and hardware, which creates "single points of failure" that

could affect operators simultaneously across CNI sectors, it has been recommended
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that the Government should proactively identify these potentials points of failure

and prepare mitigation and contingency plans. [41]
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(¢c) Equipment or services for consumers
[Existing Legislation and Regulations]

The UK has traditionally had strong consumer protection laws, and therefore the
Government has taken an active interest in cybersecurity in respect of equipment to be
provided to consumers. In particular, the Government has recently produced a report
and a code of practice on consumer IoT aimed at different groups along the supply chain.
[43]

The Code of Practice for Consumer IoT, October 2018

The Government Department for Digital, Culture, Media & Sport published a Code of
Practice for Consumer IoT Security in October 2018. This is described as "/bringing/
together, in thirteen outcome-focused guidelines, what 1s widely considered good practice
in IoT security", and has been produced in conjunction with the National Cyber Security
Centre (NCSC). The code is available in all main world languages.

The codes are marked by different audiences with different guidelines applicable to each,
these audiences are: (i) device manufacturer, (ii) IoT Service Providers, (iii) Mobile
Application Developers, and (iv) Retailers. It therefore applies at all stages of the product
lifecycle, including the supply of IoT devices.

The first three guidelines are those which are stated to be the most important as they

will have the most immediate results, with the other guidelines having more of an impact

across the supply chain. The most significant guidelines are therefore: (i) no default
passwords, (i1) implement a vulnerability disclosure policy, and (iii) keep software

updated. [44]

These are only guidelines for best practice without binding effects in law, but in that
sense they can be seen as indicative of the sort of trends which may eventually be given

more stringent protection in legislation. A number of the recommendations are aligned
with the EU's GDPR and the UK's Data Protection Act 2018.

Given that it is unclear how the ICO will enforce this regime in relation to the IoT, in
designing, producing and supplying IoT products and services to consumers it would be
prudent for an engaged company to take note of these guidelines as best practice when
operating in the UK. [45]

The GDPR as introduced into the UK by the Data Protection Act 2018

It is the inherent nature of IoT systems and often consumer devices that they will process
consumer data. As such any organization processing this data in respect of IoT devives
(alongside all other data processors in the UK) must comply with the requirements of
the GDPR (as summarized at (a) in section 1 of this summary), and the Data Protection
Act 2018 [46] (as summarized at (g) in section 1 of this summary) which implements the
provisions of the GDPR into the UK.

This is the main legislative test of cyber hygiene in the UK, and companies can face fines
from the regulatory body ICO for non-compliance with the regime. [47]
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[Forthcoming Legislation and Regulations and Discussions on Future Trends]

UK Developments

There has been an increased focus on the risk unsecured IoT devices and applications
pose to consumers both as an EU and UK level in recent years, with a general
understanding that the current crop of regulation may not be current enough to capture
IoT devices. [48]

The Government produced a report this year titled "Secure by Design: Improving the
cyber security of consumer Internet of Things". This report explores the regulatory
options available and notes that the Government is consulting on how certain provisions
of the Code of Practice for Consumer IoT Security outlined above can be given regulatory
footing. It notes in this sense that the parts of the Code relating to data protection are
already given legal weight by the Data Protection Act 2018.

In that sense a supplier can look to the for Consumer IoT Security to get a sense of where
future regulatory developments will lead in the UK. [49]

In addition, the Government is currently in the process of producing a Consumer Green
Paper. It is anticipated that this will include provisions in relation to cybersecurity in
areas where the UK's consumer protection laws are outdated or not fit for purpose. [50]

EU Developments

ANEC (the European Association for the Co-Ordinartion of Consumer Representation in
Standardisation) and the BEUC (The European Consumer Organiation) published a
report titled "Cyber security for connected products" in March 2018.

This report highlights the weakness of current legislation: "today, most of the connected
devices available in the EU's Single Market are designed and manufactured without the
most basic security features embedded in the software". It goes on to put a series of
recommendations forward to the European Commission, including a minimum set of
security measures to be obligatory for all connected products as a condition for putting
them on the market. This would include encryption, software updates and strong
authentication methods.

References:
Legislation

General Data Protection Regulation (EU) 2016/679: Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC.

Data Protection Act 2018.
Guidance

Code of Practice for Consumer IoT Security, October 2018.
Department for Digital, Culture Media and Sport "Secure by Design" Report, 2018.
ANEC / BEUC Position Paper on Cybersecurity for Connected Products, March 2018.
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10.

EHFETZEU. Q&A
The Data Protection Act 2018 (DPA 2018) repeals and replaces the old Data
Protection Act 2008 and, in preparation for Brexit, incorporates the GDPR
(referred to at (a) above) into UK law and it is designed to ensure that the UK will
be able to exchange personal data freely with the EU post-Brexit. In addition,
unlike the GDPR, the DPA 2018:

- Applies to processing of personal data for intelligence services;

- Extends the GDPR standards to additional types of processing not covered by

the GDPR and EU law, such as the processing of unstructured manual files by

public authorities; and

+ Consolidates data protection enforcement increasing the maximum fines in
accordance with the GDPR and also introducing two new criminal offences (re-
identification of the de-identified personal data and alternation of personal data to
prevent disclosure).

O THRBIZ DN T,
I. intelligence services D EFlL(a]7)> ?

v Ans: It is defined as the UK's Security Service (also known as MI5), Secret
Intelligence Service (also known as MI6) or the Government Communications
Headquarters. [51]

II. unstructured manual files by public authorities & %, HARRJIZ(0)> 2

v Ans: For example, files containing handwritten notes. [52] (/£: manual files
X, Wb T~=a27/] DZ L TiERL, T—Z L LTHEBMNIZEHRINT
WRUVVREET (FET) BHEHINTWA RESOERESELZHFT, )

The Regulations include a requirement for public electronic communication

network (PECN) providers and public electronic communication service (PECS)

providers to take appropriate technical and organizational measures to safeguard
the security of that network and service. D FHEEIZDOWT,

III. PECN (provider) |Z7& FiLHRFHIMH - BFEITMTH 2

v  Ans : A PECN is defined as an electronic communications network provided
wholly or mainly for the purpose of making electronic communications services
available to members of the public. Examples of PECNSs include transmitters or
transmission plus associated equipment. software and stored data used to
convey electronic signals (including sounds, images or data of any description).
This could be a wired or a wireless network — for example, any provider of a
network of phone cables or a mobile phone network. [53] This would include
providers of commercial broadband internet or mobile phone infrastructure.
The UK ICO considers that the network ends at the customer’s point of
connection (eg their master phone socket), so any equipment installed by a
customer (eg wi-fi routers) does not form part of a relevant network.

IV. PECS (provider) |28 £ A5 RFAI/2— A 10?2
v Ans: A PECS is defined as any electronic communications service that is

provided so as to be available for use by members of the public. The UK ICO
considers this to be any service that members of the public can sign up to in
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11.

12.

order to send or receive electronic signals (including sounds, images or data of
any description) — for example, a phone contract or internet connection. [54]
This does not include a ‘content service’ that provides or edits the actual content
of signals — for example, a broadcast service or an online news service. A service
provider of PECS is considered to be someone who provides any service allowing
members of the public to send electronic messages. This includes telecoms
providers and internet service providers. Some service providers will operate
their own network, but those using a network managed by a third party are also
covered. In the UK ICO's view, businesses offering wi-fi access to customers as
a supplementary service are not service providers. A service provider would
generally have a formal and ongoing contract with the customer subscribing to
the service. By contrast, a coffee shop or hotel that provides wi-fi will itself be a
subscriber to a service, and is simply permitting passing customers to use its
connection.

Cyber Essentials Scheme: The UK Government has introduced a scheme which

sets out the basic controls that organizations should implement for technical
protection from cyber attacks. The scheme also provides an assurance framework
through which organizations can obtain two levels of certification: Cyber

Essentials and Cyber Essentials Plus. The Cyber Essentials certification is

awarded on the basis of a verified self-assessment. The Cyber Essential Plus
certification entails a higher level of assurance and involves external testing of an

organisation's cyber security approach.
D THRHRIZ DN T,
V. ENEE - INEREEDEWIZL Y, Cyber Essentials/Cyber Essentials Plus
DIBFED TG OEEL EIT IR D D)2
v Ans: There is no difference in certification requirements or process for UK

companies as opposed to non-UK companies. The only hurdle that may exist, in

respect of obtaining certification, would be that if the company has offices
external to the UK the IT requirements of that office would also have to meet
the requirements. [55] There may be issues with company set up etc. but there
are no separate certification requirements for non-UK companies.

VI. BIfERESIZH 1T 5 Cyber Essentials « Cyber Essentials Plus O % 112 110D Hifs:

EEBOEIT ENTZT 2

v Ans: As of 1 January 2019, there are a total of 22,000 certificates issued (at the
time of writing, unfortunately, there is no breakdown available between Cyber
Essentials / Cyber Essentials Plus). This is a marked increase from 1 January
2018, at which time a total of 12,000 certificates were issued (comprising 9,500
Cyber Essentials and 2,500 Cyber Essentials Plus). [56]

However, it is incumbent on CNI operators to examine their supply chains,

undertake an appropriate risk assessment and implement controls accordingly.
Indeed, under the NIS Regulations an OES is responsible for ensuring that the
relevant security requirements are met regardless of whether the organization or a
third party delivers the service. The OES is responsible for driving compliance.

D THREERIZHOWT, OES (Operators of Essential Services) & MiEW I 7> ?

v" Ans: In most instances, an OES would be anticipated to likely also be considered
by Government to be a CNI operator. [57]
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13. A ¥V RITBIT B“Critical Infrastructure” ® EFE XM H> ?

v’ In the UK, there are 13 national infrastructure sectors: Chemicals, Civil
Nuclear Communications, Defence, Emergency Services, Energy, Finance, Food,
Government, Health, Space, Transport and Water. Several sectors have defined
‘sub-sectors’s Emergency Services for example can be split into Police,
Ambulance, Fire Services and Coast Guard.

Among these national infrastructure sectors, the UK government’s official
definition of Critical National Infrastructure is:

‘Those critical elements of infrastructure (namely assets, facilities, systems,
networks or processes and the essential workers that operate and facilitate
them), the loss or compromise of which could result in:

a) Major detrimental impact on the availability, integrity or delivery of

essential services — including those services whose integrity, if compromised,
could result in significant loss of life or casualties — taking into account
significant economic or social impacts; and/or

b) Significant impact on national security, national defence, or the

functioning of the state.’ [58]

References:
e https://www.cpni.gov.uk/critical-national-infrastructure-0

4. AFVRBT L, (1) BuFleE, (i) @F1 77 - mHEA 7 7 OfE,. kO
(i) a3 ¥a—v—miFHEsE - P—ERITBNT, EXE LT IR EHE
VEHERR S L7 LA s 2
v' Ans:

The UK Government has, of late, been proactive in stepping in to restrict the
ability of companies to be awarded, or considered for, Government contracts
where they have exhibited irresponsible behavior.

One such example of this relates to a company called G4S Security. They are
the providers of security services and were the successful bidder in relation to a
government contract to provide electronic tagging ankle bracelets for offenders.
G4S were found to have overcharged the Government by creating phantom
offenders and thus inflating the number of orders required. Once this was
exposed, the Government were quick to ban G4S from bidding on public
contracts. Ultimately, G4S ended up paying the Government £109 million before
they were allowed to bid on contracts again.

It is worth noting, however, that G4S have subsequently been awarded a
Government contract in relation to the supply of tagging services, despite an
ongoing Serious Fraud Office investigation.

Recently, and following upon the collapse of Carillion, who were the UK's second
largest construction company, the Government has announced that it will take
a tough stance on companies who do not have "robust procedures” in place to
ensure the timely payment of subcontractors under government awarded
contracts. Carillion were the UK's second largest construction company that
recently entered liquidation with debts in the region of £1.5 billion. Amongst
other projects, Carillion held a great number of Government contracts and their
collapse has left a great number of third party contractors facing non-payment
of invoices. The UK Government is taking action and is expected to introduce
the Prompt Payment Initiative that is set to ensure that the government only
does business with companies who pay their suppliers on time. The initiative is
thought to include provision to exclude suppliers who fail to show fair and
effective payment of subcontractors. It is therefore thought that a history of
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prompt payment of third party invoices will require to be exhibited when
tendering for Government awarded contracts.

There is an indication from the UK Government that they will take enforcement
action against companies who do not act responsibly when applying for, or
acting under, a Government contract.

References:

https://www.bbc.co.uk/news/uk-26541375
https://publications.parliament.uk/pa/cm201719/cmselect/cmbeis/807/80
709.htm
https!//www.gov.uk/government/news/crack-down-on-suppliers-who-
dont-pay-on-time

https://lwww.gov.uk/guidance/prompt-payment-policy
https!//www.theguardian.com/business/2017/jul/10/g4s-awarded-25m-
government-contract-despite-inquiry
https://www.telegraph.co.uk/business/2018/11/29/outsourcers-could-

banned-bidding-government-contracts-late-payments/
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Response Team ) #{5ET 5,

EREROIE, €X2) | - WEA2 77 BREROT V4 LI — EABRE
7 ARRROAS T DIEEETS .
~DOFH

ERAREAI I SR A, Eha T AR
LAy MRHORE RS R,
W7 —7 L CSIRT X | - BU IMELIER o WHsi ) O A o %4
v FY—7 eRE PR % H L LT, E, BONEES.
ENISA ORFEEZ WL R DWW I1 7 N—T %R L.,
RA NS Z 7T 0 20A | NS ER O A
DRAEEAT S,

U AT SR OA T o bt FE kg & L
CTEUMBETHEESINZ CSIRT D%y hU—7
ERET 5,

SHI EU A ET NIS 545 2 A A T [ENBLE~D
E N> T-5A120E, ARSI HEE 2 E
W, FOEMEMERT DD OREZ#ECRT
X7 5720,
c. BUMFzE

FRHEEICB L Cld, & 517 I0F & DTz, 2014 FFRIN DA ILFHEFT S Directive 2014/24/EC
(BORFREBENC X 2 35E) . Directive 2014/25/EC (AR FHEALT 9 FEMKIC L H30E) 12T
HE S TWb, Directive 2014/24/EC X3 E K& OVINER EN o #isik & L < (25 0
BUFFEES 23t 5 & LTH D . Directive 2014/25/EC 1%, [ ETF/AKE], [RR@F—v A, T#
BLzEdk) TEEYy—E R [Zx X —] O50HONRFEELRNGE LTS, WifES
IZBWT, O TR & CHEALEENTEH STV D, 2004 4K EDZLLATOFHEE & b
LT, PXZ2MHBETHEROR GO L LBER/ZEEOAHROBRBZXNS &L, &
BAPE & B4 E 2 AL L, FEHIT & - T VFM (Value For Money) 555 X 9 IZRE L
NI TVD,

EU OB 2T Z O E L, THIZOWTIEL518.6 H—u  HHIZHOWTIE
134 Fa—u 721X 75 HTa—nu, MERHECOWTE 20.7 Ha—ua L EOFREICE H X
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b, £z, AEFEICHT I IZEOHEIX, THEIZOWTIE518.6 F—nr, HFIZON
TIX 100 Ha—r, WEaHEIc OV T 41.4 Ta—all EofFECEH SRS,

(Bhf « RefRPEICBIT 23] 13, 2009 F3BN O « ZafREICET 2 THEES
(DIRECTIVE 2009/81/EC) THLE ST\ 5, JHEOMEAHBEIL, [HEEEME GBih, 2>
A=y MEEZET) ], BEBEEOKS (i, 2 —3 MEEZET) ), [HFLE,
R B B\ C AR AR, A N O — R | TR E OB B RS E 72 13855 (2 R
THEE, —E R LERINTND, TETEORNGR L 2D &FT T HICOWTIL 515
Ha—nu, WniHEIC O TIX 41.2 Ta—a Lo T 5, Biffi - eI 250
WCARLT DT, ALK O ZAT O BRICEEIEMORE L B0 & LIm B2 AFLFER
YR BIREE IR SN D G AR H 5,

EU O— %P5 K O ol B A 2 54 L 72 Financial Regulations (2%, EU 23A3LGH
EAITOBC, EUBSNORESL AFLIZSINT 5 Z EBRAEETH D5, WTO OBUFHREEIC
R4 2 (Agreement on Government Procurement) (ZEIL T\ 55, £72iZAMLE
MZBE LT EU EREDREEZMATVOIMEND D LREH I TS, AFLEZHET, D
YT IAF =BT, BN T, WTO OBURF R E I LT o [E 5L
BRAT D ZEIEAEEL 2o TWAR, AL e =7 ORI K - TRSIR DT B2
HEINTWVD,

# 517 EU BT D BUNFHEICRE D D F5%

SEDOXR BT Brin
m;ﬁﬁ%%Kié 2014/24/EU | - IR EBUFEEBINZAIC L0 . Wik
Az

% (—vR) ZHRET HEOL—RN
EOLNTHESTH D,

NS FHEZAT ) FE | 2014/25/EU | . NHLSE 54T 5 AR WO
PR & 2 i (F—R) EMET B —LBE
OB TH D,

Bt - LRPRIEICE | 2009/81/EC | - g R OV R RBE BT B 2 W, 1
T (Pt 2) BT DO —ABE
OB TH D,

AL OBHIZAT 5 BRI S B O {7
ZHIE T B A ARLE oW 1 %
HFGRTHER D D,

Financial | - EU MBS (P—ER) Z2ifET 5
Hegulation B TR BT 5 0 b aedl ST
AR

% DA, Financial Regulation (235 T
%, PRI AFLATREZ E A BE ST
% (Article176, Articlel77),
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5.2.2.4.3 SO

EU TiX, 2017 FiZ (A NRN—EX 2T 4Oy Fr— ) ZARLTEY, 51%I1FF
Ny —=UIliho THAN—tx 2 U 7 4 OfGtntEdr & b s, Fio, EU BT
4ﬂ~ﬁ%:)74@muC%LTZM8$12HKrMTﬁ4ﬂwf%:)?4&ﬁ’%
TAHHAE NEC LESICL-oTAEINTEY %G AT CREMZLHREEAR ¥ —
LAOF GRS NS EEDbILS, 56 [TFAFEA F— LERDOFHE ZR LI b D TH
%o AMAIENESINT-%., (D=2 70 7T LOMER]., [FRIEAX—LDIER] DNEIZ
HEDHND, ARFEAF—A1E, S ETHHEMN (Voluntary) 2HDTH Y, 727261
HH 2395 O TIEAR, FRREHIEICE U CREZER Tl [ERRA oY - SRRE L | PEER D
BB N EE L ONLG ARV, FRGESIEEICE U TR AL R LTV D, Ll
75% AFRREA X — AR EA I IUE, RN O A R—t X2 V7 4 XS0t I s ]

REMEN D Y | [FIFRREDSERM RN CTIA < M K L7254 BRINIRSN~ % 68 FEGHE A3A 5 5 I REME
M@D\ BANZEFERT D LERH D,

D=5 7045 5 A5 r RRAENEEINLOSE, 125 ALIFICERWES S8R, Y—E A,
?Dﬁli%?é—ﬁ%ﬁUlhEW@TéC&%EWth Py
OS5 LEERT S

Zh— )J'_/"EI’JD‘JA[ (3. ERMIIBEEGEREREEG FIL—TTHS
ECCG (European Cybersecurity Certification Group) & A7 —5 )L
H—EFHFET LEF )T o« OEFIENG 3% Stakeholder Cybersecurity
Certification Groupti 00T 2,

ECCOIIT—4 705 S LD 7+ — My SEHRNEESIZIT 22N
FbonTLrd, T, ENSACH L TIIFHRIAF—LO K3 7 - FiF
E¥ & CEniEkbongG . ECCCORERRIERMEE SN D, FHAIC
DO T (ABRMNEE S E ENISAMEEI TERT 5.

ECCGIT, ERMES: Lﬁbtuﬁz$ LT 20— 70054
CRATZBE®T 312705, BERIIEMNESS SENSAIZT L EFE
%uoutua&mﬁ%mé:&Ldé

SR A F— LTERY ¢ BRHEESZ(IENSAICEREAT — LFRRERDS.

ENISAIT C ST H U T ReE s U oMECCGE & BITIFEET 4,
in €b+J¢mU F AN —TEEEL., AT 0L —E
u?ﬁnlﬁ ‘IIT-D

56 [ICT YA _—tx=2V 7 4BFEICBIT D2 HAIER] OFRGED A X — LD

5.2.2.4.4 Evidence & OVt

7))  [EHELTOEKRZRN (FED)

® EUWV A \—tF%=U7 ¢8I (Cybersecurity Strategy of the European Union: An
Open, Safe and Secure Cyberspace)
https://eeas.europa.eu/archives/docs/policies/eu-cyber-security/cybsec_comm_en.pdf

® Xv hNU—7LEHEX=Y T 154 (The Directive on Security of Network and
Information Systems (DIRECTIVE (EU) 2016/1148) )
https://eur-lex.europa.eu/legal-
content/ EN/TXT/HTML/?uri=CELEX:32016L1148&from=EN

® tX=o U7 ¢ IZBTSEINOITENEHE (The European Agenda on Security)
http://www.europarl.europa.eu/cmsdata/125863/EU%20agenda%200n%20security.p
df
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—f7 — 2 1%:# 0] (GDRP (General Data Protection Regulation) (REGULATION
(EU) 2016/679) )

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN

ENISA

https://www.enisa.europa.eu/

Europol

https://www.europol.europa.eu/

European Cybercrime Center
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
P AR =X 2V T 5% (Cybersecurity ACT)
https://ec.europa.eu/commission/news/cybersecurity-act-2018-dec-11_en

Europe should be wary of Huawei, EU tech official says
https://www.reuters.com/article/us-eu-china-huawei/europe-should-be-afraid-of-
huawei-eu-tech-official-says-idUSKBN10611X

EU Tech Chief Warns Again on Cyber Threat From China
https!//www.bloomberg.com/news/articles/2019-01-25/eu-tech-chief-says-can-no-
longer-be-naive-over-china-cyber-risks

KR
IoT %=V 7 ¢ &
o — %7 — ¥ {% i# Hl Hl (GDRP (General Data Protection Regulation)

(REGULATION (EU) 2016/679) )
https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN

e Baseline Security Recommendations for IoT
https://www.enisa.europa.eu/publications/baseline-security-recommendations-
for-iot

e SOG-IS (Senior Official Group Information Systems Security)
https://www.sogis.eu/

HEATT

o Xy hU—7 LiE#REF YT 145 (The Directive on Security of Network
and Information Systems (DIRECTIVE (EU) 2016/1148) )
https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016L.1148&from=EN

. [y FU—7 AFHRE AT LOLRCET 25 (NISHiH) —EU O%A —
T VT o R
ENESEAE AR ONEBRR  WANLEEEER SR B
S EONLYE 277 (2018.9)
http://dl.ndl.go.jp/view/download/digidepo_11152345_po_02770001.pdf?content
No=1&alternativeNo=

BT A

e public procurement and repealing Directive 2004/18/EC (DIRECTIVE
2014/24/EU)
https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32014L.0024 &from=EN

e procurement by entities operating in the water, energy, transport and postal
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)

services sectors and repealing Directive 2004/17/EC (DIRECTIVE 2014/25/EU)

https://eur-lex.europa.eu/legal-
content/ EN/TXT/HTML/?uri=CELEX:32014L0025&from=EN

e the coordination of procedures for the award of certain works contracts, supply
contracts and service contracts by contracting authorities or entities in the fields
of defence and security, and amending Directives 2004/17/EC and

2004/18/EC(DIRECTIVE 2009/81/EC)
https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32009L0081 &from=EN
o  BUNTHEICEET AW (Agreement on Government Procurement)
https://www.wto.org/english/docs_e/legal_e/rev-gpr-94_01_e.htm
e Financial Regulation 2018

http://ec.europa.eu/budget/library/biblio/publications/2018/financialregulation_

en.pdf

St ITmME

P AR —EX 2 VT 17E%E (Cybersecurity ACT)
https://ec.europa.eu/commission/news/cybersecurity-act-2018-dec-11_en

Europe should be wary of Huawei, EU tech official says
https://www.reuters.com/article/us-eu-china-huawei/europe-should-be-afraid-of-
huawei-eu-tech-official-says-1idUSKBN10611X

EU Tech Chief Warns Again on Cyber Threat From China
https://www.bloomberg.com/news/articles/2019-01-25/eu-tech-chief-says-can-no-
longer-be-naive-over-china-cyber-risks
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5225 TT7UA

5.2.2.5.1 [ELLTORKHZMRI (FL0D)
7T ADECRENA O E A2 £ 5-18 ITRT,

#* 518 7T ADOEKENN (&)
= T mE ]
Z7RIN EU LR HERIZDETYHAN—F 2T 1 Oi(bEIT-
EXEN T TW5, EU 2K 5 GDPR/NIS 54 624 2018 46 H/5
AIZ7 7 v AEWNIEICHEAAE T,

[The Military Programming Act for the years 2014 to 2019
ICCHEA U7 THEEFLER (200 #FRE) . SEEOHH Y
AT LAOREVEIZET 2 E LA EDT, 2019 FFLEEZ G L L
7= [E W% [Military programming Act for the years 2019 to
2025 T, ANSSI L EXUBEFEFITHERY AT LOLET
WIS 55 A PR L SN D720 DR 5 ST
5o
2014 F£O—#E D EU 54 (2014/24/EU, 2014/25/EU) N E N
W ARIAENT, i HIco0»W ik, EU 45
U (2009/81/EU) MBEMNIEIZHAIAEZNHETED HIL TS, EU
WA B DO AFRLIZ, WTO ZE M BUNRHER EE ., £ 72 IXARIHE
BIAALT EU & WHEZE A TWOBEN AFLIZSINATEE,
PAN—X2 VT 2 IZBL, 77 A ORGEZRER X

HEALTT
DL

Y ST /2
;‘%‘;ﬁ/ e Rbnzew, EARMICIE BU BUEAH 2BET 0L E 25
- ns,

B D IS U7 PRI A R—t ¥ 2 U5 0% U — R L
TW5, ERfZefEFER (SGDSN) Bl FOH A N—t %

o U7 ¢ BEPEEES ANSSI X, T AT LDEXx 2V T 0 OEMT
AWV, EAEHR YR CNIL 1%, 7 — # (Ri# %2 B4 %, ARCEP
I, FERGETE 0B OMSTHHIRER C, EAE(E HHER 21T T
%.

A1 2018 4 2 HIZ [HANR—F 4 7= AITBITHEME L B 2 —|

DAREYIE | AR A NN— X2 U T (ICRT A EHE TR L ESEEG S L
T REZRAHAL LT,

HEA 7T | EUDHKIZIHE>TEY, 77 AL LTHWRB N> 728 & 134

D Y (WA

B Al E,

77 AT EU & RUAEZRZDETYHA X=X 2 YT 1 OE{LE{T> T 5, EU
IZ81F % NIS #5513 2018 42 5 A1, GDPR 1% 2018 4F 6 AIC 7 7 v AEMIEIZHL A F
Nz, 77 A0 A "—kF 2 U7 1%, SGDSN (EHAFB# - EFE 4L 447 General
Secretariat for Defence and National Security) & Z ®E T~ ANSSI ([HFHFHT AT A
% = U7 4/T: French National Cybersecurity Agency) 2" EHL TEY, ZOHT
ANSSI 75 IT #2312 B3 2 583E [Security VISA] Hi2fit L T\ 5,

HEA 7 71225V TIL, The Military Programming Act for the years 2019 to 2025 2
Ko TRBEEFERENPBEINTND, F/o, ANSSI L EXBEFHRFEZ KR AT LI
BE T L. BHONCT DO OHERMB 5 I Tnd,
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BURFAEEIZ DWW T, 2014 12 EU O 8T72icAk Sz EU BUMBEE X 2 REOES
(2014/24/EU), NISHEHEMRZAT O FEMIC L 2FEOHES (2014/25/EU) % EWNOIERIC
LTEHALTWD, Eio, Piff - Z2REICBET 23 ICHOWNT S, Biff - Z2REICEE T
HIREOS (2009/81/EU) ZENOEREE L TEAZ LTS, £z, EUESI DA
LIz oW X, £ Ordonnance n°  2015-899 @1 ¢ WTO (World Trade Organization)
O WTO % [# [ B ff il = & (WTO Plurilateral Agreement on Government
Procurement) D[E, F 721X DO AFLIZES L €T EU EHEEFEA TO S ENAFLICS
INATREZ Z EBBIE STV D,

ABIZIENTTIE. 77 ADY A NN—FX 2 U7 1128 LT, EU @ NIS 54 GDPR
FENIZEATHZLETEU EAHEZAEDETCVWD EIICRAD, —F T #HEIcLD Y
AN—EX 2 U T 41T T DA & BEBICEUHE T D FHECE UL D [EHE o
STy, EFOREE U CTHEMAIZED MEeRALs i x 5, BURE R CIRIER] S A~
DEFEHRE T2V, SBROB S ITEEPBLETH D,

5-7 1L, 77 v AIZHIT 2 BONBREERME & BhEEflEZ2 £ L H-bDTh D, I
L0 MRk LA EOBEMEARIL L TV D RROBEEIEER 5-19 2 LG OBZITE
5-20 2 M), SGDSN %, EPiL ZeREIZOWTEHEMZ M T 2HETHL, £,
ANSSI 137 7 v ZAERNICB T HHERS AT 20 F 2 VT IZB L TEEA2A D [EFRMEE
Toh b, ARCEP |L, EXEHE 7B OMSIHHIEES & 70> TV . ANSSI X ARCEP (Zxf
LCEEA VT THREEIIHT DA N=T X v 73> T=BITHIN 72 E# a2 KD D =
EBAEEL 72> TN D, £ DOMhIZE, ARCEP |X [H(# - &5 {575 ZrE 3 58E5C
HdHDb, HFDS 137 7V ADEEBITIZBWT, [HHV AT LOEX 2 U 7 0 RFEEEZ(TH
BROBETE &5, xZIC . CNIL 17 7 v AR 55 — # LR EME TH Y . GDPR
Y EAMENERATEER D B> T BRICITH RS E R 2 &L 217> T 5,

it 1215

Government

Prime Minister

eneral Secretariat e
(1) for Defence and FEEr

Authority Electronic Mational Security (PR, ERAZ)
Communications and (SGDSM)
Fostal Regulatory
(ARCEF) : :
French MNational High Defence and
eCOmmiggion Mationale Cybersecurity Agency Security Officials
de l'nformatique et (ANSSI) (HFDS)
des Libeartes
(CMNIL)
EffE-ESuR{SiaH The Military General Data Protection
(S AICHITEES A | [Programming Act for the Regulation
{3 years 2019 to 2025 (GDPR)

ERnERIE A S FHET 2L ETOES & HE
BT sBAESRF B 2| CICRAMERE)

X 5-7 77 2 AOBUN BB & Bk R
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# 519 7T RITEIT A BRI
SGDSN R - EH LR,
SGDSN %, [EBh & ZaREIC OV T & itk 3 21
BThsb,
ANSSI EFRER AT LEX2 )T 1T,
BHRATLADEX 2 U7 412 L TEEZA S EFE
BTHhd,
ARCEP B (E - EEHLHIERE,
RGE(E B OMSEHLHIREES T B, 72, ARCEP 13 H
AROEXEEFEIECH= D THE - EXGBEIEM] 207

235,

HFDS 7T ADEBITIZBWTC, RV AT LOEX2 )T
o RFIEEIT O BRO BT EE,

CNIL BEEIEIN s L A

CNIL (37 7 > ATk 27 — 2 REEEHE TH 5
GDPR % & & \Z{H AN SUREER 2N b - 7= BRI 1 54

R BT TN D,
# 520 7T AITRIT D EEERIE
E - B XOE(E IR 7 T AR D ERIEE E L,
The Military HEA V7 T REZEZBE,
Programming Act for the | F0HEDIERS AT LAOLEMICEHTAEBEZTO LN T
years 2019 to 2025 W5, ANSSI & EXBEHFERITHR AT LOREITE
B 2882 T L, BHONIT 5720 OHERBT 5 S
776
GDPR 2018 4|2 EU THIE STz, — T — & LR,
EINYE LOI n® 2018-493 K (X Loi 78-17 du 6 janvier 1978
modifiée & L THLY ANLS L7z,

5.2.2.5.2 XF IR

a. IoT EXx=U7 44k

TIUADYAN—tF 2 VT BT MY AL LTIE, 2007 FITEBGENEZF L
PRERS & LT T & EF L2225 HE (The French White Paper on Defence
and National Security) ] #AFR L7z Z LIZhhE D, ZOAETII A N—LEN EH /2T
—< LTl EFonTBY, 79 A0 A= X2 T o HOKETHD
ANSSI OFRBENMES SN TV 5D, ANSSIIZEI L Tix, 20184 1 HEEE T, £ 500 AFRE
DORENEELTEY, 1M TH 100 BEOBK-CRAEEZ TN ENHITL WD, Ei,
2015 FITIF TEFEY A N—tF =2 U7 1l (French National Digital Security Strategy) |
DAFRE L, A NR—ZEMICBITH T T v ADIERNFEEHET 5 7=, i % e
BT DIENREINTEY, FEHHEEETT T ARERKOY A N—t X2 U T 1 ZHER
THZLEERPALCND, ZOIKIL, [TUXLVEXa T ¢ THF, V—EAHESK
Wi ROLFROEE] ., [EROBEANEHR~OREIZIERZOL S EOBERHAM), MAEEDOT
DENEF 2 VT B = B RFEER COEBE S RO BEEEA) & D BLED
b, FELHMEOE., @7 P2 AOEEEM E, @tXa VT 4 EHE, @F VX L
BHETE, OFINENIZIE T 2 A N—EHOZEE, O5HBICELDTND,

77 A0 10T &M%IZBT 515 L LTIL. GDPR 23201846 H 21 HvH 7 7 A[EH

186



PIEIZHAAN BN TEY (LOI n° 2018-493 K O* Loi 78-17 du 6janvier 1978 modifiée) .
77 AENOT — 2RI T HHESIX CNIL & 72> TW\Wb, iElZ DWW Tid, ANSSI
23 IT B AL OFERE [Security VISA| ZE4 (Déeretn® 2002-535) (ZHESWTHRAEL T
j;DD uunE7 2 A2 6~18 7\7);]*35}_‘#75)75) Do /E\{ZIKE@ X, .B%“*EEJ\_XO):[:E?/y
FATIT (CC) & ANSSI @ZEEFEE (CSPN) kb\a #00)7}<E¢C®nu uLT:7j T/?E1 éhf
W5, CC LiFarta—FtFxalT ¢ OEEEHKT, IT ®ih - FHRS AT HCETLE
%&tﬁf‘: ) 7.1/]) %gﬁﬁ{ﬂﬁ nunﬂij—égﬁ%ﬂi&bfb\é Z nuuﬂz%ﬁyg}j—é kT§% ODER%'
jj?ﬁﬁj:ﬁ‘ék SnTnWb, £72 CC il["”rﬂ%m%a@t&) fth [ C Al —H4 5 OFRAE & B

2T MBI T2 D, CSPN (X CC #ARIX EMREN TIlEe<, mntExF 2 U7 4 L
ﬁxjwb WL OFEBFEICEA 2BV b D Lo TS, E72, EBRITRIEETT 5 BEIX
ANSSI 23387 L7-5 =& <TH 5 1T Security Evaluation Facility ITSEF)| 73175 T
Wb,

ANSSI [Z L > TABRENTWAIFHREZ D &2, FBRE7 22ROV TO#EY Th
%

].. )( j] ?l:) l/ < iﬂﬁjh%%ﬁ)nu HE%‘?EFI —g—ZD

2. ANSSI OBEZE=ZITT=7 A bt % — (ITSEF) 7., ANSSI BAABLTWAH L<
%A1 umjéa"b“(b\é ITEx=V 7 2N (125E) IZEDW TRl A Ehi 7
5o 0B, ZOFHET A MU E—DEEBRIZ L > TThiv, —BELT Fu—F
&U\jﬂjﬁ 75‘1%&%2@“(11\

3. W nﬁ@ft%%TX Mo & — 75’;% FEERIEE (certification report) (Zii#kd 5, D

Wt LB ORI %?éﬁ% £m®ﬁm HEEA~DT RN AENEE
zhéo fot:i’o FEBAE R OGRAEHR & E 1L ANSSI 233817 L. HEEFEORIED T, AES
ns,

F o BRSO D BEHATITHFEE T O &L STV DH R, BRI Z2RE&5IL45 O

TIEEARHTH S, 728, EAL X CC TEO LN TWAIFEHREF 2 U T 1 Ok S 253
%)*H*E’C?‘ﬁ)@ EAL1 (&%) 225 EAL7 (/) FTO 7TEMERNEFEET S, ZOREZ 7 VT
L= Bk & L B2 ANSSI @ Web A R TABIESN TS, BARMZRHmART 1
Ob\ﬂ:i{&%%éhfb\tib\o

b. EHEATT

HEA 7 7225V TIL, The Military Programming Act for the years 2014 to 2019 (Z
FOoTHESA VT ITHERANERSNTEY, FEEDHEBRL AT LOZEMICET HH
BEEDHLILTWD, EEA 7 THEEE TR, REEMZ 59T 200 LR
ESNTWDR, BEAIZOWTTEF 2 VT 4 OBLENOIERFRER>TWD, BT AV
(ZOWTIE, T~ 2 7 B s | DKEEL, Teedn ) TREAMER ) TRIET A48, e
MRALKFRAG ) (28l (A —TFT 4 AV T iR [TEXEEEA ¥ —F v b,

ey, TR ). TIRSRpEXE), [FH) &> TWnd, FrlZ, EU TIIBIEShTH AR

771, TEREREEZEL, [FH] LWV oo R EES N TV D Z eI WR D, £
72, 2019 FFLARE & k15 & 9 % 54 Military programming Act for the years 2019 to 2025
TlE. ANSSI & BEXUBEFELITHR Y AT L ORRITHET 8B A T L, HMi
T D720 DR - ST,

S 5T, EU O NIS i sl 7 iAteiif (LOI n°  2018-133) HlE S, AT A
7~#/%7v4x\@*i///\&7?#:/t1~%4yﬁ%~fxm%¢5$¥%
WZHEH LW A R—tX =2 T ORBEMAAANLNTZ, 2D DOFHEEIT NIS 55T
HESNTWDESIZ, EX 2 U T 4 XKOFIEE ANSSI ~EHKRA o7 v hNaefET5
BHEPROOLNTWVD, T2 THENZRZESG L LTEARRDLONLTWDLEF=2 U T 4%t
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RITIE, OFRUV AT AMZFEBLEEX 2V T 1B BERLO LA VA M—L L TIER
SN, OISR AT AT 7 AT 74— NOHETH. ORI AT LY E—NTT
T AT HGAEICIERE L ERGEOHMAZTD ANLD, EWVWoTobDORH L, TOMIZH '
X2 UT A EREENTDVAT LOER AT L0 T2 RET 52 ERROLNATH
Do BANLISNTIE, HEA V7 THER IRy MU= LIFERV AT LOEF 27 4R
U DIERRRR, fEHRY AT LD U R T FHROERENRE T STV D,

O EEA 7 T HEHITBET DA L LTI Law for a Digital Republic 2016 (LOI
n’ 2016-1321) B’H 5, EXBEGEFEFTICHTLI2VA N~ X2 V7 s ORBEZHR LD
DEIRo>TEHEY, FHEHIZITR Y NU—7 OMitAME, E, FIHAEME, EX 207 1 &R
ENRO LI, Fv T =7 vF 2T 4 FRIIREOERNH > -HA121E,. CNIL O
ANSSI ~OHENRD LTS,

c. BUNfiHE

BURFFRZIZ DWW TIE, B2 E2 R 5-21 1”7, 2014 2 EU A oFiizicaRkRshiz, &
345 Directive 2014/24/EC (BUMBEBIC & 5 F3%) . Directive 2014/25/EC  (A%5F
HHAT O FEMRCIDHE) O —o% B A L7215 (Ordonnancen®  2015-899) 73 &
NTW5D, ZAUE, BUTHERE, AR LT O FERDZIITL Y i EE (h—EX)
ERET DEONL—RNED NS TH 5, BB OXg: L L Cid, [#, A% (public
law) (ZiRT DHERENE £ D, BUNFHERICBIT 2 EOBIEIL. THFIZOWTIE 518.6
a—nm, FHHEIZOWTX 184 T—a 73 75 T2—na, PiiHEic o0\ 20.7 )7
a—oll FOFEIZEH IS, 70, ARFRICET L MEOHEIL, THFIZOWTIT
518.6 F—um HKHIZOWTIL 100 Har—r, MEiHEIC O TIE 414 Ha—ell ko
TR <D, SRR AFLATEEZR[E & LT, WTO (World Trade Organization) @ WTO
Z[E B BU R ER & (WTO Plurilateral Agreement on Government Procurement) O[F,
FIITARIBEBEDO AFLIZEI LT EU EHEEZMBATHWAIETHS Z ENHE SN TVD,
Fo, Bl - RARERIZBET 22OV TH, EU O 2009 R OB « 2RI
5 i#fS (DIRECTIVE 2009/81/EC) # B (Décret n° 2016-361) & L CTEHAZAT
S TWD, ZiE, Bk OVZRREICET 200, %B (b—ER) ZiET SO —
ABED LN ATH D, EU OFRED X 5 ITHEERICET 250ibIE R 25 2 LT
Xm0l PEOWEMEM T, THEFEE (B, 2R —x2 NEEZET) ), [
O i, 2R —x 0 MELZETe) | TEFEN, P B | B2 D 1F2E,
LY — 2|, FEOEF A E IS ICEET 1E, h—uvx] LERINT
WD, FTRHEDORG L 72 D BFT T IOV T 515 Fa—u WihiHEIC VT 41.2
Ta—n bipoTn5S, Pifi « ZRREIZET 2 ICALT D313, ALK ORI Z1T
O BRICHE BT O Z B & LTC B2 AL OB IR R SN D 5803 5,
EU 4575 5 0 AFLIZ W TIE, #4: Ordonnance n®  2015-899 D HZ T WTO (World
Trade Organization) ® WTO 2% [E B E R E (WTO Plurilateral Agreement on
Government Procurement) D[E, F 7= I1TAMEIDO AFLIZEAL T EU EHEE ATV D
ENAFLICSINATREZe Z EDNBE SN T WD, £72, i RtEx 2 V7 4 2R T 57
ORI ALUCF N2 R 2R T 2 L rle L 7> T Y . EU OPf - Lo RiEIZE
THREELFEEDOZ X T NEVIAENL TN D,
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* 521 77V AOBUFHRIEICET DHES LU B

FHEE DX 4 B4 W

ILECRREBT, A3 | Ordonnance | - HORFHER. A% AT 5 kAR

f;g?iiﬁ%g 1° 2015-899 C R0 MR (P R) A
T AHEED L — L NED ST HES Th
5.

BB DXt & LT, EH, Ak
(public law) 2T AHEEEZE N & £
o

AR AFLATREZR[E & LT, WTO
(World Trade Organization) ® WTO %
[ MBI E R E (WTO Plurilateral
Agreement on Government
Procurement) D[E, F72IZAHIEEID
AFLIZB LT EU & HEEFEATND

ThoH I EPRESH TS,

i - % RIEIZBY | Décret © RO AR B 5 Mh, s

SRGLL n°2016-361 (F—ER) ZHRES DIROL—LIE
b BIER T %.

EU OfRED X 2 KB IERICET 55
WIERADT D 2 ENTERP ST,

5.2.2.5.3 S&DOIFAME

TTUADYAN—E X2 VT IZB L TiX, EU @ NIS f§4<° GDPR #[ENIZHE AT
HZETEU EHMEEDLETWDEIICRAS, LL, 2018 FFEZ 0BT A N—&
X274 CBHLTEU LIEERLIBHEEZRETHAHMBAGAEZTRT LR oTETWND,

FEEA 720 & LCid, 2018 4F 11 RIS\ TRk s T4 & =%y b F A
74 —7 5 (IGF) | IZBWVWT, =v=ax/b v 7 8 2 KFHEPMT - I Ha-0NEE R CRE
HNZ AR S4v7e TParis Call) 23267 B s, A [Paris Call) (X, ZOFET7 7 X
EPEICEASIND DT TIERWDA, BT D &V A N—ERORZEMEETHRT D201
FEE LT OLOBBINMETHDHE NI DO THY  EU &3R8 2 T T\ 5,
F7-. 2 L7 Web 525 [France’s New Offensive Cyber Doctrine| (2 XAUiE, 2025 4%
TIZHAAN—FEDOANE A 1,600 AR L, F—# /1T 4,000 APk L, 16 fFr—m 24
ATHELTEBY, EELTOYANN—tX=2 T 058K E AILTND Z LD
%o
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5.2.2.5.4 Evidence % OV i

7)

EE L CORERZRIL (ELD)

Bhfer & [EFR 2223 5 H#E (The French White Paper on Defence and National
Security)
http://www.mocr.army.cz/images/Bilakniha/ZSD/French%20White%20Paper%20on
%20Defence%20and%20National%20Security%202008.pdf

EFH A "—tx= VU7 ¢ #IE (French National Digital Security Strategy)
https://www.ssi.gouv.fr/uploads/2015/10/strategie_nationale_securite_numerique_e
n.pdf

— T — 2 {%#HH] (GDRP (General Data Protection Regulation) (REGULATION
(EU) 2016/679) )

https://eur-lex.europa.eu/legal-

content/ EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN

S v U —7 LiE#REX =V T 1$4 (The Directive on Security of Network and
Information Systems (DIRECTIVE (EU) 2016/1148) )
https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016L.1148&from=EN

Security VISA

https://www.ssi.gouv.fr/en/security-visa/
https!//www.ssi.gouv.fr/uploads/2018/01/catalogue_qualified_solutions_anssi.pdf
The Militaly Programming Act for the years 2014 to 2019
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000028338825&
categorieLien=id

The Military Programming Act for the years 2019 to 2025
https:/fwww.legifrance.gouv.fr/affichTexte.do?cid Texte=JORFTEXT000037192797&
categorieLien=1d

public procurement and repealing Directive 2004/18/EC (DIRECTIVE 2014/24/EU)
https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32014L0024&from=EN

procurement by entities operating in the water, energy, transport and postal services
sectors and repealing Directive 2004/17/EC(DIRECTIVE 2014/25/EU)
https://eur-lex.europa.eu/legal-

content/ EN/TXT/HTML/?uri=CELEX:32014L0025&from=EN

the coordination of procedures for the award of certain works contracts, supply
contracts and service contracts by contracting authorities or entities in the fields of
defence and securityy, and amending Directives 2004/17/EC  and
2004/18/EC(DIRECTIVE 2009/81/EC)

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32009L0081&from=EN

SGDSN

http://www.sgdsn.gouv.fr/

ANSSI

https!//www.ssi.gouv.fr/

ARCEP

https!//www.arcep.fr/

CNIL

https://www.cnil.fr/
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1)

SICARDL

IoT &%= U7 ¢ 22fi%

LOI n° 2018-493
https://www.legifrance.gouv.fr/eli/loi/2018/6/20/JUSC1732261L/jo/texte

Loi n°® 78-17 du 6 janvier 1978 relative a l'informatique, aux fichiers et aux
libertés

https://www.legifrance.gouv.fr/affichTexte.do?cid Texte=J ORFTEXT0000008864
60

Décret n°2002-535
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT0000004126
73&categorieLien=cid

IT Security Evaluation Facility ITSEF)
https://www.ssi.gouv.fr/en/certification/common-criteria-certification/licensed-
itsef/

LES PRODUITS CSPN
https://www.ssi.gouv.fr/administration/produits-certifies/cspn/produits-
certifies-cspn/

BEA T T

The Militaly Programming Act for the years 2014 to 2019
https://www.legifrance.gouv.fr/affichTexte.do?cid Texte=J ORFTEXT0000283388
25&categorieLien=id

The Military Programming Act for the years 2019 to 2025
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT0000371927
97&categorieLien=id

LOI n° 2018-133
https://www.legifrance.gouv.fr/eli/loi/2018/2/26/INTX1728622L/jo/texte/

Law for a Digital Republic 2016 (LOIn° 2016-1321)
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT0000332027
46&categorieLien=id

B 2

public procurement and repealing Directive 2004/18/EC (DIRECTIVE
2014/24/EU)

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32014L.0024 &from=EN

procurement by entities operating in the water, energy, transport and postal
services sectors and repealing Directive 2004/17/EC(DIRECTIVE 2014/25/EU)
https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32014L.0025&from=EN

Ordonnance n° 2015-899
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT0000309203
76

the coordination of procedures for the award of certain works contracts, supply
contracts and service contracts by contracting authorities or entities in the fields
of defence and security, and amending Directives 2004/17/EC and
2004/18/EC(DIRECTIVE 2009/81/EC)

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32009L0081 &from=EN

Décret n°2016-361
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT0000322967
43&categorieLien=id
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® (L H—Fy NINRFUAT 5 —F 5 (IGF)
https://www.intgovforum.org/multilingual/

® Paris Call
https://jp.ambafrance.org/article13835

® France’s New Offensive Cyber Doctrine
https!//www.lawfareblog.com/frances-new-offensive-cyber-doctrine
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5.2.2.6 K1Y

5.2.2.6.1 [ELLTORKHZMRM (FL0D)
KA OECKREN A O E A2 £ 5-22 (TRT,

# 522 RAYOBESKRH)N (L)
= T mE ]
LR HHEx=2U 7 0 BEOBFHE BSI (Federal Office for
Information Security) AF L& 720 IoT %=V 7 ¢ IZB9
HHIEEBIE LTS, BSLIL, EEA 7 MEAERE OB
2RI REEBRET DR, BEEA U7 T LHHA KT A4 V&%
- T 5 EEHIT, BB THWD IT 8GN 72 3~ & Rk
EDHESC, IT "EOFEIZIS U585 EH EREZ FE L T
%, B —tvATa oA Z—/NW 7/ (¥ —iT BNetzA {E
i% @ Telecommunications Act THHI L T\ 5,

IT Security Act % ) EU @ NIS 54 & 0t A7z BSI Act (2 C
BSI OHERFICE L CTHET D L & bl BEA V7 7 OEME
BELBELTCND, BEV—EATm A X —/NW Fr, v
HEALT7T | X — B L TIE, EXEEFEEBEBICHEY T
DY Telecommunications Act (TKG)., 7 L A5 ¢ 7IZB L CTix
Telemedia Act (TMG) TH/EL CTW5, £7-, BSIIZEEA
770K X —ICBIT A5 FEEA IR L7z TRITIS % #&fit
LTW5,

BRI B LT, BSI Act (IS X BUFOEMEIF O ¥ =
V7 4 Z#HET D200 HKMEEAE L L ToO Minimum
Standards NHESNTWNWD, N—RT7 27 « VY7 h7 T « %
v NI =7 FEOHEMNNER NG, 77 /) a T — b 5 - A
IEIREE OBL R Rk 2 72U THRE L TR Y | 272 2 5% O BUMF
BRI DM — LT ML oo TN D,

IT ®EMEHR S 2T L OFEIE L COXEERRR TH L a5 7
TAT VTS S FEREREZHEA L TV 5, BUFFREEIZE LT
PRI/ FRAE L. BSI #2fft ® Technical Guideline T % -5 < F&FE il fE
il BE Certification to TR (2T, BSI fREDT A bt X —I12k»T
TR DEFICED ZHAMEFMENEf S TR, FHlR5E T
L AR EN R SN D,

IoT X2 UF 4 RO A NRN—tFXa T o1, (R F
BT D EUF OEEEREBI T d 5 BSI & LI HEE S TR Y |
EfE#PHIL = > B 2 — & AP (application program) Ot ¥ = U
TAIEEA 7T ORESKX 2 )T o B ORI/ X 2
U7 4 dHliBBA D 2G5, BERy RUV—2 DX 2T
AW LTIE, @Ry hU—27 T TH D BNetzA BHIET D,
% PFAN—tF 2T A IZEALT, BERA ) N—a raEmT
%1% (Agency for Innovation in Cyber Security) #% (& %5504k,
ke, B IT SRR EE B (Accelerated Security
Certification) ZilE, WAFIOBFE(LEHIEL T\ D, EEA
V7 TITHR LR, AR A T A ATEVE BUFIERE & BB
WEHT LT 2N\ 7 OBEOZMD RSN TND,

BUR

[Sal

(ENiil

IS
N

EXENiDpAN (L
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BHEA 7 T7I2BWTIL, IT Security Act 2.0 2R EH T, ZD
EE TS ?fﬁfﬂ%ﬁ‘k@s&:& U v 7REHFES S BSI 0 X %éﬁé*@ﬁﬁ%?fik
o ﬁ@ﬁéﬂfwéoitBMI@kﬁ@E%4V77F%LTF
- A Y THRF SN TWS IT 8512t LT, BSI OBEAEE
HETHEREHIET DEMZRLTND,
TAN—LX 2T BT 2BEND ., FFERE~DOXISITIE
(R L CEBR a2 72 STV D A8, BIIRR S Tl Eeffric 55
BT AL, FFEOREBIEZEA YRR L2 W CRE ST g,
B FREZEIZ DWW T O T2 70 il EE I E 0B X IXBUED & Z A R
BN,

RO FA VBT L I0T X2 VT 4 HOY A "—tF =2V T 0 IZBT 2H8HIE TS,
Htx =V 7 (1T HBUROFEEKEI CH 2 BST GEMIEREF = VT 1T Federal
Office for Information Security) 2 HE L TV 5, BSI OHMHEMREE (3757 BSI Act (Act on the
Federal Office for Information Technology) (ZJ&SWTHESNTEY . BSIIZZ OHE
WZHE, AHIREES - REICB T A1 E X = U 7 o BB~ ORLTT EE AT O HE ~
60 7= B i) 72 AR — MBI A 8 (BSI-Standards) Z O TV A, EEA 7T %
Bhtka A N—t X2 U7 ¢ ICBT 258 F 5 (Recommendations) % #lE L TV %

(A R7 A4 EREHHFHEIL, W bRl E U TENRERDZA L TEERh ) 17
ERETLHEVHIATIEEEL TS, —H T IET EOEBEPEKLEN TS A RIA
CIE, HEFHEORNBITIZCE VIES EOERIZORN D75 —AN b 570, FE Ll )
NROLNDLEAE L H D), 72 BSLiL, £ IT 85 OIS U= 38 B (Certification
to CC (Common Criteria) (Zertifizierung nach CC), IT-Grundschutz Certification, C5
(Cloud Computing Compliance Controls Catalogue) (ZH-SU/=38GE%) (B L CTHHLE
LTW5,

HEA U7 TI50WTE, BEA U7 TOFRL—F Ik LTEKRKA VT 2 MR%
A LTEGEIT BSI ~@T 5 2 ENEBHA T STV H1t (BSI Act), FFIZ@EEY—E A
TanNA X =K PRy T —27 T a{Z—|Zx L Tlx, Federal Network Agency for
Electricity, Gas, Telecommunication, Post and Railway (BNetzA) 73815 DR M D {5:3#
SOME AT — Z OIRIRO B 11252 B3 2% 54 TKG (Telecommunications Act) ZHE L T
72035, &6, BSI DEEAN 770827 X2 —EAOEFx =Y 7 ¢ HHE KRITIS
sector specific security standard for data centres, server farms and content delivery
networks (KRITIS branchenspezifischen Sicherheitsstandard (B3S) fiir Rechenzentren,
Serverfarmen und Content Delivery Netzwerke) %%) ZHEL T\ 5,

BOMFFREEIZ W TIE, BMI GEIIINESA: Federal Ministry of the Interior, Building and
Community) 73, AFLTFHEE O, SE ORI HE T — & DR Z TRV LD
B S & FBEAHT 515 No-Spy Regulation (No-Spy-Erlass) % il L T A, BSI 3B
RO IT X =2V 7 4 I W TIRIERR 72 SR 0 id e b & S Tn 5 5L
(Minimum Standards) #HE L TEY | B 5585 OBUFHEBIZ W TH A S—B 83t
T D NFI L RER RICE LTt — L7 BER L STV D, S B BST X, IT 5z
B89~ 2 #8GEH B Certification to TR (Technical Guidelines) (Zertifizierung nach TR) & #i
ELTEY, EBRZERE LX) 7 A RPEELSHORLICEH L TC—EDEX 2
V74 LA 7 VT LTND I EEHRT D,

SRIZIT T, YA NRN—X 2 VT 4 BB T 5EERA /) X—va v &2EmT 5
%R Agency for Innovation in Cyber Security D% E S HiA £ T Y . BMI, & T BMVg
(Federal Ministry of Defense) 23E #4479 & LT\ 5, F£7= BSI i, IT 85 OFEGER|
IZBWT, FHlICE T DR OEMECE ¥ = U 7 ¢ SCEEHEOHIE A X L7281 LU EE
BSZ (Accelerated Security Certification) O#il|EZHED T D, HEA 7 FITOW T,
EHEOKIEIIZ XY IT Security Act 2.0 (Act to Strengthen the Security of Federal
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Information Technology 2.0). BSI 0)’[’%5&’? SR BE T2 87 7= 7 bR 55 oD ) ﬁﬁfﬁiféﬂ
TWD, EBUNIE, BEA 7 TICBTDRERA T A ATE &2 BUFHEE & HE#AIC3L
ﬁ?éT &A/?@%ﬁ@ AR LTINS,

5-8 1X. FA VT HBUFEEMM & BEEREL L Db D Th D, FHIZE
UIN %ﬂ%ﬁﬁ&?ﬁﬁﬁ”f@%@ﬁ_ﬁ%%fﬁ LTW5 GHkOBEZE xR 523 %, L6 EOEE X%
5-24 M), BMIXi5%, KFE, 70 oEROKR#EEZITO HT% >, BMVI (GEH
T VXA 7 744 Federal Ministry of Transport and Digital Infrastructure) |
2013 4 12 HIZFE R Lz, &I, KB - fi2e - ERFOERA 7 T DIEh, 7TV F A
77 %@T%TZDO BMWi (GHEFRE =% /L ¥ — Federal Ministry of Economic Affairs
and Energy) (%, fF#iBEBORAZ1T> T 5%, German Chancellery (K- &HHAT) |

VAN NIVAVENS § 2014 2017 ICEEAE D, 20T VXX, IT VA7 A& IT “'7“—
EADLEN R WE, ry P U — 7@:/\&1’*1{% BIAEEEEEX2Y T 1 OMREL
HiE L L. BMWi, BMI\ BMVI YRR LTz, E£7z, BSLIZ, fFdExF =2V 7 4 ICEAT LB
FFOEFEREICTH O . BSI OMEREEIT BSI Act IZHESWTHESINLTWS, IoT X =V 7
A ROV ANRN—X 2T 1T HHZ1T>T5, BNetzA (HH xRy b T —27 [T
Federal Network Agency for Electricity, Gas, Telecommunication, Post and Railway) /%

ER. A, WBE. HEOIFEH, (A 0 7 T8 EFE L T 5D,

ith@

Federal President

Government

Federal Chancellor

o Federal Ministry of Federal Ministry of Federal Ministry of
the Interior, Building Transport and Digital | | Economic Affairs and | | German Chancellery
and Community Infrastructure Energy (F- U EFERT)
(BMD) ( BMVD (BN
Federal Network Agency
Federal Office for for Electricity, Gas,
Information Security Telecommunication, Post
(B and Railway
(BMNetzA)
Act on the Federal Office for Telecommunications Act
Information Technology
(BSI Act] (F-ruilBiraERaES

SHhEHIE A - REY SEBETDES SHIE
LFr 2RI E B &) SRR
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%%523 R A N E 1T B B BB A A

BMI ?KI*JT%’éo
CKE TeENOEROREAT O ETE DO,
BMVI %@ BT 2 NA T TE,

2013412 H 1238 JE, R TE. KEE « 28 - B S O jE )
AT ITDIED, TIOENA LT T RET D,

BMWi HIRE = RV —4,

2005 4E 11 HICHE, EREENL. FA Y RE O

IR R OB AR SR A . BB /) Ol 72
B e OCFHEEF TH L, HRBEBRHIT> T 5,

German Chancellery RA > H I,
TUINT V= FITRH L THEERD D,
BSI HIERE = U T 47,

B tEx=2 U7 4 IZBT 2BUNOEEEREBI TH D ToT &
X7 4 KO A NRN—Fx2 )T ¢ ZBT DM 21T
S TW5,

BNetzA IR Y T —7 T,

2005 4 7 HIZHE, R F A, 5., BEDIZ), 2006
£ 1 ANSIISEEZ GRS A 7 T 8REFTEL TV
Do

# 524 NA I D BEER E
Act on the Federal Office KA iz EB T 5 EREEE,
for Information
Technology (BSI Act)

TKG WE ORENEDRFESENT — 2 OIFR O %2 5
)‘{£¢O

5.2.2.6.2 XF IR

a. IoT Ex=U7 14k

RAVIZBIT LA N—tF =) T s BEAEOHEL LTUIEIL, HEAS 7 T7DFL
—Z—F723 A TA Y —E R L T, D5V ToT &U\Fﬁ%&ﬁ{m&fﬁ BIFoHxRY
NT—2 VAT LOBUENOIRESIN TS (1, 72, s S BN ToT <off #al (s £
WDOR Yy NT—2 VAT MBI DY A NN—tX=2 U7 412 LT, EIEST 7
ANR—EFEIZLoTHHESL TS [2],

YA N—tF 2T 1 OBLETIEL, BST OIERRIL - R - B NICE L THEL TV 5
BSI Act 3% % (BSI Act IZ IT Security Act 2 O* EU @ NIS f&5 & 5ef7 L. D A=l

FEICHAY) [8], BSI Act TiE. BUf, REZENZNITH L TRDZ k?ﬁ)%%ﬂﬂ& LTI/\Z:B
[4][5] (6], BUFICRIT A1EHtEX= U7 « RBEICKT 5, M7 BST OFER - WL

Tk, OtF a7 0 OWBRICE T 5 HHINE - FHliOMHERR, @BfET —4 @HX% Ve
FEAM - PR - BEH - JERT BHERR, ©OFER Y 7 b U = TEICE U CEMR E IR TR~
EL, HMELRETDHER, QX2 7 0 Z2HET 57200 HKERE (Minimum
Standards GEMIZZIR)) ZKE L, @280 A2 - FIHCTE 2 L9 ICT 2 HR, @B
JFD IT ¥ A7 AHI1IZE LT Minimum Standards ZH/ET 2 JEDNHEINTWD  GEM
L. TiLx s,
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® EUFKOBLEMERNCIHWT, IHEREINOEX =2V 7 4 v v 7RI LTz« A=K
BT IR INEE - Rl D HER A BT 5 (Article 4)

® EUFOIEEA 7 T DR e A N— B A BT H 72D, e haT
— 2 R OB OWEER DA B —T = — ZANBRAET BT — 2 ZIUE - A - (15 -
R - T D HEREH T % (Article 5)

o [HHREMOBE - Y= RCBITF DX 2T A XY v TROAERY 7 h T =TT
BAL T, BBLZZIT oMM EIT TR AEE L, HlREiET 2HBE2 A2 (2
B, FANCA =D =@ L, TOHB—E~AE)  (Article 7)

o gtk A 35 IT O ER Z b O REG) 2N B O AT ARy NU—2 T
EHENL0Z DI, BNOE#RENROEX2 )7 4 2HRT 200
Minimum Standards ZKE L, #EIGC Gl e f 2% - FIHCTE 5 X 5107
LHEMRZAT 5 (Article 8)

o HJFD IT Bx=VUT7 4 Z58{bd 57D, BUFDO IT A7 A2 LT Minimum
Standards ZHET HEEEZHT D (Article 8 BE 1)

REEYE (FRICEEAS V7 TOFX =2 =K TV H =X T anNf X — (7
A==y b RRT Ve 7T RY =) [ZEHATLIT X2 T 41275
HHNZ DWW TIEIRIE, A %IR35,

F72BSLIL, VA N—tF =2 U7 1 IZBT Dk~ 7288 % H (Recommendations) % &
BELTERY ., AR - R ICBITAEHRE S 2 U T ¢ BIBEA~O LT 50 Wi o
Fr~ONT To H AR 70 AR — N 2424 L TV 2 3 FIH Cd 5 BSI-Standards #HlE L Tk
0. # 525 IRTHANE £ 5[41], BSI-Standard 100-1 1%, ISMS Ok 72 Eift %
BlE L TW\W5, BSI-Standard 100-2 TIXEREF 2 U 7 4 v R T A L FORESLERRDH
HiZoWToFEwmMRLEH SN TEY, ZRICESWEY X7 25583 % 1LY BSI-
Standard 100-3 (ZFC# STV 5, BSI-Standard 100-4 Tix, BRI K&K M2 ¥k~
XV A N AT LAOBFE - HENLEIZET A IRR R T iERm B ER STV 5, Threats
Catalogue (Z1%, BSI-Standard 100-2 X O) BSI-Standard 100-3 % & H 95 7= & O FEAR
RBEAE RN TR SN TV D,

% 5-25 BSI-Standards OHENE

Security Management
Systems

BESNTWDHIEHA HESNTOANE
BSI-Standard 100-1 ISMS ORI R BN BIE STV D, ISMS T,
(ISMS)Information X2V 7 1 OffRE B E Lizs 227 ROTEE)

HEHT L0, FREPERT & TGE - FERAE
HHITND,

BSI-Standard 100-2 IT-
Grundschutz
Methodology

BMEX 2V T A~R AL FORESLCEBRDOEMIC
DOWTOFERRNTEHINTEY, EHAMEX2 ) 7
g a7 NOREHE, @Y EX 2 VT o xR O
WHiE, ROt Xa )T rartvr MaeFEETHOE
R RERBEINL TN D,

BSI-Standard 100-3 Risk
Analysis based on IT
Grundschutz

IT-Grundschutz (23T, U A7 2089 5 H1EMN
Fhd ST 5, IT-Grundschutz & 13 BSI 23BA% L 7=
BMtEX=2 7 OB ZR L, Hikob 5O 5HED
TEHICKT L, WUIR L~ DE X2 )T 1 ZHERT 5 2
ExHME LTS, #l 21X, IT-Grundschutz
Standards (BSI-Standards & [A#%). IT-Grundschutz
Catalogues (IT EREEICISIT D Magsik O M OB EE A~
ORI T 26 He iz et 2 30EE) . LUFE
SEHIE D—>Td 5 IT-Grundschutz Certification (%
) mEFHnD (441,
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BSI-Standard 100-4 BB MEZED BCMS (F¥Efkfi~ R A N AT

Business Continuity 2t Business Continuity Management System) @ B %§ -

Management SIS Z B9 DR R IR TER SV TV D

Threats Catalogue — IT Grundschutz methodology (BSI-Standard 100 2)

Elementary Threats K O Risk Analysis based on IT-Grundschutz (BSI-
Standard 100-3) % i 9% 7= 8 O A 70 2 1801
DRI NTND

SHT, BSL T A NN—tx 2T IZHT DA R HE AR L TR0 | 2T
Protection of Critical Infrastructures - Basic Security Concept Tix, HRKE - 7ok
B UTRATHICH T HEEA 7 T OMfEssthE A S Z LR E L, BRia R RFEXRR
BT 2 AR EX 2 VT a7 P ROREICHET 288 FEHABE L T1D [13],
F 72, Cyber Security Requirements for Network-Connected Medical Devices TiL,
N =7 ICHR T DEREER D A — I — T HORA N T T/ T 4 R ELHTEY | &
BrEATICHEIL L7207 L L DY A N—T X 2 U T ¢ ORBERORSFOV R — &2 HE
& LSRR A Se# LT /=Y [14]. Secure Provision of ISP-Services - Guidance for
ISP (Internet Services Providers) (Sichere Bereitstellung von ISP-Dienstleistungen -
Handlungsempfehlungen fiir Internet-Service-Provider ISP) ) Ti&, f > ¥ —% > h¥
—E R BENA XT3 LT, AT —F OB LB T 5 AN 2 Bl H IR & 4
LTV 345 [15], & 512, Secure Webhosting - Guidance for Webhosting Services
Providers (Sicheres Webhosting - Handlungsempfehlungen fiir Webhoster) i, Web 7~
AT A TICBTDEX2 T 4 2 LS L0 OREIRRE LT L TV 2D [16],
Defense against DDoS attacks (Abwehr von DDoS-Angriffen) Tid, DDoS K& D24
BT 5 720 DBAERIC OWTER L Tz 35 [17],

K7 A —IZBOWTHREBENICRY N2 DOV A RN —tX a2 T I L TGEMDE
BRHESINTEY B2 1346t 7 % —Cid. BaFin 7 BAIT (Supervisory Requirements
for IT in Financial Institutions) K& ' VAIT (Supervisory Requirements for IT in
Insurance Undertakings) &9 [alK (circular letter) % JH7E LTV . BAIT TlI4mlsy

LRI HEEA 7T OEMFIES BSI Act ITHE U75HM 22 EAR I OW TR L TR D |
VAIT Tl fRBEEFUC T 2 2 2 HE L T D [23],

BSI /%, IT &% ’?D“YZ&FJ U7 2B 5 BYE R OFERERIEIZ DWW T B HEEIT> TE Y
[7]. 2D—>2L LT, 27747 U7 (CC) IZHEDNW-FREHIETH S Certification
to CC (Zertifizierung nach CC) ##HEL T35, CC &ix= v ;“—57%2?\*:. V7 4 DE
BREAS T, IT B - B AT AT L1ERE X 2 U 7 ¢ 25l - 38FET 5 AL ED
TW5, ZOMGEZ IG5 2 & TRMOBEFNBM LT 5L ShTnd, £/ CCITEER
WEE BT, ME TR ORFEE FES T D BEN R 8D, 37 7 X220
TIELLTo®EY ThHhDH,

(] 7< 7\7 tE)L/< iﬁﬁ/h%%ﬁ‘nuni%qﬂ ‘ﬁ“é

® BSIDREEZZTI-T AL Z— (TA Ry Z—DU X MIABHEATHS [45])
2, BSIWABFAL TS, b LTRSS TS IT B = U 7 ¢ Bl (12
HE)ICHESW TRl &2 F2ii T 5, Z OFHIiIET X M Z —DREEBIZ L > TIThi,
—B L7 7 u—F KO0 Z’M%uﬁéﬂ’b“(b\

o nmuiE@F%i’TX ez o — D3RR (cert1f1cation report) (ZFLERT D, T DOH

2, %ﬁsi[ﬂx@fé ZEE9 SR - uﬂﬁﬁ@?f‘(ﬂﬁ WHEE~DT RAAL ZAENEEND,

NEEﬁi))—ZU\nL‘uE%& j:BSI 7,2)‘%\%??1/ EEnH%@HE'@—F /Aiééﬂéo

PREICLEER B HNE, 7 A Mo Z—I2B 0T L HfRkmc B9 5 KO BST ~D F4L

ﬂ?ﬁ)aiﬂfio V. HIEICOWNT t.’t/érx he o X —TEFEN R | BARN 728 H I3 AR
ThbH, BEICOWTIRSOFEE KL OEREEL~L (EAL) Ik > THEAY, 1,200 =—n
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25 20,420 21— THDHEINTND, ZZTEALIZCC TEDOLNTNWAIHEHEF =
U T 4 Okt S &R 2= TH 0, EALL (IK) 75 EALT () £ TO 7EBENfFE
T5, ZOHETHRIEELZIT /A Y 2 MIARINTRY, BEE TITH 770 BE23FR
DE%‘?X T/Cl/\ [45]0

BSI /Z IT-Grundschutz (Lik) oFEEZBRE L, 35& ISMS (ZB8¥ 2 58GEHI E T 5
IT-Grundschutz Certification ZEH A L CE Y, ZOFRFEE=IT 5 & ISO 27001 ZHfS T
X5, E 0, PR X 2T 5 —# O HEAET IT-Grundschutz methodology <° IT-Grundschutz
Catalogues (L > TEDOLNTEY . ZOFRGET 2 RIZOWTIILLTOEY Th 5,

® BSIIZXWREITENT=TAEBLA %T%Pfﬁ“é%jﬁﬁkﬁiﬁﬂ%%ﬁﬁ"ﬁ%iﬁmﬁ"é SRS
BN BSI O T A £ 22T A%, IT B X 2 U7 4 528 1T DRI 2 417
DO EFHHREER K Y IT-Grundschutz (#5702 7 M %f& 3 b -T2 &
R REL AR L7z BT, BREGIEICET D FL—= 713N T 0 0ERH D,
o EEEBSEHNEERSE RO LR — F & BSI OFRFEEBIICEE R L, BSI WNERFEORH ORI
ERET D,

DESCETHERIL - OFGE - B Z 2T 2 LT EHRES = U T 4 ~OED A% S50
R ZENTE, BEEMNEEZED LN TE D [42],

F7o, BSLIZZ 770 FFEGEICOWTHHEL TEY, Z20—>2L LT, CHIZHESWR
REAFRML L T D, CHIEBSI BRATT 527 7 7 R —E AT m N X —3ilil= g &
WCOWTHFH SN A Z a7 Thy 1THO Ny 7 (ot x 2 VT 4R Y o —5%)
WIS TR SN TV D, SR STV s X, ISO/IEC 27001 (RN T ISMS Dfife
ﬁ-%ﬁ-%ﬁ-&%ﬂ%?é%#%ﬁﬁ)%%%%LT%D WAL mETmeﬁﬁt
%JE%E LTWwWb, C5 c:%’jb\7:%§Eﬂlg§ﬂ§”jjiif£l/\%)@@ B nE@Hi kv, 79K
P—E AT NN, F— 2o TUIHE LD L— 3 » DORENIT itﬁg Lo TILiE
@&7?&Fﬁ—fxfmﬂ4ﬁ~®@RK§T6&éﬂfwéoMn7mtxcowf
IZLLTFO®EY Th 5,

o NFBEAHERY (public auditor) 28 C5 (IS E A2 I 5, Lk, KD 77
R —E 2T a S F—TIIEREEDEFTITONTEY, ZO—ELLTIT YR
TLADOEEMTONL TN EEZRMAL, ZhzEiE L CGEHAT 5,

o iR VT LIGh, BMEEZHY L AREAEKBNGEIEEZREITT 5,

F72. 7 70 R —E R T 5580 EIIMIC b H 0 RFEEHIR S D L LT CSASTAR

(720 RP—eR7a A X —Dtx= T 5B 2O T 7=T5E)
%179 Cloud Security Alliance (CSA) NABI L TWAERA NTT 77 ¢ AIZHEL L7258
AE) HENZETF SN A, IT-Grundschutz Certification & HFIH & T3 [11][12][39]
[40][42],

b. HZEATZ

BHEA 77OV TE REEEICEHT 2 IT X2V 7 OFGHO—E L LT, BSI
Act IZHS &, FICTHEA V7 TDOFRL—H =K T VXY —E AT a3, X —|ZxF
HZHAEZHELTEY ., BARMIIU TONEZ S A TS [5]l6l,

\CEHEA VT T OAN L — X — (BT 5 B

@ HIEALTTIDAN—F—L, 2FETEITBSI ~HHDOIT BX = U T ( ICHEHLL T
WHZ EEmm L, ERENT S AT AR M - RN - BN - SRR KT
TA T b EERRET D 72O A RN - AN A E AL WD Dk AR

199



IR 5780 (Article 8a B 1, ER¥K 3)

® BSIi%, EHEA L7 TDAL—F—/3 Article 8a E:¥% 1 DEELEIZHEL L TW D 7T
DOWTCTHET HHREHET 5 (Article 8a B4 4)

® BSIiX, HEEA L 7T7DALL—F—7 Article 8a % 1 DEFZMF L TCWH I L
ZAEATE A0 T 572012, BXx=2U 7 0 OAEKOGRREICEE T 2 5 S IE 278
ET HHEMREZAET 5 (Article 8a BV 5)

® HI{ /7?®2Lf\1/w51 . b LI — A~ ENE T D L ) RERARIT A

VUT v R A LA, BSI ~EHT2EEA AT S (Article 8b)
° %LE%%/77®%AV H—73, %ﬂ%%ﬂ&émfméfff//?/b®%%
-84 BSI ZHEIZ ST, IT s VAT AZHIRT D A= —ITx LT

%%7‘]%’:? ﬁ‘é*@ﬁﬁ%’%ﬁ?‘é (Article 8b)
® BSIiZ., ITHMDOEX=2VT 1 2iHETHHEREET D

FIOHNA—E AT A B — kB I

& TIUXNY—ERTuNRAF—F X2 VT 4 ATy MR ONBERN R RS
Bhik - e/ Mb 3 572012, PHRE DRy hU—27 <5 AT DMIEEE 525X
2 VT 4 VAT ZMZ 57200 22 50 « FRR 72 i@ 23 U i o e n
(72720, H/MEZESERINBIFEAET D Z LI E (Article 8d 7% 4))  (Article 8c)

° T/&wﬁ~t17mﬂ45~ﬂﬁbé?pi KRN 25 B2 DR E L 7z 3|
(Directive (EU) 2016/1148) *7-1% BSI Act (2 & 5 BMI 2B 2] (Article 10 B
% 4) IHER SN T ANEIZET HREXTH D,

0 T UXNY—ERT R, LT AT MRREAE LA BSL ~E0 i@
TOHEBERT D, £l-, TOX L —E AT 0 F— ﬁﬁméﬂtk%:)74%
RIZHERL L TW D Z & 2R T 572012, BSL ITFHER N AZIT ORI EZHT D
(Article 8¢ &1 8e),

Flo, BEY—EAT oL X =R IRy FT—7 F XL —Z—(ZF L TiL, BNetzA 7
TKG #HELTHH, WEr—EX 7“1:!/\‘4 Z—iE, (1) BEOWEEORE, (i) &
AN 2B LB T — 2 IR oG Ik, (2B U CTEIRM e f & 258 Ui T iudZe 720
ELTW% (Article 109 (1)) [18], %72, Ad@EEF v MU —27 AL —& — R OVAR 2
%Uﬁﬂ?ﬁ)ﬁf Efcﬁa@ﬂ@%fﬁ'/w’ 2=, (1) SMBHE - KFIZL-oTHERIINDEK

IR B L) EEICHT A R#E, (i) BERY NV—27 P —E20EX2 T 1I1TxT 5
VR 7 EHIZ Fa'é*f%)&ffﬁﬁ’\]iﬂ‘%\ iU b0 E LTEY ., Z o EITFHCAE
T RADGRE L, B EN A BE LR 5720 E LTS (Article 109 (2)), &
512 TKG TiX, FEfi S i@t = U 7 4 OB O FE LS NR TR bR &
LTCWA 1 (Article 109 (4) ) [19], #iBll7e X2V T 4 A4 v F v b ROT — X IR D%
AREIZ, ZDF % BSI - BNetzA - BfDI (Zi@413 2 %% % BLE LT\ 5 (Article 109 (5) )
[20],

F7o BSTITEEA V7 T OESBICEAT AT A N7 A4 28R L TR0 | FlxIiX,
T—ARrH— = R—=T = A ar T UVEER Y N — 7T D ERER O X
=2 U T 4 Bk Th D KRITIS sector specific security standard for data centres, server
farms and content delivery networks 3%V, T HIZHSEX, HEAS LT 70K E I X
—IZBT 58X 2 VT OWEMEICBE L THEL TV [9][10l, &6ic, TV AT 4T
— B AIZOW T, BSI ALEFIEIETH 5 Protection of telemedia services in accordance
with technical state of the art Z ¥l E L TV, RIEMH « 155 - SMBEENLT VAT 4
TH—CERZRET DD, RFTHEHINICHEILL T —E X &2 EH T 5 HIEICE L TRl L
TWw5 [22],

7ok, HEA T TICE LU THEIZFHME LY A "=t =2 U 7 ¢ BE O ITHE S
T [30],
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c. BUMHE

BURFRIZEIZ SV i, BSI 28, BSI Act (Article 8) 23S B OB MM O X2 U 7
4 HHETHTODOREIERE L Z LTV S Minimum Standards Z 8l E L TW 5,
Minimum Standards (%, BSI O£ IR Eak M OB IC BT 5 X =2 U 7 132D
ML TRl IR LRV E DOBIZESWTERINTEY , BUFO IT X2V 7 ¢ %
HEBRETL2ZLICL0 ., B 55 OBIEERIZ W TH A N =B DRI 72 (R xt
RICBHT DM — MR T 5 Z EAEME STV 5, Minimum Standards (4% % 72 b
Ey ZIZELTEDLNATEY, BENICIE, /M7 70 RYP—E R« TS LT NS A7
R AUR R Web 77 UVPEICOWTHESNTND, ZOREETIE, "~ K=
T VTR UT Ry NI =T EOENERII . TV /v U — gD DRk - A/
BREOH SN OHLEMHAIEETE DL INTWD, KEOKREIT., AP ORFEITR
ET=F Y 7T 5D SN FIRICHE L T, ZOFIEO—BRE LT, B
& DWiEZE GO OFREYT A 7 ADFIEL, FEUFERIZEED KT 7 Moa X b
THLILETRECSMTE S, BEMIIZITROL T, =507 =—X (BENKE. s+
Waryrr—rary, ARBOEH 7 = —X) ITKBISi, S 61T 5 & Eo>07
x—AX (Pre-a. «. B. RC (Release Candidate). R (Release). /1. RfC (Request for
Charge) ) THERINDTA 7V A 7 ML TREZEIT> TN D,

1. FEEINRE (the in-house development)

I. Pre-a: BUNZ, HTLWERIEEEICEITS N Y 7 2R ET D,

II. o Z0tk, FKEOH Y LY 5B OFMEHN K7 7 M &Ek L, BSI 4
KTHENRRENTE, BSIB T 7—A N RT7 N&EkT 5,

2. A2 P LT —3 3 (the external consultation procedure)

II. B: WA= YT — a7 2—RICANY  BSHIZEHEEIC KT 7 &
JEBAT 2 & & HIZ Web 14 MIABT 5, ZHIUTE D, *ISHEEICE DB
DOHDHEMFENRT 7 MIHLTaAY M52 ERAERIZRY, B m#Es
EEOREICKM ST LS ZIT D,

IV. RC: BIZBIFDHa AL ERTT7 MIKBEE, W RRT 7 MEERRL .,
ZDORFICHOWT BSINTRMEGE « KRB RSND,

V. R 2Dtk TONEIZOWT BSI ® Web A h TR S, FEhiD7=HI1c4%
BUNFERIIZ R S N D,

3. APA% DA 7 = — X (the use phase after publication)

VI. A2 A% 7 A 794 7 idiike < du, BSTIZIEUEO@E RIS 25 04T -
KEICEIDYR—b - F=F VT 2EHET 5,

VILRfC: ZHuz kv, HEZEET H2ENE LGS Eimesmnzib Lz
Ba%), ARINEEEORBELEIT) ZLENTX S,

Z ® X 912 Minimum Standards [X. 7 1« — KNy 7 OHEEEDS, FERRAY 2> Ok I T
bbb 7 et A%l U THE I LTS, Minimum Standards (FHE BT 2 R IR E S
NTWDH BB LMW THEATE D X ICBES N TV D720, INBUFEFICS
HHMRETH S [43],

I 62 BSI %, IT B ORFEFRELHEL TEBY, TR ITERL7ZRFETH D
Certification to TR (Zertifizierung nach TR) Z#&fft L T\ %, Z OREGFEIL. EFRL 2R
EEX2 U7 s OBREPEEL SNTWDSEICEW TSNS IT 85 - 27 AT
HAENTEY, HlZIEHE S LA =X LARLARLEDOEFICET A R4 VERBE
ENTWVD, ZZTTR OKMEE, IT VAT LAOHEA - R#ICHD DL TR TOREFRE L &
T, WEAS~OAFLOB A LR OESMEZ T 2BRICHEHAETH D, Z D
AEAEUST 5 2 & T, MRS MOFERRE A O E EHEE LD H 5D HERLY X T AT
HAARETH D Z EOFEA & 225, BEEMERE <, FRCBUNIC L > THERH S 280 (B
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¥1D ERRY AT L) 12OV TIE, BN EST- D OEERER LD, F2,
B D BAENMIEOESIC %Oﬁﬁé:&%%Uy%Kainéom&7mtxko
I/\T XA T OmY Th b,

® BSIORELZZT-T A Ft/& (TAMEYZ =DV A2 MIABRS TS [47])
23 TR O EFRICFEDWTHEHA MM 2 Eii 3 5, FE OIS EIcB V0 TiE, TR B
DV Iz, BSI DFE T’i’x 7R E 713 (B, CCREREEZ=ITT-7 A btV
g — %lﬁLmﬁ%xft CEMBN LY (T A B2 —D U X MIARSNLTWD
[47])) PESMEEELZTT I,

® HEMNIERIZTE T 5 &, BSI i & EMEREE (conformity confirmation) M ONER]

(certificate) %57 5,

Z O TRIEZZIT 7285 ) 2 MIAR S TR Y, BUEE TIOK 270 B 0FEFEL
ZIFCn5 (81127147, #?DiEA>. BMI A No-Spy Regulation (No-Spy-Erlass) % & L
TEY ., AfLFREE ORIC, AFLE B & K O G 3  E ORISR ~ 5% 7 — & O#RIE AT
DRNWZEEES LTIV EHEL TS [26], IEEFEBFTORMIZED &,
BSLIZZHECTHZBIZELLIETA R4V ERITLTELT, &6, AdkodETmE
DICARIZI N T, AHIFEBI N — R 72 BT A K7 A /%&@&f@ﬂ“bﬁ FhiEie s
RO NWTIEATH D &S Tnd [28],

5.2.2.6.3 S&DOIFAME

a. IoT EXx=U7 14k

IoT X2 V7 o &EO0EiXx L LT, N VBN, A4 3—EXF=2 U7 4 58Iz T
B A ) RN— 3 VRS BRI T e Y = 7 OB R OMEES B 1Y
& LT, Agency for Innovation in Cyber Security D% & DR TE Z1T>7- (2018 4 8 H 29
HoO BMI OAXRT LAY U—2R), ZOHBIL BMVg XU BMI ZNEHEZ1TH & ST
D3, WHE R O LW O L 0 BRI 72 G IR L CITBED & Z AR TH 5 [25],

F7-. BUERTEHORGESIE & LT, BSI X Certification to CC DX 0 [ZHLF D24
ﬁ’a’:m FET 5 BSZ OfIEZHED TN D, Z OFRGESIE TlE, Certification to CC & g L

CTRFEDFHMEIFME LS 2D b DD, i & 5 2T, MR D FE M OSCEZAE O BT
#%ﬁéﬂéom£7u?xuomfiuT®%DT%5[]

° mﬂ®%ﬁ%xft7xbt/& Dy A—H—=DPIR L= X2 U T ¢ PEREDERK
(BT 25l X MR AT A b & fLAS DY - G &2 £ 5, SRl —& L7z
77 —F ROJEREERT D720, T A P A —ORERIC iofﬁbhé
o GHMICEMT D L. WAL N AMRE E (safety certificate) K& OVFRREH &
(certification report) Z%1T L. HEEEORIEDO T, AK I D,

Iﬁzmﬁﬁﬂ4myb7l~ff%b\%T%@2m9$ﬂ$:%§fﬁié%ﬁfh

%) F7=. BMI @ Horst Seehofer KEiL., KA Y TR TWAS IT #EL 2% LT, BSI
W2 &Ko THAT I NTER Enlﬁi%z/ﬁkTéfﬁfi@ﬁilE@%Fﬁ]%?b“@ﬂé [31],

b. EHEATT

BHEA 7 TIZOWTE, BSTAct ITHY AL H ATV % IT Security Act 28 IT Security
Act 2.0 & LT, %%y HUWICSLEMBIZ K o5HEoxtG L e 95 L anTEHBY, L
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TONEBEEZGLAREMERSH D (7272 L., BERIIIEARX b0 TH S Z LITEE) (2019 4F
2 A 28 AW A [24],

® BMINEZE AL 7T7ELTERLTHDIENHH (Regulation for the determination
of critical infrastructures according to the BSI ( (KritisVO) BSI-Kritisverordnung)
[38]) # X BICE L DFEESIITILR L, RENEEAS 7 TOF L —F—L L ThH
HEINLREELGIE T 5,

® NG E, A—H—V T ITA Y= B0V T TA T = — U RRITIERT B,

@ N—KRU=xT V7 =T Fung2—Tx LTIT /O RMEZ#ET 225 2R
D

® BSIIZXLT, %27 4RO DERZIToTLMkOE=4 1 > 7 K OEIH|
DFEFICEL T, K0V ZL OB - HERZ 592 (BSTIZBEIZ —E D14 % i HEIR
EHz2HNTWDZ LICHE (BSIAct Article14) [37]), Zhuc kv BSLixH A /35—
BENOHEA T T2 RETLHEOORELZBINTELX IR LS TND
[32].

IHIT, KEBGOEEA T T DIRV—F—IRERT T A ATEZBUFIZ LT

EHIICHRE L TR WERZ 21T, BUFIZZED X 5 T8 226 L= a8 IC IS
My HEET =2 OEFEOEREZ /R LTS [33],

c. BUMNRE
BOM AR U CHr= 2 ERIE OB X 1 THRAED & 2 ARZ T Bz [29],
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7)) BERATE (S ATV T VT 7y MIE)

B3S
BAIT
BSI Act
BSZ
CC

IT

Sec LlI'ity
I
ﬂ%J)E Act

KritisVO
SigV
TKG

TR

VAIT
BaFin
BfDI

BMI
RERR BMVg
BMWi1

BNetzA

BSI

5C
BCMS
ISMS
ISP
KRITIS
R

RC

RfC

Z DAl

1) HBEATIDER

sector specific security standard

Supervisory Requirements for IT in Financial Institutions
Act on the Federal Office for Information Technology
Accelerated Security Certification

Common Criteria

Act to Strengthen the Security of Federal Information
Technology

BSI-Kritisverordnung

Signaturverordnung

Telecommunications Act

Technical Guidelines

Supervisory Requirements for IT in Insurance
Undertakings

Federal Financial Supervisory Authority

Federal commissioner for Data Protection and Freedom of
Information

Federal Ministry of the Interior, Building and Community
Federal Ministry of Defense

Federal Ministry of Economic Affairs and Energy

Federal Network Agency for Electricity, Gas,
Telecommunication, Post and Railway

Federal Office for Information Security

Cloud Computing Compliance Controls Catalogue
Business Continuity Management System

Information Security Management Systems

Internet Services Providers

Kritischer Infrastrukturen

Release

Release Candidate

Request for Charge

RAZICBITDEEA 7 T OEFIL energy. information technology and
telecommunications, transportation and traffic, health, water., nutrition 2 T finance
and insurance ® 7 3 ETH5H L SN TEY , EOFTH RKBOBERENEAETLHZ LI
F 0 BRREEREDLARLZE~DRERE S 7o b TSR IC W TEHE R O Z

& &R [351038],
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5.2.2.6.4 Evidence & OV i

a. IEEEBEITICLDRIE

Germany
February 28, 2019

1. An overview of your jurisdiction's cyber security legislation and regulations,
including both legally binding laws or non-binding guidance or principles, as they
concern network systems for the "Internet-of-Things" and/or information and

communication technology.

[Existing Legislation and Regulations/

General Remark

Cyber Security specific legislation and regulations (including both legally binding laws
or non-binding guidance or principles) are relatively rare under German law. Such cyber

security specific legislation and regulations is largely addressing cyber security aspects

of operators of critical infrastructures and online services as defined by law on a more
general level and are not directly, specifically and expressly addressing network systems

for the "Internet-of-Things" and/or information and communication technology. [1]
Irrespective thereof general cyber security aspects as those related to for the "Internet-

of-Things" and/or information and communication technology network systems might be

of relevance under further non-cyber-specific Germen law, e.g. civil and commercial law,
privacy laws etc. [2]

The summary to follow exclusively summarizes the (general) cyber security legislation
and regulations, including both legally binding laws or non-binding guidance or
principles, as they - might in terms of the specifically requested maximum broad
understanding, potentially directly or indirectly - apply for network systems for the
"Internet-of-Things" and/or information and communication technology with respect to
the respective topics to be answered. In addition it lists selected technical guidelines
published in Germany and by the Federal Agency for Information Security ("Bundesamt
fiir Sicherheit in der Informationstechnik"- hereinafter "BSI") in particular in order to
meet the request to list and name technical "standards, requirements, equipment testing
or certification system provided by the authority (potentially) applicable to IoT products
or services for government procurement”. Whether or not theses technical standards are
indeed relevant to IoT products or services for government procurement and are
exhaustively listed needs to be finally assessed by a technical expert having the

necessary skills and experience to give a final evaluation in this respect. Non Cyber-
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specific legislation and regulations are mentioned and referred to on a high level basis

as it is reasonable for the understanding of the overall legal landscape in Germany.

Cyber Security Specific Legislation and Technical Standards

a) With respect to cyber security, the Act re. the Establishment of the Federal Agency for
Information Security ("Gesetz iiber das Bundesamt fiir Sicherheit in der
Informationstechnik” hereinafter "BSI Act"), which regulates the legal bases, powers
and procedures of the BSI ), applies. The Act implements and incorporates the
regulations of the Act to Strengthen the Security of Federal Information Technology
effective _as of dJuly 25, 2015 ("Gesetz zur Erhohung der Sicherheit

informationstechnischer Systeme (IT-Sicherheitsgesetz)" hereinafter "IT Security Act")
and the Act on the implementation of Directive 2016/1148 of the European Parliament

concerning measures for a high common level of security of network and information
systems across the Union (NIS Directive) implemented on 10/05/18. [3]

In summary, the BSI Act regulates the following:
Competences of the BSI for German federal information security matters. This
particularly, but not comprehensively, includes

- the right to collect and evaluate information about security gaps and successful

or attempted attacks on the security of information technology on a federal level

and relating to federal authorities (Article 4 BSI Act),

- the authority to collect, evaluate, store, use and process protocol data as well as

data arising at the interfaces of the communication technology of the Federal
Government in order to avoid future cyber security attacks on the Federal

communication infrastructure (Article 5 BSI Act)

- that the BSI may pass on information and warnings about security gaps in
information technology products as well as harmful software to the affected

market participants or to the public. The product manufacturer must be informed

in advance; thereafter the BSI might address the public (Article 7 BSI Act), and

- the authority to develop minimum standards for ensuring the security of federal
information technology and, if necessary, to have suitable products developed and

make them available

(Article 8 BSI Act) to prevent unsuitable products with weak points or

manipulated IT components from being used in the federal administration and
in government networks.

- In order to strengthen the IT security of the federal administration, the BSI is
obliged to develop minimum standards for IT-Systems of the federal

administration (Art 8 para 1 BSIG). [4]
Main regulations of interest in the field of IT-Security. especially applying outside the
federal administration (i.e. on private operations etc.):
- Operators of critical infrastructures (as defined by law - see below) must

regularly (every two years) demonstrate to the BSI that they comply with the

state of the art in IT security, which means in particular, to take appropriate
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organisational and technical precautionary measures in order to avoid any

disruptions to the availability, integrity, authenticity and confidentiality of their

information technology systems (Article 8a para 1, para 3 BSI Act).

BSI may audit operators of critical infrastructures on its compliance with the
requirements of Art 8a para 1 BSI Act (as mentioned above; Art. 8a para 4 BSI

Act).
BSI might determine details re. (security) audits and certification allowing the
operator of critical infrastructures to prove its compliance with the requirements

of Art 8a para 1 BSI Act (as mentioned above; Art. 8a para 5 BSI Act)

Operators of critical infrastructures must report any significant IT disruption to
the BSI if such disruption can affect the availability of critical services (Article

8b BST Act).

If a critical infrastructure operator is affected by IT disruptions to be be reported,

the BSI may, if necessary, also request the manufacturers of the corresponding
IT products and systems to cooperate (Article 8b BSI Act).

The BSI is allowed to examine IT products for their security. [5]

Special requirements for providers of digital services (i.e. online marketplaces, search

engines and cloud computing services in terms of Article 2 para. 11 BST Act and Art. 4
nos. 5, 17, 18, 19 Directive (EU) 2016/1148) ("Digital Services Providers"):

Article 8¢ BSI Act requires Digital Services Providers to undertake appropriate

and proportionate technical and organizational measures to address security

risks that may affect their network and information systems and to take

precautionary measures to prevent security incidents and to minimize potential
impacts. Exceptions apply according to Article 8d para. 4 BSI Act, e.g. to small

businesses.

The measures to be taken are detailed either by implementing acts adopted by

the European Commission in accordance with Directive (EU) 2016/1148 or by

regulations of the German Federal Ministry of the Interior (Article 10 Paragraph
4 BSI-Act). In the meantime, the EU Commission has laid down such rules by

the Implementing Regulation (EU) 2018/151 as of 30 January 2018
("Implementing Regulation for Digital Services Providers") specifying the
elements to be taken into account by Digital Service Providers for managing the
risks posed to the security of network and information systems and of the
parameters for determining whether an incident has to be reported.

Significant incidents must be reported to the BSI immediately. In order to ensure

that Digital Services Providers comply with the required security standards,

Article 8c and 8e authorizes the BSI to take investigative and intervening

measures (e.g. to report on technical improvements or to direct the service
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provider to take additional measures). [6]

For additional requirements re. telecommunications and telemedia services, see also

Section 1 lit. b) and c¢) below. Besides, the BSI has published hundreds of pages of

technical guidelines which (might potentially) apply o. cyber security of networks,
security standards and information on certification, attestation and labelling [7], such

as-:

BSI Technical Guidelines: The BSI Technical Guidelines address all players

involved in the installation or safeguarding of (general) IT-systems. They

complement the technical test specifications of the BSI and provide criteria and

practices for conformity evaluations ensuring the interoperability of IT security

components as well as the implementation of defined IT-security requirements.
(8]

KRITIS sector specific security standard (B3S) for data centres, server farms and

content delivery networks: With the industry specific security standard (B3S) for

data centres, server farms and content delivery networks, the BSI has

determined the suitability of the first security standard for the KRITIS

information technology and telecommunications sector. The B3S "Industry-

specific security standard for IT security" is therefore considered suitable for

implementing the requirements of Article 8a para. 1 BSIG. [9]
KRITIS sector specific security standard (B3S) for food supply: With the

industry-specific security standard (B3S) for food supply the BSI has specified
the second security standard for a KRITIS industry sector. [10]

e Cloud Computing Compliance Controls Catalogue (C5): The Cloud Computing

Compliance Controls Catalogue (abbreviated "C5") is intended primarily for

professional cloud service providers, their auditors and customers of the cloud

service providers. It is defined which requirements (also referred to as controls

in this context) the cloud providers have to comply with or which minimum

requirements the cloud providers shall be obliged to meet. [11]

Cloud Certification: Certificates and attestations demonstrate evidence of the

information security standard offered by a cloud provider. The basic idea behind

certificates and/or attestations is that a cloud provider submits itself to a set of

controls and can be audited by an independent third party verifying compliance

with these controls. The audit is carried out on the basis of the audit scheme for

the certificate/attestation and the audit result is documented in a defined format.
The BSI’s Cloud Computing Compliance Controls Catalogue (C5) can be attested
via an ISAE 3000 audit which ends in a SOC 2 report in order to demonstrate

208



proof of compliance with the controls. This attestation, however, is not issued by
the BSI, but by a certified public auditor. [12]

See links in Section "References" below for further detail.

Moreover, the BSI has published several more or less specific recommendations re. cyber

security of networks, such as:

Protection of Critical Infrastructures - Basic Security Concept ("Schutz

Kritischer Infrastrukturen - Basisschutzkonzept - Empfehlungen fiir

Unternehmen’): The goal of this document is to reduce the vulnerability of

critical infrastructures to natural events and accidents as well as terrorist

attacks and criminal acts. The Basic Security Concept focuses on structural,

organizational, personal and technical protection measures and includes

respective safeguarding recommendations. [13]
Cyber Security Requirements for Network-Connected Medical Devices ("Cyber-

Sicherheitsanforderungen an netzwerkfihige Medizinprodukte’): This paper

summarizes best practices for manufacturers of network-connected medical

devices. The recommendations accompany regulatory requirements and are

intended to support implementation and maintenance at an appropriate level of

cyber security according to the current state of the art. [14]
Secure Provision of ISP-Services - Guidance for Internet Services Providers (ISP)

("Sichere Bereitstellung von ISP-Dienstleistungen - Handlungsempfehlungen

fiir Internet-Service-Provider (ISP)): Internet service providers must take

appropriate technical precautions and other protective measures in accordance

with Article 109 of the German Telecommunications Act

("Telekommunikationsgesetz"” - hereinafter "TKG"; see Article 1 lit. b) below for
further detail). In consultation with the BSI, the Federal Network Agency has

drawn up a catalogue of security requirements for the operation of

telecommunications and data processing systems as well as for the processing of

personal data as a basis for the security concept pursuant to Article 109 TKG

(hereinafter "Service Catalogue"). In order to ensure the provision of the best

possible service, various organizational measures must be implemented. The

Guidance for Internet Services Providers provides some basic recommendations

and a link to further details, in particular to the Service Catalogue. [15]
Secure Webhosting - Guidance for Webhosting Services Providers ("Sicheres

Webhosting - Handlungsempfehlungen fiir Webhoster”): This recommendation

paper is aimed to web hoster and addresses measures to improve security for web

hosting customers. It is focused on the different phases of web hosting including
basic security measures. [16]
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e Defense against DDoS attacks ("Abwehr von DDoS-Angriffen’): This

recommendation paper explains how to defend against Distributed Denial of
Service (DDoS) attacks in order to mitigate consequences of respective attacks

also in the event precautionary measures are missing or are deemed ineffective.
[17]

See links in Section "References" below for further detail.

b) Telecommunication services providers and network operators are subject to special

regulation under the TKG.

Telecommunication services providers have to implement technical measures for () the
protection of telecommunication secrecy and (ii) to prevent personal data breaches which

have to take into account the technical state of the art (Article 109 (1) TKG). [18]

Operators of public telecommunication networks and providers of publicly available
telecommunications have to implement technical measures for (i) the protection against

interferences with significant effects caused by external attacks and catastrophes and
(i1) the control of risks for the security of telecommunication networks and services. The

measure shall in particular protect against unauthorized access and have to take into

account the state of the art (Article 109 (2) TKG). According to Article 109 (4) TKG the
implemented measures have to be documented in a security concept. [19]

Article 109 (5) and Article 109a TKG contains special security incident and data breach
notification obligations to the BSI, the German Federal Network Agency for Electricity,

Gas, Telecommunications, Post and Railway ("Bundesnetzagentur fiir Elektrizitit, Gas.
Telekommunikation, Post und Eisenbahnen” hereinafter “Federal Network Agency”)

and the Federal Commissioner for Data Protection and Freedom of Information
("Bundesbeauftragter fiir Datenschutz und Informationstreiheit” hereinafter “BfDI”).
[20]

¢) According to Article 13 para. 7 of the German Telemedia Act ("Telemediengesetz",
hereinafter "TMG"), providers of telemedia services, meaning - as a rough guide -

electronic services neither being telecommunications services nor being broadcasting

services such as website operator, shall protect a telemedia service against unauthorized
use, disturbances and external attacks. Respective arrangements must comply with

technical state of the art, in particular a method of encryption recognized as being secure.
[21]

For further specification and in addition to the publications listed above, see the BSI

recommendation as to the protection of telemedia services in accordance with technical

state of the art ("Absicherung von Telemediendiensten nach Stand der Technik"). This
includes a recommendation how to operate telemedia services in accordance with
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technical state of the art to protect a telemedia service against unauthorized use,

disturbances and external attacks. [22]

d) Additional requirements (indirectly) affecting the cyber security of networks may also

apply from a sector regulatory perspective, e.g. for financial and insurance institutions.

Respective provisions do not constitute specific and detailed (technical) requirements

related to cyber security for network systems. They are more driven by general financial

regulatory means and, as such, based on an understanding of overall risk oriented
supervision by public authorities.

As part of such regulatory requirements, the German Federal Financial Supervisory

Authority ("Bundesanstalt fiir Finanzdienstleistungsaufsicht” hereinafter "BaFin") has
published a general, high-level framework of guidelines for the technical and
organizational measures of financial institutions in terms of IT management including,

inter alia, IT strategies, IT risk management, IT security management (including the
appointment of a IT security officer) and user access management. The BaFin circular

letter ("BaFin Rundschreiben”) 10/2017 as amended September 14, 2018 ("BAIT") now

also includes an additional Chapter 9 for the operation of Critical Infrastructures in

terms and for further specification of the BSI Act regarding the financial sector.
Further, we include the BaFin circular letter 10/2018 ("VAIT" in the Section

"References" below as stipulating respective requirements for insurance companies

whereas, in particular, also technical state of the art shall apply (see Section 11.4.27
VAIT). [23]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/

a) Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL establishing the European Cybersecurity Industrial, Technology and
Research Competence Centre and the Network of National Coordination Centres
(12/09/18).

b) Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on ENISA, the "EU Cybersecurity Agency", and repealing Regulation (EU)
526/2013, and on Information and Communication Technology cyber security
certification ("Cybersecurity Act") (04/10/17).

¢) An "IT Security Act 2.0" ("IT Security Act 2.0") might become subject to discussions of
legislative bodies in the upcoming months. Such IT Security Act 2.0 might particularly
contain the following according to unreliable, not official, inconsistent and vague sources:
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e extension of the German Federal Ministry of the Interior's legal regulation ("BSI-
Kritisverordnung” - hereinafter "KritisVO") to further industry sectors and

lowering the threshold for companies to be classified as critical infrastructure

operators,
e scope might be extended to the entire supply chain including manufacturers and
suppliers, and

e an obligation for providers of hard- and software to report deficiencies on IT

products. [24]

Please be aware that this is neither a trend nor a guidance and no resilient, specific
governmental discussions on such regulation are available to the public yet. Therefore,
there are no official news articles or press releases existing as to that. An update of the
IT security requirement framework is, for now, just phrased in the German
Government's coalition agreement as a (theoretical) political intention. On that ground,
one of the governmental parties published a position paper on a possibly new IT Security
Act 2.0, as the only publicly available document on that topic (see Section "References"
below).

d) According to an official press release of the German Federal Ministry of the Interior
dated August 29, 2018, the German government has decided to establish an Agency for

Innovation in Cyber Security with the purpose to finance and promote ambitious

research and development projects with high innovation in the field of cyber security.
More specific information, in particular about researches or new standards developed or

published by the Agency for Innovation in Cyber Security is not available to knowledge,

up to now. [25]

References:

e BSI Act:
https!//www.gesetze-im-internet.de/bsig_2009/BJNR282110009.html

e Implementing Regulation for Digital Services Providers:
https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32018R0151&from=EN

e BSI Technical Guidelines:
https://www.bsi.bund.de/DE/Publikationen/TechnischeRichtlinien/technischeric
htlinien_node.html
https!//www.bsi.bund.de/EN/Publications/Technical Guidelines/Technical Guideli
nes_node.html
https://www.bsi.bund.de/DE/Publikationen/TechnischeRichtlinien/traenderunge

n_node.html
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KRITIS Sector specific security standard (B3S) for data centres, server farms and
content delivery networks:
https://www.bsi.bund.de/DE/Presse/Pressemitteilungen/Presse2018/Kritis_IKT-
Sicherheitsstandard_anerkannt_20062018.html

KRITIS Sector specific security standard (B3S) for food supply:
https://www.bsi.bund.de/DE/Presse/Pressemitteilungen/Presse2018/Sicherheits
standard_Lebensmittelhandel 16052018.html

Cloud Computing Compliance Controls Catalogue (C5):
https://www.bsi.bund.de/EN/Topics/Cloud Computing/Compliance_Controls_Cat
alogue/Compliance_Controls_Catalogue_node.html

Cloud Certification:
https//www.bsi.bund.de/EN/Topics/CloudComputing/CloudCertification/CloudC
ertification_node.html

Protection of Criticial Infrastructures - Basic Security Concept ("Schutz
Kritischer Infrastrukturen - Basisschutzkonzept - Empfehlungen fiir
Unternehmen")
https://www.bbk.bund.de/SharedDocs/Downloads/BBK/DE/Publikationen/Publi
kationenKritis/Basisschutzkonzept_Kritis.pdf;jsessionid=5F43692B50A360577
B83BCAD7309E73D.1_cid345?__blob=publicationFile

Cyber Security Requirements for Network-Connected Medical Devices ("Cyber-
Sicherheitsanforderungen an netzwerkfihige Medizinprodukte”:(English
Available)
https!//www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/BSI-
CS_132E.pdf?__blob=publicationFile&v=5

Secure Provision of ISP-Services - Guidance for Internet Services Providers (ISP)
("Sichere Bereitstellung von ISP-Dienstleistungen - Handlungsempfehlungen fiir
Internet-Service-Provider (ISP)"):
httpsi//www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/BSI-
CS_114.pdf?__blob=publicationFile&v=3

Secure Webhosting - Guidance for Webhosting Services Providers ("Sicheres
Webhosting - Handlungsempfehlungen fiir Webhoster"):
httpsi//www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/BSI-
CS_068.pdf?__blob=publicationFile&v=3

Defense against DDoS attacks ("Abwehr von DDoS-Angriffen”):
https!//www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/BSI-
CS_002.pdf?__blob=publicationFile&v=3

Telecommunications Act ("Telekommunikationsgesetz":

https://www.gesetze-im-internet.de/tkg_2004/
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e Telemedia Act ("Telemediengesetz’):
https://www.gesetze-im-internet.de/tmg/TMG.pdf

e Protection of telemedia services in accordance with technical state of the art
("Absicherung von Telemediendiensten nach Stand der Technik"):
httpsi//www.allianz-fuer-cybersicherheit.de/ACS/DE/_/downloads/BSI-
CS_125.pdf?__blob=publicationFile&v="7

e BAIT:
https://www.bafin.de/SharedDocs/Downloads/DE/Rundschreiben/dl_rs_1710_ba
_BAIT.html

e VAIT:

https://www.bafin.de/SharedDocs/Downloads/DE/Rundschreiben/dl_rs_1810_vai
t_va.pdf?__blob=publicationFile&v=4

e Regulation proposal:
https://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2018:0630:FIN:EN:PDF

e Proposal on "Cybersecurity Act":
https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52017PC0477R(01)&from=D

e Position paper of the SPD parliamentary group in the Bundestag on an IT
Security Act 2.0:
httpsi//blogs.spdfraktion.de/netzpolitik/files/2019/01/IT-Sicherheitsgesetz-
2.0_DigitalesImmunsystem.pdf

e Press release of the German Federal Ministry of the Interior dated August 29,
2018 as to establishment of an Agency for Innovation in Cyber Security
https!//www.bmi.bund.de/SharedDocs/kurzmeldungen/DE/2018/08/cyberagentur

html

2 Details of your jurisdiction's cyber security-related regulations relevant to
procurement of goods in the following sectors

(a) Government (national security, defense, police, fire station, tax, academic research,
etc.)

[Existing Legislation and Regulations/

aa) No-Spy Regulation by Federal Ministry of the Interior: During tender procedures
bidders must make declarations that they and their products will not conduct secret

transfers of confidential data to foreign intelligence services. [26]
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bb) The BSI may provide technical guidelines to be considered by federal authorities

when assessing the suitability of bidders and IT products in the context of procurement
tenders (Article 8 para. 2 BSI Act). [27]
According to documents accompanying the legislation procedure (cf. BT-Drs. 16/11967,

p. 16), these guideline are intended to provide authorities handling procurement
processes with information on how to develop and formulate suitability and performance
requirements depending on the purpose of the information technology and appropriate
to the involved risks. Any such guideline shall not affect other general and non cyber
specific public procurement laws, especially the provisions of the Act against Restraints
of Competition (“Gesetz gegen Wettbewerbsheschrinkungen”, hereinafter “GWB”).

To our knowledge, no special procurement guidelines have been issued by the BSI to

date. Further it is unclear to which extent the public authorities shall adhere to the

general technical guidelines (see references in Section 1 of this document above) in the

context of public procurement procedures. [28] It is also unclear whether or not Article 8

para. 2 BSI Act refers to special suitability requirements of the bidder (“besondere
Eingungsvoraussetzungen des Bieters’) in terms of the Ordinance on the Award of
Public Contracts (“Verordnung tiber die Vergabe dffentlicher Auftrége”, hereinafter
“VgV7).

In response to a provisional inquiry about that questions and whether or not additional
special procurement guidelines have been issued or are currently being worked out, the
BSI did not provide any information but stated that this would require a specified

written request.

cc) Irrespective of the aforementioned criteria, the issuer of a request for proposal is
also free, but not requested by law, to request that the bidders' proposal complies to
additional case-specific technical and security requirements. If a bidder does not
comply with such requirements, the bidder can be excluded from the further tender
procedure. Furthermore, of course, the requirements of the statutory provisions (e.g.
the GWB and the VgV) are to be observed, e.g. specific requirements for electronic
communications are to be considered (Article 9, 19 and 53 VgV). Please note that these
requirements are not cyber or network security specific characteristics, but part of the

respective tender conditions.

[Forthcoming Legislation and Regulations and Discussions on Future Trends/
There is no forthcoming regulation or discussions. [29]

References:
https://www.bmi.bund.de/SharedDocs/kurzmeldungen/DE/2014/08/no-spy-erlass.html
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http://dip21.bundestag.de/dip21/btd/16/119/1611967.pdf

(b) Critical infrastructure (telecommunication, electricity, transport, etc.)
[Existing Legislation and Regulations/

There is no cyber security-related specific to procurement of goods. General reporting

obligations already elaborated in section 1 a) above. [30]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/

Interior Minister Horst Seehofer wants to implement a law that IT products sold in
Germany need a certification stamp issued by the bureau of IT security (Bundesamt fiir

Sicherheit in der Informationstechnik). [31]

BSI will also be given more responsibilities in monitoring and fining agencies that violate
security measures. This agency will also be able to add more stipulations to protect

critical infrastructure from cyber-attacks. [32]

Because most operators of critical infrastructure do not regularly report any suspicious

online behavior, the government wants to create a shared databank which would
automatically inform the government of any attacks. [33]

Also, See Section 1 ¢) above.

¥ ZH 5T, https//www.tagesschau.de/inland/it-sicherheit-111.html% JtIZFoH S 7=
HOT, ZOFFEONENITIE. Section 1M Forthcoming Legislation, )IZE & LTV
ZIT Security Act 2.0 D N IEIZ T eiimF 2t L7 b D Th D, F7o, BSIAct
Section 140 F T, BEICBSIE—EDEIGE2FITHEIREZ 52 b T\,
(https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/BSI/BSI_Act_BSIG.pdf?_blo
b=publicationFile&v=4),

References:
News Article from tagesschau.de (German National news agency) 2/22/2019

https://www.tagesschau.de/inland/it-sicherheit-111.html

3 The definition of Critical Infrastructure in your jurisdiction and list all the

infrastructure falling into the scope of the definition.

According to Article 2 (10) of the BSI Act critical infrastructure shall mean
facilities, equipment or parts thereof that are both:

e part of the sectors energy, information technology and telecommunications,

transportation and traffic, health, water, nutrition, and the finance and

insurance industries and

e are of high importance to the functioning of the community since their failure or
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impairment would result in material shortages of supply or dangers to public

safety. [35]

a) The critical infrastructure sectors as referred to in the BSI Act are defined in detail
by the German Federal Ministry of the Interior by legal regulation ("BSI-
Kritisverordnung”), as follows:

e Energy: Supply of electricity, gas, motor and heating oil, district heating
e Water: Supply of drinking water, wastewater disposal
e Nutrition: food supply

e Information technology and telecommunications: audio and data

communications, data storage and data processing, including cloud services
providers

e Health sector: inpatient medical care, the provision of directly life-supporting

medical devices, that are consumer goods, the provision of prescription
pharmaceuticals and blood and plasma concentrates for use in or on the human

body, laboratory diagnostics

e Finance and insurance: cash supply, card-based payment transactions,
conventional payment transactions, the clearing and settlement of securities and
derivatives transactions, Insurance services.

e Transport and traffic: public provision of services for the transport of persons and

goods

b) Whether or not a facility, equipment or part thereof is deemed to be of high
importance to the functioning of the community as mentioned in number 2 above,
specific thresholds set out in Annexes 1 to 7 of KritisVO apply and result from the
calculation methods also stated therein.

References:

https://www.gesetze-im-internet.de/bsig_2009/BJNR282110009.html (BSI Act, see
Article 2 (10) )

https://www.gesetze-im-internet.de/bsi-kritisv/BJNR095800016.html (KritisVO)

4 In Germany, is there any case or precedent of prosecution or prohibition by the public
authorities in connection with (i) the government procurement, (ii) procurement of
telecommunication or other critical infrastructure or (iii) equipment or services for
consumers? If yes, please provide brief description of each case with relevant sources.

No official statement available, but consider discussions on European Commission level

as to exclusion of Chinese telecommunications providers from 5G network development
activities due to security concerns as to network components. [36]

References:
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https://uk.reuters.com/article/uk-usa-china-huawei-tech-europe/eu-considers-proposals-
to-exclude-chinese-firms-from-5g-networks-idUKKCN1PO2MJ

b. {EEFHHTICLDREIZLSOFEHRY —=

® BSIAct [37]:

v’ httpsi//www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/BSI/BSI_Act_BSIG.p
df?__blob=publicationFile&v=4

® KritisVO [38] :

v’ httpsi//www.bsi.bund.de/DE/Themen/Industrie_ KRITIS/KRITIS/ITSiG/Neureg
elungen_KRITIS/B3S/b3s.html

® (C5[39]:

v’ httpsi//www.bsi.bund.de/EN/Topics/CloudComputing/Compliance_Controls_Ca
talogue/Compliance_Controls_Catalogue_node.html

v’ httpsi//www.bsi.bund.de/EN/Topics/CloudComputing/Compliance_Controls_Ca
talogue/FAQ/FAQ_Audit_Report_node.html

v’ httpsi//www.bsi.bund.de/EN/Topics/CloudComputing/Compliance_Controls_Ca
talogue/FAQ/FAQ_Requirements_node.html

® Cloud Certification [40]

v’ httpsi//www.bsi.bund.de/EN/Topics/CloudComputing/CloudCertification/Cloud

Certification_node.html
® BSI-Standards [41]

v httpsi//www.bsi.bund.de/EN/Publications/BSIStandards/BSIStandards_node.h
tml

v’ httpsi//www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStan
dards/standard_100-1_e_pdf.pdf?__blob=publicationFile&v=1

® IT-Grundschutz Certification [42]

v’ httpsi//www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/BSIStan

dards/standard_100-2_e_pdf.pdf?__blob=publicationFile&v=1
® Minimum Standards [43]

v’ httpsi//www.bsi.bund.de/EN/Topics/Minimum_Standards/Minimum_Standards
_node.html

v’ httpsi//www.bsi.bund.de/EN/Topics/Minimum_Standards/FAQ_MST_EN/FAQ_
MST_EN_node.html#faq12012696

v’ httpsi//www.bsi.bund.de/DE/Themen/StandardsKriterien/Mindeststandards_B
und/Mindeststandards_Bund_node.html

® IT Grundschutz [44]

v httpsi//www.bsi.bund.de/EN/Topics/ITGrundschutz/itgrundschutz_node.html

v’ httpsi//www.bsi.bund.de/cln_174/DE/Themen/ITGrundschutz/itgrundschutz_no
de.html

® Zer—ti—fi-zie-rung nach CC [45]

v https//www.bsi.bund.de/DE/Themen/Zertifizierungund Anerkennung/Produktz
ertifizierung/ZertifizierungnachCC/ZertifizierteProdukte/Betriebssysteme/Bet
riebssystem_node.html

v httpsi//www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/ZertifizierungnachCC/zertifizierungnachcc_node.html;jsessionid=
B88A0848BE5C85272CD3994EK69C96418.2_cid360

v’ httpsi//www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Zertifizierung/Interpr
etationen/AIS_32_pdf.pdf?__blob=publicationFile&v=2

v’ httpsi//www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/ZertifizierungnachCC/Antraege/antraege_node.html
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v

https://www.security-insider.de/produkte-nach-common-criteria-cc-
zertifizieren-a-343441/
http://www.gesetze-im-internet.de/bsi-kostv_2005/anlage.html

7 A 3 & v v — :
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Stellen/I
TSEC_CC/CC_Liste/CC_Liste_node.html

B Ak e H :
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/ZertifizierungnachCC/ZertifizierteProdukte/zertifizierteprodukte
_node.html

® Be—statingung SigG [46]

v

v

v

https://www.bsi.bund.de/DE/Themen/Zertifizierungund Anerkennung/Produktz
ertifizierung/BestaetigungnachdemSignaturgesetz/ListebestaetigterProdukte/l
istebestaetigterprodukte_node.html
https://www.bsi.bund.de/DE/Themen/Zertifizierungund Anerkennung/Produktz
ertifizierung/BestaetigungnachdemSignaturgesetz/bestaetigungnachdemsigna
turgesetz_node.html;jsessionid=3F12356B82F84DAE84E47A6CCF175667.1_c
1d351
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/BestaetigungnachdemSignaturgesetz/bestaetigungnachdemsigna
turgesetz_node.html;jsessionid=3F12356 BR2F84DAE84E47A6CCF175667.1_c
1d351

7 A ) & Vg v — :
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Stellen/I
TSEC_CC/CC_Liste/CC_Liste_node.html

Fith AlE il i :
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/BestaetigungnachdemSignaturgesetz/ListebestaetigterProdukte/l
istebestaetigterprodukte_node.html

® Zer—ti~fi-zie-rung nach TR [47]

v

v

v

v

v

v

v

v

https://www.bsi.bund.de/DE/Themen/Zertifizierungund Anerkennung/Produktz
ertifizierung/ZertifizierungnachTR/ZertifizierteProdukte/zertifizierteprodukte
_node.html
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/ZertifizierungnachTR/ZertifizierteProdukte/zertifizierteprodukte
_node.html
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/ZertifizierungnachTR/Pruefbereiche/Pruefbereiche.html
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/ZertifizierungnachTR/Pruefstellen/Pruefstellen_Auditoren_node.
html
https://www.bsi.bund.de/DE/Publikationen/TechnischeRichtlinien/technischeri
chtlinien_node.html

https://www.bsi.bund.de/EN/Publications/Technical Guidelines/Technical Guidel
ines_node.html
https://www.bsi.bund.de/DE/Publikationen/TechnischeRichtlinien/traenderung
en_node.html

7 A ) & v v — :
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/ZertifizierungnachTR/Pruefstellen/Liste_TR-
Pruefstellen/Liste_ TR-Pruefstellen_node.html

VAR A S «( % = n % ) :
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz

219



ertifizierung/ZertifizierungnachTR/Pruefstellen/Pruefstellen_Auditoren_node.
html

v o AlE il i :
https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz
ertifizierung/ZertifizierungnachTR/ZertifizierteProdukte/zertifizierteprodukte
_node.html

BSZ [48]
v’ httpsi//www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/Produktz

ertifizierung/Beschleunigte_Sicherheitszertifizierung/BSZ_node.html
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5.2.2.7 AUx—T

5.2.2.7.1 [EELTORKHZMRI (FL0D)
AT x—TF OBERENNOMEL R 526 12777,

# 526 AU x—7 OBURENN (L)
7 = 7 mE ]
EETRIN 2016 fEICEZE YA N—t X2 U T HIgEE AFK, A —kF
KT = 7‘45@1K@§b%ﬁ§ﬁiﬁA&)’Cb‘é FEARMIZIE, EU k/@jt
- A %2 D Tt & i, EU 1281 5 GDPR/NIS 54
v = —7 VENIEICHAAE N,
NIS #5452 #A A AT EWNEE Lag (2018:1174) (CCEEA V7
THRMEEEICHT 22U T 0 B T U P ERERD
EHEL TS, BEA 7 FRIEEEIITI TV — 2 H
¥(FELEENTEBEY, Y—ERRIHEHT Ry b U — 7 /1
VAT LADEF YT AR ARSI TND
EU 85 Z EWNIEITHAAL SR LT D, 2&I~?V®§é
REEEOFHEICE TS 7 vt 2/ — L% T, Protective
Security Act (2018:585) IZFE# STV, Z O CTEUFHE
WD X 2 VT 4 REOFEEMLEF 2 U T 4 JROFHH -
Fhiz KD TWD,
FORIE/ FRIE 20 =—7 CEEAE T OMILEER CSEC 23 ER5IZE4 5 IT B
il WY AT LOFRFEEIT> TN D,
EBE R T O SDPA 23ME N iRE 2 % EARL T D SCCA
MTTRRPALDLEDORHE, BEA V7 TFEREOEX 2 T 4
A RELFEE LD, EHFER T CHEHRELY =725 SDMA
il Fo> CSEC MEBLIZEET 5 IT B S 27 AOFEGEAE £ LT
W5,
% EU ® GDPR X° NIS f§4%., EU OfEKicih>TEx=2 U7 «
il LT <, 2017 4 12 H ;xv1—7n¢M%§A*%¢Wt
# [Resilience The total defence concept and the development
of civil defence 2021-2025] (2T, A "\—&x =2V 7 (T T
% N7 % T, BALE B ORI 705 A AN — B BRI KHLT 5 72 D
AR “*ﬁﬁéhfb\
HEA 77 | EUDHKRICH>TEY, fﬁ#ﬁﬁﬁo?‘:@]%&iﬁ%ﬂiﬁb\o
DYEMIE
U [N

HEALTT
DL

i

%
A

N
=N

SN !

AT x2—TF T, 2016 FRIZEFE YA N—t X =2 U T 1 I (Anational cyber security
strategy) WARIND%E, A "=t X2 VT 4 5LOEBNE N A DTS, EUICE
WTC A N F 2 U T 4 OIIEITHON TV DE) X I/ HE T 2018 4 5 A2 GDPR
M, 20188 AIZITEU @ T3y NU—7 LiEHREXx =2 U7 145 (NIS S AEN
DERELE LT ARG TWS, £z, IT T A7 ABEOFAEES & LTk, &
]731“—74 »/li‘:”sjj’é AIA—Fa)in*%%Bg CSEC NFFEEAT > W5,

BEEA 72OV T, Bl X 512 2018 4F 8 HIZ NIS 54 & ENOEREICE Y A
I, BEA VT THREFEDRES N, T VXN —ERFEFITONTUL, IEETIERL
ZHOIF TR IAEN TV D, F 72,54 Forordning (2018:1175) TEE A > 7 7 FH¥EH |
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TIUANY—ERFEFIRE SN, FREX 2V T DY RTEROA 0T
v FOWERE, 2. ThOORBZBATLHLEOFIEOMESN TN D,

BUF#REIZ OV TIE, EU 28 2014 IS8 LIZBURFHEBEIC & 2 E & At fiZe 2175 F
R L DTEICBT D F2, £ EHIEHE Lag (2016:1145), 157# Lag (2016:1146) &
L CTHAAEN TS, BEHMMEOTETH HER, - ZRMREIZET 2OV T,
BOVEA: Lag (2011:1029) A STV 5,

AT TiE, GDPR <° NIS 5852 [ENICEVIAATE Y, EU L40%2 5T
ANRN—tFx 2T LIV EA TS DL Bond, £/o, A AA—KEIZEHL TiX
S%OEICEDLEE L TR O TEY, HEICLD A NN—EF 2 U7 %K
LT, EBRBIEREMICHD LD, Flo, AVZ—FT VBNOTZRALF— - T
ZVBAFARIE, [ENO 5G R MU —IHEIZHT-Y . HEOEZL2RE OB Z 5 2
LAREMEDH D, YT T7A Y —RBEFERELHRT L ENELI LN EREF L TN D,

X 5-9 1, AV = —F U IZHT HBUFBEMM & BhEEHIELZ F LD bDTh D, &
BN X0 MRS EREOREEARE L T D (A OMEILE 5-27 2, 1EHIEE O E
3% 5-28 #&M), PTS (Swedish National Post and Telecom Agency) I£, AV =—7F >
DOEE & ELOBEIZE T DM BHIERE TH v | 12003 FEXEEIE] ZPrE T HHETH
& %, Datainspektionen (Swedish Data Protection Authority) (% Mod (1534 Ministry
of Justice) (2B T DRI CTH Y, GDPRIZHKASE | HH U AT DB T HENEHROLRHE
% T LT\ 5, MSB (Swedish Civil Contingencies Agency) X, MoD (Bif#“4 Ministry
of Defence) |ZJ& T 2B CHHROALLZ2OMRHELITV, NISHERICESEEEAS 7T
FEXEOEX 2V T 4 R#EZFEE LTS, CSEC (Swedish Certification Body for IT-
Security) 1% ISO/IEC 15408 (Common Criteria) {232\ T, IT B & A7 A0S, & o
AT LADEF2 )T I LREE EE LTV D,

fna==)
Government
Ministry of Justice Ministry of Defence Ministry of Enterprise
(MoJ) (MoD)) and Innovation
9 Swedish Data Swredish Civil Swedish Defence . o
Protection Authority Contingencies Agency | |Materiel Administration Swedﬁhugg{innﬁ)etmon
(Datainspektionan J (MSB ) (FIY)
%wedish Mational Post Swedish Certification )
and Telecom Authority Body for [T-Security Mational Agency for
(PTS) (CSEC) Public Procurement
2003 FERIEE General Data Protection ol o die o o ok
S : MNetwork and Information
R —FVIHITS Regulation Systoms
FERoRISE) (GDPR) Do
(NISTES)

ERAEHIE AN S RET 2R ETOES S
PR ARAERRE D & | CICROMERE)

X 5-9 AT x—7 OB BEREKE & BEE AT
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% 527 AU = —F BT DB AR

PTS AT = —7 v OBEME L ERE(E BT 2L HLH R,
2003 FETWEIE] 2% 5,

Mod EBAE.

Datainspektionen BT AT MBI A AEHROREL EE,

MoD Bhfi .

MSB ERFE IR T 2T, TR/ ZEORE, £-E
AT THEEREOEX 2 ) T 1 R 5 T,

FMV By i 24 v D 7 32 A FE it

CSEC ITEQ@ l:l[:l /XT-A@HL‘HE%%M

Ministry of Enterprise and | ICT R°EXUE(E /0BT 2 BURSL R A2 Ll L, EFEH

Innovation i CI B 2R,

Swedish Competition BRI = B,

Authority

National Agency for Public | B a4 17,

Procurement

% 5-28 R x—F BT B BEERE

2003 ﬁieﬁk 'fl:l {f A 17 :E"_’T Nz j’ ) %;\@113 %%/io

NIS 545 2016 4= 8 HIZ EU THIES NP A N—EF =2 U T 1
B3 515,
EINTE Lag (2018:1174) & L CTHY ALz,

GDPR 2018 =2 EU THlE S iviz, — T — X AR,
EINTE Lag (2018:218) & L THUY Avb iz,

5.2.2.7.2 XFIIRTL

a. IoT EXaU7 12k

AT x—TF T, 2016 FRIZEFE YA N—t X =2 U T ¢ I (Anational cyber security
strategy) DWAERINDHE, A X—X 2 VT 4 58{LOB X DR IAED TS, EFEYA
N—tX 2 U7 A EKOPTIX, 4%30T & 6 ROEMIELFEN RSN, BF
I T /\~“IZS\":1 U7 1 ORI T D AR DEFERY 2R B0 #L A D fifelR ] |

(o bU—2 Sl /XTA BIoEX2UT 005k, YA N—HEFEDIT A
YT v Mok, gEn, EERE ) ok (YA N—ILIRA~OBIE & xtht ) osik) . T
ik M ONREFRPE D) B r.WQ%ﬁ@ﬁﬁﬂﬁJ Thsb, EUIZBWT, A4 —kX2 U7 1D
FRALAMTOIL TV LB EIZE T 2018 4 5 A 121X GDPR 73, 2018 4F 8 A 21X NIS 5
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HiBA L LT, GDPRICED X, fﬁ?&/XT»’A BT HENEROREL EEH LTV D,

T, Av=—FT EANO IT BE#EEE, AT AOFEGEL. AV =—F CEEESINO
B ¢ & %5 FMV (Forsvarets materielverk: The Swedish Defence Materiel
Administration) WHBIZ & 2 Jh 7% ES CSEC DY LTS, REEX, FEH¥oD CC
(Common Certification) Ot X = VU7 ¢ F8iEZ1T 9, RN HOTWDFRGEREREL LT
i%. ISO/TEC 15408 ##H L T\ % (ISO/MEC 15408 XKk 6 » [E 7 #EA TRk &b CC
7uyxl Mo TR SN EAETE),
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b. HHEATT

BYEA L7 FI2HOWNWTIL, 2018 4 8 HIZ EU @ NIS 585 A ENiEMH Lag
(2018:1174) & LTHH SN, FIEAEITERE A 7 7 H¥EH (Operators of Essential
Services) DTEFRATH TRV, B A 7 THELFIT, HEORBIEIZHET 572012
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V7 4 BT 2HTETRT,

* 529 HZBOEHEx=) T 1 28BS H)T

o7 i EEA T

TARILF — Statens energimyndighet (A = —7 > = R /LF¥—]T)
A3 Transportstyrelsen (A = —7 > %38 /R))

SRITE Finansinspektionen (A7 = —7 - &RlEEREED)
LA T Finansinspektionen (A7 = —7 &l EREES)
PRBRIE I IVO (AU =—F v EFREAEER)

BRIk Livsmedelsverket (A = —7 A& §h/T)

FOHNA T T PTS (A7 = —F VB#EEXEE)T)

FIOH NP —E R PTS (AU = —F VB{HESEZ)T)
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5.2.2.7.3 S&DOIFAME

FROE S, ATz —F DY A R_R—tXxa VT 1 ICTAEEIL. EU © NIS 54
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12 AIZiE AT =—F » O#EZEE S D [Resilience The total defence concept and the
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DRFTENTWDS, £/, EICEIE, VA=t F 2V T oK KL<, EfEL
WRMEMCH D E WD, BERIZITA TV Pz R A N—[hmEkIc T 5 PHE %
10%J5K L 58 1,000 F=—rZT 55HERH D L9,

5.2.2.7.4 Evidence & OV

7)

EEL CORERZRIL (ELD)

EFH A "—tEF=U T 1 #IE (Anational cyber security strategy)

A national cyber security strategy
https://www.government.se/4ac8ff/contentassets/d87287e¢088834d9e8c08f28d0b9dd
abb/a-national-cyber-security-strategy-skr.-201617213

—fx7 — 2 1%:#HH] (GDRP (General Data Protection Regulation) (REGULATION
(EU) 2016/679) )

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN

F v hU—27 LiE#HEx =V 7 ($54 (The Directive on Security of Network and
Information Systems (Directive (EU) 2016/1148) )

https://eur-lex.europa.eu/legal-

content/ EN/TXT/HTML/?uri=CELEX:32016L1148&from=EN

Datainspektionen (Swedish Data Protection Authority)
https://www.datainspektionen.se/

MSB (Swedish Civil Contingencies Agency)

https://www.msb.se/

CSEC (Swedish Certification Body for IT-Security)
http://www.fmv.se/en/Our-activities/CSEC---The-Swedish-Certification-Body-for-IT-
Security/

PTS (Swedish National Post and Telecom Authority)

https://pts.se/

R IR

IoT % = V7 1 2fix

e Lag(2018:218)
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-
forfattningssamling/lag-2018218-med-kompletterande-bestammelser_sfs-2018-
218

HEATT

e Lag(2018:1174)
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-
forfattningssamling/lag-20181174-om-informationssakerhet-for_sfs-2018-1174

e  Organisationer som berors av NIS-regleringen
https://www.msb.se/sv/Forebyggande/Informationssakerhet/NIS-
direktivet/Organisationer-som-berors/

e Férordning (2018:1175)
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-
forfattningssamling/forordning-20181175-om-informationssakerhet_sfs-2018-
1175

227



e Lag, forordning och foreskrifter
https://www.msb.se/sv/Forebyggande/Informationssakerhet/NIS-
direktivet/Lag-forordning-och-foreskrifter/

o NIS-direktivet
https://www.msb.se/sv/Forebyggande/Informationssakerhet/NIS-direktivet/

BT AR

e  Directive 2014/24/EU

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32014L.0024 &from=SV

Lag (2016:1145)
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-
forfattningssamling/lag-20161145-om-offentlig-upphandling_sfs-2016-1145
Directive 2014/25/EU

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32014L0025&from=EN25

Lag (2016:1146)
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-
forfattningssamling/lag-20161146-om-upphandling-inom_sfs-2016-1146
Directive 2009/81/EC

https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32009L0081 &from=EN

Lag (2011:1029)
https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-
forfattningssamling/lag-20111029-om-upphandling-pa-forsvars--och_sfs-2011-
1029

AOITME

Resilience The total defence concept and the development of civil defence 2021-2025
https://www.regeringen.se/4afeb9/globalassets/regeringen/dokument/forsvarsdepar
tementet/forsvarsberedningen/resilience---report-summary---20171220ny.pdf
Sweden steps up cyber defence measures
https://www.computerweekly.com/news/450432739/Sweden-steps-up-cyber-defence-
measures
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5.2.2.8.1 [ELLTORMKHZMRI (FL0D)
4 > FOBUKEN OB E %3 5-31 IZRT,

BLK

LN

# 531 A2 RoOBSFE#E)NN (FL& D)

IoT ®&% = U7 « BhEDEMBIT EZMHEETH Y . L IT
Act X ONZAUTKES K BANC K il ST s, T, BFEIC
BT D NG WBABIR AN A 7 MR OGRS, VA
N—=tF 2T 4 BEPHEA 7 T IREH Y OB L
Frxa )T 4 BEOEHIEA TV D,

BHEA 7T
DL

WELOEERICCEHE N RO, WEHEK T, 2018 4
9 H%17® DoT guidelines (2T DoT 7 A & ¥ —IZ%f9 5 % v
N —Jgs - F—E R« V7 N =7 OfsgstEo Ny 7 K70
F v OMEREEX 2 U 7 4 LR HOHE, KOEN/ZEIC
*F USRI iG T 7 B A &7l 9 2B AT SN, BB
FClE. EXa VT 0 7 L— AU — VR BEOBIE KOS JH A
ROE - AT REFEEABE SN TN D,

BUR

TN DWW TIIBURA 20 7 FHE TS 2V b O o | [EFERLSL O
BERHEE STV D,

Public Procurement Orders (25X | MeitY 7% 2017 #(2H L
7CBE T, TR TOBUFERIC R L, BN TG S -3 3
—tXa VT R AEBERHATHAZ AL TS,

FRIE/FRE

il

HURHERE (TEC) NED 5, lEHE~DT A b L OFRGEIZ 3
5 FNE MT&CTE) 23E D Hiu T\ 5,

HHiEMIX Indian Accredited Labs (2 & - TiThi., FOHER
W2 & TEC DFREZFITT 5 (2019 4320 T & 72 0 B S
TEY ., BIGREIIERE S AR,

(ENiil

2016 4F 6 HIZiE{E IT & FiCdh - =B HEHRAEHTD (DeitY) %
¥ EF L2 E A E RS MeitY) MO OBRICHR SN -E
154 (Ministry of Communication) % H.0MZHA N—tF =2
7 A WZBHT A MR 0m XU E 0 B O it R A HEHET 5,

N
R

EXENiDpA (L

MeitY (2 & D /AR &7z Draft IOT Policy (2 > THEAig A3 #ET e,
B BB (TEPC) 1 X EF L& 2% E@ R (National Security
Advisor) (Z%F L, Huawei/ZTE %50 Fr[E {25 5L 12 S\ TEUF
Sy U= HBRTHAT L Z L2 RO, —F, WBEE
AEA (Cellular Operators Association of India) %, H[E{3¥
FIFRIZA Y v MMEZenWeB 2 TR, BERKENPLLH, X2
T A BT L TWIUT, BRI ZIATE D LORE L
LTW5,

BHEATT
DL

BEMEIICRY L, Telegraph Rules (2 & 2 B {E#as D REAM « FERE
DEAINDTETH D,

BUR

Telegraph Rules (Z7¢V >, 1815 BHE R #R O RN & OREREIRS & 7
BT DHIEOBEANTESN TS, HAROERZMD
PTLA L FBRFICE DT A B DT THEE « #EFF - BEREL TV
% F T D telegraph 1%, HrFERTIZ TEC (T & % FATREAMN & OFE
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AL D & LTEY . Gl Ak OREREIC B % 5 72 FIE
(MT&CTE) #EH T\ 5,

BIEDA » RIZBET D ToT tx =2 U7 ¢ BT 2 HHCEARITE LB ICHY | &
F/AHIE & L TiX IT Act (Information Technology Act, 2000) & ZiLiZ4it-3 < #AJ IT
Privacy Rules (Information Technology (Reasonable Security Practices and Procedures
and Sensitive Personal Data or Information) Rules, 2011), Cert-In Rules (Information
Technology (the Indian Computer Emergency Response Team and Manner of Performing
Functions and Duties) Rules, 2013) Z£23% %, ZH 5 Tk, EABHRAIE L W53

X 28X 2V T4 ~OMYEALRLEF 2V T 4 RY —DRFFES, Foh—v 27
HANA L —ERT DA T v MRAERORERGZHEL TV D,

HEA T TIZHOWTL, WEHEE BEICET 28 & 03 H 0 . WiEHE Tl 2018
# 8 H1Z DoT (Department of Telecommunications) 7>5 [ENO@EHEERYT 771 ¥ — K&
O A _7J \ZXP T DB RTET 7 AREES N TS, DoT »7 A4k v— _?GL
LT, - =B 2D A R T D720, e L O RN AT L 2 &%
BT 7‘ 'BZI“L“CL v% DoT guidelines (Minimum requirements for security policy for DoT
licensees) 73 %, B/IFEMICE LTIk, Bl 2 EBIMEH DD DEX 2V 7 4 7 L
— LU — 7 Bfige, BUFEES NLDC (National Load Despatch Centre) (2254 > 27 v

N EAEDOEARSE N HE E N TV 5 IEGC (Indian Electricity Grid Code) <> Electricity
Regulations (Central Electricity Regulatory Commission (Communication System for
inter-State transmission of electricity) Regulations, 2017) 2£723% 5,

BUFRZEIZOWTIE, A v RBEOF A N—%F 2 U7 o 8GO HHELE Public
Procurement Order (Public Procurement (Preference to Make in India) Order 2017) <°
FEICEATOHA RTA4 2 - HEHOBERENRIN TS (GFRs (General Financial
Rules 2017) . eProcurement Guidelines (Guidelines for Compliance to Quality
Requirements of eProcurement Systems) 2£73% %,

AT TR, A HRORERECEMB LR T 2R 2 & DY Rk L a HE L
721%:2 PDP Bill (Personal Data Protection Bill, 2018) 2MEHH S CTuv5b, iz IoT BY
O 7 A 2 RIS LT2BOR K2 7 kb (Draft I0T Policy (draft IOT Policy document) )
WA ENTEY Z2DOH T IoT BLEDIEAELRIME R E 2 HEE T DB D5 E . ToT A4
DA - BAZEAT D ZRRBOL, ¥Fa )7 1 - 77 A Y —ReROfetE, HNEEORS
M7 7 7 & APERENRS SN TV D, FIRFICBEEERIRICOVWTT FRELDL
THHINDHDIZHONTH, BZW?ETJ?@ MT&CTE & v 5 FNEIZHIY 34 - SWEEA 1T D
ZENEHAMNIT BN DT IE TH S (Telegraph Rules (Indian Telegraph (Amendment)
Rules, 2017) ), &l & LT, 2FfiAS Indian Accredited Labs THEE i, = DOfEEA25% 1)
T DoT N ™ TEC (Telecommunication Engineering Centre) NiZiE&1T 9, S#IDFHE T
£ 2019 1 H X VBATECTH T2, £ ORIEWINFE S, BARFIZ OV TIEAH
Th D,

4 5-111%, A > N2 2 BUNBIEsHg & BhEERE 2 £ L0 bDTH D, FHITK
0. Ak & IERIEOREMZ KRB L TV D (EEROBEEIIR 5-32 &, JEHIEOMEIIR
5-33 &), MoC (i#{F44" Ministry of Communications) (%, i#g EEHEAZEFEEL, A
v NIZRIT 5 EXEEETH 5 Indian Telegraph Act, 1885 & Telegraph Rules % & & T
W5, DoT 1%, EXUEEOHRIT G, EERHE, E%¥21T), DoT guidelines # 7 1 &
VUL EBAT T D, F£72, DoT 1% NDCP (National Digital Communications Policy,
2018) #EHTW5H, TEC (FLah = v=7 17 « ¥ H—: Telecommunication
Engineering Centre) 1% Telegraph Rules @ Fgiakii & OGRGEEEZ H1TT 5, MeitY (FET1E
A4 Ministry of Electronics and Information Technology) X34 /X"—%& %= U 7 ¢
~%fIs 21TV, NTP 2012 (National Telecom Policy, 2012) &, Public Procurement Order
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(Public Procurement (Preference to Make in India) Order 2017) #EH T\ 5, STQC
Directorate (FUBRAZEYE(L - B - WEFRAEA G Standardisation Testing and Quality
Certification Directorate) (%, BUMEBINEBRE T2 X&EHA RT7A4 0, TUXNVEHLIT

BI04 K74 %ES,. F£7- eProcurement Guidelines #E®H TV 5, & O OFHHR
ELT,. ROLDOBRH 5, Cert-In (Indian Computer Emergency Response Team) (%,

ANRN—=E X2 T L DFFITBNT, AT v MEROIE - 08T - L, HA RTA

Ve ARUA MR N—DRITEHEEAT O EFME & L THRE L T\ 5, NCIHPC (|57 # E 1

WA 7 TR ¥ —: National Critical Information Infrastructure Protection Center)
(X, HERNEHRA 7 T ORE, YA 2RI T DB~ O R E B e LT

KA ZZFEDEE %= >, NCCC ([HNW A N—F% & ¥ —: National Cyber

Coordination Center) |Z, Web b7 7 4 v 7 #5T LY A N—t X =2 U T 4 ~OE B &K

L, R EET 2 2 L TINH OBFEOEREICE DTN D,

tE

President

Yice President

Frime Minister
The Council_of Ministers

b
L |
Ministry of Communications  (MoC) ? Ministry of Electricity and Information

Technology — (Meity)

¥
icati SIS idficr Corsines MNational Critical
Department of TelecorTmunlcanons (DoT) Directorate Emergengy Prrridtar

Infrastructure
I Response Team

L Certin Protection Center
Telecommunication Engineering Centre ( NCIPC )
TEC)
(1] 2]
Indian Telegraph Act, Minimum Reguirements far Indian Telegraph Mational Digital
1885 (AR IZHIHE Secunﬁ;czg'nusnggsuf DoT (Amendgnue1n? Rules, ommunications Policy,
ESaBEE) (DoT guidelines) {Telegraph Rules) 2018 (NDCP)
Mational Telecom Public Procurement (Preferenceto Guidelines for Compliance to
Policy, 2012 Make in Inclia) Order 2017 %gfg?{ﬁeerﬁggfg”;’t‘;?nf
(NTP 2012 {Public Procurement Order) (O s o e

ERETEEE - EET S ETOES S5
EFf(India Code, BT FIEEE L UEIEEH L W 1)

X 5-11 A > ROBUSFBIERER & B k) B

F 532 A 2 RIZEIT DB REE A
MoC HWEA,
WE L WA EEET 5, 2016 4F 6 HICEHE ITERT D
B IHEWANR (DeitY) 2E FHEHREIME MeitY) 12
¥EFENn-Z & Tk s,

DoT T GE(E R,
BXUIE DR 5, EEERE, EEREIT O,
TEC TLab e T VT e,
Telegraph OF TN & OGRGEE TITT 5,
MeitY BT E

IT, =L ha=R, A ¥—Fv MEHOBIRKE,
JREL, FERSEE R L 2T, Fo, P A —kF=2 )
T4 KR EITD

2016 4F 6 HIZiE(E IT B4 T OEEHRENR (DeitY)
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NHR EIFE T,

STQC Directorate

B UE(L, - BB - SRR A,
BUFHEEIN ZEE T A RENA R T4 00, TUHINVEL
BT 254 R4 2EDTWD,

Cert-In

A~ FIZ81T % Computer Emergency Response Team,
PANR—X2 VT 4 DOFHIZBNT, AT ME
WOWUE « HT - WO, A RTA L+ AU A X=X
—DOFITEERITOEFHEA L L THIEEL T\ 5,

NCIIPC

ENTEHEBEERA 7 TR & —,

EEA L7 FREOEFZIEEBEICKEESNTHY ., &
BIERA 7 T O, A N—ZERNZEBIT DB~
OEFIERI A BE) & LIz T RA3A 208 E % o,

NCCC

ENLY A R—FfEE & —,

Web T 74 v 7B AF ¥ LAZT—X LNESIZ W
THANRN—t X2 U T 4~ LR, R EEs
HZETINDDOEBORBEREHIZED TN D

K 533 A v FIZBIT 2 BdE

Indian Telegraph Act,
1885

A RICkBT 2EXIEEE,

DoT guidelines

TA L U—IZRBMTT T D ERUE,
DoT D7 A —IZk L, Xy hUV—27kFx2VT 1 -
fFitEx= )T 0 OFEEHETML, *y bT— 7 - 0
—E R« VT N2 T OWEFHESC Ay 7 RTRF =y
NTWDZEEHRT HI-D0RET - XU & — L Dl
IR DOREAEENFRBT G TN D,

Telegraph Rules

BURHEE D MT&CTE &9 FIEIZHI Y 544l - FEREA 31T
5 2 L EFHMIT T DHIE,
HADTE I TV L @E SR O T X b R OFERERS
EERBMITLHHETHY, HHAROEREZMbDOTA K
BHFIZ L DT A/ AD T CHES - #EFRF - HERBEL TV 5
telegrapht & " D telegraph & & HITHH S D, H L
IFEHENDAIREMED & 53X TO telegraph 1X, 1
R COMRGERTC TEC 12X 25FH17 2 M R OFEREEZ 31T 5
MRS DHE LTS,

NDCP

TUBNBEYV AT LOTME, BEMER X2 T 4O
REHMELTBY, FREEBNRRXA NS T 7T 4 A
ZHVAAT TIoT - M2M 51245 X% 2T 4 7 L—A
T — 7 OMLEPEIZOW TN BTV 5,

NTP 2012

BUEROPRRD X » MU — 71BN TR R RN
MO —H LIRE O RH 2R T 272012, T TomfE
"ENT A b - RBAESNDMERHDH L LTWVD,

Public Procurement
Order

MeitY 7% 2017 FIZH L2l TlE, v A4 3 —tF 2 U7
A TSR E 7 ¥ —ThH D L DHEN G, T X TOBUFHE
Bkt L, BN TRES NI A "=k %2 U 7 ¢ 5
BT 5 2 L 28 L T\ D,

eProcurement Guidelines

MMLICERITRFO T B2 AIBNT, AL 727k
A DRELE LT 57~ OBHEENERT L& T A
RIA R, TUXNEBLIZET DA RTA U HEDT
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|5,

5.2.2.8.2 XfIIRTL

a. IoT EXx=U7 14k

AV RIZBT D 10T BX=2 U7 ¢ IZBET 2HHICERILE 2B H D . EERH
JEE LTIHIT Act & ZHUTHES S AR S S [1], IT Act TIE T A N—EF 2 U T 1|
EWVWIHIEEEL HH, R, 2 Ea—% ara—F Y= @BETNA AR KT
ORI SN TV D IE#RE, RERT 7R, i, BR, s, wE»oii#ETs 2L
ELTEHRZLTWD [2], IT Act IZES & HlE &4/ IT Privacy Rules Ti, fEAfE# %
IWELTWDLEEICH L, AENREX2 VT 4 ~OWD MADFEIT L XL SN IER
X2 VT 4R —DORFEFREMNT T D [8l, IT Act OBLUEIZHEVE% L S 7z Cert-
In (FHANRN—EFX2 VT 4 OHFIIZBNT, A>T 2 MEROIUE - 587 - HXO, A
A RTA L ARUA MR—=N—DFITEHEEITO EZFHELE LTH#iEL TS 4], £722h
H IT Act IZHSE E O HL7- Cert-In Rules (ITBW T, r—E AT /34 X — [hfp3E3E
TR H— BEIXL, AN F 2T 4 AT FOFREIZONT Cert-In
SNOBHFBHEERLTCND [Bl, 22 TOVAN—EF2 VT 447> ML IT VA
T e T —=H~DRIET 7 & A, DoS H# - DDoS K% n& £ 5 (6],

F o ERROER - HIEUAOT D iR L LT, A X —EF 2 U T 1 IZE L TV DD
BRI SRR ST D, 2014 4B IT Act IZFES X% . &7z NCIIPC & Z #ui2i%y
L. BEA U7 FEOEFZTEEEICIEESN TR, BEARERA V7 7 OR#E, 1
NR—ZZMNC BT DEEA~DOYEINERRAE B & LT RS 2Eo%&E %2 o [8l, izt
2017 & 8 HIZERY. SN 7= NCCC TiE. Web b7 7 4 v 7 B Ax v L LA X T —X LIEF]
ERAWTHAN—X2 U7 4 ~OFEERM, RWZHETLZ LTINS OFEOMR
BEIZEED TS [9], FHREIFNLW ONOBRNBEREIN TS, —2lF NCSP
(National Cyber Security Policy, 2013) TH V., TOHME LTI v— st X2y
T FEHEOESY, WICEHEA 7 T T 572D NCIIPC &g, 5871 \—&F%
2T 4 BB A0 FNERH LI A NRN—F2 )T 0 2FEET D LI L HMERREDOHE
#2235 %5 [10], Cyber Swachhta Kendra i3 NCSP @ HAJIZ# > T Cert-In 3% 7 L7
BB, BRI A N—Ta v AT AOWELTEEL TS [11], 2018 FIZBUFIZ AR
L. NDCP Tix, T VX NVBEV AT LOEMHE, BEMEENEX =2V T 1 Otz B &
LTBY, £EEEBRRRA NS T 7T 0 A0 IAALE ToT - M2M 4242 8F =2V
T AT — AT =7 ORBEHEZONTHN LN TWS [18], 2 ZFTTHEIFLSTE,
A N—H5E - FEHREX=2 U7 0 OBFEFHFIELZ BN E L7 Cyber & Information
Security Division D% & [14], YA S—HE - A4 N—F o ~DEHi% B L L7z Cyber
Crisis Management Plan K& [16], 2V A N—tx 2 U 7 ¢ HEI O L [17],
NICIZ X B0 A N—1 YV —AREFEOT Y A1 H 25 [18],

b. HEATT

A 7 TIZHOWTIE, £ TWEFEBICHBWT, DoT 1% 2018 4F 8 A1, EHNDI@EEH
WY T ITA =R ORA =T —Zxt L, BEMRTSE T 7 8 A2 28MERBIT L
[36]. F7= DoT 7% 2018 & 9 H 2317 L7z DoT guidelines Ti% DoT ® 7 A & o —ITxf
L. Xy hT—=2%8F 2T 1 - iGHEX2Y T 0 OBEFA MO, Xy U —T 8w -
—ER VT N2 T OWEFIERCN Y T RTRT = 7 ENTWND I EEMRT HI2DD
RETE « N — L ORI DR SENREMN T b Tnd [37],

F-EHEICBWTHEEIAH D . CERC IZESLTZ IEGC TiE, X TORAIEHFE
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Kizxt L, FHEMEOH 2B IMER OO, A N—2ERIICBIT 2 EEZHER L, T b%
RETHTEDODOHANRN—X a2 VT 4 7L —AT—7 OEEEHEL TS [38], £7-
Electricity Regulations Tix, CEA 2N EEHE, A X—X 2 U T o B, EHkEY
A —HBEVATLAOT 0 )L ERE - BT 5L LTHAHH [39], @EA 7T Dd
]« A - FHTIL CEAREDIEYEICHE ) Z L0, NLDC YA N—tF =2 U T 4 AL E
. BRESCTHEZELD Z EERMHESNATWDS [40],

c. BUMFE

TS DUV T, A ¥ R CIEBURFERIRCME i+ 3 — & A OB T 2 EH O H A S
—t X2 U T o HENL DS, FEIZ Ministry of Finance (2 X > THiT7341%5 GFRs,
Manual for Procurement of Consultancy and Other Services 2017 . Manual for
Procurement of Goods 2017 IZf > CEEIN TS [62], Fiz Bk X 5 izH A 3—&
X2 VT 44T 0 MEROTZO ORI Z . T TOBUFEREICEH S h 5 Fr
EDOHE L U T 5, Public Procurement Order (2555 % MeitY 23 2017 £ (2H L7
ETIE, FANN—EX 2 VT 4TI E 7 ¥ —ThH oD L DOEENL, T X TOBUFHBIC
L, ENTHEINTZYT A NN—t X2 VT o BIREZEBIERAT 22 28 LT0D
[24], ZZTCOY A X—FF =2 U T ¢ BT OEFIT Public Procurement Order (2 L5 &
fEH, i, 2 Ea—FHaR, arta—4 ) VY —X BEERELRINGITRFEI N
Az, NERT 7' A LM, BAR, WBrift, ZREEZIMEEIND Z ENORET L7120
O WAL LIV 7 by =T LI TnD [25],

Fo EROEME - HEDAMNCE, TA RTA40R0F#ER BRI TS, STQC
Directorate 7> 5 %81T S 4172 eProcurement Guidelines Tlid, AfLLERITZ D 7 m& R
IZBWT, ANA T =2T7R M A DOREFEZIET 272 OBFHEENERE T 5 & A K
TA R, TUANEBLET DA RTA L EED TS [27], FBEHEKICENT
(. NDCP & NTP 2012 T, BUERTFEROF v U — 7 (B W TEERBERCETIN 2
W B LB EBRZHERT 572012, TN TOMEERLNT A N - FRRES D MLENH
%ELTn5 [30],

5.2.2.8.3 S&DIFAME

a. IoT EXxaU7 1K

LD IoT BX = V7 4 12BT 2 Hmtk L LT, MeitY 75 Draft IOT Policy 23/ABH &
NTEBY, TOFTUTOL I REEN 2SR TWD,
® IoT (LY T U RSO IEIEBUS R ES 2 HetE 3 2 g ofaE [19]

[20]
@ EUEARAYXa VT 4LTTANY—FEROTDI0T VY =— a ViEREE [21]
® [ENA—H—IZxtT DB TET 7 & 2Pk [22]

F72 2018 7T HITIE, 2y a—~v—miTas - — R LTI Bl o E A S ik
2B 51E% (PDPBIll) Mg &L, ZOH Tl Data Protection Authority DF¢N703
HEIHh, £2OHRE LT ) BAOFIRREDCT-OOHELAFH L LHZ L, (1) HA
T OEMAESIET S, (i) BEROMTERIET 52, BHESN TS [23],

WEERIC W T, Bk Y Telegraph Rules (2 X 2 {5525 DO FEAM « ZRAEAE AT
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ETHD,

c. BUNfiHE

BORFREEIC DWW UL, B I@ 3 HEI 2 38U T Telegraph Rules (216, 1813 B E AR DO FE
i}z OFRGERUS 2 BB AT D HIEOBANTE SN TND, ZOHIEIZIBW T, AR
DEREZMHT. 42 FEFICLD T A 2 ADF THT - #FF - #86E L T 5 telegraph
EEBIEAEND, b LRI D AIREMED & 53X T D telegraph I, 1 > K TOD
E&JL‘HU TEC IZ X A FEr1HME R OGRGEE 2T AN H Y . F72 TEC 13 Z OFFl & O

ZHET 252 FIETH 5 MT&CTE #EDH TW5 [31] [51], FAiFEMIE Indian
Accredited Labs (2 X » TiThiv, ZORERICHESE TEC MPediEx %1795 [33], FFf -
AORERIEE I T E A OFHE T 2019 4F 1 H KLV A SND TEL 2 72h, £ DBIEHAFER S
. BARHNZOWTIARHTH S [60], B72AIT telegraph @ EFEIL Indian Telegraph
Act, 1885 128 % & THME - EREAST - I » ~L >k - EXA S LIRS 2 H 50 5
FRICEDERS - XE - - TOEZFIHEHINTWAS, & LUIIMEH D ATEEMER
b HYEE - SR - BHM L LITERE] LahTnd [32],

d. BHAH—E @& TIVOT VT 7~ NE)

Information Technology (the Indian Computer Emergency
Cert-In Rules | Response Team and Manner of Performing Functions and

Duties) Rules, 2013
DISHA Digital Information Security in Healthcare Act

DoT guidelines

licensees
Drgft 10T draft IOT Policy document
Policy
Electricit Central Electricity Regulatory Commission
Ly (Communication System for inter-State transmission of
Regulations

electricity) Regulations, 2017

minimum requirements for security policy for DoT

eProcurement | Guidelines for Compliance to Quality Requirements of

Guidelines eProcurement Systems
. GFRs General Financial Rules 2017
- TIEGC Indian Electricity Grid Code
IT Act Information Technology Act, 2000

IT CA Rules 92000

IT Privacy and Procedures and Sensitive Personal Data

Rules Information) Rules, 2011

NCSP National Cyber Security Policy, 2013

NDCP National Digital Communications Policy, 2018

NTP 2012 National Telecom Policy, 2012

PDP Bill Personal Data Protection Bill, 2018

Public Public Procurement (Preference to Make in India) Order
Procurement

Order 2017
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Information Technology (Certifying Authorities) Rules,

Information Technology (Reasonable Security Practices



SCM Smart Cities Mission
gil{eegsraph Indian Telegraph (Amendment) Rules, 2017
CEA Central Electricity Authority
CERC Central Electricity Regulatory Commission
Cert-In Indian Computer Emergency Response Team
DoT Department of Telecommunications
MeitY Ministry of Electronics and Information Technology
NCCC National Cyber Coordination Center
HELTRER NCIIPC National Critical Information Infrastructure Protection
Center
NIST National Institute of Standards & Technology
NLDC National Load Despatch Centre
TEC Telecommunication Engineering Centre
TEPC Telecom Equipment and Services Export Promotion

AISEP
GeMI

Council
Australasian Information Security Evaluation Program
Government e-Marketplace

e. HEALTIOER

2B, A 2 RIZBIT 5 critical infrastructure D EFEIZ OV T, EEK NEIUTHES < B
R TIIREN TR [47]128  NCSP R Z AU FE SV CTHAT & 7218 F0 Tl eritical sectors
& LT, finance/banking, defence, energy/power, transportation, telecommunication
NET HNTWD [48], F7- IT Act Tl critical information infrastructure D EFHE % .
THEFE T I TR S VT BRICE R O L2, B3, AREED LTZeET R\ IELa v
Ea—XEEL LTS [49],

5.2.2.8.4 Evidence & OV

a. IEHEFEBATICLDREIE

INDIA
December 26, 2018

1.An overview of your jurisdiction's cyber security legislation and regulations,
including both legally binding laws or non-binding guidance or principles, as they
concern network systems for the "Internet-of-Things" and/or information and

communication technology.
[Existing Legislation and Regulations/

The laws pertaining to cyber security in India, are at a nascent stage and the only

significant legislation is the Information Technology Act, 2000 (“IT Act”) and the
rules framed thereunder. [1] The IT Act has defined “cyber security” to mean
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protecting information, equipment, devices, computer, computer resource,

communication device, and information stored therein from unauthorised access

use, disclosure, disruption, modification or destruction.36 [2]

The Information Technology (Reasonable Security Practices and Procedures and

Sensitive Personal Data or Information) Rules, 2011 (“IT Privacy Rules”) formulated

pursuant to the IT Act, mandate that every corporate entity (or a person on its

behalf) collecting personal information, including sensitive personal information

shall implement reasonable security practices and procedures and have a

comprehensive documented information security policy containing managerial,

technical, operational and physical security control measures. [3] Any such corporate

entity should implement either IS/ISO/IEC 27001 standard or the codes of best

practices for data protection other than IS/ISO/IEC of any industry association or an
entity formed by such an association approved and notified by the Government of

India.

The Government of India has formed various agencies under the IT Act and has

taken various measures for preventing cybercrime in the country.

The Indian Computer Emergency Response Team (“Cert-In”) formed pursuant to the

provisions of the IT Act, serves as the national agency for performing the following

functions in the area of cyber security:37

(a) collection, analysis and dissemination of information on cyber incidents;

(b) forecast and alerts of cyber security incidents;

(c) emergency measures for handling cyber security incidents;

(d) coordination of cyber incidents response activities;

(e) issue guidelines, advisories, vulnerability notes and white papers relating to

information security practices, procedures, preventation, response and reporting of

cyber incidents; and

() such other functions relating to cyber security as may be prescribed. [4]

The Information Technology (the Indian Computer Emergency Response Team and

Manner of Performing Functions and Duties) Rules, 2013 (“Cert-In Rules”) framed

under the IT Act imposes mandatory notification requirements on service providers,

intermediaries, data centres and corporate entities, upon the occurrence of certain

“cyber security incidents” within a reasonable time of occurrence or noticing of such

incident. [5] “Cyber security incidents” have been defined to mean any real or

suspected adverse events, in relation to cyber security, that violate any explicitly or

36 See Section 2(1)(nb) of the IT Act
37 See Section 70B (4) of the IT Act
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implicitly applicable security policy, resulting in: (a) unauthorised access, denial or

disruption of service, (b) unauthorised use of a computer resource for processing or

storage of information, and (c) changes to data, information without authorisation.38
The occurrence of the following cyber security incidents should be mandatorily

reported to the Cert-In under the Cert-In Rules39:

(a) Targeted scanning/probing of critical networks/systems;

(b) Compromise of critical systems/information;

() Unauthorised access of IT systems/data;

(d) Defacement of website or intrusion into a website and unauthorised changes

such as inserting malicious code, links to certain external websites etc.;

(e) Malicious code attacks such as spreading of
virus/worm/Trojan/Botnets/Spyware;

®) Attacks on servers such as database Mail and DNS network services such as

Routers;

(2 Identity thefts, spoofing and phishing attacks;
(h) Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks;

® Attacks on critical infrastructure, SCADA Systems and Wireless networks;
and
® Attacks on applications such as E-Governance, E-Commerce etc. [6]

The service providers providing services to government departments and agencies
(Central, State, Union Territories and Municipal Corporations) under contractual

agreement had sought clarification on their role in notifying the security incidents to

Cert-In. Cert-In noted that under the standard terms of contract signed between the

government departments and the service provider for services, it is the responsibility

of primary owners to formally notify the security incidents to government

department and agencies, and not the service providers who provide services under

contractual agreement, and has therefore clarified that it is only the primary

security owner (i.e. Central, State, Union Territories and Municipal Corporations)

and not the service providers which are required to report incidents directly to Cert-
In.4o [7]

The National Critical Information Infrastructure Protection Centre (‘NCIIPC”) is an

organisation of the Government of India created under Sec 70A of the IT Act,

38 See Rule 2(h) of the Cert-In Rules
39 See Rule 12(1)(a) read with the Annexure.to the Cert-In Rules
40 https!//www.dsci.in/sites/default/files/documents/resource_centre/DSCI-Communication.pdf
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through a gazette notification on January 16, 2014.41 NCIIPC is designated as the

national nodal agency in respect of critical information infrastructure protection. The

formal roles and responsibilities of the NCIIPC include inter alia,

(a) National nodal agency for all measures to protect nation's critical

information infrastructure;

(b) Protect and deliver advice that aims to reduce the vulnerabilities of critical
information infrastructure, against cyber terrorism, cyber warfare and other threats;

(c) Identification of all critical information infrastructure elements for approval

by the appropriate Government for notifying the same; and

(@ Provide strategic leadership and coherence across government to respond to

cyber security threats against the identified critical information infrastructure. [8]

The NCIIPC has defined controls for the critical infrastructure sectors to enhance

security.4?

In August 2017, the Government of India announced the National Cyber

Coordination Centre (‘NCCC”) to address various kinds of cyber security threats,

including threats arising out of misuse of social media. The NCCC scans the
country's web traffic to detect cyber security threats using metadata and various

permutations to get a situational awareness and fend off such threats in a timely

manner.43 [9]

The Government of India took the first formalized step towards cyber security in

2013, vide the Ministry of Communication and Information Technology, Department
of Electronics and Information Technology’s National Cyber Security Policy, 2013

(“NCSP”).44

The NCSP is aimed at building a secure and resilient cyberspace for citizens,

businesses and the government. Its mission is to protect cyberspace information and

infrastructure, build capabilities to prevent and respond to cyber-attacks, and

minimise damages through coordinated efforts of institutional structures, people,
processes, and technology. The objectives of the policy include creating a secure cyber

ecosystem, compliance with global security standards, strengthen the regulatory

framework, creating round the clock mechanisms for gathering intelligence and

41 G.S.R. 19(E), dated January 16, 2014 published in the Gazette of India, Extra., Pt. II, Sec 3@), No.
15, dated January 16, 2014.

42 https://nciipc.gov.in/

43 https:/timesofindia.indiatimes.com/india/govt-sets-up-cyber-coordination-centre-to-address-cyber-
security-threats/articleshow/63614415.cms

44 Notification on National Cyber Security Policy 2013, dated July 2, 2013 issued by MeitY,
Government of India,
http://meity.gov.in/sites/upload_files/dit/files/National%20Cyber%20Security%20Policy%20%281%29.p
df
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effective response, operation of a National Critical Information Infrastructure

Protection Centre for 24X7 protection of critical information infrastructure, research

and development for security technologies, create a 500,000 strong cyber security

workforce, to provide fiscal benefits to businesses for adopting cyber security

practices, to build public private partnerships for cooperative cyber security efforts.
[10]

To combat cyber security violations and prevent their increase, Cert-In launched

3

Cyber Swachhta Kendra’ (Botnet Cleaning and Malware Analysis Centre) a new

desktop and mobile security solution for cyber security in India. The ‘Cyber

Swachhta Kendra’ (Botnet Cleaning and Malware Analysis Centre)*> was set up in

accordance with the objectives of the NCSP, which envisages creating a secure cyber

eco-system in the country. [11] This centre operates in close coordination and

collaboration with internet service providers and product/antivirus companies. It
functions to analyze BOTs/malware characteristics, provides information and
enables citizens to remove BOTs/malware and to create awareness among citizens to

secure their data, computers, mobile phones and devices such as home routers.

In 2015, the Government of India launched the Smart Cities Mission (“SCM”) with

the stated purpose of improving the governance and infrastructural deficiencies that

plague Indian cities. Pursuant to the SCM, the Ministry of Housing and Urban
Affairs, Government of India released a model framework for cyber security in smart

cities on May 20, 2016.46 It covers the security of smart cities across different layers,

namely sensor layer, communication layer, data layer and application layer. The
major guidelines include, but are not limited to:

(a) Designing a secure network architecture based on the National Institute of
Standards & Technology (NIST) reference IT architecture;

(b) Security solutions that needs to be considered while developing a smart city;

(c) Secure storage and transmission of data between different systems and

devices implemented in the smart city;

(@ Security assessment of the services before and after going live;

(e) Compliance with standards such as ISO 27001, ISO 22301, ISO 37120, ISO
3712, ISO 27017, ISO 27018, BSI PAS 180, BSI PAS 182, Protected Extensible
Authentication protocol (PEAP) and 3rd generation Partnership Project (3GPP), as

applicable;

45 https://www.cyberswachhtakendra.gov.in/
46 Cyber Security Requirement for Smart City- Model Framework issued by National Security
Council Secretariat, https://smartnet.niua.org/sites/default/files/resources/Cyber_Securitypdf.pdf

240



® Setting up of security monitoring for smart city network, devices and

sensors; and

() Reporting of security incidents to relevant bodies such as Cert-In and
NCIIPC. [12]

The Government of India has also recently approved the National Digital
Communications Policy, 201847 (“NDCP”). The mission of NDCP 2018 is, inter alia

to ensure the sovereignty, safety and security of digital communications systems in

India. NDCP also highlights the need for the formulation of security frameworks for
IoT/ M2M / future services and network elements incorporating international best

practices. [13]
In addition to the above measures, the Government of India has also taken

additional steps to prevent cyber crime in India, which include inter alia:48

(a) The Ministry of Home Affairs, Government of India has recently set up a
Cyber & Information Security Division to look into relevant matters relating to

cyber-crime & information security [14];

(b) All the new government websites and applications are to be audited with

respect to cyber security prior to their hosting. The auditing of the websites and

applications is to be conducted on a regular basis after hosting [15];

(© Government of India has formulated Cyber Crisis Management Plan for

countering cyber attacks and cyber terrorism [16];

@ Cyber security mock drills are being conducted regularly to enable

assessment of cyber security posture and preparedness of organizations in

Government and critical sectors [17]; and

(e) NIC which provides IT/E-Governance related services to Government

Departments protects the cyber resources from possible compromises through a

layered security approach in the form of practices, procedures and technologies. [18]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/

The Ministry of Electronics and Information Technology (“MeitY”) had released a
draft IOT Policy document (“Draft IOT Policy”).49 The Draft IOT Policy proposes to

47 National Digital Communications Policy 2018,
http://www.dot.gov.in/sites/default/files/Final%20NDCP-2018.pdf?download=1

48 Saving Cyber Network from Criminal threat, published by Press Information Bureau, Ministry of
Home Affairs, Government of India, http://pib.nic.in/newsite/PrintRelease.aspx?relid=177079

49 Draft Policy on Internet of Things, http:/meity.gov.in/writereaddata/files/Revised-Draft-IoT-
Policy%20%281%29_0.pdf
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appoint relevant nodal organization for driving and formalizing standards relating to
technology, process, interoperability and services like:

(a) IoT standardization

b Spectrum energy communication protocols standards

() Standards for communication within and outside the cloud.

(d International quality/integrity standards for data creation, data traceability.
(e) Standards for Energy consumption

() Device security and Safety standards (for example: Protection to humans

from EMF and other health hazards)

() Data Privacy, Data Accuracy & Integrity and Security Standards. The

privacy law to be made congruent with the evolving IoT paradigm. [19]

The Draft IOT Policy also proposes to create national expert committee for
developing and adopting globally established and interoperable IoT standards in the

country. [20] The expert committee is proposed to comprise of industry

experts/organizations in inter alia, security and privacy technologies.

The Draft IOT Policy further proposes (i) to facilitate the development of IoT

solutions with relevant changes in telecom policies for ensuring robust security and

privacy [21]; and (i) that the preferential market access will be extended to domestic

manufacturers of IoT solutions. [22] It also recognises that IoT will lead to new

systems/products/services where machine will take decision based on certain
available data and hence legal frameworks will need to be created for issues that

might arise due to IoT related product/systems/services.

On August 24, 2017, the Supreme Court of India, in the landmark case of Justice
K.S. Puttaswamy and Anr. v. Union of India and Ors30, ruled “privacy” as a
Fundamental Right essential to life and liberty, and thereby, it has been put under
the ambit of Article 21 of the Indian Constitution. In order to have an effective and
efficient data protection mechanism in India, a committee was formed which
submitted the draft bill on personal data protection to the Ministry of Electronic and
Information Technology on July 27, 2018 (“PDP Bill”)51.

The PDP Bill provides the basic elements of data protection, which will need to be
carefully fine-tuned to achieve the NDCP’s objective of ensuring security of data. As
per the PDP Bill, “Personal Data” means data about or relating to a natural person

who is directly or indirectly identifiable, having regard to any characteristic, trait,

50 (2017) 10 SCC 1
51 The Personal Data Protection Bill, 2018,
http://meity.gov.in/writereaddata/files/Personal_Data_Protection_Bill,2018.pdf
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attribute or any other feature of the identity of such natural person, or any
combination of such features, or any combination of such features with any other

information.

The PDP Bill also includes provisions to protect personal data as an essential facet of
information privacy, and provides guidelines on the data processing grounds, rights
of the data principal, penalties and exemptions, amongst other areas. The PDP Bill

provides for the establishment of a Data Protection Authority. The Authority is

empowered to: (i) take steps to protect interests of individuals, (ii) prevent misuse of

personal data, and (iii) ensure compliance with the Bill. [23]

References:
Links are provided in the form of footnotes for ease of reference.
2.Details of your jurisdiction's cyber security-related regulations relevant to
procurement of goods in the following sectors
(a) Government (national security, defense, police, fire station, tax,
academic research, etc.)
[Existing Legislation and Regulations/
Government contracts:

There are no separate cyber security regulations governing government contracts
and public procurement of goods and services in India. However, the government
has, in addition to the setting up of various agencies to monitor and advise on cyber
security incidents as stated above, also undertaken specific steps in relation to
procurement contracts which are applicable to all government departments and

public procurements in India.

Pursuant to the Public Procurement (Preference to Make in India) Order 2017

(“Public Procurement Order”)5? issued by the Government of India vide the
Department of Industrial Policy and Promotion (DIPP) Notification No. P -
45021/2/2017- B.E. - IT dated June 15, 2017 and partially modified order no P-
45021/2/2017- PP(BE- II) issued on May 28, 2018, the MeitY has issued notification

dated July 2, 2018 stating that cyber security being a strategic sector, preference

would be provided by all procuring government entities to domestically

manufactured/produced cyber security products. [24] “Cyber security product” has

been defined under the Public Procurement Order as a product or appliance or

52 Notification dated July 2, 2018 on Public Procurement (Preference to Make in India) Order 2018
for Cyber Security Products, MeitY, Government of India
http://meity.gov.in/writereaddata/files/public_procurement-preference_to_make_in_india-
order_2018_for_cyber_security_products.pdf
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software manufactured/ produced for the purpose of protecting, information,

equipment, devices computer, computer resource, communication device and

information stored therein from unauthorized access, use, disclosure, disruption,

modification or destruction. [25]

In addition to the above, India’s national public procurement portal (Government e-

Marketplace (GeM)) has tied up with original equipment manufacturers (“OEM”) of

information technology hardware and software to certify their sellers in a move to

weed out counterfeits. [26] GeM, the end-to-end online marketplace for central and

state governments, has partnered with atleast a hundred OEMs by signing
memoranda of understanding with their respective industry associations including

Nasscom and Manufacturers Association for Information Technology.53

The Guidelines for Compliance to Quality Requirements of eProcurement Systems

(“eProcurement Guidelines”) issued by the STQC Directorate set up under the

Department of Information Technology has prescribed guidelines to be considered by

government entities while issuing tender documents and for the bid process.i The
guidelines and recommended practices to be considered by the government entities,

to prevent spyware/ Trojan/ BOTS during tender process, includes, inter alia, the

manner of securing the system from injection of spyware by:

(a) Hardening of hardware and software of the entire Information Technology

infrastructure (which includes computer system, software, router, etc.);

(b) Installing anti spyware, anti-spam and antivirus software;
(c) Installation of software tools to protect the operating system from injection

of spyware and continuous upgradation of such software;

(@ The entire infrastructure needs to be secured at the perimeter level by

installing firewalls and intrusion prevention system;

(e) After installation of software and protecting by devices as the entire IT

infrastructure needs to be audited by the Cert-In which has empanelled auditors for

auditing systems from the point of view of cyber security. The system should be

audited at least once in a year and as and when the infrastructure (i.e. hardware and

software) is augmented by additions of new hardware and software;

® People operating these systems should be trained in monitoring and

detecting any intrusion in the system and network;

53 Government ties up with OEMs to weed out fakes from public procurement, dated December 11,
2018 https://economictimes.indiatimes.com/news/economy/policy/government-ties-up-with-oems-to-
weed-out-fakes-from-public-procurement/articleshow/67045786.cms
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(2) The kernel of the operating system in the IT infrastructure should be

secured first by hardening the operating system and installation of software which
protects it from the injection of spyware or any kind of intrusion; and

(h) The e - procurement system should have audit trail facilities. These audit

trails are complex but dependable. The audit trails reports provide useful

information about the instructions which take place in the system both at operating

system and application software. This information is necessary to analyze nature of

intrusion, vulnerabilities exploited and to track the perpetrators. It also helps in

taking steps in preventing future intrusion.

The eProcurement Guidelines also prescribes the guidelines pertaining to digital
signatures which state inter alia, that:

(a) any e-tendering portal to be used by the government organisation must

allow the users of the portal to use any one digital certificate/ digital signature

issued by the Certifying Authority;

(b) all digital signature certificates should be PKI based issued by a Certifying

Authority licensed by the Controller of Certifying Authorities;

(c) vendors of e - tendering portals, or tendering software, should be specifically

instructed to keep in view section 42 (1), and section 85B2(b) of the IT Act while

giving a ‘confirmation of compliance with the IT Act’;

(@ to avoid compromise of security (i.e. compromise of private key in this

context), users of an e - tendering portal should not obtain ‘pre - prepared’ digital

certificates’ through the service provider or any other source. The digital certificate

should be generated by the concerned user (i.e. the applicant of the digital certificate)

himself, preferably on his own computer, and securely stored under a password;
and

(e) the Digital Signature (i.e. Private Key) cannot be handed over by the owner

of that key to any other person. [27]

The Information Technology (Certifying Authorities) Rules, 2000 (“IT CA Rules”),

framed under the IT Act, provides for the creation and verification of a digital

signature by public key cryptography method and prescribes the use of

internationally proven encryption techniques such as PKCS#1 RSA Encryption
Standard (2048 bit, 4096 bit), PKCS#5 (Password Based Encryption Standard) etc.

for different activities associated with the Certifying Authorities in relation to the

issue of digital/electronic signature certificates.?4 [28]

54 See Rule 6 of the IT CA Rules
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IT Act states that where any law provides that information or any other matter shall
be authenticated by affixing the signature or any document shall be signed or bear
the signature of any person, then, notwithstanding anything contained in the law,
such requirement shall be deemed to be satisfied, if such information or matter is

authenticated by means of electronic signature affixed in a manner as prescribed.
[29] The digital signature can be utilized for sending and receiving digitally signed

and encrypted emails/ documents; for carrying out secure web-based transactions; in
e-Tendering, e-Procurement; filing e-documents with the Registrar of Companies and

e-filing of income tax returns and also in many other applications.
Telecommunication infrastructure:

The NDCP and also the erstwhile (Indian) National Telecom Policy, 2012 (“NTP

2012”) recognises that testing and certification of all telecom products are necessary

to ensure safe-to-connect and seamless functioning in the existing and future
networks. [30]

Pursuant to the NTP 2012, and with a cautionary approach in procurement of
telecom equipment from telecom manufacturers, the Government of India amended
the (Indian) Telegraph Rules, 1951 on September 5, 2017 to provide for mandatory

testing and certification of “telegraph”.

The Indian Telegraph (Amendment) Rules, 2017, provides that any telegraph which

is used or capable of being used with any telegraph established, maintained or

worked under the licence granted by the Government of India must undergo prior

mandatory testing and certification by the Telecommunication Engineering Centre,

DoT, Ministry of Communications (“TEC”) before sale of such telegraph in India
(“Telegraph Rules”).55 The TEC has framed a detailed procedure for mandatory

testing and certification of telecom equipment (‘MT&CTE”)36. [31] The Indian

Telegraph Act, 1885 defines “telegraph” as any appliance, instrument, material or

apparatus used or capable of use for transmission or reception of signs, signals,

writing, images, and sounds or intelligence of any nature by wire, visual or other

electro-magnetic emissions, Radio waves or Hertzian waves, galvanic, electric or

magnetic means. [32]

The testing is to be carried out by Indian Accredited Labs and based upon their test
reports, certificate shall be issued by TEC.57 [33] The Telegraph Rules mandates

DoT to take punitive action under the licence norms and also seize the equipment, if

55 Indian Telegraph (Amendment) Rules, 2017, http://tec.gov.in/pdf/Whatsnew/eGazetteNotif.pdf
56 Procedure for Mandatory Testing and Certification of Telecommunication Equipment issued by
Department of Telecommunications, Ministry of Communications, Government of India,
http://tec.gov.in/pdf/Whatsnew/Final%20MTCTE%202017%20Procedure.pdf

57 http://www.tec.gov.in/certification-approval-procedure/
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a telecom operator fails to adhere to them. The Telegraph Rules bar telecom
operators from using untested and uncertified equipment. Some important points of
the Telegraph Rules and MT&CTE are as follows:58

(a) Every OEM (Indian and foreign) and importer, who wishes to sell or import
any telecom equipment in India, must get its telecom equipment mandatorily tested
and certified by TEC and mark or affix such equipment with TEC's certification
label;

) TEC has specified certain essential requirements for various telecom
equipment, which would need to be met before TEC grants the certification. On the

other hand, the DoT is yet to specify the security requirements for equipment; and

(0 TEC's certification needs to be obtained only once for 1 (one) model of
telecom equipment. In this regard, TEC has also clarified that where equipment with
different model numbers are not substantially different from each other in respect of
communication modules/interface cards, all such models may be considered
belonging to the same family and only 1 (one) of such models (with higher

configuration) can be tested and certified.

The above measures taken by the Government of India in relation to government
contracts and procurement of telecom infrastructure applies to all departments of

the government.
[Existing Legislation and Regulations/
Please see the response above in relation to the telecommunication infrastructure.

Telecommunication:

In addition to the above, the Department of Telecommunications, Government of
India (“DoT”) has on August 28, 2018 issued a notificationii which grants

preferential market access to domestic telecom equipment suppliers and

manufacturers. [36]

On September 26, 2018 the DoT issued the minimum requirements for security
policy for DoT licensees (“DoT guidelines”)?® in furtherance of DoT's licensing
conditions issued in May/June 2011 which mandated organisational Policy for
Security and Security Management of licensees' telecom assets. The DoT guidelines
aim to ensure adequate management directions and support for security

arrangements in accordance with service continuity and relevant laws & regulations

58 Procedure for Mandatory Testing and Certification of Telecommunication Equipment issued by
Department of Telecommunications, Ministry of Communications, Government of India,
http://tec.gov.in/pdf/Whatsnew/Final%20MTCTE%202017%20Procedure.pdf

59 Minimum Requirements for Security Policy of DoT licensees dated September 26, 2018, issued by
Department of Telecommunications, Ministry of Communications, Government of India,
http://www.dot.gov.in/sites/default/filess MBBS.pdf?download=1
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and provide direction for establishment, implementation, maintenance and continual
improvement in Security and Security Management under its scope including
security requirements related to vendors' /suppliers' contracts. It states that the
security policy of DoT licensees’ will have minimum provisions which shall be
applicable for telecom networks, and systems holding customer's data including the
endpoints through which such infrastructure and information is accessible. The DoT

guidelines require Dot licensees to, inter alia:

(a) Designate a Chief Security Officer(s) for Network Security and Information

Security and define his roles and functions;

(b) Auditing their network or get the network audited from security point of

view once a year or as and when configuration of network is changed significantly;

(c) Ensure proper and effective use of encryption techniques/devices to protect

confidentiality, authenticity and/ or integrity of information;

()] Identify organizational assets including critical information infrastructure
assets and appropriate protection responsibilities;

(e) Protection of telecom assets against intrusion of malware;
® Backup policy to protect against loss of data/information;
() Ensure that the customer data/information is operated, accessed and

remains in the country at all times;

(h) To inspect the hardware, software, design, development, manufacturing

facility and supply chain and subject all software to a security/threat check any time

during the supplies of equipment as required; and

1) Have a suitable agreement with hardware/ software manufacturer/ vendors

and supplier of services to ensure that the equipment/ services/ software in the

network, have been checked thoroughly for risk and vulnerabilities, backdoors etc.

The agreement should cover aspects related to security measures like access control,

password control and management etc. Clauses addressing the service continuity

and service up gradation be included in the agreement, with consequences defined

for each party in case of breach, particularly the security breaches. [37]

Electricity:
The Indian Electricity Grid Code (“IEGC”)6° is a Regulation made by the Central

Electricity Regulatory Commission in exercise of powers of Section 79 and 178 of the
Electricity Act, 2003. The IEGC lays down the mandatory rules, standards,

guidelines to be followed by various persons and participants in power system to

60 Central Electricity Regulatory Commission (Indian Electricity Grid Code) Regulations, 2010, dated
April 28, 2010, https://powermin.nic.in/sites/default/files/uploads/Indian_Electricity_Grid_Code.pdf
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plan, develop, maintain and operate the power system. The IEGC states, inter alia

that all utilities, shall have in place, a cyber security framework to identify the

critical cyber assets and protect them so as to support reliable operation of the grid.
[38]

The Central Electricity Regulatory Commission (Communication System for inter-
State transmission of electricity) Regulations, 2017 (“Electricity Regulations”) states

that the Central Electricity Authority shall formulate and notify technical standards,

cyber security requirements in accordance with the Cyber security Policy of the

Government of India from time to time, protocol for the communication system for

Power Sector within the country including the grid integration with the grid of the

neighbouring countries.6! [39]

The Electricity Regulations also state that the:

(a) Communication infrastructure shall be planned, designed and executed to

address the network security needs as per standard specified by Central Electricity

Authority and shall be in conformity with the Cyber Security Policy of the

Government of India, issued from time to time;

(b) National Load Despatch Centre shall monitor case of cyber security

incidences and take necessary action as deemed fit; and

(c) Regional Power Committee is to ensure that third party cyber security

audits shall be conducted periodically and appropriate measures shall be

implemented to comply with the findings of the audits. The audits will be conducted

by Cert-In certified third-party auditors. [40]

[Forthcoming Legislation and Regulations and Discussions on Future Trends/
There are no forthcoming legislations, regulations or discussions in this regard.
References:
Links are provided in the form of footnotes for ease of reference.

(¢c) Equipment or services for consumers
[Existing Legislation and Regulations/
Please see the response above.

The Government of India has introduced, for good governance, efficient, transparent,

and targeted delivery of subsidies, benefits and services, the concept of assigning

unique identity numbers termed as “Aadhaar number” to individuals residing in

India. [41] The Aadhaar (Targeted Delivery of Financial and Other Subsidies,

61 See 7.1 of the Central Electricity Regulatory Commission (Communication System for inter-State
transmission of electricity) Regulations, 2017, http://www.cercind.gov.in/2017/regulation/134.pdf
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Benefits and Services) Act, 2016 provides that every resident individual shall be
entitled to obtain an Aadhaar number from Unique Identification Authority of India
(“UIDATI”) appointed by the Indian Government, by submitting his demographic
information and biometric information by undergoing the process of enrolment. The
enrolment data provided by the individual are strongly encrypted using public key
cryptography encryption (PKI-2048 and AES-256) and (2048-bit encryption).

LN 13 ”»” o«

The IT Act has defined various terms, like “computer”, “computer system”, “computer

A3 1Y

network”, “computer resource”, “communication device”, “computer source code”, etc.

and further provides for both civil and criminal penalties for unauthorised access or

use of computers, computer systems or computer networks and disclosure of data

stored therein (including sensitive personal data) by individuals and corporate

entities. [42]

The IT Privacy Rules also mandate that any corporate entity (or any person who on

behalf of such entity) collects, receives, possess. stores, deals or handles information,

shall provide a privacy policy that discloses its practices regarding the handling of or

dealing in personal information including sensitive personal data or information and
ensure that the policy is available for view by such providers of information who

have provided such information under lawful contract to the corporate entity. [43]

Such policy shall be published on the website of the corporate entity (or the person
acting on its behalf). The IT Privacy Rules require corporate entities collecting,
processing and storing personal information, including sensitive personal
information to comply with certain procedures. It distinguishes both “personal

information” and “sensitive personal information”, as defined below.

Under the IT Privacy Rules, a corporate entity must obtain the consent of the

provider of the sensitive personal data or information in writing through letter or fax

or any other mode of electronic communication regarding purpose of usage before

collection of such information and such information shall be used only for the

purpose for which it has been collected. The IT Privacy Rules also mandate the

company to require prior permission from the provider of sensitive personal data or

information before disclosing such information to any third party. [44] However,

such consent will not be required if such disclosure has been agreed to in the contract
between the corporate entity and the provider of information or where the disclosure

1s necessary for compliance of a legal obligation.

The transfer of sensitive personal data or information may be allowed by a corporate

entity (or any person on its behalf) to any other corporate entity or person in India or
in any other country that ensures the same level of data protection as provided for

under the IT Privacy Rules. Such transfer may be allowed only if it is necessary for
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the performance of the lawful contract between the corporate entity (or any person,
who on behalf of such entity) and provider of information or where such person has
consented for data transfer. Prior consent from the provider of information is also not
required for sharing such information with the Indian Government agencies
mandated under law to obtain information including sensitive personal data or
information or if disclosure is made to any third party by an order of the authority or

pursuant to the law for the time being in force.

Further, as stated above, the IT Privacy Rules, mandate that every corporate entity
(or a person on its behalf) collecting personal information, including sensitive
personal information to implement reasonable security practices and procedures and
have a comprehensive documented information security policy containing
managerial, technical, operational and physical security control measures. Any such
corporate entity should implement either IS/ISO/IEC 27001 standard or the codes of
best practices for data protection other than IS/ISO/IEC of any industry association
or an entity formed by such an association approved and notified by the Government
of India.

[Forthcoming Legislation and Regulations and Discussions on Future Trends/

As mentioned above, the PDP Bill has been introduced which aims to protect the

autonomy of individuals from data privacy violations by the state and private

entities. [45]

The draft of the Digital Information Security in Healthcare Act (DISHA)$2 was also

released in the public domain for comments. It aims to provide for electronic health
data privacy, confidentiality, security and standardization and provide for a National

Health Authority in India which shall be responsible for enforcing privacy and

security measures for electronic health data, and to regulate storage and exchange of
the same. [46]

References:

Links are provided in the form of footnotes for ease of reference.

b. EHFEFHTELIT Q&A

1. A v RIZBITF B“Critical Infrastructure”® E I 1> ?

v' Ans: The term ‘critical infrastructure’ has not been defined under Indian laws
or policies framed thereunder. [47] While the National Cyber Security Policy,

2013 refers to the term ‘critical sectors,” but the same has not been defined

62 Draft of Digital Information Security in Healthcare Act,

https://mohfw.gov.in/newshighlights/comments-draft-digital-information-security-health-care-actdisha
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3.

thereunder
(https://meity.gov.in/sites/upload_files/dit/files/National%20Cyber%20Security
%20Policy%20%281%29.pdf). The draft National Cyber Security Policy, 2013
suggests that critical sectors include finance, defence, energy, transportation
and telecommunication
(https://meity.gov.in/writereaddata/files/ncsp_060411.pdf (page 8) ). The
notification issued pursuant to the National Cyber Security Policy, 2013
mentions critical sectors to include banking, telecommunications and power
[48] (http://pib.nic.in/PressReleaselframePage.aspx?PRID=1525356).

v The Information Technology Act defines the term ‘critical information
infrastructure’ to mean the computer resource, the incapacitation or destruction
of which, shall have the debilitating impact on national security, economy,
public health or safety. [49] Please see Section 70(1) of the Information
Technology (Amendment) Act, 2008
(https://meity.gov.in/writereaddata/files/it_amendment_act2008%20%281%29_
0.pdf)

The Indian Telegraph (Amendment) Rules, 2017, provides that any telegraph
which is used or capable of being used with any telegraph established, maintained
or worked under the licence granted by the Government of India must undergo
prior mandatory testing and certification by the Telecommunication Engineering
Centre, DoT, Ministry of Communications (“TEC”) before sale of such telegraph in
India (“Telegraph Rules”). Tk 54T 5 telegraph ~D 7 A kK OGRAEIZ DU
T, ZAVTHEREEERS T B Tl e <. T CICEREA S VTV D HIE & 5 785%
TELW?

v" Ans: As per the notification dated September 27, 2018 issued by the Department

of Telecommunications, Ministry of Communications, Government of India, the
prior mandatory testing and certification of telecom equipment imported or sold
in India were to commence from January 1, 2019. However, a subsequent
notification dated December 31, 2018, states that proposal to extend the said
date of January 1, 2019 is under consideration by the Government of India and
the fresh dates shall be separately notified. We note that no fresh date has
presently been notified. Accordingly, we understand that at present, mandatory
testing and certification of telecom equipment prior to its sale or import in India,
is  not conducted. [50] Please refer to the following links:
http://tec.gov.in/pdf/Whatsnew/TECNotificationSept18.pdf ;
http//tec.gov.in/pdf/Whatsnew/TECNotification31Dec18.pdf

ZHFBIFHZEICOABEH END bOROMN? &5 WIZRH TOMEIZbEA S D
DH?

v' Ans: The Telegraph Rules state that any original equipment manufacturer /
importer who wishes to sell or import any telecom equipment in India, shall
have to get mandatory testing and certification done before sale/ import of
telecom equipment in India. The requirement for prior mandatory testing and
certification is not restricted only to government procurement but extends to
any telegraph equipment sold or imported in the Indian market. [51] Please
see Rules 529, 531, 532 and 533 of the Indian Telegraph Rules, 1951. Please
refer to the following link: http://tec.gov.in/pdf/Whatsnew/eGazetteNotif.pdf
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4.

BUFREE,/WEA 7T « BEA LT TOHE/" 2 v a—~—n g - —E X
DOFEICBN T, B E UTHE SNEFHPR SN 261322

v Ans: (1) Government Procurement: While there are no separate cyber security

regulations governing government contracts and public procurement of goods
and services in India, public procurement of goods and services in India are

largely governed by the rules and directives stipulated in the General Financial
Rules 2017, Manual for Procurement of Consultancy and Other Services 2017
and Manual for Procurement of Goods 2017, issued from time to time by the
Ministry of Finance, Government of India (“General Rules”) [52] (Please refer
to the following links:
https://doe.gov.in/sites/default/files/GFR2017 0.pdf; https:/doe.gov.in/sites/def
ault/files/Manual%20for%20Procurement%200f%20Consultancy%20and %200t
her%20Services%202017 0.pdf;
https://doe.gov.in/sites/default/files/Manual%20for%20Procurement%200f%20
G00ds%202017_0_0.pdf). The General Rules also provide for blacklisting and
temporary or permanent debarment of suppliers by the procuring government
entity in the event of breach of the contract or code of integrity, by the suppliers.
The relevant supplier may also be removed from the list of suppliers/ banned if,
inter alia, (i) the Central Bureau of Investigation/Central Vigilance Commission
/Comptroller and Auditor General of India or Vigilance Department of procuring
government entity or any other investigating agency recommends such a course
in respect of a case under investigation; (ii) due to national security
considerations as determined by appropriate agencies of Government of India;
or (iii) on any other grounds based on which the Government of India, considers
that banning is in public interest.

There have been instances wherein the procuring government entities have
blacklisted suppliers from participation in the procurement process on account
of breach of contract or failure to furnish appropriate bank guarantee or due to
corruption charges (Please see the following links:
http://dot.gov.in/sites/default/files/2018 07 13%20Circulation%20Blacklisted%
20Firm.pdf; http://www.pib.nic.in/Pressreleaseshare.aspx?PRID=1539032).
However, the local counsel is not aware of any instance wherein any procuring
government entity has debarred or blacklisted any supplier on account of breach
or threatened breach of cyber-security. [53]

(2) Procurement of Telecommunication and Other Critical Infrastructure: To
update the response provided in December 2018, the Government of India has
clarified that at present, there is no proposal before the government considering
banning telecom gear and equipment made by Huawei and that mobile
companies are free to buy equipment from any equipment maker based on their
techno-commercial interests, provided they adhere to all the security
requirements as per licence conditions (Please refer to the following news
article: https://economictimes.indiatimes.com/industry/telecom/telecom-
news/manoj-sinha-says-no-plan-yet-to-ban-huawei-telecom-
equipment/articleshow/67391143.cms).

As stated above, while there have been instances wherein suppliers have been
blacklisted on account of breach of contract or failure to furnish appropriate
bank guarantee, the local counsel is not aware of any debarment or prosecution
by public authorities in India in connection to procurement of telecom
equipment or any other critical infrastructure on account of breach or
threatened breach of cyber-security. [54]
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(3) Equipment or Services for Consumers: Under the Consumer Protection Act,
1986, the Government of India and the State Governments are empowered to
file either in their individual capacity or as a representative of interests of the
consumers in general, a complaint in relation to any goods sold or delivered or
agreed to be sold or delivered or any service provided or agreed to be provided
(Please see Section 12(1) (d) of the Consumer Protection Act, 1986). Please refer
to the following link:
http://medre.nic.in/bare_acts/consumer%20protection%20act-

1986.html# H1k149662073).

There have been cases where the government has filed complaints to the
consumer protection forum on behalf of the consumers. The local counsel has,
however, not come across any case of debarment or prosecution by public
authorities in India on account of breach or threatened breach of cyber-security
in connection to equipment or services for consumers. [55]

c. IERFHITICLDREIZELISIDOE Y —X

® Government mulls scrutiny on Huawei, ZTE for commercial 5G rollout after security
concerns: Official [56]
https://economictimes.indiatimes.com/industry/telecom/telecom-news/government-
mulls-scrutiny-on-huawei-zte-for-commercial-5g-rollout-after-security-concerns-
official/articleshow/67180409.cms

i Guidelines to compliance to Quality requirements of E-procurement Systems dated
August 31, 2011 issued by STQC Directorate, Department of Information Technology,
Ministry of Communications and Information Technology, Government of India,
http://www.egovstandards.gov.in/sites/default/files/Compliance%20t0%20Quality%20Re
quirements%200f%20e-Procurement%20Systems.pdf

i Notification dated August 29, 2018 on Public Procurement (Preference to Make in
India) Order 2018 — Notification of Telecom Products, Services or Works regarding,
issued by Department of Telecommunications, Ministry of Communications,
Government of India,
https!/dipp.gov.in/sites/default/files/Telecommunications_29082018.pdf
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