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[oT is the fundamental technology of Society 5.0. Through the connection with cyberspace
such as clouds via various networks and the collaboration with advanced knowledge processing and
analysis processing as big data, [oT devices which are embedded in the physical spaces such as
social infrastructure, industrial system, living environment and natural environment, are expected
to create various values added and services . They are also expected to bring great benefits to our
economy society.

On the other hand, the scope of the targets of cyberattacks is rapidly expanding, and attack
techniques are becoming more advanced. In addition, the risks of illegal programs being embedded,
and programs being altered in an unauthorized manner during the processes of production and
distribution of products and services, are becoming more prevalent within supply chains.

For this reason, for the purpose of protecting various IoT devices, and ensuring safety and
security in society as a whole, we are engaging to develop and verify “Cyber Physical Security
Infrastructure” which can be utilized to protect loT system/services and large—scale supply chains
including SMEs as a whole.

”Strategic Innovation Promotion Program (SIP) Phase 2 / “Cyber Physical Security” for loT
Society (hereinafter CPS Project), is working towards realization of a secure Society 5.0. The
purpose of this trend survey is to collect information and to extract issues in implementing the R&D
results in the real world in order to conduct the experimental demonstration after the next year
efficiently. The experimental demonstration involves stakeholders in the supply chains and aims to
promote their practical realization and commercialization of the R&D results.

In this survey of trend, we have conducted following three items.

1. Conduct trend survey in order to propose demonstration experiment plan
2. Propose concrete demonstration experiment plan
3. Extract issues related to the promotion of demonstration experiments and to summarize survey

results



In conducting the survey, we presented the implementation plan, and reported and confirmed
the progress of the survey to the demonstration and evaluation working group of CPS project so
that it could be used as a reference for the experimental demonstration plan.

As the construction of secure supply chains is on a way of developing and expansion, the
importance of CPS projects will be recognized increasingly further in the future. The survey of the
trends should be continued in parallel with research and development of CPS project and we will

report the issues that could the trend survey useful.
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ZOY—E REHF LT, Azure Sphere MCU {32227 OMEFIZI T RS Web (ZHERET 5, (802.11 b/g/n Wi-Fi
% SEAE)

Azure Sphere DV 2 — g9 3RO I =N KT, RS T,
OMCUIZIZAzure Sphere B EF 71T Microsoft DEF=VT ¢
T AV BRABIAEIL BHEO RN —RY =7 L — RIS, RN e
@Azure Sphere OS 1, (gL DR LAFEH L% 207 4 T R
&Y, B TEL T T NT 4 — bbb, Secured MCU J \",
(®Azure Sphere Security Service (%, devicelZ TV RDi@{EZ L, \ )
BB HIL, 775202 ) 7 A AL T 5, N P
Azure SphereDAL X7 = — AR —REFHE Lo THERIZ, TRIOIIIZ N s cmie
AET 2 —AR—=RENL, 77T RICHER LIZPCEIEL T
Azure Sphere Security Service D3 —t" 2% H| 945,
A BT 22— AR —RIZIEIMCUEAzure Sphere OSAMEHENTNB,

https://www.avnet.com/wps/portal/japan/manufacturers/microsoft/azure—sphere/attack—and-security/

PC with Azure

Azure Sphere

Interface board .
Device

Sphere tools

ek
%

[Project Sopris] 7m= 7N/ FYA 201743 B31 B
~AruV TN TIAEBE

BRE

Azure Sphere 77V 74— ADOFEERH L, ~Af7varba—TF—%F B LM EROT SAATLE LG
R CTAU 2 — Ry NI TE A I0I, EEREX 2V T4 2RI AN TR 52 L1Eh D,

Azure Sphere 77y N7 4 —LDORHL

LD N—RT =T _R—2ZD /L —]

2AGHHBE H O/ BRI 23 Ea—T 4 T R— A

3. % E ki

4.3 =R ME

5.7 EA—ZDFRF

6. T AIAE =27 ¢

1.FEEOHRE

Azure Sphere Security Service D3 2DaLR—R b~ BIHE %k 3B

LAE R — DR

2.5

3.EEFEORE

k. BEAEE 97 TR (Azure) I8 AT REZR T /S A AZ RFDlo T4 2,
<A77 OHP THEASN TODEZE — https://azure.microsoft.com/ja—jp/overview/iot /#trends
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@I 7EAzure Sphere™E A FH &L TMicrosoft 37w 2L TW\WAH DI, Starbucks Coffee 7 — A,

BUEHFROLL EOTIZT3 A KEPNZT TH1 540001522 %, JEEORESOR/MNIHHA, kb7
NEFEEEE AN 105 AL CTRE L, K2 BR<L B 1R RARH TBEL T2, [HF = — 13 Microsoft S L, ZiL
b IAzure SphereZE AL TV ZETHELE,

FIEEIIL, a—b—v s T H = TLF =R E OBERI DY TILHTEENIEREL CWD LA
BTDIENEETHD, 2R THERINTE/ OA % —F v 1oT) T/ A AIZAzure Sphered 7 7'A
FTHIET, VIV RICHH SN T NAAD~ v DA TF 2 A BT R R &2 45 L T0D,
a—b—~ U OBRER DL TV F A LR T, SRERI TOMBRRE DT —Z BUNEIND,

O~ HEWE FHERRA— I —DLEONI(LA =) 73 Azure SphereZF|HLI-AL TV 2V "NEBYV AT LADT E
ZCOMPUTEX TAIPEI 2018(6/5~9) C{T72>72,

@FL.ON |3, 2019 4 E.ON Home YVa—3ar DY) —RIZANT Tv A0 7 hedHiL, mal 25 AR O~
TDTF /XA A% Azure Sphere TIEFHEL T5,

Z O

[Azure Sphere 2% MCU]. [Azure Sphere OS]. [Azure Sphere Security Service]® 3- DD IR — R I3,
Azure Sphere D1 SDVY2—a L T—HERGESNS,

Azure Sphere MCU E5 /L MT3620AN |, 968, 203147 B THR—rENBH0SEF 2T —8 ADH
s 7LDV R —MIEEND,

MT36205
FEF b

Azure Sphereld H A&R[E N TIIMT3620B8 % %~ hE L TIHRGES LTS,

FEIN T OMRFEAM#%13¥9,800F 2%, (SKU 102991100  84.90K/L)

A2 BT 2 —AR—RL85mm x50mm x16mm, 110g

MT3620007 7V /7r— a4, Windows/ /=1 EdDVisual Studio 2017% > TR 5,

BV b R—RO#RE
?
Bl = =

kb
WiFibaseband ILMDLM
Rarom
WEFIMAC N8 core. Mailboxes

Wi-Fi subsystem TCM 128kB

ARM Cortex e-fuse
MMF core kb

Pluton security subsystem
L1cache .

Ll R m—[]
L2cache Trust Zone
256kB DMA
= [~

Application processor subsystem

x2

8

M4F core

Cortex-MAF

efuse
4kb

O

Supported Supported Not
for AT for AT and for M4 03 only currently
apps W4 apps apps supported

https://docs.microsoft.com/ja—jp/azure-sphere/hardware/mt 3620—-product-status

MT36201%. B DMediaTekt:23BH%E L7z Azure SpherextHIZFRESN7ZMCU,

MT3620121%, —7 7 AR GE2 fix K500MHz CEIfETDARM Cortex-ATA(> Fut e,

I/ OV 7Y A7 AR O K200MHz TEIET 52-DDARM Cortex-MAF 7 B2y 35 #,

EBIZ, BX 2T AEWI-FIAE L TV Ra—P =T 7V r—vavinb oS

ARM Cortex-M4F 7 vt 2L BPluton EFHEN DT 7 L AT Zidd5,

JEIREREI . GPIO, UART, 12C, SPI, 12S, PWM, ADC, IEEE802.11b/g/n(2.4/5GHz)Wi-FiZ i,

Azure Sphere OSIZ, HHLHA L AR—/LEILTHEY, Azure Sphere Security Servicel#HEEL TEX=T7 720 T 7k
T —LEAFRR T HINCEFEN T D,

Azure Sphere Security ServiceDF|ANFIHEL /25D T, THV L MBS T2 LERHDH,
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7% 3-6 PSA Certifed

LR PSA Certified
ML Arm7320194E2 H 25 HIZFEE LT IoTHE B DX 2V T 4 %4 =B SiRE T A HIE, Arm)MEE$5
[oTHESR DX 2T 47 L — AT — 7 [Platform Security Architecture (PSA) JIZHD3E  Fo 7=
0OS, TRAANBAFR SN TNDINEINEFE ZHENTANRBET D,
PSAZREIZL. Platform Security Architecture framework(PSA)?D4% B O I Certify | 123% Y,
PSAIZIZIR DAAT 7 D35,
1.Analyze  2.Architec , 3.Implement  4.Certify
HedE =R - K% | Fato64t (PSA Joint Stakeholder Agreement DL AL 73 —)
Arm (3E) 8RER%E BREY 7 My =7 [oTF Tw b7 4 — A
Brightsight (i), CAICT (#), Riscure (#), UL CK) : it REGICH 4727 ANTR
Prove&Run ({4) : ¥ 2T P2k
https://www.psacertified.org/about/who-created—-psa—certified/
e PSAZREIX. Platform Security Architecture framework(PSA)?D4& B DI Certify | 1Z7% 24,
(PSAGBE) 1/2 PSAIZIZIR DART > 7 13D,
https://www.arm.c Architect
om/why-—
arm/architecture/pl

atform—security—
architecture

Hardware & firmware

architect specifications

psacertified™

PSAFRFEIL, PSAR—ADIoTF >/ 0S,/ T /N\AAD T8O DML L7z FEAf A — 2,
3B BEDORFEL ~L 3D,
T IVF LU FEAF — AT, T AAAARA— T — RN — A — AL BE 7R
X2 T ALV ERGT DD D,

PSA Certified levels

Level 3 ?5‘0 psacertified™
Months 4]
(BAZEH) / 3 party evaluation ff
— schemes @ psacertified™
= . evel a
(FARR=2) 1o g
psacertified™
(FEAR) Level1
1 day Robustness
2HHHDFBRED DD

*PSA certified Functional APl : PSABHF AP &4~ APIHENLA FEAf
*PSA certified : BRIEMEIZRHT D3 MED X2V T4 T AR
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BkhE
(PSARRIE) 2/2

https://www.arm.c
om/why
arm/architecture/pl
atform—security—
architecture

PSA certified Functional API
F ANy Nl T A B OFRE, PSANR—ZD/Y 22— a  [ICR A RigeF 2T s HRED—E L
TZAPIEY MDY, — B LT FEN BRI CND LA RGET D,

loTHE LD EF 2V T4 P —EADIEHEALINT= T 7R AE M T 28T, BFaT 2T 7Y
r—ar BRERINCT D, Fo T _H — RTOSTUNAR — IR A— T — Tt L, T D
N=RY =T e X2 VTR E R T 572D OT AN A 5 CTAR T 5,

PSA certified

[0T7 T 7 4 —LDO—fREIR3 O DREKEEHR DO = HRIEEITD,

3ODMERLEESE : ROT (Root of Trust) /RTOS (U7 /LEZALOS) /T /34 2K

-psacertified level one

Fo T XH S OSY T T4,/ OEMBINS

EHEREX 2T OER O, BAREREEL, TAN R THRT S,

PSAT —F T/ F ¥ RHF 2 A MDI0DEF 2V T4 ET /L BEEAMH AL, B2V T MERED % @
U C— e 2 U 7 A v T 3525 HREL TS, Ty —h g m—RL Gl
AL, 7= —DOTANTRIZHIE L T HE 2 —AZ ANV DOFAEIT,

psacertified level two

Fo TR H —[T

PSA-RoTEFEENAF v 7 NDIETETEDLR AL DIRR—ZADF AT, VE—R/ T 7= 7 KRS
FTANT 2 AR N—R Y = T O R0 TE B DIRE T D UNENHH VAT AFTFIZREHS
TUW5, PSA-RoTIRE#ET 17 7 A /W% 3225 H I DOTHR R —AOFAG A E Fiv, ZOMRIRE D
FEAMIZ L0 A% — DL T EAREAS TR D,

psacertified level three

Fo T _RUH [T

PSA-RoTDFRR—ZDFAT (BEFEHT) . V7 M7 =7 B L UN—R7 = 7 HHE) SO, 720D
LoUL OB HVE LRFE AL, T ARTF ¥ 3/ BRI 2R S A7 O LY KR B B A R —
5T E,

psacertified™ psacertified” psacertified

e [oTYVa—al B3, T/ 8AAA— 7 SESEHEMIT, W R X2 T~V akio)ar
RT NAREREAL QD EWHRFEE FR L
LoTIAF DLRIRT v T LT NAADRERILFH TILZ2V Y, PSA CertifiedDRF =2 AR, B,
BLOTARAF— AL, L7 hr =/ REFUT LS TR TR D FEZMI 72D K512
BEEEN TS,

fhEFRERR Level One®#R % : Cypress. Express Logic, Microchip., Nordic Semiconductor,

Nuvoton, NXP, STMicroelectronics, Silicon Labs

Level One + PSA Functional API Certification :Nuvoton, ZAYA. Arm

Z DAt PSA Certified https://www.psacertified.org/

PSA Certified Overview https://www.psacertified.org/about/
PSA Certified: Building Trust in IoT — arm https://www.arm.com/company/news/2019/02/psa—

certified—building—trust—in—iot
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% 3-7IETF CBOR

CBOR (Concise Binary Object Representation)

IETFDART (Applications and Real-Time Area) WG CTIEHE(LNHED HIL TS, IoTHERRE 7R

VY —ATHIFINR S HEREEIME L2 T — 2 REEK, JSONT 4 —~ v e A F IR TERILZD

D, RFCT049CTHIE, BAE, Standards Track DPS(Proposed Standard) TéhA A3, BEIZ L V5o THE

IR NT =T DR T Ty T h— L0, I TR —ERZBITBloT Ry N —IH—E R X5
WIS HGRIE Y AT AR W TR FERHEA TV D,

HHEIE 1 - AT

(ETFTHE, RECHER D .0 AT T L — A KF:Center for Computing Technologies (TZD)?
Carsten BormannkX (CoRE WGP Chair Théh %)
EIDFEDOR T EORIENF LINTHEEL QOB W) LIRS 7atkifk

*CBORDAMY
1. 4"/5***‘)!\%"4%“( FICHI SN TS T — 47—~y e flcoa— T\
2. A€V, CPUNT— fiy ‘W“YZ/]\ il ‘f‘/j@j?)ZD VAT I COFETEYR—NT 5720
Tra—F /T a—F wal R NIEE AR
3. JSONERfRIC = a—RENT ‘ﬁ& I H CFRTHY | AR —~ilib e licT 2 —R
THET, N—Var 3T —a Bh B LA
4. T I B = ar B A ar I Mb, BB T —# A XD RIMELDE
xTra—F/Ta—FOa—Roar I MWEO T RLEE
5. iDL ) —Re, REDT —2%WHT 7V r—ar O 1256 M kg
6. JSSONTHOI & TOT —# &t
1. T =57 p—=<y NIIEEMEN D T B2 R
*CBORT —#7 4 —<vh
- CBORTHEBLFREZRT —#1%, BHh, /S ATV, 7FAR(ASCII, UTF-8) . Array/Map,
FEINEUR/ 2 REEHL true/false/null/undefined, B {4 B K% —@YDT —4
7 —~v et R —h
- WD 1byteNTZ R, ZFIUTHE0~N byteNFEERDEZ FH,
= % Major Type0~7DREZLBHIADHY , SHIZHKMajor Type2SiliA < 5358
Major type 0: £ 572U ¥ %k (unsigned integer)
Major type 1: <A 2¥ffi(negative integer)
Major type 2: /SA R F ¥ |(byte string)
Major type 3: 7% AN F5(text string)
Major type 4: Bt ¥(array)
Major type 5: <7 (map, JSON7=&object)
Major type 6: JEIEM DA 7L a fa. HER S0 R8E [HE /N s %
Major type 7: ¥%8/N% 5 (floating—point numbers), E{&fH. Null, Undefinedt, &

+CPU, AEVERDIIZEFHRY Y — ADIoTHEES TOMLIRITHE L CD, F-dHRY Y —RO%h M
FIRIZI A, loT@{E & A OBRICH % 575,

B /\°7<'7 RUARTRGEHAMT OR E A D HFIDO(Fast [Dentity Online) 7747 > A THaTE L
TWAFRGEICE 4 5+, COSE(CBOR Object Signing and Encryption), CTAP(Client—to—
Authenticator Protocol), CWT(CBOR Web Token)iZHFIRCAY 2—F —H D 3 AF
L a—RGFRELTCBORBE SN T,

Python, JavaZgE % 72 E3EC, Apache 2.0 ROMITT AV ADF —TF 2 ) —ADTAT TV HBIFLE
5, F7-. loTHERRIT BB R~ % (ex. AllThingsTalk) THCBORD VAR — N EA TS,

+AWS, Alibaba Cloud CODIoTMIF 757 RY—E 2T, AWSTIZMQTT. Alibaba TiZCoAP, MQTT
DM TCBOREAR DT —& &V R —hi, 728, Google, Azure TIIMQTTE VR —hLTD
M. CBORT —#ERUZ WL AR YR —h,

'FIDOwul BEE T IOV T, BAAE ., Chrome (Android& ¢) . EdgeZ D7 I ROSNST 7Y &

T3S T

'oneM2V[’C“‘62016f|58ﬂ ARV —22X0 ST FAE—ar JUZCBORDNENN

IETF RFC7049(CBOR) https://tools.ietf.org/html/rfc7049
CBOR http://cbor.io/

16



33 EBEHRMLRAIRBREEDORE

331 FARBREHRREIC@ET =/ \— b FERAE

CPS OHFFERAF A DO R « FENAEHET D 72D OF = 72 EFEEBR OGO R 21T
912D, WIERFE R ORI LB DD T T A F = — OFEEITV, /b
{E¥Z2ETr CPS O DHLKR & F2FEFEBR DO FEHi O BFHI AW B IEHRINE 21T - 7=, T
LD, EENT, 7 T4 F=— O, HFERET —~ & oM, /e
¥ E, HEWRIEAENRT L2 LT, 774 F = — 0 O—RFAEORFIKT
LY TV =X TN —TDRFHIBWTAHDOT T T A4 F = — % Hkinax  ife &
L7 R A OxI % & UTRE L, Wk ST DRI B2 DWW T, R X
BLLTEELEEY T T4 F = — Tk U THIZEIR T —~ 23R D iesBIE B 2 s L
HERTDHZLICE > TE 38 IRTHEEZEDT,

# 38V ST F=— OFEERE

YT Fz— | EVRANE | VT IATF2—DHE

> DFFH /AEEH Y VT IAF == WO b0 REBELTNDSHOD)

YT I F == DR, EVRAOTLIRE 7 u—

VT IAF = | BT TAF=—OFINE. FIHE

— VAT A | BT F o — o DEHE S E R TE R R

P7TI7AF == THREI SN TV D &5

YT IA T == DFEHa AN EZOAHEE

xaaliid

VT IAF == OREE V7T | BHEOEMRDL, 5% OFHHE

AF 2= 2RO EARROLEIL | 4774 F=—2 DI R OFE, VAT OFHE

fil R U 72 ViR
FAEFER L FTERCR OB | CPS DRR L CPS BlE~DHifF
HIHH CPS FEEEBR DT ONDBROBNINAE & 44

F 72, FIRIOEHEFAR & 72 2 kAR SIP KO CPS OiEE) A B & HFZEBHSE N A DR
MWD ERE LTE 3-9 OFR 2 L7z, (M CITnd 794 F=—12BiTd
PANR—X2 T 4 URTOEEHIVANR— T4 VD) - wx 2T 4 OEEM,EZE
RIS 272012, ABEN T D X2V T4 A4 T hopfleE b s L,
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# 3-9 RIMEFAE AR ITRE

HE g

SIP

=
=

BRIEHY A ) N— g VRIET B 7T A https://www8.cao.go.ip/cstp/gaiyo/si
(ST1P) #ZE / NEN BORKEE

e .. " p/sipgaiyou.pdf
(Bt « A 7 R—2 3 1Y)

SIP (55 2 #)) WFZEPHAFH B OMEEL | https://www8.cao.go.jp/cstp/ gaiyo/si
% 30 4F 8 A NN BURGHEE (B 7L

e . p/kenkyugaiyo2.pdf
oA/ _—a4H2Y)

SIP &% https://sip2019.go.jp/about/

cps | SIPMoT ALSITKHELIEA A= T4V | SIPTIOT AL LIz A /8= T

BERIEHYA /R —2a AlE7 a7 T4 (SIP) | https://www8.cao.go.ip/cstp/gaiyo/si
)7 e s - Je— o Ny .

loT H:Kjgﬁmbtqu,/\ TAVIIV p/keikaku2/3_iot.pdf

RSN e

e BX 2T 4 TRV A

% TN et X VT 4R A
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RN —7 L v
| VTIAT =BT A AR | [ C YT I F =TI
ML | 02 (RF—AR—Y)

AN—8X 2T 4R

ER
(1)

(2)

3)

(4)

(5)

(6)

THMEDONGR L LIV T IA4TF =—0 L OmkHE &8 U THE Ll a DL FIR

CPS 7wmv=7 MR HBTMIERBEOE RS HMIZONWTHEY I F=— DR
HE/DZENTE, LL, &V T T4 F = — 2B T CPS OIFFEBIR AR &
TEHT 2 HIESCHIIZEIZONWTOA A=V %> T2 £ TITIEE - TR,
BT ITAF == OMBEIZOWVWTOFEREAFTLZLENTE, LrL, Y77
AF == OBIEOEMRIL, X2 U7 ¢ LOFRE, FHEiZ 12T 2 X0 FE7R
HEWMOAFIZONWTIEATDTH D,

KV T ITA T 2= RFNLDVAT MIBWTERE X = U 7 ¢ OFE B I
INTWD, LrL, ZORLNRF45ThH D L I1FEZTHRN,

VAT AR T T A F 2= BRIZDT2D CPS DU A7 IZHOWTOREIT 75 Tk

720N,

EVRADIERDE ST T D720, T 74T == DV AT LMEoEFXF 2 U 7
+ FRALIC B D iSRS (25 L COMFRF R & %,

FLREEBR O FERERFH LN IEC DWW THEEZ S > TV A T I, F = — Bd D,

bl ;’E%\ﬂ‘f?/f F == KT D 1T EIOE RIS L DRIEHA DRI TH D | FEIAEFERR

DT & AR RILTMIT 255 L2 % L0 FEMAREROAFITITHEOMKGE S HLETH D,
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HEIZBNTH T TAF == NOEREAFT DL, CPS o b L0 BREY RO
B LETHY | WORUICONWTOHEFEZIEX 2 Z LIV Atz L 0 2R
LOLTLHIENTEDLEEZDLND,

s VT ITATF = —IZBEDETMNERR T —~NEDREI

o RIBFHAASOFERSE T —~ O A FOSNN

o WFEBIRT —~HYUF LDV T T A F = — L OFRERER

o EFEEEREE O BARAL

s YT IAF == R DB E . FRO T DN — D

3.3.2 SEERER DT EH

CPS 7m ¥ =7 FOMEEETIIMERE S LT IRROmEm»O6 0 HEA BT T\Wb, Hf
S HARIIIMISEBR R B R OB 72 7 U 7y b TIE e < AR A IR S v
LED, TUNIALE LTERINDILONREENTNDZ &b, FiEEREZEL CTH
BRI 21T O Z L ITEE LV,

o fhemE

o PEXEME

o Bt

R

o T a— YRy Fw—7
o HIBKRSE L o

B 3-4 \ZR TR FEBA R AR O FEREFERR D FRTOBLEMEIZIHB W TiE, CPS FrY =7 |k
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T3 & T D, &L THEEEROMEA (X, EiEER~OSME LRV T FA4F
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ZLDOTE LB AT M S L CED, ZDd, CPS OFHZ MW 2O E
FHOSLIGND O CPS TR 2 fHlBLA &2 A 0F5E 7 — < I WE o Thill L. SIP 1 #iooBA
% & DOFEFEFEBR T b AL IS & 5 HH OFFmE I B L7,

FRERBROFHmIZ BN TIEL, K7 —~ OHFZEREAR LR Y = — XIS LT, @o
FEA SR ST DRI R 2 H b D & Uiz, SRR T —~ N EIEFEBRIZ B T
REAT O HAIRP BRI Ko T, FEMEEIC k9 2R B OFEb LV R 2 o Th LUy,
Flo, FMET —~DOFEIEEBRONFIZ L - T, FMHEII 3 2 3HEHE B O EZ(TH7
WEHZH O LU CGHEEE 2 EO RN L bAafgE e LTz,
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