20 1 QLRI HREE

ERIKHS A ) R— g VARG ST (ST P) F28,/
[ o THRICKHIGLIEYANRNR—e 740DV e vX2 )T 1)/

I o THEIZHIGLEYANRNR—T 4 H ) X2V T 21225

FRUE( LB F A A

A AR

2020%42H

[ESZAFEBHFEIE AT =L 56— « PESERTH & P FE A

Zatde MRS Eaud(E e At gEaT



Lo =

LI
FAEM
A TA
A G DI E

H &

4.1 FAAEXSR
4.2 FERHFRNERIZOWT
5. ToTH A N—tFxa VT 4 KROVPTTAF = — Ok
5.1 IoTH A R—F 2T 4 KOV T T4 F —ro@haicBd 5iHEHEE
5.2 JERoE/MERICBIT A1oTEX 2V T A KO T I A4 F = — 2 O'aNICET 58X O E 13

o1 oron o o
ol W

N
o

ol

2.

2.
5.2.

1

9

10
11

LRI B 2 EhA)

Cybersecurity Framework{Z-2>\ T

NISTIR 8228 Considerations for Managing Internet of Things (IoT){Z-D\\T

NIST Cybersecurity Whitepaper (Z-DUVT

NISTIR 8200 Status of International Cybersecurity Standardization for the

ToT IZ2WT

Considerations for a Core IoT Cybersecurity Capabilities Baseline (22T
NISTIR 8259 (Draft) Core Cybersecurity Feature Baseline for Securable IoT Devices:
A Starting Point for IoT Device Manufacturers (Z-2VNT

NISTIR 8267 (Draft) Security Review of Consumer Home Internet of Things (IoT)
Products 2D\ T

Key Practices in Cyber Supply Chain Risk Management: Observations from Industry
22T

NISTIZ LB Y T I F=—r <P A FOFPA
ZOfKkETOERE CREI LT 4/ =T )

5.3 BERMOMEEE/FEICEIT 21T X2 VT 4 ROV T T4 F = — 2 OB BT 28 & O E 24

o1 o1 o1 O O1 O

o Tl W N

o1 onon o o1l

@

5.3.

3.

1

13
14

RN DA DU T
Cybersecurity ActPHHE|IZ-DUNT
Baseline Security Recommendations for IoT (Z-DW\T
European Cybersecurity Centre of Expertise ~Taxonomy and Definitions~{(Z-2\ T
Towards Secure Convergence of Cloud and IoTIZ-DW T
Good Practices for Security of Internet of Things in the context of
Smart ManufacturinglZ-2>V T
CONSULTATION PAPER - EU ICT INDUSTRIAL POLICY: BREAKING THE CYCLE OF FAILUREIZ-D>W T
Bolstering ENISA in the EU Cybersecurity Certification Framework{Z->u T
Good Practices for Security of IoT — Secure Software Development LifecyclelZ-D\V\T
aAXT Ty RH—, WEBIZET A2 A N—EF2 U7 11220 T
Cybersecurity certification: lifting the EU into the cloudiZ-2\»T
STANDARDISATION IN SUPPORT OF THE CYBERSECURITY CERTIFICATION Recommendations
for European standardisation in relation to the Cybersecurity ActiZ-DW\\T
ENISAR EfET 22601 IS =220 T
%@%&MT@@%(4%)Z)

6. IoTEX=UT 4 KOV T T A F =— 2 OENAHED AT

6.1 FHHEISGHHEIND FLUR

6.2 IoTT/NA AT ﬁﬁéﬁﬁ

6.3 10TV 7 T4 F =— BT 58M

6.4 1oTEX a2 VT A ROV T ITAF 2= IZElTEAT— 7 RV — L O
7. SIPWFZEBHFE ~D KW 0] 1T 7= 4 1% DR D J7 10 P

7.1 REXGIZONT

7.2 HAENEIZONT

.
.
.

ZEEE

N

>
<¥““

2.1 IoTEx 2 U T 4 KOV T T A F = — o OIEHE(LE

L2 KE, BIND AT — 7wV — & O
B TITOYTIAF = — BT L H A

© 0 G A A W



F4-1
#4-2
#4-3
F4-4
#5-1
#5-2
#8-1
#8-2
#%8-3
#8-4
#8-5

X 6-1

KHEK

IR RIS & T DB/ R4 &R

F B 72 B PR DURLAE

T O S I L T- R BE /HAR 4 O 1 IR O URL

—a—AYA MZEITSURL

AKIZEB T BT A N—tFX 2 VT 4 KOV T T A F = — 0 OFEE) A
BRINIZISIT BTIoTH A N—t X2 VT 4 MOV 7T A4 F = — 0 OFELHE)N
FIRSTIZ B9~ 2 &Eja)

ETSTIZEH9 % ®hmA)

Charter of Trust (SIEMENSE) B89 2% @)

ISO/IEC 270007 7 I U —

AT #E T 2 HEZL T LAY Y — 2% DURL

X H &

ENISADY A N—t X2 UF 437 L — LU —VERRICEET A& 2 FH

~

SIS IS IS



R (Fnx0)

A N—ZEM & T 4 VI NVIERM Z @RS LT Societyb. 0 OFEBLAHANZE > TE
T 5%, Societyb. 0 DEHLL, Fox DHSPLAEELENCL, I REVRAF ¥ o A%
AT DM, ZO—JT, ToT Haee v AT DEDMaIRTEZ AN » 72 A /S —TBE S R4
HTIERLTETWDZ LD, ToT BFa U T o OMRIZENIA CTREOMETH D,

ZOMITE | WSS OLNHIEEI % #E@éﬁﬁﬁL®E#ié ZEBEDOHI LT, T
TAF = —NIBHET AMEOEZICHEENE LT LI ENTHEINTEY, ToT X
19?4&0%774?:*/?%1)74u%?éﬁ&#u%?é%ﬁﬂ%%ﬁw\%
OBURZHHRET 2 Z L1137 v — SR E VR A EMRIAT ) ETHREARARTH D,

FROLIEFOL L, KREICBWNAUL, [PANN— T4V H X2 VT o
SREAR] OBIFROEKEEICE T 2EMTH D, WINIBITDH IoT kX2 T 1
VT IAF =X )T 1T DRIESTA FT A FEOEARE BN, HINBER O
1E Y FFR0ER O R EdfrEhm 2304 - ot L7z,

BARRZIE, Ak, BRIND ToT®F 2V T 4, 3774 F=2—tFa VT 4082 H
I YL {A (NIST, FIRST, ENISA, ETSI %) (2R84 5 Z Z 2~3 FERREDHEH[EIZONT
THHINEE & 2 DFEI AT o7z, Fo, HHECAEO R LT, ToT X2V 7 12T 5
BB NRLUIZKE DNV T V=T, A XV ACETHERIEL EDE T2,

THEHNEORER, ToT 7S RZEHTH LY RE T H T T4 F=— BT ML
Y RIZOWTHIT TR EZIT 572, ToT 73 RIZEAT 2 P L FE LT ToT 7731 A
ZHET DDV X2 ) T 4 ZEAMICHRT OMVMEATHD [T ~—F v b &
X2 VT4 AT BB ELTZERICHIET D [RA h~—F v b O#ARHD 2
EMHALNTIR ST, Fo, ToT I A4 F o — LTI, ALK, BRIN & &I B4R
YT ITAF 2= DRANT T I T 4 AETOREREENARINTEY, IV E
K725 D HE A TN D Z E RSN o 72, ZOfiTIE, NIST, ENISA &\ o 7o kR
DHLEIRYHARYT T 5 — AR T —F U T I N—TER L, SRR AT — 7 RV H =)
BamICSIM L CHEEAZA D E L TWD Z ERH LMo T2,

ASEIOFENETLY . 5% O SIP WIEBARICE T A, HHRIEICOW L, SFE
L7z IoT X2 )T 4RV F I Fx2—r « R VAV ML TEENZET 51
K, BN OFEAE(LAR OB TN Z T, KEH LT 3 V=T INRA F U R0 ofzH, H
BRL~NLVTOEE, 7270 — AR T I7A4F o= O—AZMI TIOTIZE TS

i



IoT £ =2 U T ¢ OFIELHE ATFROED N OWNT ED L 5 2G0T T % )
EWVV) RIZOWVWTHENLE L OFICE- T2,

F2. KE, BIND [oT X2 VT 4RV T T4 F=— T HAT— I RLE—L
DFHEZ DN TIE, A—TF U REB~DOBIMOMIZ, EELFASENAETD RT 7 b XX
FWZaANTDHILEEEL T, SIP EEAD AT — 7 RV Z—DOBURNEDO MR, STP 23
B0 AT N DUFN TG O RIREMEIC DWW TR ET 21T - 72,

il



B2 (FE30)

The realization of Societyb.0, which achieves a high degree of convergence
between cyberspace (virtual space) and physical space (real space), is imminent.
The realization of Society 5.0 will enrich our society and life and create new
business opportunities, but on the other hand, cyber attacks targeting
vulnerabilities in IoT devices while IoT systems are expanding around the world.

Therefore, IoT security is an urgent issue for our society.

In addition, the requirements for government procurement stipulated by overseas
public organizations are expected to affect not only companies in that country
but also companies in other foreign countries. It is indispensable that
collecting information and grasping the current situation on IoT security

systems and supply chain management for global business

For this reason, this study collect information which is related to IoT security
and supply chain management in foreign countries. We surveyed and analyzed

trends, technology policies, and the latest technology trends in the industry.

Specifically, over the past few years, information was collected from the
standardization organizations (NIST, FIRST, ENISA, ETSI, etc.) responsible for
IoT security and supply chain security in North America and Europe. In addition
to this, we also collect information of the state of California and the United

Kingdom, which published IoT security laws in 2020.

As a result, we find that there are some trends in IoT devices and IoT supply
chain. It has become clear that there are two trends regarding IoT devices:
“"Pre-Market”, which is an initiative to secure security when manufacturing loT
devices, and “Post-Market”, which responds when a security incident occurs.
Regarding the IoT supply chain, NIST and ENISA have been publishing research
reports on specific supply chain best practices in North America and Europe, and
it is clear that more specific discussions on supply chain management are
underway. In addition, NIST and ENISA form a task force and working group, which

various stakeholders are participating in discussions and trying to cooperate

il



Based on this study, we conclude that surveys that will contribute to future SIP
R & D will be collecting activities of North American and European standards
organizations that have an influence on IoT security and supply chain
management, and in addition to this, surveys are also needed on the movements at
the national and local government levels such as the United Kingdom and the
United Kingdom. And as another perspective, current status of cybersecurity and
personal information management in Asia is needed. Because Asia is indispensable
to global supply chain.

Regarding cooperation with stakeholders related to IoT security and the supply
chain in the U.S. and Europe, in addition to participating in open meetings
comment on draft texts published by standardization organizations, etc. And the

possibility of disseminating the contents of SIP’ s efforts overseas.
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THEF B3 CCPA T XV 15 SIS 7o I MER AT L 72 2 LIS TER S
A

&I CCPAIZIEL LT2GA 208, LT O XK 9 728108 ED Hiut T 5,
HEENOIEROBRGERN D > T2HE, FHEFIL 45 HUNICBATRT 5 2 E KR

20 https://oag. ca. gov/privacy/ccpa
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BNDN, ZTHICHIN TERWEA, FEFIIINFRERE D 30 ALRIGEK & /2
ET 5 X9 E= T 2R S D,

EDIT, ZOWAKLERPEETE WA, HEENOOFR 14720 0F
KZEITHRKR 2,500 R/b (METE LFBESNDHEEITITARKR 7,500 Fv) Ol
(RFED) Z2RE oD RN D D,

5.3 FRMICEHBIT ABEE/FIRICEBIT S oT X2V F A KOV 7S5 4 F = — 2 OFAICE
T HEE O

5.3.1 BBz T
PRI T ENISA N ANE L TE-H A NN—E X2 U T 1 BEO Z ZHEOF MY 28R
NHFEEDE, 2009 FEEOEXITHONTE LD D,

5.3.2  Cybersecurity Act Bh#EIZDUWT
Cybersecurity Act®(ZEHEH T 2EMEIZHOWT, X BT TO@mYICE LT,

2m9$6ﬂ*x UIZBIT A NN—tX2 U T 4 BURTH D [Cybersecurity Act] 73

KT STz, ZOBERIZERMIZEB T 28— A N—tXx 2 V7 1 OFRFE7 L—
LT =T DFENHEHFENTND, ZOFRNETCOFEEREHZMOELUTOL YT vt
RAERET, WESNTHRZZ LT D,

20179 A, 2o —INEZEBERZBEROBBG#HEDLT, EUIZEB T2 A \—tF
=2 U7 4 BUR (Cybersecurity Act) MBFERIIL, Fiz2P A NN—X2UTF 43BFE7 L
— L7 —7 (Cybersecurity Certification Framework®) & AIZDWTEMN{THIL
7=

2017 4F 11 A . ENISA 2% [Baseline Security Recommendations for IoT?| (ToT DX
— 2T A48 Fa T 4 OHEIEFIE) 2RE LT,

2018 4 2 . EUFEYE(LH{A & ENISAIZ LV [Cybersecurity Act] (ZEH9 5 EiEn Bl
iz,

2018 4E 3 A, FRMZFEE S L ENISAIZ LY [Cybersecurity Certification Framework

2 https://ec. europa. eu/digital-single—market/en/eu—cybersecurity-act
22 https://www. enisa. europa. eu/topics/standards/certification
% https://www. enisa. europa. eu/publications/baseline—security-recommendations—for—-iot
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BT A B S s (2018 4F 11 HIZ B ERME),

2018 4E 9 H . ENISA 2% [Towards secure convergence of Cloud and IoT*] ZHZE.

2018 £ 9 H. RKINZEE S [European Cybersecurity Centre of Expertise ~
Taxonomy and Definitions~?%| #3883,

2018 4E 11 A . ENISA 2% [Good Practices for Security of Internet of Things in

the context of SmartManufacturing®®] Z/AZ,

2018 4F- 12 H |, FRMGES. FRMEGEIHE S BN ZE B8 Cybersecurity Act (22T
BiaAREIZE- T,

5.3.3 Baseline Security Recommendations for IoT?|Z-2U T

2017 4F 11 AlCAFEENT- Baseline Security Recommendations for IoT] (2T
(I, ToT O F=2 VT (2B 2 RARFREE I L, BEIRE DI 512 0IcA M &
RHEZITRV—N BFEOHM. TA K74 WRERE) . BIRIRERESE (R
~v—hFR—Ah, Av— I —%5F) ZRBICBWIERA NS T 7T 4 AR ST D,

5.3.4 European Cybersecurity Centre of Expertise ~Taxonomy and Definitions~

[Z2oSWT

2018 4 9 HIZKKINZ B S /AF L7~ [European Cybersecurity Centre of Expertise
~Taxonomy and Definitions~%] Ti&, EMILFEHFIEE % — (JRC) A3 DG-CONNECT O
WG T, EREERKEL 2R L OO, kxR A N "—kF 2 U7 4 I3 515
. OWFFEsEE, @7 % — @ « &, 3 >OWILTHET 52 A EHKEL T
2o

BARRZ20F7E08, 27 Z—, @l - BT Fo®my Th 5,

HH NE

FEHRIER © PRAE -
- W
T EEXa VT T TN —

B -

2t https://www. enisa. europa. eu/news/enisa—news/towards—secure—convergence—of—cloud-and-iot
% https://publications. jrc. ec. europa. eu/repository/bitstream/JRC111441/taxonomy_final. pdf
% https://www. enisa. europa. eu/publications/good—practices—for—security-of—-iot

2 https://www. enisa. europa. eu/publications/baseline—security-recommendations—for—iot

2 https://publications. jrc. ec. europa. eu/repository/bitstream/JRC111441/taxonomy_final. pdf
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5.3.5 Towards Secure Convergence of Cloud and IoT (Z-DVNT
2018 429 HIZIX, ENISAW IoT &2 T U R&3-0H 7Y (e, ., #E) 12
SHEL, EX 2 VT fEERET S L L BT, 1ol &7 T U ROMAGORICEET 21
RICHEDSS KB T VA EGIR L, BV ) a—a yEERATLHEEZRR LT
[Towards Secure Convergence of Cloud and IoT?] Z/AFR L7-,

5.3.6  Good Practices for Security of Internet of Things in the context of
Smart Manufacturing {Z-DUVT

2018 &= 11 HIZi%, ENISA 2% [Good Practices for Security of Internet of Things
in the context of Smart Manufacturing®] ZAFE L TW5, RIXETIIA~Y—b~v==
T7 7T VT OBENG, EE 0T DX 2V T 1 fIRIKD b oK E R Y
-l - B LV O =0 DMIm TERE L TV D,

Flo, PANRN—kF2 VT ¢ OLEHME(THEST HT-ODOMFHEER, Av—b~v==27
77 F XV TIZBWTF LN E s - P EREOS, ¥ oT IZB1T 2B O5
EELTWD, ZTOfl, EXa2 VT 4 xR EICEGFOEX 2V 7 ¢ BESE L Oxbii
BB HEEH L TV 5,

5.3.7  CONSULTATION PAPER — EU ICT INDUSTRIAL POLICY: BREAKING THE CYCLE OF
FAILURE (22T
20194 7 HIZIZ, ToT X2V T 4 ICT a2 Tr—aX—R—ThH5b
[CONSULTATION PAPER - EU ICT INDUSTRIAL POLICY: BREAKING THE CYCLE OF
FAILURE® | ZAZFE LTz,

2 https://www. enisa. europa. eu/news/enisa—news/towards—secure—convergence—of—cloud-and-iot

30 https://www. enisa. europa. eu/publications/good—practices—for—security-of-iot

3 https://www. enisa. europa. eu/news/enisa—news/enisa—puts—out—eu—ict—industrial—-policy—paper—for—
consultation
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ZAUL, ENISA BBUOROSE LA N—t X2 VT 4 EEOREL QAEZ T, A /3—
X2 VT 4 OBENS EUD ICT EEBROEFTE ARREZRFLELDOTHD, TV
HVG3ECOFREMESEINC BT DA X=X 2 U7 o BHHBG O T T4 F=—0 0
RIEIZOWTHRY TiFd & & biz, ICT G E A NN—tX= U7 4 fiGORE 7 v —
ZNVTHEBL L TV B,

LSBEIORTY v 7 a YT — 3 T, TRORM - AR OFERIfRE 1k}

L. BRIND ICT » A N—E X2 U T 4 HGFGEZ VNI L, JGE LG NORREZ NG
LTCW5b, X7V w7 ardirsr—a rOfRIE, BONEBESOFERH (2019 4 11 A
ICHRETE) ERRINESICHEROMEE LRt 28 TH 5,

RTY w7 arPr—a Tk, RS IORRM - AR ORI F R T
[ICT « A N—tF 2 U T 4 G ONT, BEFBORCIERIEE, BN % RLE 32808
L) A RN—F2 VT ¢ BEEEDOMBIRD & KE S OBEDT-DIME LI5S
] IR ERSHE NN b,

ENISA (X, 7w — 3172 ICT ¥y C EUIKEEN & 7 O 7 BT AIA E N TV D & D RLfif
ZaRLTEY, 7 Z@ER M 72 EREMRERE BN CIIEL 2 R > TV ey, T,
55 HABENEE S AT & (56) TT YT REDEHNI T T4 ¥ —LOFHAILIHENT
WHEHEMLTERY, £o, EUOBBEBERKA —I —BT7 VT 0KEEOFFIISH S
NTWDLOITIZ T, ICT BB ORI EHED L < DA O REHEICEIN SN TN D LBEE
LTV AN ZOFMOEFICH 5,

5.3.8 Bolstering ENISA in the EU Cybersecurity Certification Framework (Z-D\NT

2019 4 7 AT, ENISA & A N—tF 2 U T 4GBAET L— AU —7 | OEMEZRA
F—LEEVICHIoTEDL IR LA ENISAFITRDENTNDDNE W) AP 6
2T L7- TBolstering ENISA in the EU Cybersecurity Certification Framework®] %
NE LT,

ZONETIL, A —tF 2 T o BE (Cybersecurity Act) ™% & TENISA 25
ZHNTVDLEEIE LT, FAN—EXa VT (3RGET L— AU — 7 ERMOVER Z SR
D28, FEECHTAN—EF2 VT ¢ OFEICIY T Z & 2348 T2 2 L AMEAMT
HoHELTND,

32 https://www. enisa. europa. eu/publications/bolstering—enisa—in-the—eu-cybersecurity—certification-
framework
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A — AHIEC AT 7o BARRY 22 B0 ML T O L 9 IR STV 5,
A & 70 DRRFEA F— L DOYUENF ZAT 9 0>, BEFOFRIEA F— LB L TiRE R
Mg %
PAN—tX2 )T ARFET7 L—2 U —7  EUMBEIZE T DREEA F— L5FIZ
B2 MDY = 7Y A b OMERFE AT O
BUDH A NR—t X2 T ABAAF—LDOEF 2 )T 4 /R, R LUl Pl
BET 2 ML EIZ OV TGS 5
European Cybersecurity Certification Group (ECGC) DOEFEEmEE 20 9H Z &
THMEZEERZSET D
RN ZE B4 & 38 C Stakeholder Cybersecurity Certification Group (SCCG)
DiRE2HD 5
Stakeholder Cybersecurity Certification Group (SCCG) DEHEEDIEE 1T 9
PAN—EF2 VT AFIET L —L T =2 D KT 7 MEAERT 2T KRy 7
BRI —=F T T N—THFELL, T A ZA&{T9

5.3.9 Good Practices for Security of IoT — Secure Software Development
Lifecycle (22T

2019 4E 11 HIZiE, ToTIZBT 5 F=a VT 431 « TS v aitl\EdT 52 L2 AfFEL
L7=#EETH D [Good Practices for Security of IoT — Secure Software
Development Lifecycle®*] #AF L T35,

WEEOEEZBEMNIE, IoTOY 7 NI TR TA 7V A 7 ZBIT DA 13—k F
2 VT A B RETHZEEHNE LT, Ty RT T 0T 4 ADERINEEZITH>ZETH
D, E£2, BEL VA WEROTFT VAR IO THIE U IHFRINEZIT-> TV 5,

AFEEFEDLZ =5 MI TToT DY 7 by =T, [ToT 77 v 74— SDK &
OAPT DB E LW E ), ToT A T 7 L—%] THV., 10T VAT AITBITEHY 7 b
VETBHETATHIAINDOEF 2 VT IR LT Yy RTF T 77 0 Az L TH
e T RTT7T 4 ABKGET DICHT-»>TL, KROS5 DDA T v T hkieZ Lk
V. EEZERL TN D,

1. FHMZEOHERIEMIC X 2 FEFH & it~ S HE ORE
2. TAZ by X DERINE
3. HR, AT —IHRNAE~DT o r— A A 2—DEN

3 https://www. enisa. europa. eu/publications/good-practices—for—-security-of-iot—1
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4. T QKO3 DO EBED ) AEEER. HT)
5. HREEDMER L M

5.3.10 ax7 7y FA—, WBICET LA N\—tF=2 T 12O T

20194 11 H, ENISA IZ=ax 27 7 v R —IZBT L2 A N—tx =2 U 7 1 OfEH
[ENTSA good practices for security of Smart Cars®) Z/AFE L7-., ZOEETIE,
ART Ty RA—OBNIL VBRGSO RYA N—BEONE, ax7T v RI—X
HEREIEIZB T oA "=t %2 U 7 1 EO BRI HiE, BEFOERE, B
L CffichTng,

F7-. FAE 11 L, BT A =X 2 U7 4 OfEZE [Good practices
for Cybersecurity in the Maritime Sector — Port Security®] #AF L7,
TUHNET AT A= a LR T, BERERE LA =X U T 1 O
BUCEHE LTS & L, EBERERE DSBS ~EMRELZ ) AT v 7 LT D,

5.3.11 Cybersecurity certification: lifting the EU into the cloud (2D T
2019 & 12 A, ENISA % [Cybersecurity certification: lifting the EU into the
cloud®®] CELEZT VAV U —REBAFX LT, VAV U—2|Z1F, EC 23 Cybersecurity
Act D 48(2) RITHSDE, ENISANZ T 7 R —E AT LA NN—tF 2 U T 4 BFEA

F— LW EITO L OITRDIEH D,

TV AY Y —ZADOHTENISA X, 7 77U R —E XXMM, BEICE > TEHERY
CAAEE LT HEOTHY . BN 5 H—OFRGEA F— A% EU N CHEEE 2 #
2 TCHEREZEBDTZOICIFEE 2 LOTHY, 777 R —E RO A RX—tFX=2 T ¢
BAES AT MIEBEAB AT — 2O X 2V T 2B AEEMEDm b & R 7T
FEMELTLT LI D EERLTV D,

EC IXRM & ARIERF D AT — 7 AR —n2572 %5 [CSPCERT (the Cloud Service
Provider Certification) Working Group| DEXN.ZEZITWNZ T 7 R —E ZADFBIEITBIT
D7 R/3A A% ENISA LT3 2 L D12 RO TIEY . Z D CSPCERT ~HLn3dHH AT — 7
RNVE—FEZENISAD Y =7 H A 2B U TCEEINDIZENT LAY Y —ADFTH
IR o T,

3 https://www. enisa. europa. eu/publications/enisa—good—practices—for—-security-of-smart—cars

% https://www. enisa. europa. eu/publications/port-cybersecurity—-good—practices—for-cybersecurity-in—the—
maritime—sector

% https://www. enisa. europa. eu/news/enisa—news/cybersecurity—certification—1ifting—the—eu—into—the—cloud
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20194 12 H 9 HIZIE, ENISA X 12 H 2 HIZAR L7 LAY U —A Tl b Tz
CSPCERT  Working Group ~DZMZ KD HLNENFLH Iz, 7LAY IV —=ZXThbH
[Call for expression of interest for an ad hoc Working Group®’] ZAF L7-.
ENISA [Z AT — 7 RV E =N HH ORI OV CEm TE D L 018, BIAWSEND DS
MEREONTTND, AT =RV E—OFAHE LTEZ T U Rh—E2D 7 m/3 A &
779 RY—tv20a—% HEEHAFRELZREL TWD,

T KRRy 7 T N—T~OSHNH LA 2020 0 1 A 20 H ThiO G b7z,

5.3.12  STANDARDISATION IN SUPPORT OF THE CYBERSECURITY CERTIFICATION
Recommendations for European standardisation in relation to the Cybersecurity
Act {22\ T

2020 4F 2 H | ENISA | TSTANDARDISATION IN SUPPORT OF THE CYBERSECURITY
CERTIFICATION Recommendations for European standardisation in relation to the

Cybersecurity Act®®] Z/AF L7,

ARILEETIL, ENISA B3V A N—tF 2 U7 ¢ BIEICBIT 5 BARH) 72 A % — A2 MEH 2
BUCHEAE(L N BB e E A 5 Z LR SN TRY, A 3~ X2 U T 1 OEHELLD
HiPH & ER (E) SRSk, (LA 5 BB (Standardization Bodies) OHEEL
&U%W PFAN—t X2 VT 4FBAAF—LDONE, A N—kx 2T 4 FIEAT—

Bl HEHELOKENZ SN THRNSEN TV D,

T, FERGRE LT, B A SO CoBGERET, ECOYR— D
b M ORSES A L E (LI T 2T T e —F AR ARE L Vo A E o TN D,

5.3.13 ENISA R EETLI2E0EIF—IC2o0T

ENISA 1% 2019 4F 6 H (2 Cybersecurity Act 2SIEZITHEST S 7=, BRI 0 BEfH S0
AT = RNVE—FBNT, BBOICEAERCEIT— 2L TWDHZENT LR U —
2@ U TS 2 2 N TE D, AFRAHMNIC I S - 26 % O R uIRHHLH AT
DOWTIFLL T DY TH D,

2019 - 10 A
1st Inter—EU ISACs meeting at ENISA®
ENISA AR A &7V . & 1[EH® EU ISACs (Information Sharing and

3 https://www. enisa. europa. eu/news/enisa—news/call-for-expression—of-interest—for-an—-ad—hoc-working—group
3 https://www. enisa. europa. eu/publications/recommendations—for—european-standardisation-in-relation-to—
csa—i

% https://www. enisa. europa. eu/news/enisa—news/enisa—hosts—the-first—inter—eu—isac—-meeting
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Analysis Centres) =& % Bl

2019 4F 11 H

Advisory Group discusses Work Program 2021%
ENISA DT R/3A YV — T )—TF NG % FEfi, Work Program 2021 (Z-DWTHR
i

2019 4E 11 A

ENISA cybersecurity certification preparation underway®!
PAN—EF 2 VT 4FBIAET L— LT — 7 IZT 5 A F— ARFPRIUIC DN TH]
OTOREZFE, REINITERZNRT D 20 4 & EUNBEEORBENIEN S 12
2 BN

2019 4E 12 H

Supporting the deployment of the EU Cybersecurity Certification Framework?
ENISA [EXRBEBIED 2 A N—EF 2 U T 4 BILT L— LU — 7 ORRGEEICEE T
BU—rvay TR, V—r a7 TE BEHEORY F, AF—L0
HMEFF A, FBREDOWNE R S22 Tigam

20204 1 H

Supporting the deployment of the EU Cybersecurity Certification Framework®
NAF—ZBWCTEI DY A N—t X2 VT 4GGE7 L— LT — 7T 5V —
7 a7 B

5.3.14 ZOfEKINTOEIE (A FY R)

Z O, SRIOFAENGTIT/ZZWNEDOD, ToT X2 U T 4 IZBHTHIREREIX L LT
132020 45 1 HITA U RBFREBE AT 10T T3, A& YA N—KBENLFDH I L%
FBEMT N2 N HD (Consultation outcome Government response to the
Regulatory proposals for consumer Internet of Things (IoT) security

consultation®),

40 https://www. enisa. europa. eu/news/enisa—news/advisory-group—discusses—work—programme—2021

41 https://www. enisa. europa. eu/news/enisa—news/enisa—cybersecurity-certification—preparation—underway
42 https://www. enisa. europa. eu/news/enisa—news/supporting—the—deployment—of—the—eu-cybersecurity-
certification

B https://www. enisa. europa. eu/news/enisa—news/supporting—the—deployment—of—the—eu-cybersecurity-
certification

4 https://www. gov. uk/government/consultations/consultation-on-regulatory—proposals—on-consumer—iot—
security/outcome/government-response—to—the-regulatory—proposals—for—-consumer—internet-of-things—iot—
security—consultation
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BRI 72 D5 & e/ NRIZI 2. 5
V7 Ny T OBEEE R T D
ENT — 2 OIREERIES S
BRI IR DR IHVE A FIR T2
VAT LOEGET — X BT 5
HEEPMEANT — 2 2 BGICHIBRTE 2 X9 IZEE T 5
TNAZADREERA T T UV AEZRGIZTTEDL LI ICHIET S
ANNT— 4 Z T 5

2019 45 FIZiE, 4 XV RABEFFIIEEET O 10T T3 Az YA N—WBNLFH1E
RO T A Z L2 ARSI, BRNRBENZ, T0%, 202041 A 27 B, &
BEZ XD HBEEBRIT O 10T T3 R A N—WENL5FD Z ENJ/EMT BT,

I, BARENTHBE BT LoT 734 ZADHGE A — T —IZERBT DT NEIZONT

T 5, BARMIZIELLT 3 2OEBAT M TN FIT -7,

L. THBEFERT IoT 7L RZBNWTE, 2=—72bDOThH Y, TIHHMRER DX
AT—=FRIZV Yy PRI THLETHZ L

2. [WHEFEWT Lol 731 ADRGEHR1THE S etk 2 E T 5 2 L2 T&E DG
ZHOT, AALY—ICHRIETEDLLIICTHZ &)

3. WHEFEWIT Lol 73 ADRGEFRITIRGEIE . 72134 T4 12BN T, T3
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DIHT « BEEAT I,

[oTHAN—LX2 VT 4f LY T T F ==l TDH L FELTIER, K& S
FTCULT 2 HoEmAEATHD EWVWR D,
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@ ToTH T IAF =—IZB3T 28EhM
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Bl 7V~—4 v b
BE2: RA~—4rv k

BR1O TFV~—=0y M T2, ARIOPFHARR TH 2 NIST <0 ENISA 70513, R
A== 10T T A A BET HI2HIc>TeX 2 VT 4 HMAT D708 EITE
AT REFEARHEBICETIRECH LN UD 10T 73S 2O OICEF 2 ) 7
A HRAIANTELS WD TEXR a2 VT 4o « TS ) [ZHT OREREENARS
nTn5d,

DX TV ~—2ry FOBNE T OUWTIL, NIST X2 ENISA LIAMZ & KE D v 7 4 v
=T 2020451 A 1 A Bl T L7 loT % 2 U7 ¢ (Senate Bill No. 327) oA
XU ZABURD 2020 4E 1 A 27 HIZAFE L7~ [Government response to the Regulatory

-

proposals for consumer Internet of Things (IoT) security consultation] (23T
HIEEDENE A B D,

PlEDZ & X0 ek, BRI L U2 ToT 78 AOBGERX = —{Z LT, £F =2 U7
A VAR ZHANIHD SED L) R E RO D L ITR>TETWNDL Z LT 5 2
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SR SN D0), £ ToT 73, ZDOBEREENBAMICE D L 5 @ % Rt
HINEND RIZOWVWTHIEENRVLETH D,

WIT, B 20 [RZ h~w—4 v b IZOWTIE, IEEEN TS ToT 731 A& F
2 VT4 AT NEREISHLBIZEDOL DIV FEEL DN E VI EmTH D,
ZIE, SEEFE LTHRY EFm TR, IoT %2 U T 02D 6D TRV, KED
N F =T ToT X 2 U T 4 EERIRHCHRD LI I N T 3 V=T WEEE 7 7 A4 N
UIENRETE D, ZOERT, 4 OFFITHERITLIZL DI, 77»7%»:741‘[@%‘%%
BFOTTANY—5R#ETHHLOTHD, b, BEXPRDO LN . BRI
ElePansGa601b5b, ZHHIZELTY, if:“ﬁiﬁﬂ#@léﬂfc X0 THY, i
HEBIR 2N 2D, IEHENRED L HIGEH, EoH SN NEIE5 % O8N & RSF 5 0%HE
Wb,

6.3 IoTH7F7A4F=— BT 28Em

[T DV T TAF ==L TULY A7 1Y A MIBT 5 3CE A NIST, ENISA K
DARINTND,

JEKIZBI L CiL. 2018 A [Cybersecurity Framework Versionl.l] DORELLARE. Rijd
L7z ToT 731 A% BUET 2 BFEICH BRI A N—t X 2 U 7 4 ICEETREFHOR
KOMIZ, ¥ T T4 Fx2—2 « v XA MNIHEATLIHA XU ALEREREIN TN D
F72 2020 F- 2 AIiX, KEOEEICBITL2Y T T4 Fx2—r « v XA MIET L
ANT T T 4 AOREREENEREAELINTEY, L RN REGRIEATHND 2
EMWIIMINZ D,

F72, BRIMNMZBIL T, 20194E6 HIZY A X—t X% =2 U T B (Cybersecurity
Act) PHEAT SN, YA NRN—tF 2 VT 4BFET L — LU= DAF—LIZEHL TS,
NIST 2P BRE T HLENANEKIND & L BT, ENISA R ERET 226V —7 v a v 7
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T, TRUIMA T, THREV T ITA F == PFOBRGICBNT, X2V 7 4%
WL TED LS BB HADBITOINTND DN, 0D RUITHOWTIIAREETITA S
TR BRVWENH DD T, EBEOBBICEHNT, 7V 7 HE %28 U CTERINEEZTT
D IENEETH D,

TOTIET AERINENTE TS5 L, ALKk BRI, TYTE Vol U T ORT, A

ADToTEXF2 VT A T IAF =2— OHRIENREDL YRR a NH DD E N
FZELHLMITT A ENAREE A2 D,

40



8. ZEGF
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20194 11 A

20194F 12 A
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ETSI releases first globally applicable standard for consumer IoT
security
201942 H 19 B, ETSL{Z 10T IZBIT ¥ A "—tF 2 U T ¢ ORI
HILEENF LTz, WEET Lol T L ADEF 2 VT A DOR—RAT A
DIESLR ToT 731 ZIZET 2 1 RAGERED i 2 it Z L 2 A &
LCTWab,
ZOXFEIEBNTE, Z2<0EFa T 4T DMBEORICR>TWDT
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WEEL/ VR ) —RF A M LVE - HER

February 15, 2019 - The first steps have been taken, and things are

20194£ 4 A

20194£ 4 A

20194£ 4 A

201945 A

201945 A

201946 A
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20194 2 A 15 H, Charter of Trust @ 7 1 AFEZIZ 5,

Munich Security Conference2019 IZ3WNT, &0 16 #L TR H DRV iR
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