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IoT is the fundamental technology of Society 5.0. Through the connection with cyberspace such

as clouds via various networks and the collaboration with advanced knowledge processing and

analysis processing as big data, IoT devices which are embedded in the physical spaces such as social



infrastructure, industrial system, living environment and natural environment, are expected to create
various values added and services. They are also expected to bring great benefits to our economy
society.

On the other hand, the scope of the targets of cyberattacks is rapidly expanding, and attack
techniques are becoming more advanced. In addition, the risks of illegal programs being embedded,
and programs being altered in an unauthorized manner during the processes of production and
distribution of products and services, are becoming more prevalent within supply chains.

For this reason, for the purpose of protecting various IoT devices, and ensuring safety and security
in society as a whole, we are engaging to develop and verify "Cyber Physical Security Infrastructure"
which can be utilized to protect IoT system/services and large-scale supply chains including SMEs as
a whole.

In the future, businesses, products, and services that do not meet a certain level of security
requirements may be excluded from global procurement requirements, and it will be important to
ensure that the manufacturing industry, which accounts for the majority of exports, has opportunities
to enter the market.

The purpose of this research project is to investigate and analyze the standardization trends of
systems and guidelines, the state of technology policy, and the latest technology trends in the industry
regarding IoT security and supply chain security overseas, especially in the United States. We also
propose activities for collaboration with U.S. stakeholders to achieve overseas deployment of R&D
results. In addition, we will investigate and analyze the appropriateness of the international target level
for the technologies to be developed in this project, and make recommendations for new target levels

to be included.
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A-3.NISTIR 8259 +1)—X

NISTIR 8259%(%, EHEF D 10T 7 /35 A ZRARIZIRET DRNCFEMT 2 Z & ZatT
REYAN—tF 2T ¢ FEOHIEEER 2 RT, bR RY A NN—F 2T
A TEENE, BENMLELE T DA N~ X2 U T ¢ BEORY A% BEEE ST 5
DI D, 10T T3 ADRER, RESNIZTNA A& TIITSNDBBEO EAE &
A S ZBRT 52 LN TE D,

2020 4 5 HIZHEAT & 72 NISTIR 8259, I TN NISTIR 8259A15 & -8 CifilE & 7= B9f%
SCEROBUEERENT O KT 7 FCGEO#) R & HFro R % NIST IoT Program D) &

14 https://csrc.nist.gov/publications/detail/nistir/8259/final
15 https://csre.nist.gov/publications/detail/nistir/8259a/final



HETRT,

2020 4= 12 A 15 H. NIST IoT Program {3 Katerina Megas (X0, #HH KZ 7 ho=

Ay FNEEIZEDYE, 22720 BARAYZRBLIKDS blog TREINTWDY, Zhx 52 LIk
D, 2020 4 3 HLUBEOREEZ RS D Z LN TE D, FARMIZIZ, 2020 45 2 AKIZ RSA
Conference 2020 ([Z&HHO>HFTH 7 T v A aifiN CTHAfE X172 NIST IoT Roundtable (ULF
Roundtable &M&FE) TOREFRSCHER D M THIEOIEENEA TN D,

® Roundtable TfifiL 5 7172 NISTIR 8259:Foundational Cybersecurity Activities for IoT Device

Manufacturers, 7 OMZ NISTIR 8259A: Technical Core Baseline i, Roundtable TPt IZ
HoT-EY 2020 45 H 29 HITHKAKN E LU THEE L7217, Z ORI E D Katerina
Megas K723 6 H 1 BAFCTHISCEIZ-OUV T blog TRt L T 518,

6 H 30 HIZ Foundational Cybersecurity Guidance for [oT Device Manufacturers: NISTIR 8259
Overview® & L TH U T A DA N FOWBRME S Hu, g & B EEISE & Ffiti, 10T 7 /3
A AA=T—LEFEM, ROFEEM 10T 735 ZA0ETOa—FDOSINaLEHE LT
Do

7H23HE24 BIZIFAY T A2 DY —2 3 2 v 7 Building the Federal Profile For IoT
Device Cybersecurity: Next Steps for Securing Federal Systems? 3 Bift S 7=, KU —27
a v 7 O®WEIL 2021 /£ 1 H 7 HFEIT NISTIR 8322 : Workshop Summary Report for
“Building the Federal Profile For IoT Device Cybersecurity” Virtual Workshop?? & L TR &
nTns,

V—2rvayAx, SMTofH 2R OF T4 U TRES N,

ZINE VL 500 LHALT, 26 HEE T AV BERN 39 MNHSOSMNH -T2, Z D9
L7 AU DENBIENS 5. 7 AU BENOINBHF DS 8 OB HER S 1L
TW5,

A% 21T > 7= Grand Schneider, Federal Chief Information Security Officer (CISO)

16

17
18

19

20

21

22

https://www.nist.gov/blogs/cybersecurity-insights/rounding-your-iot-security-requirements-draft-
nist-guidance-federal

https://csre.nist.gov/publications/detail/nistir/8259/final
https://www.nist.gov/blogs/cybersecurity-insights/more-just-milestone-botnet-roadmap-towards-
more-securable-iot-devices
https://www.nist.gov/news-events/events/2020/06/foundational-cybersecurity-guidance-iot-
device-manufacturers-nistir-8259
https://www.nist.gov/news-events/events/2020/06/foundational-cybersecurity-guidance-iot-
device-manufacturers-nistir-8259
https://www.nist.gov/news-events/events/2020/07/building-federal-profile-iot-device-
cybersecurity-next-steps-securing

https://csre.nist.gov/publications/detail/nistir/8322/final
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https://www.nist.gov/blogs/cybersecurity-insights/more-just-milestone-botnet-roadmap-

X, B LSO T ICBWT, T EX 2 U 7 4 13 HociEE 2 b T
WL, HHPLAATDUAT LOMEHRESHEML TWDHZ LT, WBEOXS:
WEIN L. ZESER LTS LB L TS, £, 10T T8 Alx, 754
Fr—rOEXa )T 4L ) AZERICHET 2 L0 KBS OMRERTHY |
BORF OATBU & STERF O O BB/ ESR L 72> T0 D LR LTS,

NENT 4 ATy va T @O ToT a0t x 2 V7 4 EOBREIC OV Tha
UCbniz, X%V A2 MAUIEBRE YA X=X 2 T 4 R o—KFORFEEDEH
fE# . ENISA @ Apostolos Malatras [, #[E]7)» 5 Peter Stephens, Head of Secure by
Design, Cyber Security for the Internet of Things (UK) 2 & £ TV 5,

NISTIR 8322 (ZIF BN O B RAOBIEE 22 £ B Tldd 2 NERCEOF, RO
Eam O FRHRII S DREEYE TE 5 TSR T £ 972 13 D Takeaway 230 4L
TUW5%, Takeaway [IBNME MM OLENWZT A T 7 THRIMERNIR U A b K& 7
TR bDE STV,

[Takeaway 4] =X = =7 4L, IoT D= D TEEEHRMEH TE 515 OME

HEFFH LTS, Lol MHONET TIE, R EERT 57200 +47
AT 4 TIHEBLNRNES D,
U—2r vay 7 TN ERBESITH T 2EZE TR, 71% DS INE 2 1oT
Security I3 2 BUFIZ & 2 BHALICROW IR 2 /R LTz, £72, 55% 0%
MFE 10T 73 AORFRE NG A L2 T Do vy T o«
TORBEERERM LT, ZMEIL 10T 731 AL aREzh A S—kXx=2 U7
A LD TFENC Y 7 b S EDRENA T 4 T EAERET O, R
B8 HEHE. YT 74T == DODENR E At d 2 L &Kk
Lz, EleA BT 4 7ORMITHENBEZF > T 1oT 7731 A& iiiE
TELHL97, BEHTED 10T 731 ZAOEBEM R TG OREEZET Z & T
H 5,

[Takeaway 12] IoT #gs OV 7 I A4 F=— 1%, EX =2V T 4 VAT OFKETH
% ERBFICHED DDA TH D,
BIED 10T 7' 74 F = — 2 OBHEES EARER IIL, BERITAHENT A
ADYPAN—tF2 VT ITHEELEX L2 L WEABRZDOY T T A
Frx—rNOHTERFEORMOREICEHEATE DL I ENTERN &
~OBEZEFIZE Z LTW5, ENISA @ Apostolos Malatras® [ 1%, oo Hlik
LU LT, [T IAF 2= NOETHOH T I 14 Y & Fu g Zo

23 Network and Information Security Expert, European Union Agency for Cybersecurity (ENISA)
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BRITES AL TWe, LT, ZRUHIIEFICHEBEICZ{EL TS
& ENISA IFRTWD L, LvL, 3774 F = — 2OV TIE LTfE
WELAETOIHES LD, —HOMBETIE, Y9 TF - BT A —E
X2 U7 4 DRV MEALE XV ROICET I L5 E LTEELTWD,
F L B EHIC L AR, Y a— LR X ANE LT AEEIR S
DANZALNY T ITAF =2—2%BUT 10T 73 ADY A R_R—EF 2
TAIWCRWEEE B2 DL H D,

® 5 H® Roundtable T NIST 23R OFREE L TZ M, L TV /= Federal Profile (X, NISTIR
8259D (Draft): Federal Profile? & L CX(#E b &7, Z DOFER, BIFED NISTIR 8259 DA
F%i%. NISTIR8259 AL % & ek D LEREN LR STV D,

NISTIR 8259: Foundational Cybersecurity Activities for IoT Device Manufacturers

RLEEED 10T 751 AZ BRI T AN E 2 RET & A "—kF =
UT 4 BEOHESHEENCOWTHH L TW5D, ZOERHRY A R— X2 F
ATEENT., BENLEL T A N —tF 2T ¢ BHORUEEE DR YA %
BT D DIZHESND 0T 731 ADRERREINTT A Aeflio TETIN
DD GIE & RA| S AT 5 2 ENTE D,

NISTIR 8259A: Technical Core Baseline

0T TNA ZADH A N—t X2 UT RO T XR—2 T & ER, Mk,
A FRIERETAH LW I0T AL ADTFNA R oA N N—t X2 U F 1 fE
ZRET DO DMIE R LR L TV D,

NISTIR 8259B (Draft): Non-Technical Core Baseline?®

L VREIRTISA ADREEOHFE R & LT, 6 DOIEARMNRIEENE LTI DA —D
—IZxF L TR WA A X AT D, A= —FE T 58 SEHE 0D
DIREME L SR AR TIE AW R— MEBI 23R LTV 5, NISTIR 8258A
& OY NISTIR 8259B (I Ali5EMI 727 Th | B L OFEE M 72 EAEOHL Y
IR T U A% o TWVND,

NISTIR 8259C (Draft): Profile Development Process?®

NISTIR 8259A B L U25IB ICHE SN TWAH AT RXR—RATF7 A UInbIEE D H DD

24 https://csre.nist.gov/publications/detail/nistir/8259d/draft
25 https://csre.nist.gov/publications/detail/nistir/8259b/draft
26 https://csre.nist.gov/publications/detail/nistir/8259c¢/draft
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DN CEL T AZHA L, ZNDLDOR—AT A a2k EILT 7
Uor—a VEA O CGEFURENE, Bl A 2 2 8 Efid LT, FFED ToT
TNAADFERLT 7V r—va @ LTz oT A N—kFXx=2 VT 1 - Fr>7
TANERBET L0, MESCT 7Y r—va VEAOBEGEHRAET DR
BT AR ARE/e Y mE A EFLR LTV B,

NISTIR 8259D (Draft): Federal Profile?’

HIREUR D 2 — 2 — 2D 728 DI/ NR DO AMED HHED ] & LT NIST SP800-
53B IZREIR TV D FISMA (KR —R T A 2% L CIiHE S 4172 NISTIR 8259A
& NISTIR8259B D A7 R—RA T A L DT /S3A ZAFLDH A N—tF 2 U T 1 f5H
DT T 7 A NEREEL TS,

® (' NISTIR 8259 B (Drafts). NISTIR 8259 C (Drafts). NISTIR 8259D (Drafts)iZ. 2020 4

12 415 HIZAB &4, 2021 2 A 12 HE T D 2 Ay MEZITHT 5 LR E

Nic, £0%, 202142 A 8 HIT= A2 MI#ZS 2021 2 H 26 HE TIER S5 Z
kﬁﬁokoik\mﬂﬁﬂﬂ24HK@NBT@M%KJ%VF%H@U74V§®
BHEHETa A FBRHEAS SN TN D2,

Al U< 2020 4% 12 A 15 HIZ NIST SP 800-213 (Draft) : IoT Device Cybersecurity Guidance
for the Federal Government: Establishing IoT Device Cybersecurity Requirements®732AFf S 1
2o ANT 7 MTIF, HEMBIFEBENEIGT D TED IoT 7 /3 A& #IRE#HR T AT

7%A¢6ﬁ{£%*ﬁufj‘é BRI LW R EHERFEN T EN TR, T34 2D
BLENOV AT LEX 2 VT 0 2BET D2 HEEZRT, ZHICRY . EBUTERI
IoT 7/3A 2 & ZDHETL, RWEITB =FIIH L AL T 28 ET 2
varThd 10T T ADHFAN—FXa ) 7 BEHE/FET LI ENTED, A
K57 ho= A kIR NISTIR 8259 B (Drafts). NISTIR 8259 C (Drafts). NISTIR 8259D
(Drafts) & [A] CIZERE STV D,

A-4.ICT Supply Chain Risk Management Task Force

DHS (United States Department of Homeland Security® : 7 A U 7 &5 [H [E -7 2R ES)

DOEFTIZH % CISA (CYBERSECURITY & INFRASTRUCTURE SECURITY AGENCY?! :

27 https://csre.nist.gov/publications/detail/nistir/8259d/draft

28 https://www.nist.gov/blogs/cybersecurity-insights/theres-still-time-comment-iot-cybersecurity-

guidance-send-us-your
29 https://csre.nist.gov/publications/detail/sp/800-213/draft>
30 https://www.dhs.gov/
3L https://www.cisa.gov/
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AN—EX2)T 4 AT TANTIF X227 1JF) & ICT Supply Chain Risk
Management Task Force?DET L ZESHR A L/ 8—(FL 2020 12 H 17T BV 774 F=—2 D
xR VTl BELEA T MELEFHE L TAROIREERITE ~OXHRRE ) R Fik

(LY V= R) T LRERRNN— M=y 7o e #HiET 2 720 ORI
DN T ORI E E A2 5K UT-, KA 1L, ICT Supply Chain Risk Management (UL SCRM
LIEEE) @ Task Force @ 1 4 H OEEASLIT/ER SN TR Y | HMILA ., ZRT. BEisA
AU A R EEEREER Y A b N H—REEDOFEIK LA D720, F A7 T 4 — AN
DOEATHOI Y A% E LD TR LTV D,

F 72, CISA 723 EA{#7 % ICT SCRM Task Force D575 20204 12 A 18 HIZA Y T A T
B S =8, SHITICTY I I7A4 F=— BT RELA R N E Y 71OV, TR -
HEERA-CE B R R U — & — B, fRkx RO REE L BEF 2 = FEHRAR
ICTH 7 IAF == U ATERIER, 2— A7 —A RXRARNT T I T 4 A Hil7p L x+
ST ENBTES,

S HIZ, 202142 H 4 B, [F] Task Force DIHFENHIMAS 6  HiER S, 2021427 H £ T
MBSk SN D Z ENRREINEN, ZOERICEY, V=X T T —T 1%, &HOH
B A VAR = FREDOMORME DY UV —2 %50, 244 B OWEE TR S - E
T D, T ICT P I9A F = —ICH R DLV = AT 572D OHEEH
HOEMAZFRRIZ L, BUFEEZERD A N—1 T T4 F = — BT D MMOMETHD
B EREEEOR Y M) LT 5 & S Tn o,

A-5. 7 A ) HhEREBATFDEIM

2020 412 J1 20 H, DHS (EtZafkiEE) (oKRERZEICK U, Fr AR E B
TLRENDLDOT =X P —EAHKBOMEHICEET 2 A7 28 EFTHEVRAT RN
AV — (BE) 2817 Lo, ABVE Cik, #ioCHilE S PEOERIZ LY | EiEe,
MIEY —E X7 0 F— FEF L2 GOPEOEELTRIC, KE R OEERESBER DR
ANCK T 57 — 2 OIUE, F5. RAFICBEE T 21TEV 2586132 2 L N TE 72, PEE
N KET 2T —ZBHEO Y A7 PR L DKL TWVWD Z EICER L RTWD, 2
DX D IRIEENCE, REICHEOEBENTOT — 2 REEER LIZ Y | BFREMREE -
TH®WNRT =X 2R EBFICSZE LT D2 EnEEND, TEEEMRENS T —
AP —EC AR ERELTZD, ZOXIREENEE LY 7 Fy = TR T —4

32 https://www.cisa.gov/ict-scrm-task-force
33 https://www.cisa.gov/ict-scrm-task-force-events
3 https://www.cisa.gov/ict-scrm-task-force
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ALY T2 2 L 2@RT DAL HEET, Zh b0 L ORGIIBET Lkt
B, AL BRI Ko TURENZR Y 27 238 L TB LE R H D,

2021 5 1 H 26 HICAA 7 U BOEIL, #BUF O CISO femifmt ¥ = U 7 ¢ BEHE I
J A« )L—3/% (Chris DeRusha) ZEH L7- & OHENH > 723, RIKITHETA h o A
DHS, 74— R +E—H— B NRN=—TOY A N—tX2UT 4T FAHF—=LLTD
REEZA L, HR, N, REEEOY A X=X ) T ¢ OFRBRZ | BB R E N
KD ANA T 7RI TDEF L DNy B —IZ LDV AT MREEOEEVICHLT S,

20212 H 11 B, RV A bT ZAOHEE X, BHITBEY 7 74 F = — BT 5%
TER 7R R AR E LU, PEFER O R B R ERIRE LI 5L & 1 7] U TREMmAYIZIEE) L T
B, BHEITR R Z LR 2 TREROME AR &V ) BRAFEOBEIZ LT 5 72 OFTE
FICKHEENBL T D LS, 2 H 24 AIZiZ, AT URKEHITa sy Ea—4F v 7| E
AR, BREHBEAAN YTV — LT AX VR EORELHOKEY 774 F = — 128
T D AR 72 MEGI ML DV T, 100 HEOBUN DO L E 2 —Z 4 U 5 KFESICES LTS,
Fo, 1FEMO LV E 2 —0xtRp8E, Eih, A%#AE, ICT, x¥—, g, REIFY)
WCBRBAEEOY T T4 F o— & S, BIRICERE . JEAER . FBE. TRV —4,
R, BERICRERSPIIRS TS,

SHIZKEDO = —=REEEH LT, MAOTHNDMEOH IV T T4 TF=— %
ERT 5 X O BHEICHE R L TV D, BEERKFES O EMIZ OV TRIEELE IXEF L 2R
FEAIEE . W ONSRRFECR SR & S, BRIFBORTh 5 & FIRFICEF L 2REEOR T
Ll oTWNA,

BB, LEa—fE RO OWTIEBH LT > TN, A S 58413100 B
U B o2 —OW|EIL 2121 FHEFENLKZE, 1FELVE2—0OHET 2022 Fai-icitbils &
Wr s b,

B) I—0Ov/\DEM

B-1. ENISA

EU (European Union : FRNES) 1288V TlE, & OFEHEESI CTH 5 European Union Agency

35 https://www.nextgov.com/cybersecurity/2021/01/bidens-federal-chief-information-security-
officer-brings-public-and-private-sector-experience/171627/

3 https://thehill.com/policy/technology/538474-biden-to-sign-executive-order-addressing-chip-
supply-chain-shortage

37 https://www.whitehouse.gov/briefing-room/statements-releases/2021/02/24/fact-sheet-securing-
americas-critical-supply-chains/
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for Cybersecurity (LA#% ENISA L HEEL) SRy N —2 X2 U7 4 LiFHREXF 2 7 11
B4 21582 —chIICHH > T D, 2019 420D EU @ The EU Cybersecurity Act® (EU H A /3
—tXx a2 VT 1) 12X T, ENISA ZRlEr - st L, 7o i h—rv 2, et
WXt % EU &R0V A R—t X2 T (87 L— AT — 7%%4#5kéntJmmA
X FFEDRBFEA F— LD 7O DHIRHI AR Z W L, FHO Y = 7% A F &8 L CRAEA
%%A%%ﬁéﬂkﬂ%i%—ﬁ’ﬁEﬁé & T, &M®%4ﬂ%tknjr4mﬁ®
Pt 2 B U, MEFF T 2 B CHEREH 2R L T\WD, £72, ENISA ITiE, EU L1
T@ﬁ%%ﬁ%ﬁmL/#4ﬂ*%%;)744//7/%ﬁ@ﬁf%ﬁ %95 EU I E
23 U EBE A A T KB 72 A N — BB 3 58 A4 L T2 3581213 EU OFf#E & R
— 22 ENREBMFTENATND

®  4th IoT Security Conference®®

ENISA (Zfi4F Europol® & 34 L, IoT Security Conference % B L T\ %,

2020 4= IoT Security Conference & CERT-EU* & A2V | RYLE D AT 10 A 1Z
3HMICIEY A T A U TEMBI N, ZOSHIT, #4A~ﬂmsW%C$M‘IW%%
EIEZE, HHIEEE ., FROFAFEN —RICRT 5T & T, WAV R Z W52 &%
HELTEBY, KO3 -0ty v a VAR ERT,

Operational IoT (2020 4F 10 A 7 H)

BAED T tF =2V 7T 4 OEE ZDOFA, IoT A > 7 7 LET 1Y =7 F D%
X2 U T AHEROTZDOEY A, & L CTHIEI Ol & GRAEA F— AZ DOV Tik
file ZOEYTa T, Ny I OFEERFA M T2E L bIT, BINE
LDORMRZEMY | 10T A N—tF =2 U T 4 OFRITRILOEH Y — B R 2O
TOREmMEIEIICTHZEEHNE LT,

Artificial Intelligence (2020 4= 10 A 14 H)

Al IARERICH AN CTH Y | #HSTHZRBFEE 72T —FH T, TV4 L,
WIPRH), BURHIZR kR % I8l o1 & 29, JLIREIX ALl 2TEH L CHEBEEZ RS
L, ENZ2WET DI LN TEDL LT LIREEDTICE W CESITHRE N E
L CWDREDIER DO —FIC b 720 5 2, HERZR Y X 7 FT- 72 i & | ALk
HEODFIRXAIMEZ®mD D L VI EPITOBENED A Y v FZIRVIRY 72
BE, BEMREREND ALIZOWTEm T D,

38 https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-act
https://eur-lex.europa.eu/eli/reg/2019/881/0j

39 https://www.enisa.europa.eu/events/4th-iot-securiity-conference-online-series

40 https://www.europol.europa.eu/

41 https://cert.europa.eu/cert/plainedition/en/cert_about.html
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https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-act

Supply Chain for IoT (2020 4% 10 A 21 H)

IoT BARE N — R X—F 4O a U R—3x v " RT3 BN, =
NHOF—RKNN—=F g Bla L R—R MNIT T v IRy 7 AL LTHRbONDZ &
M, 10T ZaA VAT ABRTRERY T ITAF = — 2 ZMLT 52 1L, ToT
XU T o ORI RERERCTH D, WA »CHAHEICELIETOS
FIERT - RTEREY T, BETLIEE. VA7 BAMTEICONT, oT
VT TAF = — BT DRIA R EIT O R HET D,

Guidelines for Securing the IoT — Secure Supply Chain for 1oT*?

2020 45 11 7 9 FiZ, FIiERGE. 8RO 7 7 7V r—a v AR Y 7 b eate
—HOBEE TR FOEBLY N T ITA F o= ~OBBIREERTHA KT A L
L C Guidelines for Securing the IoT — Secure Supply Chain for [oT % %817,

ZOWEET N—F V=7, VYT U=T | P—ER2FLE/ O F—F Y b
I0T) OV T IFA4 F == BEEHLRL LTEY ., T "AOHBIEN SNV
TAT ==V DEBEOT a2 %55 L L1z 2019 4Fh [Good Practices for Security of
IoT - Secure Software Development Lifecycle] #~~—R{ZLTW5, #WEEL, ToT X
2T 4DV 77 LR RA Y b E LTOEKEEZRZTZ L2 HICHEZ S BIAE
. ZRENTND 10T DRX—RF A - X 2 U 7 1 fEIZBIT % ENISA O %
WETHbD LTINS,

Cybersecurity Standardization Conference 2021~ European Standardization in support of the EU

Cybersecurity Act 43

Wil BRfEE X ATV % Cybersecurity Standardization Conference 73, 2021 42 H 2 H/ b 4
HIZ/MF T ENISA, CEN*, CENELEC®, ETSIO3:f TR S iz, M4, &%
ONZ online fFa% TOBMEAFHEI S LTV, R4 74 ThfES D Z &1/
-7,
2 HEH® 2 A 3 HIZ, Future Schemes Consumer IoT & L7222 A 235%E S 41,
ETSI & OBMEHFIZ L oK ENFhIhlc, SRz U Cibh o8
TRLOEY

—  Panel 1: Cybersecurity and Radio Equipment Directive — setting up the scene and future

42 https://www.enisa.europa.eu/news/enisa-news/iot-security-enisa-publishes-guidelines-on-

securing-the-iot-supply-chain
https://www.enisa.europa.cu/publications/guidelines-for-securing-the-internet-of-things

43 https://www.enisa.europa.eu/events/cybersecurity standardisation 2021

https://www.enisa.europa.eu/events/cybersecurity standardisation 2021/std-2021-presentations

4 https://www.cen.eu/about/Pages/default.aspx
4 https://www.cenelec.eu/aboutcenelec/whoweare/index.html
4 https://www.etsi.org/

17


https://www.enisa.europa.eu/news/enisa-news/iot-security-enisa-publishes-guidelines-on-securing-the-iot-supply-chain
https://www.enisa.europa.eu/news/enisa-news/iot-security-enisa-publishes-guidelines-on-securing-the-iot-supply-chain
https://www.enisa.europa.eu/events/cybersecurity_standardisation_2021

work
—  Panel 2: Cybersecurity and Radio Equipment Directive — implementing measures
—  Panel 3: Standardization supporting the Cybersecurity Act
—  Panel 4: Future schemes: Consumer loT
- Panel 5: Future schemes: 5G
- Panel 6: Vision of the future

X% ClE. EUIoT Certification Scheme 23MEDH LD Z & NBMNFE, HIKTHHEKE T
IFBEICRTR & SIVTW D RESRT, FEREINASHIE L 5 5 B AR ~D xS
72 EIZHE LR E T,

Ham ORI ToT O CTHIHEE T [oT BAEMARTH Y | appliance W NIFE D ZE
i L OFEE G, F7z Security & Privacy BHLr & 72> TV 523, resilience &
safety |2 H B LNTFE LI TN D,

ETSI EN 303 645 CYBER; Cyber Security for Consumer Internet of Things: Baseline

Requirements*’

Rapporteur % %5 % #2[E DCMS  (Department for Digital, Culture, Media and Sport*® :
FUHN U s AT 4T+ AIR—Y48)D Jasper Pandza K3 ETSI EN 303 645 O
WA %%5%, CEHBMKRIXEN  (European Standard) 2723, AR~ H5H 0
ITFE EOWHIUEREL LI WEMB R X7,
ETSIEN 303 645 O HE9I%, BAEDO® X 2 U T ¢ LB AIRTE)N S | good 72 RAE~
M ESHELHZETHY, better X° best & HIJ &1L L T7Z2VY, ETSI EN 303 645 OfE
R E TICHE CTE 72 10T 1T 2 HEBESCEBUTITMME CE - &R, Fikl L
T, NUX—IINEZHE L., 33 B0 TEXR L 725 Consumer [oT (2525 L
TR BV, BT H— T HERE D 35 DR TOEIEITHRKIBOES T A3 K
HHID, 35 FOHERED S5 6| EIETE RN b DITIZE OB 2 5eek s EH b
DVEND D,
BN A XA E LT, 2021 4R35 0041 ETSI TR 103 621 37 TNZ TS 103 701 @
AR, HEENTESIN TS, ETSI T4 AOAREFEL TWAHEETH D,

- TR 103 621 : CYBER Guide to Cyber Security for Consumer Internet of

47 https://www.etsi.org/deliver/etsi_en/303600 303699/303645/02.01.01 60/en_303645v020101

p.pdf

4 https://www.gov.uk/government/organisations/department-for-digital-culture-media-sport
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https://www.etsi.org/deliver/etsi_en/303600_303699/303645/02.01.01_60/en_303645v020101

Things*®
Status: Stable draft (2020-12-13), Final draft for approval
- TS 103 701 : CYBER; Cyber Security for Consumer Internet of Things:
Conformance Assessment of Baseline Requirements®
Status: Stable draft (2020-12-13), Final draft for approval
BN N Cik K7 2 BST (Bundesamt fiir Sicherheit in der Informationstechnik : {73 &
F = U7 4)7%) 28 SESIP &\ 9 Consumer IoT ~D T XY 72 HBE Liz7'm
7'7 1"C ETSI EN 303 645 % i fl,
Bkd‘l‘l%iﬂﬁfg%ﬁ
HOBURHEB OB AR L, BUNFEEEFL, BEMEZRBO B HEY
RAD MR ERN BT ORE Z WL TR0, UTFTOEERD T,
- fFkEHE S 45 10T Certification Scheme (23N Tik, BRMNBIRT—o &
L. EfmoR 2B 244
- Noreinventing the wheel (JA < 3217 AU S FURENL S 4L TV D FAT-CffR 14
OIEVE LA LRV
- EBEEREICERL
- IoT Certification scheme X5 TiF7e< B & T2
- k< ﬁ%'Jﬂ&ﬁiﬁ AENDHHERE & DA
- BINO—EOINLOBETITH L, EEREEDD L, WNTEYIN
DR
® EU Certification Scheme (EUCS)

EU %A "—t %2V F 41EIC LY ENISA (2RO BN TWD EU BEDOH A R—t F =2
UT 4BIET LV —L T — 7 WS T B0 DFRFEAF— L DRI O H O & LT, EUCS-
Cloud Services Scheme Draft®253 2020 4F 12 A 22 HIZ—#RAE &, 202142 A 7 HETO
Public Consultation (2} S417z, F£72, 2021 42 A 3 HIZIX EUCS for 5G DIERKBAAAIFEE
BxRTWD

B-2. ETSI

ETSI(European Telecommunications Standards Institute : FRON BB EELERE) 133 —n

49 https://portal.etsi.org/webapp/WorkProgram/Report WorkItem.asp?WKI_1D=59473

S0 https://portal.etsi.org/webapp/WorkProgram/Report WorkItem.asp?WKI 1D=58434

51 https://www.bsi.bund.de/DE/Home/home node.html

52 https://www.enisa.europa.eu/publications/eucs-cloud-service-scheme

53 https://www.enisa.europa.eu/news/enisa-
news/securing_eu_vision_on_5g cybersecurity certification
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> B OERIBEFEICB T DIEEARREZRET D OIS NEEEHETHY | £EH
BT 5, ?Eiukfaéﬁffﬁﬁ“é HATRERIBEHREL . A—I—, WIEEE £ DAL
SNTWVD,

ETSI @ Technical Committee on Cybersecurity (TC CYBER)23MERK L C & 7=, ETSI EN 303
645, CYBER; Cyber Security for Consumer Internet of Things: Baseline Requirements (Y42 % [7] 1
10T DI=ODY A /N—=tF 2 U T ¢ N=AT A VEM) DEARAS 2020 4 6 ] 30 HIZHA
B S 4725, FEFRIZ K D & Test Specification, M (NZ Implementation guide 23 SCE & L
TR SD, % HEAE S 717z Cybersecurity Standardization Conference 2021 C @ 5%[E DCMS
? Jasper Pandza DFERITIWT, 2O DLEDRD 2RIZHEYE T 5 2 ARSI TV D,

TR 103 621 : CYBER Guide to Cyber Security for Consumer Internet of Things
Status: Stable draft (2020-12-13), Final draft for approval

TS 103 701 : CYBER; Cyber Security for Consumer Internet of Things: Conformance
Assessment of Baseline Requirements

Status: Stable draft (2020-12-13), Final draft for approval

Fo, BRSCELE LTRBFELTWD
DTS/CYBER-0014 (TS 103 486) Identity Management and Discovery for [oT55
Status: Early draft (2020-10-27), Final draft for approval

B-3. BN X R D EN[F

IoT FEERICBWCUTBEICEX 2 U 7 ¢ ERBEO & 2 8 2 BN 2 RICIRTE L, FE0
PENFEAEL TND5, W OMITARMICIEICER L TWAICH D S, A6 L%
JEMTEP, BERYFONAZBNT W, 2D IoT FEEFUT NEM, EEETRER ) 15
FRHCHEYE DA A8 & 20T TR Y, B 21E ETSI EN 303 645 OREDWFETIL, ETSI &
BR¥EN»DOEROSIMRLEBRMNMTONTE WD EEZLND,

52 B-1 THTHf45 L 7= Cybersecurity Standardization Conference 2021 (23517 2 BN F ¥
6 OIS ITHIE O LBV R O RN N2 & 2B oD, Bl A21T 5 HEICILE
RN I ATREZR BN EEA HARF T 5 Z ENREDL LTV D, FT, BUORSERED L Zm R
DFEIULD D VTEEROBMOBEL RSN TS0, EU OFE¥E(L{RD ETSI, CEN

(European Committee for Standardization : BROMNEHE(V.ZE B 4%) | CENELEC (European Committee

5 https://www.etsi.org/newsroom/press-releases/1789-2020-06-etsi-releases-worldleading-
consumer-iot-security-standard

5 https://portal.etsi.org/webapp/WorkProgram/Report WorkItem.asp?WKI_1D=47653

%6 https://www.nedo.go.jp/content/100904087.pdf
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for Electrotechnical Standardization : FRIMNEXAEEN T B S) ZRMEEENBINATFETH Y |
ENISA (3 FZ 72810 T Public Comments ZfAE T 572 EORRMNEEICE HILTND Z &
O, SFETOHENER SN Z E~DOER LRI NS,

GSM DR ERE > AT A28 L TV 2 BEABE FEEOMERENSML TV
HIFFHERFURTEH D GSM Association® (Li#g, GSMA L HEEE) 1L IoT X% = U7 ¢ KOV
TIAF=—rtFXa VT ¢ IZBET HIEER 21TV, 3GPP 418 U T ETSI ~OREIEE %
ToTWD, XA =D LR, WGEOT7 A T A 7V T AT 58X 0T 1B
BT ARNTHROBGE, Xy bV — I BEEROE X 2 U T ¢ FMi O FNEZ HE T 5 3CE NESAS
(Network Equipment Security Assurance Scheme®®) DO#IR%E 2019 410 A 7 HIZAB L T

%o 2020 427 H 20 H & 2021 422 A 5 BIZEGET M TH4L, BIEAB STV D5 2 IR Tl
=T =R T FOWN, =K N—=FT 4 2R =R FOEFX 2 VT o B ABN
L. BRFHEOEZ L—TMThhi-,

42 BB THRELEEQOEYFLHTOER

(1) AEFHH

T X2 VT 4 YT T4 T =2— XU T 0 IZBET 22008872 &3, B
5 REEECME 2 S O AR & E oo X ) (il - ik L CHRIBEECRERE R B £ &
HEHELTWVDERIZONWTOBAFHEZIT I 72D, AR &0
FESCENLDERED LY T DT AERWD,

ARG OV TIE, ERE AL oM A M & LT, SEo#)miRAE TRy £
EODIEMNER L, TOT B ARKERTE DL DOEGITORNEG L Lz, SEOH)MN
A THLY F & DO B2 IEBE) 32 T & 2 WIS DWW T, Z O ED T
WHED F OO FIEEZELHRET D,

57 https://www.gsma.com/aboutus/

58 https://www.gsma.com/security/network-equipment-security-assurance-scheme/

59 https://www.gsma.com/security/wp-content/uploads/2021/02/FS.16-NESAS-Development-and-
Lifecycle-Security-Requirements-v2.0.pdf
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A-LNISTDHA RS54 - ZBEEETOLER

KENZEEEEAFZERT (NIST) 1, BRAWEIPEC, R O E & BRI B4 2 #il
DFERHIFFCE L 52 DO H DA X U ALELERTHZ LIk b, HR
BB 2 ) =& =2y TOREZ R LTS,

NIST (ZIEMHHERI TH v . ZOHIE T vt 2B LT, EFEHNSmHEEE (PL.104-
11350) 12w, BFRBUFAME 3 2 FEEDESE Y — X & LT, AR a2 EEHED
PR LM Z Y AR — T2 LEDLNTND, NIST 235KIE - LT DUA F 2 AR IR
HORE T 1AL, #HHAEM (Federal Register) |[ZH5# 415 FIPS (Federal Information
Processing Standards) DOHIFED & 512, KBS /ICHEH S 21T FHiE (Administrative
Procedure Act : APA®?) (ZHIVD | BROEREBRBRZIToTNT Y v 7 aXy heEET
% MERKE = A B (notice and comment) | 7' 1 & ZZHLL L 72 f8E A R D560 & 5 13
63_ SP (Special Publications) °7 L' — AT — 27 EDH A KT A AZDOW T, LD BUFHEES
R IR ED AT — I RAE —IBNBINT oV — 2 g v IR E LB L. AR
B & BB L2 AR O 3 o o RS EEMER RE T 2RI H 5%, ITL A
HITTHDEEZGLEZHOEEDNINRT Y v 7 a X bBRROLATEY, ZOHA R
TA BB, AT o@D W E T, R OISR K ORISR O B FEIC
K OMEVIA /R TRESN TS ZEBRETH L, K 1 L 212 NIST FE{TOLHE
fEf &, FIPS DFITO T 1t A& RT,

80 https://www. govinfo.gov/content/pkg/PLAW-104publ113/pdf/PLAW-104publ113.pdf

61 https://www.nist.gov/itl/standards-activities

62 https://www.epa.gov/laws-regulations/summary-administrative-procedure-act

63 https://www.nist.gov/itl/procedures-developing-fips-federal-information-processing-standards-publications
64 hitps://www.wiley.law/alert-3496# ftn23
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NIST National Institute of Standards and Technology : K EE 72X H T AT
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PML : ¥t RIFF X Fr

CNR:AEFHIR LY & —

EL: =>2 =7 v JHErr

CTL: ®BET 7/ AT —H5Ar

MML : R EHRIBT I FT

ITL : 1R MPEAT Information Technology Laboratory

CSD (Computer Security Division)
AvEa—2tFa2 )T 4ICHAL THAREZITVWEEXE % KT

FIPS (Federal Information Processing Standards)
KEBEERE DARZZIT CNISTARH L 72 15HR
FaUT 4 BEONE, REBEICL>THERE
FaUTAREEEZ D L TCERAEXE,

Special Publications (SP800> Y —X)
CSDAEITI 2 a—ktExa1 ) F(BEFDOL
R— b, KEOBUFHEBEA ¥ 212U T 4 WK% EN
TEHERICHAIT S zaiRE LT EHON/X
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NIST IRs(NIST Interagency Reports)
NISTOEANEEBEIN £ & 7z LR — b

ITL Security Bulletins
TEHICRITINBECSDOSIR

X 1 NIST 1T CERE
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AT T7ALED B[R
FioWwToaxyv b EE

a4y FABRKER A FRERER a4 FARKER

X 2 FIPS O34T uE A NIST &S % HIZERk

A-2.NIST IoT Program [CETEHALA FSA4 Y - EBEEFETO+EX

2020 75 2021 4EI2H T T NIST IoT Program 23l E % £ T % NISTIR 8259 @
SCEHOHIE T < OHER A b, NISTIR 8259 DifiliE Tkt & & B S # 2 HAKH 72
HlED 7 vat 20F & LT, NIST OKENOIIT 5D SCEBIEDOKE & G T TFICHET
5o 2B, LEDWRIERD 7 1t AT HONTCOFEISEOFEN SHERT D Z LT T
o,

I0T Program Z & ¢¢ NISTITL 23MERCT 5 BB IEHR S 27 L& xt5 & UTcshtast, iR
D2 <1, #BHLE & LT D Federal Information Security Management Act of 2002 (FISMA :
HFREF 2V T 4RV AL ME)E 2014 4RIZH0E S 72 Federal Information Security
Modernization Act of 2014% (LLF FISMA & B&GL) 238 %, Office of Management and Budget®”

(OMB : /TEEHLTPHIF) IS LTV T 4 M HELED L OITKRDTEY | FISMA
& OMB Circular A-130%® Management Federal Information as a Strategic Resource ({TE( PR T
FTEE A-130, LU OMBA-130 SIKFE) 2 L0 &2 AL LT, HABUFKE 2 Mt %
2 VT ¢ &b 2 2 L EFEHBAT . NIST IZX L TIE, Z07d0BUEH A K74 D

8 https://www.nist.gov/itl/procedures-developing-fips-federal-information-processing-standards-
publications

8 https://www.cisa.gov/federal-information-security-modernization-act

67 https://www.whitehouse.gov/omb/

88 https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A130/a130revised.pdf
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BHAE & HAH T T D8, E72, 2006 EHETT LRGHE R E VKR L T2 XFHD FIPS 200
Minimum Security Requirements for Federal Information and Information Systems7

(HEHEHRE OEBR S AT LD DFEARE ¥ = U 7 1 Bff) BN THEI O HFIKREDOE
Fa )7 ERFEHIIONWT, 17 Obxa U7 4 BHESEICHOEVHEL TS, T
%f L NIST SP 800-53 (37" * U WBUFHN OGS AT Lz LD LERBDIZL, R
AT EBRTHIODTA RTA L EZBEPICED LD THY | 7 F5D OUETHITHOIL,
2020 459 A 23 HIZABI S, 2020 45 10 A 20 BIZU—7 v a v T Oiim A% T
ETRTHOI TV 5,

Z @ FIPS 800-53 |ZHEHLT 25 7= O DFg#t &4 7”97 3CE A NISTIR 8259: Security and Privacy
Controls for Information Systems and Organizations ({F# > A7 A LD T=DDOEX =2 U T
A4 LT TANT—DER) Th D, NISTIR8259 1%, 2019 47 H @ 1stDraft, 2020 41 H 7
H @ 2nd Draft APl & T, £ OWFETEDTZ/NT Y v 7 3 & 2 h~OXGERHKm Db &
74— KNy 7 LT2020 45 H 29 HIZ NISTIR 8259 &% UV NISTIR 8259A & L THAAAR A2
S TWVWD,

FTo, FERIC, ZOFE# %2 10T 7 31 A OHE R CORM 217 9 7= 0BINfE#H T
& % NISTIR 8259B/C/D SFEDHIEIZ 2V TH, 2020 4F 12 H 20 H @ Draft AR, <7V » 7
A A FEAE KRS O Draft O BRCHR 21T 9 72 8 0 The National Cybersecurity Center
of Excellence’™® (NCCoE) EfED YV —2 2 = » 7=, Consumer Technology Association’? (CTA :
HEZHINH ) T/ Roundtable Z B L, MRIAWSEFOM B ZED H A4 —7 2 TiEHW
IRE T 1 A EDWIE@ & D T 5, NCCoE 1E NIST O—#Th v EREUR, B
JFREEE . I QYRR I L €L ¥R bE LT A A=t F 2 U T o ODF'?E'E xT
e %, ZH6OXEIT, HIERIC, FEHAE &2l U CHE I mE S L, AR
% ToT Mgl Efast & L TiIEH SN D 2 &AM ST 5,

PLE g e ) OV FIPS 200, NIST SP800-53. NISTIR 8259 B# CEDFE~ v 7% X 3
|2, NISTIR8259 LEZ 7 I U —DEAZX 4 12~ 7,

89 https://www.ipa.go.jp/security/publications/nist/fisma.html
0 https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf
L https://www.nccoe.nist.gov/about-the-center

2 https://www.cta.tech/
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FISMA : Federal Information Security Management Act of 2002
EREREFLTAIRTAVNE
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OMB A-130 Managing Information as a Strategic Resource
BREH Y —RELTOIEREER
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PUBLIC LAW 116-207—DEC. 4, 2020
Internet of Things Cybersecurity Improvement Act of 2020 /
2020/12/4
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FIPS 200 : Minimum Security Requirements for Federal
Information and Information Systems
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loT Device Cybersecurity Guidance for the Federal Government

X 3 7 AU AAERENOLEREDOHRE & NIST DRI,

NSIR 8259 OALES )

NISTIR 8259 Foundational Cybersecurity Activities for loT Device
Manufacturers

BEEEN loT TN REBERICRFTT HANERET S LEREHT
RNEFAN—tF2) T AEDOHEERIC OV TEHRA

NISTIR 8259A IoT Device Cybersecurity Capability Core Baseline

IoT TINARDYAN—tF 2 TARENDAT - R—RF1VEEE.
R BIE, A FEEGTIHLL loT TAARADT /NS R4
AN—REFAYTARENERET OO R RERE

NISTIR 8259B (Draft) loT Non-Technical Supporting Capability Core
Baseline

FYRERTNAADBEOHFERELT, 6DDERWILFHERT
T HA—H—ITHLTRY BIERALBA AT AT R

A—N—PEETIEZENLOBELEELENSEMBTIEGLY
R—NEENZE R

NISTIR 8258AR% UNISTIR 8259BIFHSEMLART THY ., KR U
FERMGESDRYRZLDNSUREES

NISTIR 8259C (Draft) Creating a Profile Using the loT Core Baseline
and Non—Technical Baseline

HED loT THNARDBEPT T /r—aVITBLT loT HY4/13\—
X2 T TATFAIVERETH10IZ, BT T)r—avE
AOEHLHETHHFEERBTIHATRELATO R E T

NISTIR 8259D (Draft) Profile Using the lIoT Core Baseline and Non—
Technical Baseline for the Federal Government
EHBFDL—RT—AD=HDHZ/NPRORLEDEEDHLLT
NIST SP 800-53BIZ SR &SN TLVBFISMAER—X S/ V(L TR
SNTNISTIR 8259AL8259BDAT * N—RXFA VDT /N4 RFL DY A
N—tF1)T(HEAOTOT7(ILERE

SP 800-213 (Draft) IoT Device Cybersecurity Guidance for the Federal
Government: Establishing IoT Device Cybersecurity Requirement

IoT FIRAREV AT LA VISR IFYITHELELSET HEH
BFFHEE R T D2 AREH A F VR

X| 4 NISTIR 8259 X&77 IV —
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IEAIRAFREST D Z 1307 <, AlElY GSA (General Services Administration” : #[E JLi#
BHEIT) DIFEHDBRE DD EFF> T, ZHUTE DRI RIGS GSA OFHEIZSINT 5 ATRENE
MEZBND, £, MEETHLERIMSZB L e U —EFB 2R L TWL B2 5
NDHN, BIRHZRNEFIIAH TS 5,

NIST8259 & 8259A DFEATHR D 2020427 A 23 A & 24 HIZBfESi=A > T4 T —7
< = v 7 Building the Federal Profile For IoT Device Cybersecurity: Next Steps for Securing Federal
Systems 1%, 500 AHUEDOEE LD 26 WEET AV BEN 39NN LDOSMB BT, 7
AU B ERENTB W TIZ FOIA % (Freedom Of Information Act’™ : fF# H H{E) 12 L 0 #H
BUFIZIE MO ABBEHET H X T D, 2O —RIICT 7 & A AFE7: Web <° RSS (2
KRN AF SN TN D, NISTIZEWTH, JHUTHE > TIEBGTRNAT Y v 7 ary
MZRDEREE V77 L AOBRBOERP RSN TEY | TOERICHD S HIE
RFREDOHEMEEIMTON TN D, 7ol KBFHRONEIC LY | B BURF-CIR LR,
MR 72 SNEBNZAE R BT S 2 DO EFITH 5,

NIST ® K7 7 MZxtd 2% o523 A2 ML T s nD 0 2 hRENO =
AU ROPNERRDZ LR T AV DARENPLATHAR O THIZEY B
LbITWD,

A-3.NIST DEFE#AL TR F1=/EEh

NIST /&, 201542 12 HICEBEY A S—tF 2 U 7 4 LY —F 7 71— 7 (ICSWG)
AL L, 2018 4F 11 H 29 HIZ NISTIR 82007 (IoT (2R84 2 EHEEH A N—EF 2 U 7 1 4%
WAL DRDLICBIT DB L AN — b)) ZABRK - ABA L. IoT ¥4 N—tF =2 U T 1 OFEAESE
BEDLHTE ToT A7 LABHIAH & 10T BEDOY A N—tF a2 T EEL DO~y BT
ZiTHo T\ 5,

72, 2020 4 5 A 19 HIZHAT S 4172 NISTIR 8259A Tl IoT device cybersecurity capability
core baseline (IoT 7 /3 ZADY A N—k X2 UT 4D aTX—=2AT7 () OEFRLHD
BT, 206 LA EI3BIED & 2 OFRELIRRC R IR 22 EDOBEFD ToT ¥4 A
—EX 2 VT 4 A X ANOBRPRINTEY , FHEE2 L0 FEMICEAE L, A BRRY 7
TETHRRANZFEST D HEL LS ETHERICHEER LD LR LB TWD, S
ENTWDDIILLTFD 15 #fEOEECH Y . NIST IoT Program DIFENL, ZH5H DA N
— X2 VT OIREESCHA RTA 0 EDEHELHIFICED LN TWD Z EDBEZ D,

AGELIGHT: AgeLight Digital Trust Advisory Group, “loT Safety Architecture & Risk
Toolkit (IoTSA) v3.1”

3 https://www.gsa.gov/
4 Freedom Of Information Act
S https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8200.pdf
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BITAG: Broadband Internet Technical Advisory Group (BITAG), “Internet of Things (IoT)
Security and Privacy Recommendations”

CSA: Cloud Security Alliance (CSA) IoT Working Group, “Identity and Access Management
for the Internet of Things”

CSDE: Council to Secure the Digital Economy (CSDE), “The C2 Consensus on loT Device
Security Baseline Capabilities”

CTIA: CTIA, “CTIA Cybersecurity Certification Test Plan for IoT Devices, Version 1.0.1”
ENISA: European Union Agency for Network and Information Security (ENISA), “Baseline
Security Recommendations for 10T in the context of Critical Information Infrastructures”
ETSI: European Telecommunications Standards Institute (ETSI), “Cyber Security for
Consumer Internet of Things”

GSMA: Groupe Spéciale Mobile Association (GSMA), “GSMA IoT Security Assessment”
IEC: International Electrotechnical Commission (IEC), “IEC 62443-4-2, Edition 1.0, Security
for industrial automation and control systems — Part 4-2: Technical security requirements for
IACS components”

IIC: Industrial Internet Consortium (IIC), “Industrial Internet of Things Volume G4: Security
Framework”

IoTSF: IoT Security Foundation (IoTSF), “loT Security Compliance Framework, Release 2
ISOC/OTA: Internet Society/Online Trust Alliance (OTA), “IoT Security & Privacy Trust
Framework v2.5”

NEMA: National Electrical Manufacturers Association (NEMA), “Cyber Hygiene Best
Practices”

OCF: Open Connectivity Foundation (OCF) “OCF Security Specification Version 2.1.2”
PSA: Platform Security Architecture (PSA) Joint Stakeholder Agreement (JSA) Members,
“PSA Certified™ Level I Questionnaire, Version 2.0 Beta”

S 52 2021 4 2 H 21 (2 NIST blog TR S 417242021: What’s Ahead from NIST in
Cybersecurity and Privacy?”7® & 8 X 172 NIST 0 2021 4= O 7E B 18] CIIAEWT ) 72 42 Y LI )
WD Z LIRS TED, 5% D NIST DRV HAHEFEE T H2MERH D,

76 https://www.nist.gov/blogs/cybersecurity-insights/202 1-whats-ahead-nist-cybersecurity-and-
privacy
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110 https://ec.europa.eu/digital-single-market/en/secure-solutions-internet-things
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T X2V T AP —ERZREETLHIE T, VAT LOREERET DL HLDOTHY |
UTZEFEBHT 5,
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11 https://secureiot.eu/

112 https://www.semiotics-project.eu/
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C) ENACT (Development, Operation, and Quality Assurance of Trustworthy Smart IoT Systems)
113
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RFLLERRE 2 TR 40t
® 7N ANYFR—FORMITIE, I T HFRFOEITSE LT AT LB
WZHFA T Iy 7RIS E ATRE & T 5 A T = X L DfEft
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D) IoTCrawler (a Search Engine for the Internet of Things Devices) 4
loTCrawler |%, JEJS%E L JLBRMEICEN T2 0 —0 U7 A4 0T v 7 AMER, B~
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113 https://www.enact-project.eu/
14 https://iotcrawler.eu/
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115 http://www.brain-iot.eu/
116 https://www.sofie-iot.eu/
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TJxTFL—v gy
® HE DB AR (DLT) OIRRFIH
® I —T TS —y FEAREL T D 0T E VAR AT T v b7+ — LDk
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H) SerloT (Secure and Safe Internet of Things) 118
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117 https://www.chariotproject.eu/
118 https://seriot-project.eu/
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119 https://openid-foundation-japan.github.io/rfc6749.ja.html
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Device HEDR—2Z7 BEFTDHYA N—tF2U T BHEORY AHAEERS B0ICRILL, 0T 7/ ZAOREFAL PRI LT 10T 7/34 2% ERH
Cybersecurity 4> (B2F3 LTRITENIBRBORRRLPE LU ERERET 52 L1 TE S,
Capability Baseline | 7 })
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2020/1/31|Cyber Security for |EHNDH A 1 FNDY A N—tF2UF 4 HEREEFED—F~ v 7 (CyberSecd4Europe project) https://cybersec4europe.eu/wp-
Europe N—tFal CyberSec4Europe 7B ¥ 7 b3, BRINDT Y ZNE—HBOTEU AR LES T 57-0ICHBLY A /X—tF2UF 1# |content/uploads/2020/09/D4.3-Roadmap-
T4 HEOBALIROFAERRMNICTI L ZBAMISEHLTEY, 20— FYy 70BEE, FEAYAN—4F 297 1% [v5-NEW.pdf
Research and BOMRZELHEL, TOMBERLREEELHRATILICH D,
Development iRt B/ DA %—%y b (IoT) F HHWETYT 474 OBEEERE, ZIFYTALEA LOEROIIG L URERHICT D
Roadmap o—Fvwy 7 H, BEIC, EREOEITH, 1V 2—Fy MIERENALHOWI TV T4 T4 (BRALER, A V75X M50Fv %
T) EENE LY A N—KBORTERSICT 5,
ANETIEH, YAN—tF2UT4908% () #—T>nvFxr s (i) ¥ 754Fc—reF2UF4RE (i) 754
N —REDEE, (v) 4127y MRE (V) BLEX () BRT 230 BLOVI) RR— 2T 4 OO
L. HEEIC, 2GRS BEsHE, BEREE, WREE. AECPEBAFRENTL. Z0O—FTy72RLTVE,
2020/2/4|NIST Brog FERRED 1)1 1 NISTIR 8259 [1oTF /8 RELEEE D/ DHEREIE]| OHE2EE (2nd Draft) 228 L. ]|E, T YUvsaXx> %% |https://www.nist.gov/blogs/cybersecurity- (X5 —2 7+ ILZ L DRFEDTZHDF I K
Improving the loT  |ERIZ& 3loT f$13 T %, 2nd Draftif, 1st Drafti=3dd 24500 ED/XT7 Y v 7 A XY FERML, 24 Fb, F¥a x> MG, AR %3 |insights/improving-iot-cybersecurity- F—TNERME
Cybersecurity YA =t 5 L7 NISTIR8259MBHIE LT, BICHBHNAEHCHIOAEEME /O LANDAYTHR MIaT7R—25 1 »%E< |baseline-stakeholder-input-draft-v2-nistir
Baseline with Falsg Z & % AL,
Stakeholder Input: [N—2F A > Y775 2 THMES N BRSA Conference 20200 HAfIFICARIZ 7> FF—7 L - £y > a v %FHEL. 24> FEBRIH |https://www.nist.gov/news-
Draft (v2) NISTIR [k @ /<7 SELNIMPOMBREHRB L, 0TF AR - YA N—EF 2 YT 4 - R=2 74 Y OFEHBHFOEMICOWTHEBERE L [events/news/2020/02/nist-offers-
8259 Available for | U v axy DIFEEEIT o strategies-help-businesses-secure-their-
Public Comment Fo7zHD cyber-supply-chains
NISTIR8259 F
77+ (v2)
2020/2/4|NIST Offers NISTIE, % [ 1] 1 1 NIST=2—X : NISTIE, BEIFFAN—B T4 F -V ERRT20ETET ML R https://www.nist.gov/news-
Strategies to Help A% 4 /X —1 BEDEZLDYAN—BER, 754 Fz2—>DOURZICEELTWS, KT 7 FNISTIR82761%, H 4 /X—H 75 A4 F = — |events/news/2020/02/nist-offers-
Businesses Secure |75 4 F = — VURGREFVAVMDEBERREEARTLOTHY . Y— FA—F 1 OMBHARET 220 R—% > b ¥ —EX%EER L T|strategies-help-businesses-secure-their-
Their Cyber Supply | » #5R$ % —EAICHES N TV 2 BRFOBRBERMURN 5TV A N~ F 2 U7 1 OMBICRENTNT 5 D ICEID—EDE [cyber-supply-chains
Chains DEZET D BARET LD TH S, (N7 U vsaxr bR 1 ~202043848)
BiEg 2 4R
2020/2/4|NISTIR 8276 NISTIR 8276 1]1 1 2014 [BEEA Y T75AR50F v - YAN—tEF2 T4 REDLOBD T L—LT—2 (NIST Cybersecurity https://csrc.nist.gov/publications/detail /nist
(Draft) (Draft) Framework) | £ Z [EEA Y7 IR LT 0F v - YAN—2FX 2 VT HEDHDA—F7y 7| ARSI NTLUE, ir/8276/archive/2020-02-04
Key Practices in PAN—HT NISTIFER Y — 4 — L D@EHEEZRBL T, YA -V T 54 Fz—> - YR/EHE (C-SCRM) DEREBITEZRAEL &, &
Cyber Supply Chain| 7 4 F = —> FlL. 20154 L2019 DBEADA Y ZE2—EDHT L, 28DT —RRZT A, VANV T 54 Fz—> DY R/ ERICE
Risk Management: |® U 2 7 B FTANISTORATHE, BLUZDBEPERDRR T T 77 4 ALFICETNT LS, NISTIR82761%, MHEMEY A /S~
Observations from |ICH 17 2 EE BTIAF -V VRIVEBT O LB 42 E EBHEPIRIYMLALT 77T A REBLALTELEDLDTH D,
Industry HRE  ER
DERN D
2020/2/21|SP 800-171 Rev. 2 |SP 800-171 1 1 SP 800-171 Rev. 2 :JF&# B X 7 LB L UHBICH T 2 ER SN TV LR VWEEERORE % AH https://csre.nist.gov/publications/detail/sp/
Protecting Rev. 2 FRERE, BRAFEESRS LOHEBICEEL TV BHBEIC RHOBIERCU) OBBTIEEZRET 270 0HR L F 2 U 7 1 EF(800-171/rev-2/final
Controlled IEELS R T EEBEICIREET 2, B CUIEME, RE. BLU/EERET 2FEH L AT LABLUEBOTRTOaYR—F >
Unclassified Lk & UEB b, £EZOLIBAVE—F2Y FOREEZREET ZEBICERSING, £F2 VT4 BHE, 2REDE213Z 05 0#B | https://nvipubs.nist.gov/nistpubs/SpecialPu
Information in 1Bl 2ER & IREFRAAR & ORI TR S N DR L O RNEE TOMORNTERT 2 L2AME LTV, blications/NIST.SP.800-171r2.pdf
Nonfederal ShTuin
Systems and HEZER DR
Organizations E3
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2020/2/24|NIST loT NIST loTZ 7 1111 1 NISTIR 8259(CBIE 2 0BT V> F7F—7 L - v > a v &R BIEZEA
~2/28|Roundtable YEF—=7 aXy MIEA SESNADBWOMEEHREL, 10TFRNA R - YA N—FEF 2T + R=Z 54 > OFERBAFOEMIC DOV [https://www.nist.gov/blogs/cybersecurity-
Foundational loTF /84 = THEBRE L DEREIT o720 insights/improving-iot-cybersecurity-
Cybersecurity A—h—Df (%) baseline-stakeholder-input-draft-v2-nistir
Guidance for loT | OEEER A - BINEFRBI23RRE, FORRN SHREGRGEAEOREL T, BLALNY Y T7I Y 2axM T Y TS OSMNE
Device PAN—1 CHER,
Manufacturers: FaUF4H - NISTIR 825912 5B TaX > bR{F&E#KT L, NISTR TR L REFHE 2TVRERE QMY 2, NISTREBFHEH
NISTIR 8259 EE 2 LRAETHELZ25 AEBE, NISTL Y, BHIRAR#HoutreachZ 7= AHDESRZEHET 2 AIGEEH H 2 ARE L TIEW
Overview NISTIR 82590 U,
BE - NISTIR 82590 % E M., Federal loT Device Cybersecurity BaselineD{Ei % BItA T %, EIXRE T H 0T %% EHBEUHF
WICBA, 2y b7 =7 FRTROHA X 2E WS BRI T, FISMA FIPSE#TE T 2 BAENFS N, loTD
FAAA FEVS BRI ROT, BINAEICEERET 2,
“NISTH 2 WEEABEALANOET 6. BEICE LIoTICET 2BFIPL—LERELTWE A, THHHNISTOREXRE T
ARICZRB. BALABA, SRLORRNOHZXEE L TRAONDAEEELH 2,
2020/5/27|CONVERGENCE |7 o v 2 1 #0|loTT7 Ry /Fx—VvEFATEIELET, B—ORYZX—PRET2EGE YV 21— av%E, BO0HHEBFREOIY |https://www.eublockchainforum.eu/sites/d | *0: THE EUROPEAN UNION
OF BLOCKCHAIN, |#z—>. Al, V=V T LICE > THESNEZ SN TOEHMBEITS S5y b7+ —LAICBERZ2HE, TALORBEO—BEEFTE S |efault/files/reports/report_security_v1.0.pdf [BLOCKCHAIN
Al AND 10T loT& D& AHEMA D2, TNy Y allk > QI N, —BICETEICLY, (F—2La—FOREF—2NLTOROTH OBSERVATORY & FORUM
LATEEIC % B,
VRTLEMET BT NARD—BOBIANFANT -2 EREEND L, 7RV IFr—VEFERLTT 7Y b 74— LICADHE
WOMALZHERTE S, EHICIE, TRLF—BEETOI-—RT—RTlE, AlLloTEDT A Y 7 F 2 — v E@ES E1HAHH
EATEY, BYIOTAY I F -V R=RDON—=FI T EBFELIT>TW 5,
2020/5/29|NISTIR 8259 NISTIR 8259 1]1 1 NISTIR8259f #&hnke & https://csrc.nist.gov/publications/detail /nist
Foundational 10TF /34 2 ZOXEIE, A—H =D 0T TNA REBEICRTT 2RIICRET DLEN B2V A N~ F2 U T« ICBHET 2HET 7 T 1 |ir/8259/final
Cybersecurity A—=Hh—mlF ET 4 ZRHET 2,
Activities for loT DEBERY A https://nvipubs.nist.gov/nistpubs/ir/2020/N
Device N—tFal IST.IR.8259.pdf
Manufacturers T4 ED
2020/5/29|NISTIR 8259A NISTIR8259A [ 1| 1 1 NISTIR 8259A R ARFEE https://csrc.nist.gov/publications/detail /nist
loT Device 10TF /81 2D ZOXEE, OTT N ZADY A N—tF 2V FABEATR—R AV EERLTVD, ABOTNIR, T—%2, ¥YRT ir/8259a/final
Cybersecurity PA =t L, BEUTAV AT LR RET 2 MOBEYAN—tF 12U T4 HEEYR— T 270 MIICBRELRT /A XEEED
Capability Core FalUT A% ty b THB, https://nvlpubs.nist.gov/nistpubs/ir/2020/N
Baseline BEDATR— IST.IR.8259A.pdf
274
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2020/6/1|NIST Brog NISTZ B 1]1 1 NIST 7R 2 : 201 TE D AFERSLUEOKEICHE T2 INETOY A N—tF 2 U T 4 BCICET 2RFDOEE L NISTIR8259  [https://www.nist.gov/blogs/cybersecurity-
More than just a £ Y ReRloT DRA %R insights/more-just-milestone-botnet-
milestone in the PAC PN COTTF /A R A —H—H B D% STET BBRIE, 10TT /84 ZEE, 10TF /A RICEES 20T /M X, A —H—FEZE |roadmap-towards-more-securable-iot-
Botnet Roadmap  [IF7=#H v + D> THET IO I T LAY —EX, BLUZTNLOBREKLE, YO L5 LEMNFENMREEINENERT 542 |devices
towards more E = H#H%, NISTIR259Id, FL=—7 v FBLVRR =7 v FOZRWRKT 2 —XT, A—H—HZOBFENLY LV =IoH
securable loT Fwy7o< WY 2 DITRILDEDDFFEDHRET V7 4 €7 4 ZRET 2,
devices ANRE—> 0T DA—R =R FZ L DERPEEXGUC LAY . 2 O—MARBENDH S Z Eh o, 8259A TR T ~—
[2F1% AT VERET B, HBOT AR T—2, YATL, TAVRATLOREEBME LT, —BNEY A N—tF 2T o
BFEEYFR— b 2LDICBERT /N ZBREIC OV TR L TV 2,
- NISTI$IR7E, NISRS 8259+ L UB259A% ML & B, & Y RE#I0TT /N4 R DEAEBEDIRAEAREICT 2/ DICHBELY
AN—EF2 VT4 TN REEERT 2ERTO7 7 A LEREL TV D,
MRy b2y b -O=—F2y 7 Ry b2y b BLUZOMOBREENAHBEBERICHT 2/ 2 -3y bBLUBETD
YRAT LOEENELICET 20—y T
2020/6/30|ETSI EN 303 645, |ETSI EN 303 1 1 ETSI, #58% U —Fg2ar>a—<loTtF U7 2% (ETSIEN 303 645) % F&k https://www.etsi.org/deliver/etsi_en/30360
CYBER; Cyber 645, CYBER; ETSIY A /N —t % 2 U 7 4 HITESR(TCCYBER) I, A > &2 —F v MIEHRINEBEERROLF 1Y 74 =271 % [0_303699/303645/02.01.01_60/en_303645v0
Security for aviya— HEIZL. FEDIOTRIERF —LOEBARETZ2E/ DAV &—F v b (oTICHET B YA /8—tF 20 F 1 OELE  ETSI  [20101p.pdf
Consumer Internet | « 4 > & — EN 303 645% #& L 72,
of Things: Baseline [% v  « # ENIZ, HAN—EF 2V T A OEFAIRIPEBHEICT DAY FTNAARICHT 2 ARETEEL TWDHEER < &5 ICKEE |https://www.etsi.org/newsroom/press-
Requirements TevvIR ENTHY., IOEBEITENT S &, WEEIFMHRFOT AR Ry b3y b EEENS) Z§)# L TDDoSKE# M L. |releases/1789-2020-06-etsi-releases-world-
DIHDY A ESEEE~ A=V L, BEDI—Y—%2 XA THHENDFHREND, IhODKEERC I LY. ENIER—XF 1 |leading-consumer-iot-security-standard
N—tFal) YOEFAVTAETTANY—ERBEICALEEE TS,
Ta EARE ETSIEN303645iF, 4 ¥ &—Fv MEReNiza vy a—vTNA ZBLVEHEY -0+ 2 ) T 412872 13 D3
# BEREL TV S, OTRERICE, ARIT Y F - FLFLYDESELP»PRE—E-2— BRAKCF 7Oy /L0 ax
7y Fe—7 7 ABERR. AR—PAXT, FLE AE—H— DT ITUALRTyh— ARIT v Fh—L
F—bA=YaYETT—LYRT L ARTT Y 7T 74T R(ERE. ABERE), AX—bR—LTYREY bR E
HHB,
ENICIE, HBHEEIFOTISHT 2520 ENT — 2 REF[ELEEINT LS,
2020/6/30|Foundational loTF /84 2 1 1 NIST #ivirtual-only event, % B L LR2DEFE & BERISE & EE https://www.nist.gov/news-
Cybersecurity A—=h—m « A XY b Tk NISTOKat Megas & Michael Fagan® 7L > 57— 3 ¥ H4Thh, L TERDQRAIOTF/SM XX —  |events/events/2020/06/foundational-
Guidance for loT  [I3:NISTIR H—EEEXRBLC/ELERERIOTT /N DL TOI—F — DS % EE, cybersecurity-guidance-iot-device-
Device 825944 &> + NISTIR 8259 #i&t £ 7 A 1REERIAE (45%) manufacturers-nistir-8259
Manufacturers: 2
NISTIR 8259
Overview
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2020/7|Perspectives on an |72 & )L{kic 1 g FYRMEICET 2 hEE DEUDOKFEDRE © EIAS (European Institute for Asian Studies) Plicy Brief 06/2020 https://www.eias.org/wp-
EU Dialogue with  [BIF 2EUD P NEUE REDRICT Y 2 AR EARELT 2 2 & I, COVID-191A > O HREAEE & XD 10ER O HNARFNRICE > |content/uploads/2019/07/Policy-Brief-
China on E & nxfEElc TAARTH S, EUDT Y RAEEIE, EURBEDOTY ZL T Y — v aA{E%%AT 2 RAAR S W-EUEEE% &%, [56G_Mogni_Goethals_EU-CN-Dialogue-
Digitalization By 2RZE 2015F UEERICE L TE T, BE, EUEHEOMAA, FEREREZRE L, ETPORREEMNT 57-0I1c, ZEM T |Digitalization.pdf
ZNHEEHRT 2 EGNBERIH D,
< 20204E18. BUNEBRE, EUMADET 7 O/NA £ —ICL 356G Ry b7 — 7 ORBICEET 2RLRMY X7 1T 23
BOEUT 7A—FICET 28E (Y — LR v 7 RO T) R L 7.
< REE, BGET. YA N—EFaUT 4, To&HA ol AVEBLICET 230 v /N OHENADBFNLET VX
LEAYOSOBEREERHL TH Y, FEEKPEAEZHEROBAICL2BHELRNRICHZ 2720103 —0 v N TRE
W= F—%RO2BENDD, PEIG BINEOHBIICET 52018FOBERXE T, BRIM =27 F 7O#MHADHTEU
COTVRNEGREERRET L VI ATy by FERCEBRER L, FICHBREIN, BE. E®IE2BL . [Digital
China] LEUFYRZNE—hiFL ORBLBHOX Y v b EFRERHEL TV,
cEUEHEIR, HILWEUEHREDT Y 2 AHEEABOEGEERY 2 L CHRENR BN TMTHEELHT L2 BIET
RETHD, Ihid, BDEREFEAN =X LEFRT 2 LTERBEORBNICOHH S,
- BATRAE, R B & UZ OMOEBRIL Y A N —IREOAMIG, BiT#SROENOERE, SR, BLUBREEREELRR
TELHICEETH D,
2020/7/20|Network Fy b7—=2 1 1 BEEFRLFELTEF2UTALALOALERET 2LODEF 1) TARIEDTL—LT—2, 3GPPTER SN https://www.gsma.com/security/wp-
Equipment Security [#22 D+ F 2 SECAMBIED X EE R—RIZ, RV X —OFEKIR, RRDF/ 7V A4 /L7 0vRHTI2 2T 1 EfEER, content/uploads/2020/09/FS.16-NESAS-
Assurance Scheme | U 7 1 {REE X EREEDBMN, BEELR— FOGSMANDIRHOMEL, THEZX XY MEROYEFTEDRARE{L, NESASOX 21— 7 DBF |Development-and-Lifecycle-Security-
*—L — BA% b, EF2UTFATRMIREEAA FS4 D8N (Annex) o Requirements-v1.1.pdf
Developmentand |[& 54 744 tF2UT A BHOBFIN— T L LG R E R,
Lifecycle Security [Z/LD+F 2
Requirements T a1 B2
Version 1.1 L1HR
2020/7/22 |Building the loT 74 2% 1] 1 1 NIST loT F/RA XY A N—tF 2 UT 4 |OEHRTOT7 7 ANOHET—2 > 2y THE https://www.nist.gov/news-
~7/23  |Federal Profile for |4 /8—+t % 2 10TTFNA ZDY A NR—tF 2 YT A DHDBEHBFOTOT 7 A LOBE, R RATLDEF1 T4 5HRT 570D |events/events/2020/07/building-federal-
loT Device U T4 |DEHR RORTY T profile-iot-device-cybersecurity-next-steps-
Cybersecurity Z7azr4L s ARy MREF NISTIR 83224 LT 2021/1/8 ICHITEhT L3 securing
DHET—2 - BINE 500%RE, 260 @A S5 GNEBAT S AE) | KE3YNA SSI NERT8IN)
vav7 c7—=2vay FOBEHE LTCYRLEAMNIT —<hTakeaway & L TIIHENEEHRINT LD, https://www.nist.gov/blogs/cybersecurity-
c7—0vay 7 TERBAER insights/building-federal-profile-iot-device-
loT Security L DBUFIC & 2 BHRILEH : T1% ARV EFF cybersecurity-post-workshop-update
10T 784 ZDBAFRKEHERBERDIT 210 DBLA Y2 r T 1 THRE  55%
2020/9/18(Internet of Things |E€/ DA~ 1 % YANR—KWEOBFHOERICNA, YA NR—EF 1T IZoTORIEELHHFDIDEL>TWVDS, loTHA/R—tFa https://www.mdpi.com/1999-
(IoT) K= vk D74 DEME. 0TEEETF7A N —DREEBL T, HEP IV —DY A N—tF2UT(VRVEEFBST 5L TH 5903/12/9/157
Cybersecurity: (loT) ¥4 /13— %,
Literature Review [£%2 VU7 1: HLOHFAN—LF2 VT AITE Y —iE, loTE*2 YT EBORLISEERNZIRET 2, LaL, BEEICE-TH
and loT Cyber Risk [kl £ 2 — BHRITY A N—YRIBRIL—LT—IBTRL TV, oTHAN—EF 2T A RIFETAN—URIERTL—L
Management EloTH A /8— T—=ZI20WTHBAL, 4BDITY A N—YRIBERTL—LT =0 &BNT 5, £/, EHDTHA N—EF2 Y7470
YRy ER Yy Mo 2EMEROEMNCHT BP0 T IV IFELRY L5,
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2020/9/23|SP 800-53 Rev. 5 |SP 800-53 Rev.| 1 | 1 1 SP 800-53 Rev. 5 4253 https://csre.nist.gov/publications/detail/sp/
Security and 5 800-53/rev-5/final
Privacy Controls  [f&# > X7 4 FISMA: UNZ FISMASS S84 12349 2 OMB[EI B2 A- 130D IESF I 4 Z 72 Controls % JE ) % BUE % E B,
for Information B L UHEBD NIST SP 800-53 GEFMEUFIER Y 27 L, BLUEHMEHBOLODOEF 2 ) 74 BEEE T 74 N —FEEK) 15, KEEFH
Systems and LF2UTA BRORBLF 21U T LT TANY—EBEEERTAAF T4 THY, ThHDAY PA—LEERRTHR 2T A XAHE
Organizations 754N T, YRV EERTIEBLAROTOLRO—BE L TEEIATLS,
> — il
2021/10/720]4th loT Security F4[E 0Tt 1 1 A /N—IBEERFS. CSIRT., EFF#R. RN, BHEE, 2ROFEMRS—EICET S LT, REVEREAEEICT 5 Z [https://www.enisa.europa.eu/events/4th-
Conference BV EEBMELTNA=F v LA Ry PELTIDDE Y > a»zhEfE, iot-securiity-conference-online-series
E] - Operational loT ~ (202041087H) : BEDIOTEFaUT( DRBEEZOEA, loTA 75 ¢EE/ OV bowFa
UT A BROFHOIY A, Z L TRFIOME & B R F — LI W Tl
- Artificial Intelligence (202046108 14H) : AIDEEMNL U R/ PH-ABER L. LREEOVHELCEDEEZED D LW
SERTOBAN HDA Y v bEIRYIEY AL, RAEKARRN HAIZD N TE
* Supply Chain for IoT (20204 10821H) :loTT AT LR TRERY T IAFz—VABULTHI LI, loTEFa
UT 4 OEFRNLGERERTHD, RSERNORUSHBIIEZETOSIEIEL 7 o —ATEAE LT, BEETZEHE. U R
7. BNFEKICONT, 10TH 774 F = — > ICBT 20REVER.
2020/10/22|Workshop on REEMIoTH R 1 1 Virtual MeetingBaf& https://www.nist.gov/news-
Cybersecurity CBFaHA events/events/2020/10/workshop-
Risks in Consumer [/X—+F 21 REBIOTHRICEF2HAN—tF 2V T 1 DBBE~OHRG L, HEEMIFoTRRIZITR—2F 1 »NISTIR 8259A loT cybersecurity-risks-consumer-home-iot-
Home IoT Products |74 U Z 7 (Z Device Cybersecurity Capability Core Baseline# =3¢ % FED[EEEIC D L TR products
Eyz7—7 CU—=0vavyTHER/ vy ya v ETARRE
vav7
2020/11 (10T Security: ENISA loTH 7 | 1 1 loT2F2UF 4:ENISANIOTY 754 F 2 — > OREICETEHA RS54 %205 https://www.enisa.europa.eu/news/enisa-
ENISA Publishes |74 Fz—> ZDENISAXETIE, 10TOY T I F 2~V A RETDLHDHA FIA v EER, Y74 F 2~ 10T7/34 2D+ |news/iot-security-enisa-publishes-
Guidelines on DEFaY Fa2UTAOEBEELEDTHY ., ENISAIE, 10THREY—ERDOY T 54 F— 2%z HEL, oTOHFIRDER %R |guidelines-on-securing-the-iot-supply-chain
Securing the loT |7 4 ICB3T % YANT, BHEREN OREABOERERT, BEET, FMA7ANYREOLF2UTAHAF 74 EFRLT.
Supply Chain HAKZTA4 > loTE ¥ 27 1id, MPHOBERENOLY FA1-—Y-—DBRLRTFET, ¥ 7714 F 12— YOI RTORBTRITT 24E
%N HopY, BETEHTI74Fc—v0eFaUTABEEDHIL. ZHISEL T, 0TH 754 F = — v ORBEMEICEEES5Z
BURVERBT DDICRIDEF2UTAMREHA P/ VERET DI EHEETH D,
ZOXFEE, loTA—h—, BHEE AVTIL—2— BLWoTOH T4 Fz—VICBE5T 2T R COFEBREA. loT
TU/AY—EHE BH. FLETHETIROEX 2T ICETIERREAWRET HDOICRIULOL S AR, loTH T
AFz—VOIETEREBENMTL., ERBETERTREEEL X2V T4 LOFRBHEELIRTHEL TV,
2020/11/6|Supply Chain 4.0: A| %75 4 1 Z[¥754F 2= 40 94 —£F 2 U T ORE. BRE. SEOAEECET SEE (=2—F 727z —LXK¥F— |https;//www.mdpi.com/2079-
Survey of Cyber Fr—v4.0Y DR rSUTEBETHT I —T% - BT 9292/9/11/1864
Security A=t F 2 BTF7AF =401k, 774 F 2 —VEBYRT LOBIREDIHLERION, ICTEDY =27 70T 1V TEBEH
Challenges, U7 4 DR BT D, YT IAF 2 —VA0DBENLRENIE, 774 F -V ROEES T LORLTHY . /A—/0) —F %27 F
Solutions and . RRREE, L. BUEM L F-aRiliEEn, T, B, REEEE02 L VS REBOBREE>TW5S, £/, Y774 Fz—>40
Future Directions  [5#n A @t Tl FAEBBYRIEFAN—YRIHFBEEL D,
Y 2RE BT TAF =240 BEHTAS T HEERUENEC BES LUEREHT 70 20@RH+0TERL. Y774
Fr—YvA0EXZBRMICE, 7Oy s/Fr—> A¥—tAVEFI b ATHBEDT 7 U —ay, A R—EL R
T Ly loT, EERAYR—2y beENBHD, INOORMEZAENEREDEN, FRTREYAN—tF 2 )T 1 DR
BeERHBLET, COWMIXTE, BEBEY /74 Fc—VA0DMEE, ZNHBEERY /74 F -V L EDEIICRE DD
ZRBAL. ZORM. B, KEBR BLUVZMAOHW BRI DZERRTEALHICT 2,
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2020/12/4(10T Cybersecurity |2020%EloTH 4 | 1 KEZERMPIRA (NIST) EBEEFER (OMB) 2, /DA ¥ & —%v b (IoT) /AL ZADOY A N—+F 21U F 4 %@ |https://www.congress.gov/116/plaws/publ2 |NIST £ OMBIZ3} L T, FISMA (Federal
Improvement Act  [/X—tF 2 FEERLOOBEDEBEHEL DL ERDTVS, loTid, 1 ¥ 2—3 v MEFRAYENAT /A XL EENLYEICET |07/PLAW-116publ207.pdf Information Security Management Act of
of 2020 T4 mLE WEARLAH D, BENFAEE/EEREL, #BEN/TE £/ EEET BRI AT LAICERSNAITT /S ZOKEEIC L 28 2002 EMEREF 2V TAIRI AV B
BERLERISOVWT, TR RICEET YA N~ F 21U T4 URIEBET 2HOREROEBLF 21U 7 4 EH%2E ) ICEDWTRIERHA P74~ DRFRE
CEELHAFTA v EREL, ERBUTRITICAKRT 2 LENISTICERL TV 2, EHHITVS, DHS CISADEB) L BoE L
T2020F 12AICAERPHIEEN TN &
Bohz,
2020/12/10(SP 800-53 Rev. SP800-53Rev.| 1 [ 1 1 SP 800-53 Rev. 5 S #fhfi% 2068 https://nvlpubs.nist.gov/nistpubs/SpecialPu |SP 800-53 Rev. 50 EE A BH D —2 & L
5(DOI) 5 (EHTHR) blications/NIST.SP.800-53r5.pdf T. FIPS2000E & % 170 Control B2/
SP 800-53 Rev. 50 EE 4 BHTIFLITF D&Y Z. FIPS200LB&ICEHBFOEH L L TEB
- FIPS200 GHEFBIERS 27 LORNEF 2 Y 74 EH) OEDHZ1TDOControlFFICHNZ., FIPS200LABE IERBF O EH & L S & fLf-Program Management, PlI
T\ & hizProgram Management, Pl Processing and Transparency. Supply Chain Risk Management®3- ®Control&A* Processing and Transparency. Supply
B Chain Risk Management3-> d Control&A*
BMmE iz,
2020/12/13|Emergency F2ES21-01 1 1 SolarWinds OrionB@HBRAINTHE Y, HBERERY P 7= bF7 74 v I EBY AT LAOT 7L AN AL 55, THIC [https://cyber.dhs.gov/ed/21-01/
Directive 21-01 W BT v arEES, AREEFLAVERICSV T, BEABAELE—ORMONNE, HEERT 2T/ &
Mitigate SolarWindsOri HTETHD,
SolarWinds Orion  |on3— F D12
Code Compromise | &N
2020/12/15|Rounding Up Your [NIST 7a 2 1)1 1 NIST 707 #EfloTH A N—tF 2 ) 74 BEUHOERICHT 2420 KL E2a—F 77 b HA XY XERH https://www.nist.gov/blogs/cybersecurity- |loT Program® B#915. NIST SP800-53125
10T Security loT%2 Y EIBIOTH A N—t % 1 U F 4 ICBT 2400 F % 2 X > h &NISTIR8259,/NISTIRS259A & (AR B{% % 548 insights/rounding-your-iot-security- AIEF L TIoTZEHHIRS R T LNTED
Requirements: TAEHDE requirements-draft-nist-guidance-federal | & 3125 7. ZDEBHIEAHNBEIE NS
Draft NIST L EIE EBBFET DS ERT 2L THYIoT
Guidance for FBmLY F Program® &# DONIST SP800-53r5% Hij{E &
Federal Agencies |7 7 FNISTH LTW3,
A LR
2020/12/17[INFORMATION EEBE M 1 1 CISA ( Cybersecurity and Infrastructure Security Agency) &1CT SCRM (Supply Chain Risk Management) Task Force MEUfF | https://www.cisa.gov/news/2020/12/17/cis |CISAD4IZUS Telecom & KEEREAM T
AND Y754 BLUERAYN—F, Y754 Fz—>0EF2UT ALY YT VRICETIERRLG/— =2 v T EDHEHET % |a-releases-ict-supply-chain-risk- EBFELNICTSCRM R X7 7 4 — A0
COMMUNICATION |[F = —> U Z FHOEBIRTISOVWTOERBEEEHKE management-task-force-year-2-report FAEREHH TN,
S IRIT A - Bob Kolasky : CISA Assistant Director
TECHNOLOGY FazY Y754 Fz—>DtFal) T4 LAENERALEEILHOORENLET TO—FARERTI2ELEVOHZ—EOWRLE |https://www.cisa.gov/sites/default/files/pu | - Robert Mayer : Senior Vice President of
SUPPLY CHAIN 74 —R2%H EEEK, EREBICEELEEEEZEOTICET 285 0RRFEICOLN > THY . ZOFEEIEREALE Y X b LRE |blications/ict-scrm-task-force_year-two- Cybersecurity and Innovation at
RISK wEE BEE ) X M EEDRY X —REEE(EHEA N = X L ORI L 70T R A B8 % 1244, report_508.pdf USTelecom
MANAGEMENT « John Miller : Senior Vice President of
TASK FORCE Policy and Senior Counsel at Information
YEAR 2 REPORT Technology Industry Council (ITI)

88




RS RIER) EHRE
B|IER[—|%|% é 212 g Z |z |®| %
melm||=|m| 72|27 olo|t|o
@ £ fio | e | # | 2
AR | &4 b1 (B ’(: Pels it & olm|m =5 BH% ZOMBESE
W% wow |
# # |t
B B !
2020/12/17|Alert (AA20-352A) | &4 (AA20- 1 1 CISAlR, DI < & 620204E3A 0 DA% 2 BELIENER (APT) TAEICL 5, KEOBMHE, LA > 7 5H%EA 5 |https)//us-cert.cisa.gov/ncas/alerts/aa20- |2021F1AKTH, KESBHFET. R
~2021/1/7|Advanced 352A) L URMBPOEBAORAZER, BAZZRESNIREN SHRT 2 2 & F, BRICE > TR ICEETRYEA Z £ 1274|3522 hEED, AT T Y IORELLBRORE
Persistent Threat  |BUFt#4E, & % & T, ERARICT B - DBEICHEEREL
Compromise of BAVTFR 2021/1/6F% : MEDBAKD1IDIE, SolarWinds OrionHBRICEENDEAF I v o UY 25475 YDLLERWEZY TS TLAKR,
Government FSOF v AFz—>, 7o, HHfE L TRRAEBTRIBECR
Agencies, Critical |BRI+€ 24— TUTWBRWE ZANSNAREEN DS,
Infrastructure, and [#B#i~0BE
Private Sector HEREBR
Organizations
2020/12/18(ICT SCRM Task  [ICT SCRM% Z 1 1 ICTH 774 F =V ICHT 2844 b Ey 71200 T, RN - BEBPICEMBTRED U — & — FFIR, 4 B4R |https://www.cisa.gov/ict-scrm-task-force-
Force Events 974 —ZA DREEHD DFEEME, RANBICTY 774 Fz—> - URIEBER, 1—R5 -, RRIMT577 4R, Killk E%% |events
PARTNERSHIP IN [~k /¥— 3
ACTION: DRIVING |k F+—> v 7 https://www.cisa.gov/publication/ict-scrm-
SUPPLY CHAIN EE Y TS event-agenda
SECURITY AFz—>D
¥ YT 4
EHEE
2020/12/20|NISTIR 82598 NISTIR8259B | 1 | 1 1 NISTIR8259B(Draft) % /25 https://csrc.nist.gov/publications/detail/nist
(Draft) loTIEHEATEY o AEREEF, A—H—CEET IV — FN—T A HLBESEE SNZBMOFERMIA Y F— MEBEFRT S LIcL Y, |[ir/8259b/draft
loT Non-Technical | 72— h#aE D NISTIR8259AT /N A ADY A N—tF 2T 4 ATR—RF A VERTT 5, ZOFRMNBER—RF4vF, FFaxr
Supporting TR—A54 be bL—=> 7 BE7 14— Ny 05 E ORI Y R— MERER INE L THERT %0 https://nvipubs.nist.gov/nistpubs/ir/2020/N
Capability Core v IST.IR.8259B-draft.pdf
Baseline
2020/12/20|NISTIR 8259C NISTIR8259C | 1| 1 1 NISTIR8259C(Draft) % 4258 https://csre.nist.gov/publications/detail/nist
(Draft) loTa7~R—2 AEZE(F, NISTIRs 8259A%5 L UB2EIBICIREE NE AT R—X 74 Y H £ 2 H D 2MEAMERTES AL X&HH  |ir/8259¢/draft
Creating a Profile |71 > & 3E L. TNHDR—RFA Y ERMELET 7V r—v a Y EROEHEBIZE, ERBE BIHFA L) EHELT. BFED
Using the loT Core [flTR—2 5 A oTFNAREFNIT TV =2 a v ICBLEOTYAR—2F2 VT4 707 7 A LERET 2HEEHAL T3, NISTIR |[https://nvipubs.nist.gov/nistpubs/ir/2020/N
Baseline and Non- | > %{E/ L 72 8259CH 7 AL R, BEPZOMDH A K e EOMERSH ZERRICESVT, HEDOEI X —0 JI59 % & U 34 [IST.IR.8259C-draft.pdf
Technical Baseline | 787 7 A L it v P EERTDLENHHMMEE S 0THITOR/EL RO 2. BHORREMEOEMFITAOELI LTS
DYERK A—h—lC&>TERIND,
2020/12/20|NISTIR 8259D NISTIR 8259D 1 NISTIR8259D(Draft) % /25 https://csrc.nist.gov/publications/detail /nist| & 42 8 M roundtable T4 & 41 7=Federal
(Draft) (Draft) AEZE(|F, FISMAZOE R ESPB00-53DEF 2T A BLUVTIANY—EBA LA DEUNTRARLSA A X X T %3 |ir/8259d/draft ProfileZNISTIR8259D & L T3 &1t
Profile Using the |3 #BEUFDI0T HBAFORERR—RTHER%E L THENISTIR 8259CT At 2 % @A L - HE O RBEOFI 2R ET 2,
loT Core Baseline [27~X—27 NISTIR 8259D14, EH1—RT —XOBNDELF 1Y T REDEEDH & L TNIST SP800-53BTHBAE T L FISMAIE
and Non-Technical [ > & FE£fT R=2 54 v #EEEMBNISTIR 8259A% L U'8259BAT R~ 54 Y DT /N4 ABEY A N—wF 2 UF1ERATAT7 74
Baseline for the e LERMT B,
Federal EfEALET
Government azrAL
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2020/12/20|SP 800-213 (Draft) | SP 800-213 1)1 1 SP 800-213 (Draft) & /25 https://csre.nist.gov/publications/detail/sp/
loT Device (Draft) AERICE, EHBRTEEISBG ZFEL TWBI0TT /N RZERERS 2T LHET 2HEZRTT 2 0ICRIDERE |800-213/draft
Cybersecurity SEFRBUF@E LT HBEHENGENTEY, 0TTNAREZDEF2UTAHEOYR— A, BB LIPS XTLAOYRIEROIVTFR
Guidance for the  |DIoTF /3 2 FTRRENT LS, https://nvipubs.nist.gov/nistpubs/SpecialPu
Federal YA N—+t SP 800-2131F, T/A ZADBEAN SOV AT LtFaUT A E2RFTAT 20D HA X RERET S, Zhick Y, loTF /31 Z|blications/NIST.SP.800-213-draft.pdf
Government: FaUF4H DY A N—tF 21U T4 Bl EBBAFEBN0TT /NS REZOBBETH L O/ E 3 Y — FA—F 1 ICZNTNAFT 28D
Establishing loT |4 &> X : loT LTovay) EHETES,
Device TN ZY A
Cybersecurity N—tFal
Requirements TAEHORE
v
2020/12/22|DHS Warns DHS, $EEK 1 1 B+ R REEICKEREICH L, PEAREME (PRC) ICHETAIRENSDOT — R Y —EXPERBOERICEET 3 U X |https://www.dhs.gov/news/2020/12/22/dh (£ < D AT 4 7 THEE T3, FH, *
American MeyuroL VEEETDECRRAT ENAY Y — (B 2H%, s-warns-american-businesses-about-data- |ETORECREAEELOAKSH 2 VW FFEAR
Businesses about |7=fbZD 7 — FHETE, FCHESNAPEDERICE Y, 2MHEE MRy -7/ 48— BEREECHEOREPLHRIC, [services-and-equipment-firms-linked- OHAEITH D EBRERBTIER, HDL
Data Services and |2 —E 2 & CRT BT —2OURE, RME, RIFICEET 2THERNT S LN TE S0, FEBUFAX |chinese EEEOIRIERIRE IR ET DA
Equipment from HEERICDOUWT BETET—2BEDY R DEHENNDEAL TWE I LITER, TOL I AERHICIE, PECHROERERTOT —2RE% HH D,
Firms Linked to KEPEICE ERLELY, BRELREEEE > TABNAT -2 hEBFICS I ZELY TR enEaEN5, £/, Z0EEIE. PEOD |https://www.zdnet.com/article/dhs-warns- |DHSA'American businesses~H L7z & &h
Chinese &= EVRREBEDBNODICT — 2 %R, BH. IRLCEAhEOER%%A, PRCY Y/ BEH, ST —ZHY—E X |against-using-chinese-hardware-and- 2PR0FIC, pERSFHOData Center
Government BREBELLY, TOLIRBENSFERLAEY 7 bV TPBEBICT—2E2RELELY TS L 4BRT 2@APEESKIL, |digital-services/ . wearablelt R L EENTLS, &
NS ORE L ORGICEET B REN. I, BAICE > TEENL Y X7 E2RBH L THLRENH 5, https://www.bleepingcomputer.com/news/s| #44 & #l & A'ch E R 27 f D Data Center&
ecurity/dhs-warns-of-data-theft-risk-when- |FI L 7= 2 5 7 Fa & &2 RB S - BE
using-chinese-products/ Blonh 2 ATREMED B W 15 5, wearablell
https://www.theregister.com/2020/12/23/d | 2 L TIEPIl (personally identifiable
hs_warns_us_businesses_dont_use_china_t |information) %FFER& N5 3 5%
ech/ U B 1R,
2020/12/22|EUCS - Cloud EUCS-75 7 1 1 YA N—tF2UF4EUGED, ENISAIE, BMYAN—tF2UTFARIAETL—LT—270O—EWE LT, 757 F¥—ER [https://www.enisa.europa.eu/publications/e
Services Scheme | F#—E 22 ISR 2EMR ¥ — LOERICIYIBE T Fhy o - 7—F > 7 - JL—7 (AHWG) #HEL £ L7, Zhix, 777 F¥—|ucs-cloud-service-scheme
*—L EZADY A N—tF 21U T 4 ORI EHRETT L TWAEUCSIER R ¥ — L (European Cybersecurity Certification Scheme for

Cloud Services) OAFLE1—DEREELD FT7 MRTHD, LE2—It& Y BEINTNDRF - LDRA & —KEIA
WHARIEL, €73 av T2V I AOXERICNT 274 — KAy 72 IRET %, 2020461282280 52021462870 £
T, AXEICET AR YT v S ERB L,
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1
2021/1/5|JOINT EHIEER 1 1 ERZLRBERFBOR Ly 715, SHEAREECEREY A N —RUEORATLBEEEAET 2720I2, FBIL CISA, LT |https://www.cisa.gov/news/2021/01/05/joi
STATEMENT BY (FBI) , ¥4 ODNITHRENZ Y A N—F—HAKE S L —T (UCG) LMIENDZR Y 7+ —ZAMRAELS EIf, nt-statement-federal-bureau-investigation-
THE FEDERAL N—tFal 0 TR TH 5 AsEME A & L Advanced Persistent Threat (APT) 72 2 —#', BUF L IFBUFR v b7 — 2 OB TREFKR |fbi-cybersecurity-and-infrastructure
BUREAU OF TABLUA ENFETPOYAN—REDIFZEAEEFITRTUESLTLEZEERLTVS,
INVESTIGATION YI7IRLT UCGIE. Solar Winds?Orion® @0 & % %15 7-:§18,0000 A8 5 L URMFFIDEED 5 b, ¥ X T LA THOERKDEEIC
(FBI), THE IFveFa Lo TRESNLORBIIZMDBRVEERTNG, TNETICL, TOHTTVICHASIN L KEBUTHEIL10KBETH Y|
CYBERSECURITY |U 7 4 T— HEEDDAMEMOH D FBTRELHE L CBANT 2L SMYEATLS,
AND JIviy—
INFRASTRUCTUR | (CISA) .
E SECURITY REBRBRE
AGENCY (CISA), (ODND) | #
THE OFFICE OF JUERRS
THE DIRECTOR OF [{[& /%
NATIONAL (NSA) &
INTELLIGENCE EESEE]
(ODNI), AND THE
NATIONAL
SECURITY
AGENCY (NSA)
2021/1/8|NISTIR 8322 NISTIR 8322 111 1 NISTIR8322: 7—2 > ay HELFE—F [IoTF A ZAY A N—tF 21U T4 DI=HDERTO7 74 L DL https://csrc.nist.gov/publications/detail /nist|NISTIR8322%* & I, IoT Supply ChainA*E
Workshop T=0ay 20204 TADRIBT —0 ¥ 3y TTOTNA RGP A N—2F 2 U T 4 IZBTBNISTHA A=t F 2T (10T7 AT 5 LOEE [ir/8322/final EHELBEO—D LUABEM IO TV,
Summary Report | /#{ZE L K — CBET274—FRNvoegenfLF—h, NISTIR8322I2 14, 13fF D Takeawaysh'it &
for “Building the b MoTF /84 NISTIR 8259, 10TF /A Z A —=h—[Elf DERH ALY A N —+tF 2 U F 14 5E. NISTIR 8259ADI0TF /XA X4 A /N\—+F 2 |https://nvipubs.nist.gov/nistpubs/ir/2021/N |NT W5, SMECERPELR L EEENT
Federal Profile For [ X4 4 /X\—+ VT ABEATR=RT4 V1, X—Hh—DEEOYAN—tF2 )T Z—XELBRE YR bT2REEEH L, 77 0—|IST.IR8322.pdf FH2H, BERCELE, YAOHER. N8
loT Device FaUF40 FIBRECHT ML H AL 22 RET S, NISTRIREB7 =222y 7 [oTFNAZY A N—£F2 U T 4 DD DHEROFERANICETE 2,
Cybersecurity” FHDERT EH/OT7 7 ANOBE] 2EEL, EXBITERENMERT TR 74 Y OER/O7 7 A LOERICETSII a2
Virtual Workshop  [B 7 7 4L TADBREHERL, MELT.
) R=ZFA Vi EBBEFOITATR=2F4 DT A7 7L THBNISTIR 825D TARE N5,
2021/1/11|VIRTUAL EVENT : |/N—F v LA 1 1 ENISAlE, EUCSA (M A "=t F2UF43%) ICEICMMNEERDEFZFI T, 202035 125%E L 72AHWG (Ad Hoc |https://www.enisa.europa.eu/events/webin |C5MRequirementiEH ICHEAE AT
Webinar - Ny Working Group ) I8\ T, 757 FH—ERIZBETBEUY A N—tF 2 U T B DIRER DR EIE TR > TW ar-certification-of-cloud-services-in-europe | & Bhh %
Certification of Webinar - & 7 bo AHWGIE, 208DERERET S0 77 FH—ERTANA KL 477 FY—ERBEER, BEMFEEEA L DX >/ —
Cloud Services YR —ER &, REMEVCEUMBED S 0N1220E8NE THMENTH Y, &8 X F— LEUCS (European Union Cybersecurity https://www.bsi.bund.de/SharedDocs/Dow |£% C5
DRE Certification Scheme on Cloud Services)% & & # 7z, nloads/EN/BSI/Publications/CloudComputi |https://www.bsi.bund.de/SharedDocs/Dow
Webinarz Bt L T, BER ¥ —LOEREZRRLESMNE L EROGEE1TA ST ng/ComplianceControlsCatalogue- nloads/EN/BSI/Publications/CloudComputi
- 5, & F 5 Cloud Serviceld, ISO/IEC 17788Ic & 2 EHARMA L, LEDClouda R e T3, ik Y, EUCSOHK |Cloud_Computing-C5.pdf ng/ComplianceControlsCatalogue-
(%, Cloud on Cloud, VM*>Kubernets7: & cloud?'H)f L TL>%componentsic® & U, Cloud ServiceDsupply chaing &A% 5t Cloud_Computing-C5.pdf
RT, RETIEfull stacke WS EEAFARINEFHI Wi,
FE13I1SO/IEC27000 &IAASB handbookh 5B, ENISAN S, AEENERDVERELEL H > 1<,
« Assurance Levels& L T, Basic, Substantial, ¥ £ U'High® = E&fE % 38 E .
+ Control Requirementsld, ISO/IEC 27000, itONC K AV ChIZ#HL, 5,
+ Assessment methods(31SO & ISAE®audit standards (2441
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2021/1/11|Networking giant | % v k7 —% 1 1 | S [Ubiquitit', BEDOT -2 HE LATHEEDOH B EDEF2UTF 44 Ty baREk, Y—FX—=F14D2 57 K703 |https://www.bleepingcomputer.com/news/s[Ubiquitidd# —+— iz, UniFis’a—HiL7/8
Ubiquiti alerts YIORFOD 'E B—THRAPENTVE Y AT LANRBEICE > TNy F I aNfZ 5T, BEIC/IX T — FOZEE L 2FA (Two Factor |ecurity/networking-giant-ubiquiti-alerts- AREEBT B0 EThI Y b %
customers of ExF4, B = Authentication —E&% ) EEMICT B LI ICA—LEEN, NEICT 7 EAENFBET — X X—XF@R# L TL AL & L [customers-of-potential-data-breach/ T 2HENBHZZEICRHERLTH
potential data RIoT— 40 TWBA, BRICL > THRET — 2P RE L AN > EFHTETER L, T—RICE BEORH. BF A LT LR BS Y, ZAETRTEO—HLTERTED
breach RO E LENfR2T7—F BEDER, BEFESHFEEINTWIHEN D, EEFLELTWVS,
=L Ubiquitio 2 57 FERET S v k74— LA
RBEICELEL, 2—F—pY 2 TRENS
LT TVEERLEY, A REBRLE
ez enTEhl{Hot,
2021/1/21(5G Cybersecurity |5G 1]1 1 NIST® National Cybersecurity Center of Excellence (NCCoE) (#5GH# 4 /A—tF 2 U 7 4 ICBT 2 5B DEEA M FD3ED  |https://csre.nist.gov/publications/detail/sp/
(Preliminary Draft) |Cybersecurity BUOFHERE XY MIERB L, 1800-33/draft
(Preliminary ZOREAA FE, 56r v b7/ 2 BREIERT HEBCR Y b7 — S BEFEORBA VL —ICHIRHE L oS AR
Draft) HHY, BEFLUARIAI 2T ICE > THRICEERN, REHA FOERY 2 —LE2FHRELTVY—RFTBIET,
INETOEBRREEEL, BUM-77 14— FRy S EERLTEBRHA FOFRORY 21— LEFAFY HEH6ICE
TI2BICERATE 2R OSGHRITE EREFET 5 LA TE S,
2021/1/25|Executive Order on | &0 5##E | 1 KETEESN, KETREINDZYGR, BE ML BLO Y —ERZRARICHAT 27010, ERHEURBE S L0 | https://www.whitehouse.gov/briefing- KREDEMEBIERAH D VEBHELEES
Ensuring the IC&oTRT MAEEIT, KEBUFIE, FEELRY ., KECENEBRNEETHES L. XEODBEHNERT 2000175 L 54, ®  [room/presidential- N3 & Supply ChainZ REI£ THRER
Future Is Made in |77 4 U H TfF 2. MEL Y—ExERET B, actions/2021/01/25/executive-order-on- TRESEILENHTL 2,
All of Americaby |bhzRk%E ensuring-the-future-is-made-in-all-of- F18)E 8 O XIFEZ D7 D buy american
All of America’s HRICT B B, BFEORITREECZ AR, GSAHNERT 2T 7V 4 b EESTHA-LBEREFEMEL T —BLB S N7-H7F) |america-by-all-of-americas-workers/ AT, BRETTAVARTZETAY
Workers e MEBEBETIILEROTND, ST YREEDNRTHZ [ - TAUHV] 2RBL, PESEREEEEEZS HOERFEBBRTESLDOT, £Xa T4
BALHLEECEREBATITI CLEAEICT 2RITREREC, ZOBPITEY., N TUREBEIE, BHRBUFHIHREEFE S [https://www.nextgov.com/policy/2021/01/b [381L I D7 At % L BIEUHED S 7 4 U H DEE
CEITE, TAVDDOFHBEICLZT XY HABORBET A HROBRIEOND ZEHRIELTWVS, iden-orders-agencies-buy-more-american- |4HEEEZTW3, LHL, 74U HBIHFD
made-products-and-publicly-post- HEBOBELOT, $HEILRION, &
exemptions/171613/ EBRTEENICE=RTEHENH S,
2021/1/26 |Biden’s Federal NAFvED |1 NAF VB, ERBEFOCISOR®ERLF 1Y 74 HEEEICIY R - F)L—> v (Chris DeRusha) %3EH, 7Y Z - F |https://www.nextgov.com/cybersecurity/20
Chief Information  |E#B&& 1R L= v @RTA FNTRDHS, 74— F - E=Z—+ AVNRZ—TOYAN—tF2UF 1« 7L YF—L LTORE |21/01/bidens-federal-chief-information-
Security Officer LFaUF o HL. EFB. M. RECEDOY A S—tF 10T 1 ORBREEMBFEECEARNRARDONA 77 BENERL LDy [security-officer-brings-public-and-private-
Brings Public and |&EFHIIER h=I2E BV AT LBEDFENTTNT 5, sector-experience/171627/
Private-Sector DRRE R o, BIERYAN—EF 21U T 2@%L. LK FLORTRIFERRICE, BifOERLESAN\—EF2 VT 147
Experience FEFaUT A HEEOLODNEFALAEENTND, FHIEFLE [BHEAOENROBELER] D7HICCISOLXET
PEANY—ERANABICEAD LI ICTEILERDTWET, EHRCISOLUS.TY LY —EROBBREICENRD L 50
UMF T,
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2021/1/26(NIST Cybersecurity |INIST® TloTo | 1 [ 1 1 NIST Cybersecurity for loT Draft Guidance: Rounding Up the Requirements : Webinerfif& https://www.nccoe.nist.gov/events/nist- Public Commentsi#1T 5 o XERICBI S % 5t 85
for loT Draft oY A NISTIE, FEBMMBHOYR— FEECEPBFDIOTY A N—t X2 U T4 BHOERICET 251X ZADEE% L £ 12— |cybersecurity-iot-draft-guidance-rounding- |&
Guidance: N—tFal DI=HIZAE, 420 L WEIE, [0TT /N4 ZAEBIERS AT LOEF 2T A BLVT 54N —BBICHEASNS 2 & |requirements
Rounding Upthe [74] FZ7 ERERICT DI EEBEIC, 0TYA N—tF2 YT DLDDOHA LY AOTHEEILAL TS, Webinar TIENISTOHEX
Requirements 2R HXEDEELTATT7a2FKEL, BHE2RUHT %, RV E&— - 232 =F 4 LBEII 22T 1 OWAHITT A ZHH https://github.com/usnistgov/FederalProfil
R, BHEOHR Fen gAYy bEERALEA S, BET 2 U R7ICBREC, BENICHETES LI RIOTHANA—EF2 YT A DHALY e-8259A
YEL® RERWT 70D T7 4 —F Ny I EBWFELTVS,
(1IoT Program 24
« NIST loT Programi Trust% B4Z : Trust® 2B 4 2 #mME % I$Security, Privacy, Resilience, and Safety
- 5DDEAFEH] : - Risk based understanding, - No one size fits all, - Ecosystem of Things, - Outcome based approach,
- Stakeholder engagement
- FISMA®#=F
(2)NISTIR8228DEZ AN EREL>T LD
- U XY O & SPB00-53M Controls DR (i 4 DIoTH#EER DEEN IZHkTF)
EHBITATH ZNZNOI0TESIC EORERTRIEE 5155 h O YT
(3)SP800-213, NISTIR8259B/C/DD A A > k&tHH
- manufactures, vendors|Z 31§ 9 2 @3B D EF
- loTHE IS B3 capabilitiesd B4KK) % h 2 O 7' % github TR,
2021/2/1|SP 1800-33 (Draft) |SP 1800-33 1 1 NIST & National Cybersecurity Center of Excellence (NCCoE) (£, JEBABIFE®D 56 # 4 /S—t % 2 U7 1 (CEIT 5EBEH |https://csrc.nist.gov/publications/detail/sp/
5G Cybersecurity | (Draft) AF3BOEIRTHSFRHERZ A PAICEH, ThETOEBRRERABL, BUM-77 44— FNy 7% ERAL 1800-33/draft
(Preliminary Draft) [5G %4 /s —+ T, SHOREAA FOREEX, BHih 56 ~OBITRICRIATE 2RO 5G il REE T2, 5GRy b7 -0 & ERE
Falr4 FRERLTOBEBETTELS, 2y P 7= FRL—SPEBRV LSl > THHEHBHOTH Y BRBEELLURHE
(K77 1) RENAI =T AITE>THHIHALOBLHDOEL D,
2021/2/1|Ford and Google 7r—F& 1 1 TAa—RET—FINIF6EZYICEALTH Y, BREL —H—FHE FLOMENHZE LTV, https://www.cnbc.com/2021/02/01/ford-  |EIZIR ST, D EESEF T Googled
sign six-year deal |/’ —2' L, H SEOREICEY, =Lt BREA—H—PEAL TWAEHIZITAET AR5 FavEa—TF 4>k EDT |and-google-sign-six-year-deal-for-android- |4 —E X AMEh N 2 ATEEML S 5,
for in-car #HaxoT4 I/AY—Y—ERDEZLEEBSI ZEIThD, F—INE, EHA Y TATA VAV P RTLARPYE— R, HDWIEEEH S |in-car-apps-cloud.html
connectivity and EFqEs5 DTy TTF— b, AIHEEFESTT7+— FEXETEIEPWBEINTWE, TONR—FF—YyTE 74— FOBEE
cloud services T EY—EX EAEAL, BEETHOLEFLOBRABELNES L2 ILE2AMELTVET, Thid, TOLI BT RTLOBFRE
THEMDZE HIFICIEEFLE P L EEP L TELARELA—H—IlL > T, KELEREEKRT 2,
2021/2/2]2021: What's 2021: A —| 1| 1 1 NIST 7RA 7 1 2021FEDH A N—tF 2 U T AT T4 N —EEOFIEICE L T, NISTHAEY HTELHE https://www.nist.gov/blogs/cybersecurity- |NICTSP800-161D 7 IZCPS supply chain
Ahead from NIST | RE% 21U 20204, NISTIEA4 OREEFEVEEEEZHEFT 272010, BACEBN Y b7 - REBICBITT20%XIET S &% |insights/2021-whats-ahead-nist- ICEET 2Hme L TERE NS,
in Cybersecurity FA4ETFA BELTe 2021 IF LY KRERBREY X 7O—BELTHAN—tF2UT 4 URIOBERIEERMAIF, Y4/8—tF 2 |cybersecurity-and-privacy
and Privacy? N —@NIST FAETIANY—ITH > EFEEI, \ YRATLEQAVR—ZV DY A N—tF2UT 4 %2BFA L. BEERNLEE(IFE
DEE [SE-VER-N
- Z&IZZCybersecurity Framework (CSF) A D & 3 IcfEDLNTHEY, ED LS ICHESNZDANTY vy s/ aXy FE25HE
+ SP800-161: [EF#EHRS AT LB LCHBICE I 2V T 54 Fz— v Y R EROIET] OHET
FHEEI2A ICRERINAL INHADDOXHEINISTIRE279 B,C,D & SP 800-213)1d, loTF /34 AANEMBUFDIERS X7 LD+
FaAUTABLVTFANY—BERBIHEIND I EERRICTEILEBREL, OTHAN—EF2 YT A DEHOHA KX
YRAOEEELRT2HDOT, N7 Yy saxy bEF>TLD,
- B SR SR DML - BEONISTESIREOHENFRI NG VIS N RETORBICE L BBESET LT Y
A LEBE, FME BELT 2T 42 a v ETE,
cHAN—E X2 )T A OEBEAEICETE 7RSI L EREX 2T A DEHDNT +—< > ZREH A F(SP 800-55
YEY a Y )OERHREY Y R,
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1
2021/2/3|Cybersecurity PA =t ENISA, CEN/CENELEC, ETSIA #4# L online TRA#E https://www.enisa.europa.eu/events/cybers
Standardization FalUFqiE U IoT Certification Schemeh™E b1 3 & & HiFERE TIEBLICATIRE STV B EEZ b, IFRMINAFIE L 5 2R9@##8i% |ecurity_standardisation_2021/std-2021-
Conference 2021 |#4{v &5 2021 FINDOIER EICHLEOARENT, FROERIZITORTEHHEERIFI0THAEMAT, applianceli FICROZFA% EDRE  |presentations
European &0, FmOBELIEsecurity & Privacyh il & i > TW A A, resilience & safetylc HBSOAFTE SN TUWS,
Standardization
2021/2/3|Securing EU’s 5GIZBI¥ BEU 1 1 ENISAlE, 5GFy F 7 =2 TOHAN—tF 2 T4 BARAF—LOBRBERDZMNEBLOEFE DT 5, https://www.enisa.europa.eu/news/enisa-
Vision on 5G: nESarD BMEEENLOBEFEEZIT T, ENISAIZSGTOH L WMERBY A N—tEF 21U T AF¥F—LOEFEED D, TDRT v |news/securing_eu_vision_on_5g_cybersecur
Cybersecurity MR YA T 5GEF YT A DEUY — LRy JRHELHDTHY . LVEERY RVBREBEO—RE LT, HEDYRT~0H |ity_certification
Certification N—tFal WIZEBT 5728, 5GRY F 7 =0 DY A N—LF2 )T &S BIC8BET I ENEFEND, 5GDH A N—tFa T4
TAE RERF—LlE, BEOYAN—tF 21U TF A RIERF—LICE>TTTICHIBAIEARE L, YA /8—tEF 2 U T4 RIEICH
FLCESLIRRICESC,
2021/2/4| ICT SCRM ICTY 754 1 1 CISAlE, ICTSCRMA R 74 —R%202156TR £ T67 BRHERT 2 Z L 2%k, COERICLY, 7T—F 277 0L—T14, https://www.cisa.gov/ict-scrm-task-force  |CISA @ Cybersecurity & Infrastructure
(SUPPLY CHAIN  |Fxz—> UZ BHOBHY T VA LR bR ZOMORBERD Y ) — 2250, F2EEOREZTHRINFEERET I LhTE Security Agency
RISK IEBRRY bo BT ICTH T 74 F = VICELRDH LY U TV REHET 20 OHRREEOEMEAIMEIC L. BUFEEERO X /N — ICT : Infromation and Communications
MANAGEMENT) |7+ —2%%k B YT TAF 2=V ICHT B Mh0ETROBREEOMI Y EAHICHN Lk 2, Technology
TASK FORCE SCRM : Supply Chain Risk Management
ANNOUNCEMENT
S
2021/2/5|Network AR 1 1 EERSHRLLTEF2UTALRLOALEZRET 27200 EF 21U FARIADT7L—LT—7, 3GPPTHERE NI https://www.gsma.com/security/wp-
Equipment Security [#28 0+ ¥ 2 SECAMBED X EER—RIZ, AV X —OHMETR, BRDITA7HA 7 LT ALRSHTIEF 2 T4 BHEER, content/uploads/2021/02/FS.16-NESAS-
Assurance Scheme | U 7 1 {REE 2 F=TvY =Y 7 bz TORVFEV LSO VE—F Y PORVFEL, X2 YT 1 TR b OEER, ISR - f2iE|Development-and-Lifecycle-Security-
- ¥—L —H BETOELF1UTAEH, V—RA—-FLbEa— Y7534 Fz—> - EFa2UT41, Requirements-v2.0.pdf
Developmentand |¥& 54 74 TRTCDERBEVES N —TMLEESORFITEL & Ei.
Lifecycle Security |4 7LD+
Requirements FaUT4E
Version 2.0 # 2.0 R
2021/2/8[The comment AZogRTO | 1|1 1 NIST Cybersecurity for loTF — L3, SEIHBEATEEH 0T E LLITHE - S8 L. FISMAZER A HEMICHET LA TE 5 & [https://csre.nist.gov/news/2020/draft- HRER R T — 7 FLE DBELOAAEMED
period for all four [ %> H#RE 312, FEBMOBUHOYR—FEETIOTHAN—EF 2V T4 BHOERICET 25 M X R & EMBUFHEEI 5 £ CloTF /34 [guidance-for-defining-iot-cyber- EZ bbb,
drafts has been #202142826 ZBEEEICRBET 2400 NFOLHEEREELHAL TS, requirements
extended through |H % TR AT2=F4HHOERIE NISTIR8259BD3k1, NISTIR 9258DMD k1 & &X2DEE~DHENERBUEONED T v £V I
February 26, 2021. BLTHICROTEY, 4BBDINTHS MoTSRE 0NEEBDHZDdDEDTHS, NISTIR825IADELIE, INHDERE
BBBIVEVIOETLE LTERATZIENTES, INOOXHFICHT2/57 U v oax > MARMIZ, 2021428268
TEHR-2TWD,
2021/2/8[Hacker modified  [/vv H—AUK 1 1 EHRFRBEONYy H—H 70U ZNA—L XY —HOKNEHERZRO AV E2—R— XTLICT 72X L, LEWED L ~IL% 5| https://www.zdnet.com/article/hacker- KETEEVELEED
drinking water R DEEIK RGNS A—RIZEE L, Ny H—DREARTCICKREN, Ny A—DORFARFTCICTICRE N, modified-drinking-water-chemical-levels-in-
chemical levels in a| D{LZHE L WEO=-1—RFAR, TURBEOTELRTHLMIEIN, a-us-city/
US city RULEYRE A
2021/2/9|&BTSMC, BAIZ |RA 1 1 FEEOZRLEERATF. AEHABREE (TSMC) EAAH100%HE T 2 RUEAZ BROZRE D CIEHISRIIT 2 T |https://japan.cna.com.tw/news/aeco/20210
FRHERIA 3DIC LaRE. SRTTEMERE (3DIC) HHOMRMANSR & 45 BB L, WHERIZI86MEMK, 2090008.aspx
MR
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2021/2/9('Quad’ nations sign | [2 7 v I 1 1 KE, BA, AV F F—2 57U THEATE B0 RSREOKHEE RS 7+ — 7 LERE https://www.theregister.com/2021/02/09/q
up for meta think- [ZmE, 7 F—=ZbSUT, TAUH, BER AV FOKRBPY Y72y oh, EHREM, HEOT2RE, 1 2—% v bOBBEICD U |uad_tech_network/
tank to advance v/ REE THEREEDD I EEMFL T, MBI —TERER LT,
‘Techno- FEA L ERE AVR A= bZYT (=2 b7 TEIAFERTLREASR)
Democratic ] EHEET A F 7Y =N —HRHE)
Statecraft’ BAR T BA (BEEHRAFRAZ)
= KE FRRL2RELY 2 —)
m REORICIE, HRGOMGEHARNERRT 2700V 754 F -V OREFEOVWTOTATTHEENTE Y, B
THLTT-RFRISER SN TW 2, BEO—DICEMBENMEOBERNHICHEEE5X 2 Z CABMA BB TED LI ICT
BIENBDB, TV/AV—EREDBEELERINTVIN, RVA—HTNBERBS ZLEATHER>TLEDS & BFH
ADES BT /AY—%BHIT2OEH LV ERRETEH LTV,
2021/2/11|Biden to sign NAF 1 RTAMNIZADY x> - THHFFEBE, ABRBOBADRTET ) —74 7T REFOGHEHRK L, @4 "SHEB |https://thehill.com/policy/technology/53847
executive order F v ITRREIC DS BIZ"BREIND A S Lz, 4-biden-to-sign-executive-order-
addressing chip |39 2 4TE BUHERE. Y774 F 2 -V IcB 2 BEMNBHRZNE L. EEROTELFEHRE CIME]5% £ 150 L CHIEHIZIES) L |addressing-chip-supply-chain-shortage
shortage BHICEL TV, FARIC, BERERZ BB CHY . FEEOHBTRE L VW) REOMBEIEANENBL T 21TEGHOBHEN—DT
H5,
2021/2/11|U.S.-Japan BnA T 1 Q |CSISEEFE TR T Ald, BAEERERRA (IA) &HET, FEOFEILRSHFHE L - ERRERATEORIMERE |https://csis.zoom.us/webinar/register/WN
Cooperation on 7B TS54 o B O—/NL - YT S5AF =V ICBUBERENCEZIHE, ZLINTY - YT 54F 2 — > EHBERMOHERRIF % 7 [3c7k9gVWSgOKaup7pGI70w
High-Tech Supply [Fxz—>o% BIZLHICAXRDBEDL I ITHBALTVTENICOVTARLT A Ry ¥ arEiTI, 4Ry Tl JIABERR CRTEEK
Chain Security SREICEY BAKEDNELTIR-MBROKIELFEIN TV,
y:<vl
2021/2/11| NISTIR 8276 NISTIR 8276 111 1 NISTIR 8276 SAHETE R % 2261 https://csrc.nist.gov/publications/detail/nist
Key Practices in PAN=—HT VANR—BT5AF 2=V DY RV AERT 2007 7A—FE YA 18— T 54 F 2 —> U X7 EE(C-SCRM) &M (Eh |ir/8276/final
Cyber Supply Chain| 7 4 F = —> %, FERTBNTHEIBAEREF, WALETETVRIL - EVFROAI22F 412, HOWIBREAY T4 - Fz—>
Risk Management: |0 1) 2 7 &2 ICEET 294 N— - FaUT4 - URVAEBTE-0ICHATES—E0 [EEHF|] #1875, BREATVS https://nvlpubs.nist.gov/nistpubs/ir/2021/N
Observations from |IZ517 2 BE [EZEH] 3. 5502, BFE, WHEEOBMICH VT, BH4L C-SCRM B2 EET 20 ICRIBTE 2, IST.IR.8276.pdf
Industry S A S Ihb>OREE. BFOC-SCRMBFELUVERD Y Y —RIcEENB WL 201555 L U2019FONISTHRA =7 F 7
DEZEN 5 FICRES N EREEAEDEHDTH S,
2021/2/12|Alert (AA21-042A) |3 &M 1 1 202142858, KEOKIANBT F > + DEFHIHE - 7—2UNE (SCADA) ¥ 27 LIZEARTEADIEREENRIET 7t 2, |https://us-cert.cisa.gov/ncas/alerts/aa2l- [BADREILY R T LDFREDMEE D W e
Compromise of (AA212- BFEE. SCADAYRTLOY 7 b7 = T7EBAL T, AKMET AL 20—EBE LTKBEIF b Y 7 LOBEEME €T, 042a HRNBREEEZ DA D,
U.S. Water 042A) KE D SCADAYRT LDV 7 k7 2 PHARELEE R L CERERT 2H1IC. AMUBHOBLEIELICREBOLB IR E
Treatment Facility |/K0LI2HE3E D PBEEEE. ZTORR KMUEB7OLREEE22T. BSBY ICBELET . 94 —LREE. X7 FotFxal
_RE TADBRFDTH 212 e, HWARL =T 4 v T - VAT LEBLCHAN—EX 2V T A DBFREFBLTYRATLIZT Y
LR LEAEENBVEEZOND, PEOBHTIE, TeamViewerZEDT R by 7HEY 7 b7 2 THY AT LNDTRE
TORRERSNAARENHZ I L ERLTVS, JORHORBIGICIE, €37 ABRLEEHEH (PCSO) . KE
Y=2 Ly h¥—E2R (USSSS) | EHigER (FB) A&mL.
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1
2021/2/12|The Long Hack: 1 1 KEOHBELUBIMELHN S, A==/ /7021 —RARORBHIANEDITTW T, ERICKS L, ZDZ & |https://www.bloomberg.com/features/2021
How China FHLEINT, —RICLHDINTUWED 57, -supermicro/
Exploited a U.S. 20104, X E BFADIAYE1—2Y—N—nBERY b7 -7 T —2&RE LTWBZEERR LT,
Tech Supplier DEMY TS N ORI 7O REFNETEF v FICEBENAI—-FICL2b0TH D, 20144F, 4 > TILitiE, hEOHFH Y
AV —%BA FUTTN—TH, BTG4V —DBHYA bH ST TELIYA—FLEIADY—N—%2HLTxy FT7—7I2BA
Lt LizZ & &FR L1z, 20155, @AEERIE. PEOTEENR—/— (/0 - AV 21— 20—~ v F7
A—FEEHLARDLETF v 72RL TR L EBEROBEICES Lz, KEDRNA TR Z—1fblf, ZNTNOREICH
L. FEOENICOVTHLAS I ELTWekd, BIFERRELLLOO, BEALWEICL TW
[Supermicrold, KEREHAHETHET 2 Z L AZRLARAOBENLBREARSAICENIZEFEEZITPT LA ETR
TRELRPIF] L TFBIME OJayTabblif~ 7z,
2021/2/24| %, RMBEE LS [FE 1 1 NAFVRBIEGLERPLB A CEEBHOY 7754 F 1 — >~ (1) I< Y CRERCBE & EET 5, BEOH https://www.nikkei.com/article/DGXZQOG
W FEk FEMESHLAMBEBRICARNICHBLT 5, BAGRE T TEE - L 0Bh . RE L CHETE B 46 % 24H 9 |N192KP0Z10C21A2000000/
EVESt TRE IS . WY BPREICKET 2HHEEL D OB EBIET. /M TV ARBEEHHARE HIEE D D& S ML D AMESICE
i 2% %,
2021/2/24{NIST blog loTH A "=+ NISTZm 4 : https://www.nist.gov/blogs/cybersecurity-
There’s Still Time | F¥2 U754 74 NISTIR8259% U — XD K57 MCET 22X Y FBEORKREARVINETHFE LN~ X > MBA, DOH A X~ R |insights/theres-still-time-comment-iot-
to Comment on loT |4 &> 212> L B33 L #ZNISTIR8259D L ES 1F, &E), SEAKEFIC OV THA, cybersecurity-guidance-send-us-your
Cybersecurity nwTaxyh FFIC. NISTIR8259 & BIfF OERME. RREHE L OBENEZHREICT 222 KDDAX Y FEZNETONISTOZEAF >~ 5
Guidance —Send |5t (KB % 4 »EHSBOLR) 7077 L%BLES CHEERITHR(CTAOCTA-208801E#HSRBA L) £/,
Us Your Feedback |T)
Today!
2021/2/24|Today President  |AB/NA 7> 1 1 KEE, £ETR. B 0@, BAKE, AROHFEF PEIEICL 2BENARTEICL > T KEABOMBAIREICHE [ https://www.whitehouse.gov/briefing-
Biden will sign an | k¥i#HIE, & e RVESICLAETRERSEL, RBOITEIE, 4754 F—> DY X7 ICBEMICHAT 5 £ 5 BHEICIERT % & [room/statements-
Executive Order to |ZA DA W KRBEOBERNNAERBT 20 TH 2, b0V 754 F -V LY REHIDICT S L 05 BBIE. BEBATED O |releases/2021/02/24/fact-sheet-securing-
help create more  |&EgE@RD 7= 22T EEBCRENII AT (ICE ST, BRIV OERDORICLARY 53210 THY . ZOHLEROFENT X TDT A |americas-critical-supply-chains/
resilient and 1, kY @EE UANITEES L ABRICT21-00EENE LN, https://www.washingtonpost.com/business
secure supply by, & ZOKRGESIE, KEOY TS54AF - OOENARELEBA L, ERBIFOEETIC, LEARY X7 &g L T#%|/2021/02/24/biden-supply-chain/
chains for critical | 274754 E0H 774 F =Y %2RLITIHEERET DL BRI 20 TH S, BNAEOHZY T 74 F -V EHRET L&
and essential Fr—> o i, BEERUKROTRICERT S ZLhbKEETLIEICH D, £ KEOBRSNEHF L, XEOERZLREEEIL
goods. FEXET D TEDICBDERREE(RET B,
Fe@IS, TR 0B, ADDEBURRKOY T T4 F 1 —VICH I BMBUISTLT 570, EBEFHELAFETI0AROREL RE
BHICBLT LEETT %, SOICKEDH 754 Fz—v 0k YRiEnty MIOWT, SVEAL—FRORELEERL TV S,
% EO.ld, ZOMBICET 2BREROBROTHE Y —F—Ly 7EEBLLTHY, BRI EHEFE2LRRICERERY &
W LEa—HEHROREEEIFETHD, NATyAFHEEL, KED A~ S —PRBEEHBHL T, EATHEME
DHBZYTI7AFz—VERRT D L5, BIEICERLTWS,
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FERFEFT  |NIST Cybersecurity |NIST 1 1 1 NISTloTProgramif % ®:8%&(The Challenge) & LT, [oTT Y RFARDOEBHNICT —RICHT 2P A /N—EF2UF 1 [https://www.nist.gov/programs- NISTIEEBEOLTHEBE LT, REHO
for loT Program loTH A N—+ & EEERITAIC AR ICHEE T %, Program Mission& LT, ToTADEHA B, 128, 158, HLOUCBIET %Y —L#E% @ |projects/nist-cybersecurity-iot-program PEARICMR SR DB ERET 26M%
FaUTq CTHFIBETORMEN £ AEE L T 2RBELRET 2, | 21812, MEET 5. Z03b, EHREMEHRLVI
7Rs5 L NIST Cybersecurity for loT Program|ZBSi&Ed 2 NISTO SAIEHRABHEI N TV 2, E4E(L % 1T 5 Information Technology
Laboratory (ITL) #% NIST Cybersecurity
for loT Program% &% L, ;F8%1T->TW
%o
https://www.nist.gov/about-nist/visit
https://www.nist.gov/about-nist/our-
organization
https://www.nist.gov/itl
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