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(2) EXEH

A literature search on supply chain security efforts revealed that security efforts
are based on processes and verification/validation activities. The
validation/validation activities include threat analysis, static analysis, code
review, fuzzing testing, and penetration testing.

An interview from experts about these activities revealed that regulations related to software
security or product security are defined and verification/validation activities are conducted
extensively in high social impact and life-critical industries such as Medical, Industrial, and
Automotive.

It also revealed that when these industries found quality or security issues during
verification /validation activities, rather than fixing those by themselves, they tend to
contribute to improvement by providing feedback to the OSS community. On the other hand,
for IoT industries, there is no comprehensive regulation at this time, and local regulations
such as the California Internet of Things Security Law are still under discussion, therefore

IoT industries tend to rely on the OSS community for verification /validation activities.

CSIRT is responsible for security incidents in the company's computer systems, and PSIRT is
the responsible for security incidents in the company’s product and manufacturing. A
literature search and interview from experts about collaboration activities between CSIRT
and PSIRT revealed that the following three approaches are important: collection and
distribution of threat vulnerability information, incident response, and strengthening

collaboration activities in no incident status.

1. In the collection and distribution of threat vulnerability information, it is effective to
collaborate with CSIRT and PSIRT and it is desirable to assign personnel to handle the
information and to centralize configuration management so that the impact of acquired
vulnerability information on the entire organization can be confirmed.

2. Collaboration in incident response is required when an incident occurs in an external
service such as a shared “cloud” services, or when an attack on an computer system effects to
the product development environment by Lateral Movement.

3. To strengthen collaboration in no incident status, it is desirable to improve functional
through joint cyber security exercises, and to build a relationship in which team members
can understand each other's skills and complement each other's skills and techniques.
These are not specific to OSS, but they are also important in incident response and
vulnerability information collaboration related to OSS. In addition, as for the initiative of
CSIRT and PSIRT, it is effective to be initiative by more proficient leader in the collaborated

functions, and it is important to determine an appropriate leader for each collaborated
7



function.
The exchange of information between CSIRTs and PSIRTSs in the collection and distribution
of threat vulnerability information and incident response does not necessarily require a fixed

format, but it is desirable at least include the following information

* In collecting and distributing threat vulnerability information, identified vulnerabilities
(CVSS, risks, background, etc.), related configuration management such as SBOMs and
configuration information, and the level of interest of each SIRT

- In an incident response, the incident information and related configuration management
(SBOM) and oconfiguration information
However, at the moment of an actual incident, it is important to share information and
response status in real time by using intelligent tools
The proposed development of human resources responsible for technical
verification/validation was categorized based on the "Cybersecurity Management Guidelines
Ver2.0 Appendix F: Guidance for Establishing a Cyber Security System and Human
Resources" based on the above results. The human resources required here include not only
technical verification/validation skills such as threat analysis and static analysis, but also
the ability to consider workarounds and well-balanced security, which are important for
incident response, communication skills necessary for cooperation with inside and outside
the organization, and English skills necessary for communication with overseas OSS

communities.
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B 12 OTRS DL > o=z i — R X —327 (ML - TTU)

[Snort + Graylog]
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12 Github — Graylog2, https://github.com/Graylog2/graylog-guide-snort (2021/3 B I¥ = CHEZZ A H)
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Exposures : FLidfaggtifknl ) 2&E L T E T, B LWOIESHTERE SR AR S5 BRI, TCVE #%
B%E= (CVE-ID) | NENVIRVIBONET, ZOHEIVIEY 2479 DX CVE Numbering Authorities
(CNAs) OFEFNITT, CVEIFZ< DX 2T 4 « V= A THEHINLTWES
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