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1.1.2 EXEH

A literature search on the status of OSS utilization revealed that OSS usage is on the rise and
that the ratio of OSS in the code base is increasing year by year. As a result of interviews with
projects that utilize IOT in Japan, it was confirmed that there is no difference in the tendency.
A literal search on quality assurance/product security activities against embedded devices
and/or IoT related services revealed that due to the strength of component management, it
was found that it was classified into three categories: "process and verification activities", "OSS
management best practices", and "standardization of SBOM usage".

In the IOT industry, attempts are being made to secure the complex software supply chain
through process and verification activities. As a result of investigating domestic projects, it
was found that there are related regulations in industries with high social impact and life-
critical industries, and in addition to proprietary code, a wide range of verification activities
are carried out for the OSS used.

Without visibility into the components used, cybersecurity risks increase because it is difficult
to identify vulnerable components in the event of an incident. SBOM is required as a
prerequisite for countermeasures against this transparency (visualization) issue. Best
practices for OSS management using SBOM are introduced as one of the important items in
some of the latest guidelines. As a result of domestic project surveys, SBOMs have been created
for many projects, and SBOMs are used for various purposes such as risk analysis and
vulnerability management during OSS procurement, OSS evaluation during development, and
maintenance during operation. In the investigated projects, SBOM was created on a
document or Excel basis, and there were no cases where SBOM was created in a machine-
readable format, and it was found that automation of SBOM usage is a future challenge.
This is probably because the tools and procedures for creating the SBOM have not been
standardized. We predict that automation of the use of SBOM will become widespread once
automation tools and procedures are in place.

Discussions on software supply chain transparency have been underway at the National
Telecommunications and Information Administration (NTIA) since 2018. , they are looking to
build a robust software supply chain across the ecosystem that goes beyond "organizational

best practices" by standardizing SBOM usage for commercial software in addition to OSS.
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