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In order to establish the safety and security of society as a whole for the realization of a secure Society 5.0,
the development and demonstration of a "Cyber Physical Security Infrastructure” which can be utilized to
protect IoT system/services and large-scale supply chains including SMEs is being conducted under the
"Strategic Innovation Program Phase 2: Cyber Physical Security for IoT Society" (SIP-CPS) project in Japan.
In the future, businesses, products, and services that do not meet a certain level of security requirements may
be excluded from global procurement, and global international collaboration in research and development is
important to promote the development and diffusion of these products and services to society.

In this research project, we investigated the latest trends in systems and guidelines related to IoT security
and supply chain security in the United States, Europe, and other countries.

In the U.S., several cyber attacks on critical infrastructure in December 2020 and other incidents have
accelerated efforts to strengthen cyber security countermeasure infrastructure and software supply chains
through executive orders issued by J. Biden, and many government agencies and standardization
organizations, such as NIST and CISA, have been working on a number of Drafts on cyber physical security
related guidelines are being released, and council and seminar activities are being actively conducted. In the
EU, activities to strengthen cyber security are also underway, with the strengthening of European Network
and Information Security Agency (ENISA) to embody the requirements set forth in the Cyber Security Law

and Information Security Directive enacted in June 2019. In addition, organizational governance, functions,



and technology were discussed in the Horizon 2020 pilot project and the Cybersecurity Competence
Centre/Network (ECCC) has been established.

Based on the results of these surveys, this report summarizes the current issues related to international
collaboration on SIP-CPS project and recommends future collaboration methods targeting NIST in the US,
ENISA in Europe, and ETSI as stakeholders to accelerate R&D and promote international collaboration. We
also surveyed the latest global technological trends and evaluated appropriateness of the target level of this
R&D by comparing with them. The survey suggested evaluation items that may need to be added, and

suggested technologies that can be used as a reference for setting the target level.
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EBEEO#BERKRICL D L, RRKEEUF, RE, FEE, S——2n, REE
FeOMAE % 5F D 72 DICERE L7221 uiE 72 5720 (must) | & STV 5,

* 202242 H 16 H Our Quest: Advancing Product Labels to Help Consumers Consider
Cybersecurity DR 3,
NIST blog, CYBERSECURITY INSIGHTS*Z#8# <%,
HZEFH D— N T D NIST IoT Program D E (L7, Katarina Megas o723 1oT (ZB89
%5y ARk, FEIT 10T Program O£ OfSHE, FEEN B~ HI TN D,

e 202242 H 22 H NIST &Y Cybersecurity Framework 37 (NZ Supply Chain Guidance 5
BTk 9 % RFL DA,
* Federal Register (2458 S VAT S vz 4,
RGED3 ToT IZH0 %, NIST Cybersecurity Framework, Cybersecurity Supply Chain 7¢ &
D3xfGE & S AL, RE D NIST Cybersecurity Framework & Cybersecurity Supply Chain
Management Guidance*? & Dt & D AIREMED RIE S LTV D,

* 202242 H 23 H Assessment of the Critical Supply Chains Supporting the U.S. Information
and Communications Technology Industry J§1T 4
FEAE 2021 45 2 A 24 H 1T Executive Order on America’s Supply Chains 345 (UL F
EO 14017 &R&EFR)*Zxd 2 B I QN E 122 2R R O#i4, TOHRE,

* 202243 A 7H Workshop to inform Implementation Guidance for Federal Procurement of
Secure Software FEfi RN DIAT ¥
IS G %R 3 A 22 A, NIST & OMB A TH L T A VIZTEBOREAN &L S
INE LA Z~ D524 % Bl AR,

39 <https://www.nist.gov/blogs/cybersecurity-insights/our-quest-advancing-product-labels-help-consumers-
consider>

40 <https://www.nist.gov/blogs/cybersecurity-insights>

41 “Evaluating and Improving NIST Cybersecurity Resources: The Cybersecurity Framework and
Cybersecurity Supply Chain Risk Management”, Federal Register Dated on 2/22/2022, Document Type:
Notice, Document Citation: 87 FR 9579, Docket Number: 220210-0045, Document Number: 2022-03642
<https://www.federalregister.gov/documents/2022/02/22/2022-03642/evaluating-and-improving-nist-
cybersecurity-resources-the-cybersecurity-framework-and-cybersecurity>

42 Federal Register A5HEHIZ & £ 415 Cybersecurity Supply Chain Management Guidance & (1
MNEARINZIIARPTh 5, BUfE NIST Cybersecurity Supply Chain Risk Management program (C-
SCRM)3 34T D BEHSCHRIL, 2021 458174772 1F C Final, Drafts & C =/ F7ET 5,
<https://csrc.nist.gov/Projects/cyber-supply-chain-risk-management/publications™>

4 <nhttps://www.dhs.gov/news/2022/02/23/joint-statement-secretaries-raimondo-and-mayorkas-
assessment-critical-supply-chains>, <https://www.dhs.gov/publication/assessment-critical-supply-chains-
supporting-us-ict-industry>

4 <nhttps://www.whitehouse.gov/briefing-room/presidential-actions/2021/02/24/executive-order-on-
americas-supply-chains/>, <https://www.federalregister.gov/documents/2021/03/01/2021-04280/americas-
supply-chains> EO14017 (%, 10T IZ[ROT, N— Ry =7, V7 ho =7 R ERTERGIZLE
Supply Chain O K[EDOEBLRORIE, xR %KD D KEHEM D TH D,

45 <https://www.nist.gov/news-events/events/2022/03/workshop-inform-implementation-guidance-federal-
procurement-secure>
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46
47
48
49
50
51

NIST SP 800-218 Secure Software Development Framework (SSDF) Version 1.1:
Recommendations for Mitigating the Risk of Software Vulnerabilities36 M & & eIl
BRI O T A4 U RENTEIND,

202243 H 7 H Workshop Celebrating 50 Years of Cybersecurity at NIST!7%, NIST Cyber
Security Insights, a NIST blog (Z & 40
1972 4=, NIST @D Hi[& National Bureau of Standards (NBS)C Computer Security
Program 2BAAE SNV CTHDLAHE TS0 FE L2 5, Ok E FHERHEREZ I RTH
7<% 2 NIST blog (2 fg# S #17-,

202243 H 9 H TLStorm Maggitic > & sk 47
APC L UPS |2 % =S DOessth: DFE2Y ARMIS X 0 AR,
1 fEH O BB 3 APC Smart-UPS 7 /34 A ZFeSHL Y . WERT NA R L IT &k
DWW EAE & LTl e B AZITH Z LN TE D,
SIP CPS xR & T 52— A —RZHHEDOHER TH Y . £ 2 b =DDJfass
PEIZUPSIZPR ST ED XL 972 10T THHRAL - DHe5tETH 5,

41.22 BMOETESHMIER

2021 45 H 25 H Cybersecurity Certification: Candidate EUCC Scheme V1.1.148 J§%&
ENISA %%
RN D ILEFEAER—ZA D A N —tF 2 U T FIEAF—2L, 1ECI5408, B L
ISO IZESWTHEL SNV ICT i DY A N—t X 2 U T ¢ OFLFEAF— L Z IR
R

2021 4- 6 H 8 H Cybersecurity Copetence Centre/Network (ECCC) 37 4%,
EU J#
TUZNE G RET DTCDICHER EU O A N—tx = U 7 1 #Hifik &
OPEREREN ZMaFF R L OB T 2, BINDH A N—kF 2T 4 HE?‘J Zigfbds X
OHERF L, BINZ A =t % 2 U T ¢ G CHER I -7 E

2021 -7 H 29 H Threat Landscape for Supply Chain Attacks &< 3
ENISA 17T
YELSCHRIT S 238 95 ENISA #1954 (Ad-Hoc Working Group on Cyber
Threat Landscapes) %E(Z draft B¢fE CHAMRESNH Y, 2 A MAZEHLED
D,

2021 -7 H 29 H Threat Landscape for Supply Chain Attacks, “Methodology for Sectoral
Cybersecurity Assessments, EU Cybersecurity Certification Framework” %17 5!,

<https://www.nist.gov/blogs/cybersecurity-insights/celebrating-50-years-cybersecurity-nist>
<https://www.armis.com/research/tlstorm/>
<https://www.enisa.europa.eu/publications/cybersecurity-certification-eucc-candidate-scheme-v1-1.1>
<https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-competence-centre>
<https://www.enisa.europa.cu/publications/threat-landscape-for-supply-chain-attacks>

. <https://www.enisa.europa.eu/publications/methodology-for-a-sectoral-cybersecurity-assessment>
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ENISA 17

PESER], 5B (Sectoral)lZ, EU Cybersecurity Act (CSA) TE®H Hi15 EU
Certification Scheme (ZHEHL L DD, ZNZENDFES I L 7= Certification Scheme
ERRT 2 5% E

e 202148 H ETSITS 103 701 Cyber Security for Consumer Internet of Things: Conformance
Assessment of Baseline Requirements 23 i #&hi & L CTHEE L 7= #5kk,
ETSI EN 303 6453 @ & 8 % Consumer loT Baseline requirements -~ & 75k
(Conformance testing) i D FINE, FLFEIZ DU T EARAYITHUE

* 20214 11 A 24 H “The Product Security and Telecommunications Infrastructure (PSTI) Bill”
TEZR N5 [E TP
FOEH . WAL, FEE I L, —RIEEE T T R TR O X2 U T
A PERBFEAE 2 AT . RN DR ITIS U D 2 &3 TE DA & Tl
L., B 2 &te shd %,

e 20214 12 A 2~3 H ENISA Cybersecurity Certification Conference 2021
ENISA F:f#
RN E A CHEANTE SN HHAL, T —E ADFRGE (Certification)|Z B3 2 F R
Ho AEIOSYHIF Y % « TTRT, T4 2L OWATHIBE CEM S i,
W TS < FTERINES TOFRFETH Y 10T IZRE ST 2,

* 202241 H 27 H Pan European Systemic Cyber Incident Coordination Framework (EU-
SCISF)?® % it % European Systemic Review Board (ESRB)73 RN 4 il BE a1 (2 h 5 57
EU-SCISF [FFRME A N Ot 4 5 BEFREURIE ONC [E RS Al A% SF & O Incident
Coordination % 7#{t, L. EU Cyber Incident Response Frameworks # #fi5¢9 5 & D &
MER T BN D,

4.1.3 REDEIRF

4131 NIST loT Program D Ej[A]
A G T NIST IoT Program 23 €K HHR Y AHA TE T CEFD AL . W< ONIEH

52 <https://www.etsi.org/deliver/etsi_ts/103700 103799/103701/01.01.01_60/ts_103701v010101p.pdf>,
<https://portal.etsi.org/webapp/WorkProgram/Report WorkItem.asp? WKI_1D=58434>

33 <https://www.etsi.org/deliver/etsi_en/303600 303699/303645/02.01.01 60/en_303645v020101p.pdf>
34, <https://www.gov.uk/guidance/the-product-security-and-telecommunications-infrastructure-psti-bill-
product-security-factsheet#thow-we-are-going-to-do-it>

33, <https://www.gov.uk/government/collections/the-product-security-and-telecommunications-
infrastructure-psti-bill-factsheets>

36, <https://www.enisa.europa.eu/events/enisa-cybersecurity-certification-conference-2021>

57, B %% F<https://www.esrb.europa.eu/news/pr/date/2022/html/esrb.pr.220127~f1548f677e.en.html>
Eh AL

<https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation220127 on_cyber incident ¢
oordination~0ebcbf5{69.en.pdf/>

BB <https://www.bleepingcomputer.com/news/security/eu-to-create-pan-european-cyber-incident-
coordination-framework/>
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KHEED ERERE L TRITO, AT, 10T Program 2MERK L7- SCEHZ R L, £ E
NOIEDOREE T,

(1) REXRBATICHEEL CWW-AHRE LG LIERNES

e NISTIR 8228 Considerations for Managing Internet of Things (IoT) Cybersecurity and Privacy
Risks: 2019 £F 6 [ 25 HHfEE, FARFEAT 55

* NISTIR 8259 Foundational Cybersecurity Activities for IoT Device Manufacturers: 2020 4 5
H 29 HFEE. RAhiiiErT, BUEEED 10T 71 A2 BRICRET D1 EF =
U7 4 @b D7D E N HEIE SN D 6 DOTEE) 2 -7 %,

e NISTIR 8259A IoT Device Cybersecurity Capability Core Baseline: 2020 4= 5 H 29 H#E .
BAERRFEIT, BF =2 U T A RO [0T 7 /31 AITRD LAV HHERESE (features and
functions) % 7~ 9",

(2) ABLEHHR T LI XEE

e NISTIR 8259B Non-Technical Supporting Capability Core Baseline: 2021 4 8 H 25 HfiEiE.
FCRERFEAT 5 NISTIR 8259B (& IoT S RKIZ KD BN LD EHF 2 U T 412OWT, A—D
—RE T L E = FHOBHELE L SHDEANR TRV R — MEBIZ R L TV D,

e NIST SP 800-213 IoT Device Cybersecurity Guidance for the Federal Government: Establishing
IoT Device Cybersecurity Requirements: 2021 4= 11 A 29 HHEE S AU iEUFEAT

* SP800-213A IoT Device Cybersecurity Guidance for the Federal Government: IoT Device
Cybersecurity Requirement Catalog: : NISTIR 8259D (Draft)?’ @ 3§ % Appendix A (ZULZ
L. SP800-213 ®43fit & LT 2021 4 11 H 29 A&, 4T o

* NISTIR 8259D (Draft) Profile Using the IoT Core Baseline and Non-Technical Baseline for the
Federal Government: iK™ SP 800-213A Appendix A (ZHNZ D k2021 4F 11 A 29 H =]
(withdrawn)

(3) JRELEF D Draft

* NISTIR 8259C (Draft) Creating a Profile Using the IoT Core Baseline and Non-Technical
Baseline®

41.3.2 loT Program L5+ @ NIST ADEIR
NIST @ 10T Program |X NIST (23T [oT M0 B Wb LA N—tF 2 U7 4 IZFHT 5
1B & 1T > TV 5, IoT Program LA+ C SIP-CPS [ZRHH -2 NIST O#Ehm & L TIROEN X 234 i
7o,
* NIST SP 800-218 Secure Software Development Framework (SSDF) Version 1.1 75 2021 4% 9

H 30 HIZ Draft ABH, [A 11 H S HERDUID E LTRT Y w7 axy NPT HITH
U0 2022 2 H 3 HICHKRHKIRDEE., AR STz ¢4,

38, NISTIR 8228 Considerations for Managing Internet of Things (IoT) Cybersecurity and Privacy Risks:
<https://csrc.nist.gov/publications/detail/nistir/8228/final>

¥ Te DDOIEEY D55, Activities 1~4 | Primarily Pre-Market Impact, Activities 5~6 |X” Primarily
Post-Market Impact” & 73 FH S 1L 5,

60, NISTIR 8259B IoT Non-Technical Supporting Capability Core Baseline
<https://csrc.nist.gov/publications/detail/nistir/8259b/final>

61, SP 800-213A IoT Device Cybersecurity Guidance for the Federal Government: IoT Device
Cybersecurity Requirement Catalog <https://csrc.nist.gov/publications/detail/sp/800-213a/final>

62, <https://csrc.nist.gov/publications/detail/nistir/8259¢/draft>

63, <https://csrc.nist.gov/publications/detail/sp/800-218/draft>

64, <https://csrc.nist.gov/publications/detail/sp/800-218/final>
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e NIST SP 800-161 Cybersecurity Supply Chain Risk Management Practices for Systems and
Organizations Rev.1(2nd Draft)23 #4771, 2021 4F 10 A 28 H(Z Draft 23AB8 &4v. [6 12
H10 AETaxy Rz bk,

*  Federal Register |2 C, ”Evaluating and Improving NIST Cybersecurity Resources: The
Cybersecurity Framework and Cybersecurity Supply Chain Risk Management”7’ RFI & L T
NIST £V 2022 42 A 22 HIZAE, NGO UI0 2202244 H 25 B & &b 4,

41.3.3 Executive Order 14028 D&% 3

2021 4= 5 H 12 H%&1T® Executive Order 14028 (EO 14028 & ZZ570) IZHFIG, PRI LT, b xig
S NIST OIEFR/2IEENBIER Sz S, AR OFIY41E Delta Variant 25, £ f*1% Omicron
Variant 737 A U A& CREYSEB AR D > 7212 b 0 0vb 63 77 0 ik 728723 & - 72, EO 14028
& OB B 2\ VTR S5 EA & LU FICEE T,

(1) EO 14028 [ZFFii L THIT S iz Consumer loT Labeling 24> 5 XX E4E

 Critical Software Definition (2021 4% 6 H 25 H) ©°

*  Security Measures for “EO- Critical Software” use (2021 -7 H 9 H)®7-68

*  Guidelines on Minimum Standards for Developer Verification of Software (2021 -7 H 9
H) 6968

* DRAFT Baseline Security Criteria for Consumer IoT Devices (2021 4F 8 A 31 H)7 : D

[N

*  Consumer Cybersecurity Labeling for [oT Products: Discussion Draft on the Path Forward (2021
FI2A3ZA . EHSNLEFT 7 b

* NIST Cybersecurity White Paper: Recommended Criteria for Cybersecurity Labeling for
Consumer Internet of Things (IoT) Products : & f&hi 37

(2) EO 14028 IZMi LT NIST A% 'L =78

*  Workshop on Cybersecurity Labeling Programs for Consumers: Internet of Things (IoT) Devices
and Software (2021 -9 H 14~15 H)™

* Improving the Nation’s Cybersecurity: Progress and Next Steps in Carrying Out Executive Order
(2021 =10 H 14 H)®

* Executive Order 14028: Guidelines for Enhancing Software Supply Chain Security (2021 4 11
H 8 H)*

*  Cybersecurity Labeling for Consumer loT and Software: Executive Order Update and
Discussion (2021 4% 12 A 9 H)*

65, <https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity>

%, <https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/critical-software-definition>
67, <https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-
critical-software-use-2>

68, <https://www.nist.gov/news-events/news/2021/07/nist-delivers-two-key-publications-enhance-software-
supply-chain-security>

69, <https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/recommended-minimum-
standards-vendor-or>

T0<https://www.nist.gov/system/files/documents/2021/08/3 1/T10T%20White%20Paper%20-%20Final %2020
21-08-31.pdf>

71, EO 14028 |24 % NIST ITL portal site <https://www.nist.gov/itl/executive-order-improving-nations-
cybersecurity>

72, <https://www.nist.gov/news-events/events/202 1/09/workshop-cybersecurity-labeling-programs-
consumers-internet-things-iot>
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41.3.4 Whitehouse OEjM

AR EO 14028, & 5\ Supply Chain (292 EO14017 LLSL @ B 37 - 7= Whitehouse D HEf[#]
ZLUTICRT,
(1) N TUKHEE ITEEEZRHEMBHEDEE

* 202148 H 25 H. Whitehouse |Z T Ffiti,

o NATFTURMBEET AV B FEEIT BHEW RN A N—REEZZUET DR RS &
TAVIDONDPLY AN —tF 2T RS BERTDEE Ry 7L DR,

o NHRAPH S I Factsheet (2 K D & 11, RFABEZESAN 200 FEhid 5 2 & 03512
SNTWBEMN, 7T A4 F x=—2 ZeroTrust, WNZ2—WF—~DHF., EHENEE
R L LTHBILD,

(2) White House Meeting on Software Security”>

e 202241 H 13 H, Whitehouse & T3,

o 2021 FFRNBHEEM & 72 o 72, Apache Log4j D Mag5PERIEEIZ S % % L. National Security
Advisor Jake Sullivan FC723#4E, Deputy National Security Advisor Anne Neuberger G723 3238
LS TnD,

*  Apache Log4j M55 DSBS PH I3 E T X TUWVRUWAS, Appliances & 3¢\ o5 1T
M)} Hardware FIHT 2 Y 7 v =7 WNZT 7Y r—3 a3 NS — B A D3%F
GC, SIP-CPS DX GeElEk & OB HER & 5 WITFEHE 72 BEMEIXFE O B AL,

Log4 Mag5tE D52 B I3V — N T a2 o & LTV D5 D ICS ~D Logd;
WEBHPED BN S G 1 HFIDIZIFBEIZ A 5Tz ™, 72, Logdj IZHALL L7z ToT 381
ISR L D D Mag9tE & LT Keode ™ NetUSB (27%9 % RCE Ma591t (CVE-2021-45608)7
MEAHTOR 11 BIZAB S TREY . Logdj Magatt & REROREN A LIZEEICE, FH
BROXIRNBMIE L 705 Z L BEE S,

(3) National Security Memorandums

TR 2 £ National Security Memorandum 723317 X7z, EZRLZEREICET 5
Memorandums TH ¥ | IoT IZFRE 4D D TiER < | BFFEHR T AT LARKICED S L O
Th b,

e National Security Memorandum on Improving Cybersecurity for Critical Infrastructure Control
Systems! (2021 47 H 28 H¥1T)

*F5:1 Critical Infrastructure @ ICS 7273, H AT "the systems that control and operate

the critical infrastructure on which we all depend" & & ¥ | BEFFD 1CS O EITHE
RENDATREHEDNH D,

Z @ Goals 1%, Critical Infrastructure Owners and Operators 235 % X & (should) Baseline

3, X% Whitehouse 725 M ¥R <https://www.whitehouse.gov/briefing-room/statements-
releases/2022/01/13/readout-of-white-house-meeting-on-software-security/>

7 5] 21X, ICS Vendors Respond to Log4j Vulnerabilities <https://www.securityweek.com/ics-vendors-
respond-log4j-vulnerabilities>

5. CVE-2021-45608 | NetUSB RCE Flaw in Millions of End User Routers

(SentinelOne on January 11, 2021): <https://www.sentinelone.com/labs/cve-2021-45608-netusb-rce-flaw-
in-millions-of-end-user-routers/>, NetUSB (USB Over IP), KCodes
<https://www.kcodes.com/product/1/36>
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Security Practices Td 0, ICS &IIHIR STV,

F72N% & LC, Industrial Control Systems Cybersecurity Initiative 0D #% 37 (Sect10n 2
and 3), K O® Critical Infrastructure Cybersecurity Performance Goals O3 iE % [E %
PRI B W N REE R B I 4y (Section 4 (a)) L. #{7%d & L C NIST Fﬁ%’%ﬁﬂﬂ‘o

*  Memorandum on Improving the Cybersecurity of National Security, Department of Defense, and
Intelligence Community Systems’®

EO 14028 (ZBE# L, EFL 4T AT LANSSHTHT D NSA F'E OHER & EH{E0H
filefb, ik % fEat
NSS THEILI N D& NIST #52%E, FEIHAN A HEE S, EEEIEEHBIR, 2o
B3 HATENE N Z ORI RS D,
NSS (ZFRE SR WIS 2T A Eﬁa‘ﬁ@iiﬁﬂ%ﬂ%&%mﬁ NSS THIH S5
—Ry=7 V7 U7 AR D EEEF IR E R M O R A
o,

(4) CRITICAL AND EMERGING TECHNOLOGIES LIST UPDATE

o 20224E2 A7 A, KREOLEREICER T 2 BEEEM OB O ENEFR SN,

4.1.4 BERW D BN

41.41 HE

2021 4 11 H, EEBUFIZGEESICR L, ToT OFEHE ONZEffE (enforcement) & & TVE R & f2H L
Too ZHUTEY | ToT IC#EW Rt =2 U 7 | IREEDFENERNL S L5 wRetE, TR E 56
DHREED ORGE SNDAREMDNEE 7o, RERS TR, Efilb s =% Ea. EUL KEL
PEHEHGEEE 2 1L U oA EIRE L 5 2 FETERNL, BuEiRk o B 230 ?57 EPEDS

%o WEEBHICE 2 BEBUF OB R & NE, BIFORRER EZLTITRT,

(1) ERRHEROEM

e 20214 11 A 12 H, NCSC Weekly Threat Report 12th November 202175 8HIZ, “Majority
of IoT device manufacturers fail to provide route to report security flaws” & &3 % nﬁﬂ* AR cucn
bid, ZOWERE GIN D R LOMEIL, 10T Security Foundation 75 11 H 4 HI(Z
71T L7=. “The Contemporary use of vulnerability Disclosure in IoT Report 4°78{Z £5-5 <
B NCSC b D 10T ¥ 2 VT 4 2 M) B HRA~DRNVEFETHLH D,

e 2021411 H 15 A, EEBUF DCMS I, “Cyber resilience captains of industry survey
20217% %17, Inforsecurity it CIZIRD L D IZHIE STV D

T X RIE[E B3 CEO O =43 D—iT < 31%)25, 1% & @ supply chain 1 CTDH A /N

76, <https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-
improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-
systems/>

77, <https://www.ncsc.gov.uk/report/weekly-threat-report-12th-november-2021>

78, <https://www.iotsecurityfoundation.org/wp-content/uploads/2021/11/The-Contemporary-Use-of-
Vulnerability-Disclosure-in-loT-IoTSF-Report-4-November-2021.pdf>
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https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/

— U R 7 ER 2 ERL L TUWVRUY,
FREEB5%)DEET, IOV A N—U 27 PEFRFRSITR 2 BTV
AN

B TIAF =X 2 VT O EEEEIT 2 FE L U CEHbo mTEEE

(2) EELH

* 2021 % 11 H 24 H. “The Product Security and Telecommunications Infrastructure (PSTI) Bill”
ERVAEESND, HRERITRES . WAE, BE e L, —MRIEEE M B
REZRHEERIR DB ¥ 2 U 7 BERESRAS 2 JHAT T . RICHIROERITR L5 Z LT
LV 2R L B A E e & S D, BIEFRIT. HKED 2018 4212 LoT M A D05,
HWERELTEHEAL, ETSI TOFEMELDOFIE 72 572 Code of Practice for Consumer
IoT Security?OBREIZHS <,

o MERTFREOH, KEKETOERE 12 7 HORTH 1T fiEH, MAFES, il
HEFERLITEZ2 N,
ZAUZ X V| Code of Practice for Consumer IoT Security D8R 5 & JFLHIIE ETSI (2 X 0 BRINAE
WL HEICBWTUIEREHICE 722 L &% 0,

41.4.2 ENISA

Cybersecurity (2B D Ek % 70438 TIHE S W 541, SIP-CPS (ZR#ET 56D & LT,
ENISA X ¥ Threat Landscape for Supply Chain Attacks 7% 2021 4 7 H 29 HIZHIT 7,
Solarwinds A > 7 v N ORENBH DL B EF ENISA £V #BITE 4T % Threat
Landscape Report ORI & L THEAT L THRAT S 47z,

W C 7 H 29 BHIZ Threat Landscape for Supply Chain Attacks, “Methodology for Sectoral
Cybersecurity Assessments, EU Cybersecurity Certification Framework” 23 51T S L CW\ 5, PEFE
B, B (Sectoral) {2, EU Cybersecurity Act (CSA) TE®H 5415 EU Certification Scheme
WZHEHL L SO, ZNEN OIS L7 Certification Scheme Z 1Ep 3 25 #FEH & v ) (L& ft
IR 1T e, LAy L. A&7 EU Certification Schemes 35 A 0O BARRY 2238 A D524 &
2% PRI, MERITEIMOMERPLIEL E X BID,

2021 4E 12 H 2~3 HIZIE, HI4FIERIC ENISA Cybersecurity Certification Conference 2021 73
FAfE =7z,

4143 ETSI
2020 4= 6 H 30 HZ ETSI Technical Committee on Cybersecurity (TC CYBER) 23MERk LAB 72

79 <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/97144
0/Code_of Practice for Consumer IoT Security October 2018 V2.pdf>

80 FEATORFIRI <https:/bills.parliament.uk/bills/3069>
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/971440/Code_of_Practice_for_Consumer_IoT_Security_October_2018_V2.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/971440/Code_of_Practice_for_Consumer_IoT_Security_October_2018_V2.pdf
https://bills.parliament.uk/bills/3069

ETSI EN 303 645: CYBER; Cyber Security for Consumer Internet of Things: Baseline Requirements®! ¢
HATESCESHED 9 B, ETSITS 103 701 Cyber Security for Consumer Internet of Things: Conformance
Assessment of Baseline Requirements 7% 2021 4 8 HIZHMIR & U CHEE L7oBAR,  Ziud, ETSI
EN 303 645 O7E® % Consumer loT Baseline requirements -~ @i 5 74f#% (Conformance testing) Efii
DOFNE, BFIZHOWTERICHIET 5, Bl ETSI A% & OBSEIE Figure 1 IR SLTW D,
TERITHERS LT D b ODORTEEREFECH 5 CEHLE LTRBH D,
* DTR/CYBER-0057 (TR 103 621) Guide to Cyber Security for Consumer Internet of Things®?
VIR (Early Draft) & &1, 6 J1Z contribution 2342 H & U CUABE T 23 7 S 72\,
FIZEBAMINEITAR S TRV, BET530EE LTI IR H 5,
* DTS/CYBER-0014 (TS 103 486) Identity Management and Discovery for [oT#3
Stable Draft ¢, 2021 4F 9 A 21X 2 D contributions D& A3 Fidk JdL,  F 72 mm 03k
fe LS D,

4144 Ot

IoT IZFRIE AL TIEW 72 A3, European Systemic Review Board (ESRB)Z2SERIN 4@tk Ba a1 ) & L
C. Pan European Systemic Cyber Incident Coordination Framework (EU-SCISF)D ¥ /& % 2022 4F 1 H
27 HIZHEE 34, BU-SCISF (ZRINE SN O/ 7, BIFREBURIE ONC [ ERE@lfE A% & @ Incident
Coordination % 5#ft. L, EU Cyber Incident Response Frameworks Z #5245 & D EALEMIT B 5,
SRS, ECB Z 1l &9 2 Gl 2 Jm7e SICH S TV D ToT AT ok LIHIEL 1 &
DTV RBRELEGAITEHEIE OMR LD, ARVEDOEREF TR 7 74T 20 <
LIEHE T, A N —EeTE N E R I N TR Y . @fERELUANOETE A T T AT 7 F
¥ OB CTHREROEZ N2 INL00E D) BIMAZERT L2 ENMELEEZ BLD,

42 BB TLHECREDEYFLHTOER
421 FAEFE

0T ¥X a2 VT 4 ¢V I7A4F =X )T 0 IZBET AR PN, BE T 2 PEES

81 <https://www.etsi.org/deliver/etsi_en/303600 303699/303645/02.01.01 60/en_303645v020101p.pdf>
82, <https://portal.etsi.org/webapp/WorkProgram/Report WorkItem.asp?WKI_ID=59473>

83, <https://portal.etsi.org/webapp/WorkProgram/Report WorkItem.asp?WKI_ID=47653>

84 $E ¥E F<https://www.esrb.europa.eu/news/pr/date/2022/html/esrb.pr.220127~f1548f677e.en.html>
AL

<https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation220127 on_cyber incident ¢
oordination~0ebcbf5{69.en.pdf/>

B <https://www.bleepingcomputer.com/news/security/eu-to-create-pan-european-cyber-incident-
coordination-framework/>
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https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=59473
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=47653
https://www.esrb.europa.eu/news/pr/date/2022/html/esrb.pr.220127%7Ef1548f677e.en.html
https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation220127_on_cyber_incident_coordination%7E0ebcbf5f69.en.pdf/
https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation220127_on_cyber_incident_coordination%7E0ebcbf5f69.en.pdf/
https://www.bleepingcomputer.com/news/security/eu-to-create-pan-european-cyber-incident-coordination-framework/
https://www.bleepingcomputer.com/news/security/eu-to-create-pan-european-cyber-incident-coordination-framework/

filL [ 2 5 Tl D ARIREBS & &0 K5 1TEHE - ik L CHIECIEEAZ R £ L5 L LT D
IZOWTOENAFE 21T 5 72010, AREEIEEER 2 E ORI ESLZN L DFEHED & 1) £ &
W ut ARG,
ARG Z DV TIE, BRE 4.1 SioMREZEM S LT, SROBERHHA THRY £ & DD
ENERL,. 2070 ARHRTELH0E T LI OMRE L KO FIRCTHEEZIT- 72,
2T w71 B GHEO R — L= EORABIEREFE L, KR A FT A 2 CEOH
E7 - AR EE R A FA T D,
ATy 720 4.1 OFRE TR DRI GARE O — OB AE R A o8 - B L $ilE 7 =k R
BolcflE7 v AIFEE L TR &0 5,
B0 % & o BN ZRIEE R TEX 20V OV T, TOMBNED TOWDIRD L0
DOIFiEEFE LHRET 5,

422 XEICETSHECREDEYFLHTOER

4221 NISTOHA FS54 > - RERETO€R

(1) NIST D&E

K E SIAEAER IRAF SRR  (NIST : The National Institute of Standards and Technology) (%, & JA\ V& [H
T, RMHEFPIOEE SCBORICE T 2 Bl LOFESCHIF I E L 52 D RO H DA X
XEEERT D22 LICE Y, BIMEICET 2 ) =2 =2y ToREIZ R LT D,

NIST [ZIEHHIEBI ThH v . ZOlE T 7 & A2 L Cid, AR (PL.104-113%)
e, EFREUSDMEH T 2 BEOE Y — X & LT, BRI a & o A EEHEO RS &
Y R—FTDLEDHNTND 36, NICT NKIE « BRT DU A X AR OIEREDRE 7 7k A
L, EHFE#H (Federal Register) |ZH5# =412 FIPS (Federal Information Processing Standards) D#i
D X 1T, KB RIZEH S 1TECFRiiE (Administrative Procedure Act : APAY) (ZHID |
ROEREERABBZIToTARAT Vv 7 aRr e " egET 55 RE = XA b (notice and
comment) 7' A ZHELL LI RRFEE R DGR D D) 38, SP (Special Publications) X°7 L — A
T—=JBDHA BT A ATONTIE, MOBIFHERE, R, AR EOAT =7 L4 —)3
BTV —7 v ay 7Rt efE L, BRI & mERICHEE LR oEROa vt RIS
EOLKEEEZRET 2MMICH D ¥, ITL BRITT LEEZZREZHROMEWIITNT ) v 7 =2
AV ERROOENTEY, TOHA FTA v - fFHEDL, =T oBAEORmNTIET, R
DT K VAR DB R K DAV R AR CTOREINTND Z ERRHETH 5,

0

3 <https://www.govinfo.gov/content/pkg/PLAW-104publ113/pdf/PLAW-104publ113.pdf>

6 <https://www.nist.gov/itl/standards-activities>

87 <https://www.epa.gov/laws-regulations/summary-administrative-procedure-act>

8 <https://www.nist.gov/itl/procedures-developing-fips-federal-information-processing-standards-
publications>

8 <https://www.wiley.law/alert-3496# ftn23>

0

0
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NIST |54 OA Tk & LT, HA Y v > b/ IZHEITVY Gaithersberg, Maryland, 3 TNZ
Boulder, Colorado (2 KHUE /2 v L XX ZH L 2, 5RO BRI 2 2470 0B 2T 5
6 st E=a T %, 209 b FMILITIFIZEI NTHEAE(L 21T 5 Information Technology Laboratory®?

(LI ITL & W&GE) 23, Cybersecurity for IoT Program® (LT NIST IoT Program & B&FR) % i = |
IoT ZHW VB Wb oA =k X2 U T 4 ICBHDLIERZ1T > TV %, NISTIoT Program (37
AV BPEBEREDAGE L TV ICE FIPS 2007 (EIEHR KL OMEH S AT LD 72D Diift
=2 U7 ¢ B (ITHEILT D 72 60 O BARE) 20458 2 7”97 3CE NISTSP800-53 (15 H > A 7 4 & ik
DIEDDEX2 YT 4 LT T AN —OFH) ITHESW T %, NIST IoT Program (X% OFR (The
Challenge) & LC, MoT =a v A7 AHOIEEW NI T —ZIZT 5 A N\—k8X =2 U T ¢ &PE
EFMWANC KRB CHEEE | 2861, TIoT ~DfEMZ Mo, FUE, et WOITRES 5> —L
s U TR COBINER 2 /JRE L T BREDEE] 21T, £DI vy a & LT,
IEAELARCERE & 2 OMERTOBR TITHhND RT7 7 MADOAHE —Khb D a A N4
21T 9,

NICT BATOXLERE L, FIPS ODRITOTmEA%K 1 &K 2777,

90
91
92
93

<https://www.nist.gov/about-nist/visit>
<https://www.nist.gov/about-nist/our-organization>
<https://www.nist.gov/itl>
<https://www.nist.gov/programs-projects/nist-cybersecurity-iot-program>
% <https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pd >
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NIST National Institute of Standards and Technology : K [E E 72 E T Z2 R

CNST : +/ 247 — LR Sty 4 —

PML : #p3EEHRIBT 50 AT

CNR:AEFHIR LY Z—

EL: => =7 v HEm

CTL: ®BET 7/ 0y —fRm

MML : ##I5HAIR 52Rr

ITL : EHRBAMTIIZAT Information Technology Laboratory

CSD (Computer Security Division)
AvEa1—REFa2UT4ICEL THARZITLVERENE T

FIPS (Federal Information Processing Standards)
KEBERBE DA ZZITTNISTHA R L -1EH&K
FaUT 1 EEOXE, RAMEICL > THIERE
FaUT a4 WEKEEZRD ETCHERABRXE,

Special Publications (SP800> Y —X)
CSDA®TIEavEa—&t¥xa T4 BROL
= b, REOBFERELAtF 1) T4 WKz Erk
THRICHAT L zAIRELTEEDLOLNIX

B=Ho

NIST IRs(NIST Interagency Reports)
NISTOZEREBEBEIA F & Bz LK — b

ITL Security Bulletins
TEHICEITEINSHCSDOER

X 1 NIST ZfTOXEREE
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HEREHTOERO BEPEHRTOERD HPEHTOER® BRERTERO

- FIPSEIEORE/L - REERZTLTY X L) * NISTAUERE L7-FIPS EHERCTCORE MISTRIHEE EHERE
TB&SEE  FT0ERERK FEORMCRT—2 7+ BAEXIIAPSHIERE HEEZHRK, X BOARERET,
ks txa Y I Z R UNISTIC & 2 5 & FFR T 7 FNLh EIREIR CRIPSE
TABEUDERE |- RT—2KLE— FRbE T ay7® DERHRDBT74— BOHMROET
b, EREFH HPODAAUINFEE FU I TA—TLER - A= el Ry o %58
FRKED=—— ((BFH30~90HH) LR h L. SHo oD axXy FEE i
XDEEE 7 AL AERSEREFE (E%30H ~90H ) FIPSHRHE O ikl (<
T
FRT— I 7 ANE D B
FizoWwToaxy hEE

‘\;41' ‘\;4" ‘\;4"
XY FRBRR AX v AR R aX v FRBRREE

X 2 NIST IoT Program (2RI} B4 A KT A v « BEERE S a2

(2) NIST DHIEXEHE L TO R

NIST IoT Program A3 & T 5 NISTIR 8259 O XLEHHOH|EFhix & ZhETHTatk
A& LITICHmE 35,

0T Program % 7 ¢¢ NIST ITL 2MERLT D@ FBUFIEH S AT Lx kG L Licfast, DL <
I, MRILVE & LT Federal Information Security Management Act of 2002 (FISMA : H A {EH & % =
VT 4 ~wRx YA ME)E 2014 FZE S 472 Federal Information Security Modernization Act of
2014% (LLF FISMA EW&EE) 738 5, Office of Management and Budget® (OMB : 17 E & H# T 5 J5))
L TExF2 ) 7 s MEEELEDLLHICRKRDTIHY, FISMA & OMB Circular A-13077
Management Federal Information as a Strategic Resource ({TEUEEE 75 )Ti#E A-130, LA OMB A-
130 LHKEDL) 2 LD X2 AL LT, #MBUFHEENTHRE X = U 7 ¢ 20 bd 5 2 & 2 BB T,
NIST IZkf L Cid, Z Db DBUEH A K74 L OBRFEZ FHA T TS %, £z, 2006 51T
LEBEEREBENKE L TWDILED FIPS 200 : Minimum Security Requirements for Federal
Information and Information Systems®® GEFRIF ML MEHR T AT LD D DERIKREF = U 7 1 Eff)
BV THEADORKROE X 2 U7 4 BRFIHICOWT, 170X U7 ¢ BESEICH Y
EL TS, TAUTK L NISTSP800-53 (7 A U WBURFNDIEHRL AT L LV ZEREDITL,
IRHNC ) AT EBRA 210D HA RTA 2 BERIED LD TH Y, 2020 429 H 23 H 7
F5Y OUETDR S 7%, 2020 210 H 20 RICT —7 ¥ a v 7 Oam & % TG 2 TH
iz,

Z O FIPS 800-53 [ZHEHLT % 72 > DFE$E 2 -3 3CEAS NISTIR 8259: Security and Privacy Controls

95
96
97
98

<https://www.cisa.gov/federal-information-security-modernization-act>
<https://www.whitehouse.gov/omb/>
<https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A130/a130revised.pdf>
<https://www.ipa.go.jp/security/publications/nist/fisma.htm1>

9 <https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf>
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for Information Systems and Organizations ([F¥ > A7 A EHFRDT=DDEX 2 VT 4 & T T A4 NV
—OEH) ThDH, NISTIR 8259 (%, 2019 4F 7 H D IstDraft, 2020 4 1 A 7 H @ 2nd Draft A %
T, ZOWMBTEDIZANT Y v 7 a R b O ISRHm Dt k% 7 4 — Ry 7 LT 2020 4
5 H 29 HIZ NISTIR 8259 & T NISTIR 8259A & U THAKMMN AR iz,

F o, EIBUFHERENEAGT 2 TED 10T 7 /5 A ZHIRIER Y AT KA T D ik it
T ORI I OE R MR FEENREENTEY . TS ZAOBENP LV AT AEX 2V T 4 %5
8.9 5 Sk %~ 7 IST SP 800-213 (Draft) : IoT Device Cybersecurity Guidance for the Federal
Government: Establishing [oT Device Cybersecurity Requirements'®72% 2020 4= 12 A 15 H OB i

NISTIR 8259 Dfa$t % FEIZ 10T 734 2 OHEMEEA TORM AT 5 - OBMiEE TH D
NISTIR 8259B/C/D % DHlEIZ DUV TH, 2020 4F 12 A 20 HIZ Draft SNz, N7V v =3
AV FHFEKIZNS D Draft OFLHARCHR 21T 9 72% @ The National Cybersecurity Center of
Excellence!® (NCCoE) DT —2 2 = » 7X°, Consumer Technology Association'®® (CTA : {H
BEBWHE) EMED Roundtabe ZBAffE L, BIAWDBHOMRAEZED HA4—7 0 TEHRKES
0 RISV A0 TV D, NCCOE IE NIST O —# T SRR, B, KOV
WHEBEA T I LT, ¥R bE LT A "=t x 2 VT 4 OREICHLT D, ZhbDX

X, FIERIC, PEBAE L E U CAEEEICBE S, BHEAICIH T 5 ToT HarlEiEst & L
TIERESND Z RSV 5,

Z D1, NISTIR 8259B (I 2021 4F 8 H 25 AITHAMMIEIT STz, ALETIT IoT SiRIZ K
HNDHEF 2V T AI2ONT, A—H—EET 58 —FOWmHMNE L SN DHEINTIZRVY
R— ME#ZRL TV D,

X 5H{Z, NIST SP 800-213 1% 2021 4F 11 H 29 HIZHEMMBITHRIT SN, £t e LT SP
800-213A &[] HIZFEIT & H72, SP800-213A @ Appendex (Z1%, NIST IoT Program 23ERK %47 > T
& 72 NISTIR 8259D (Draft) DN 23845 £ 41°C, NISTIR 8259D (IHfflal =417z,

2022 4F 3 H 28V T NIST IoT Program D SCFE THgE L TV 720 Draft 3CE (3 NISTIR 8259C
L7 oTWNA,

LI Lg% O FIPS-200, NIST SP800-53, NISTIR 8259 BHESCEDMBE~ v 7% X 3 12,
NISTIR8259 XLE7 7 I U — DO EZ X 4 127”7,

100 <https://csre.nist.gov/publications/detail/sp/800-213/draft>
101" <https://www.nccoe.nist.gov/about-the-center>
102 <https://www.cta.tech/>
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FISMA : Federal Information Security Management Act of 2002

EIPEREF L) TIRD AU K

200241218 #lI%E

OMB A-130 Managing Information as a Strategic Resource

HERE Y —RELTDIEREE  Office of Management and Budget {THEEFHE

PUBLIC LAW 116-207—DEG. 4, 2020

Internet of Things Cybersecurity Improvement Act of 2020 / 2020/12/4

Manufacturer-Centric

- - L L

Customer-Centric

N

NISTIR 8259A NISTIR 82598
Technical Non-Technical
Core Baseline Core Baseline

. FIPS 200 : Minimum Security Requirements for Federal
: . Information and Information Systems

1 ERERSLVERRATLOODORELF2Y T
v =2H

8259C

relopment

-ess

1

EHY B-HODEAMGEHERIXE

_____________ H
.............................. . v 1
loT )0-53 NIST SP 800-53 : Security and Privacy Controls for
E’i?irlzlg NISTIR 825_9D Cybersecurity }/ tyand Information Systems and Organizations
Exampleé Fed?gér;)flle Capabilities |\ acy ¢§$ﬁ:/7§7_'/-\tfﬁﬁﬁ®T:&)a)‘t’:\"lu;'f&ja’f/{
Catalog trols —NEE
Customer/Manufacturer N

NIST SP 800-171: Protecting Controlled Unclassified

Information in Nonfederal Systems and Organizations

FEROLRATLELTHERICETHEESNZRS

HIEMDORE

SP 800-213

loT Device Cybersecurity Guidance for the Federal Government

NIST SP 800-161

SP 800-213A
Cybersecurity Requirement
Catalog

Supply Chain Risk Management Practices for Federal
Information Systems and Organizations GE IR E T D IF
|ORT LEBBDI=ODYTSAF—2 - YRITH
DAVEDRE)

3KERNOIXEHIEOHZE & NIST DR,

HE NISTO A FEREEIC/ERK

NSIR 8259 DALE-SIT

NISTIR 8259 Foundational Cybersecurity Activities for IoT Device
Manufacturers

BEEED loT THNAREBEICRT T HATCERET S EE BT
REYAN—2F 2T EEDHEEFH DOV THA

NISTIR 8259A IoT Device Cybersecurity Capability Core Baseline

oT FNAZDYAN—F 1Y TAREADIAT - R—RS(VEER,
HELRIE, 8. FEISTHHLL IoT TNAIRDT /AR -4
AN—REF1)TARENERET DHODOHRERERE

NISTIR 82598 IoT Non-Technical Supporting Capability Core Baseline
8259AF L U8259BIFFHTEHIAENRT THY | HfTHIES LUIERATHIE
EHOBMYRLIZ/ASUZRZERY, NISTIR 8259 CTHEUHSNI6DDE
BERITTIA—HD—ITHLTEYBIERLH AT RERE, A—H—
PEETIE=ZENLBELELSND, W TEVYR—NESH%E

NISTIR 8259C (Draft) Creating a Profile Using the IoT Core Baseline
and Non—Technical Baseline

FHED loT T/NARDFBEELT T r—av(TBLT loT H4/3—
TXAYTA-TOATFAIERFET 2012, BT TV r—avE
BNEHLHETHHEEHRAT HA AL TOERERR

SP 800-213 IoT Device Cybersecurity Guidance for the Federal
Government: Establishing IoT Device Cybersecurity Requirement

IoT TINARESRTFLRAV ISR FvIHELLSET HEH
BUFF#RA M T D 2RI H ATV R

SP 800-213A IoT Device Cybersecurity Guidance for the Federal
Government: IoT Device Cybersecurity Requirement Catalog

TTF /A RDY AN\ —tF 2T BN RUIEEMHYR—EED
DhZOT =R

4NISTIR 8259 X&EV7 73V —
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(3) HEBHEEAEIZMIF+7= NIST DEE

NIST /&, 2015 4 12 HICEHEEY A N—tF 2 ) 7LV —F 7 7 v—7 (IICS WG) %
AL L, 2018 4F 11 H 29 HIZ NISTIR 8200 : Interagency Report on the Status of International
Cybersecurity Standardization for the Internet of Things (I0T)'® (IoT (2B A [EHEEY A N—EF =2 U F
A B OMRDUZ BT BB L AR — 1) ZARRk - KB L. 10T A N—t & = U T 1 OFFEHERE
DT & 10T T AT LEREEHE & ToT BEDOY A N—tF 2V T4 FHEL O~ vy B 7 %275 T
W5,

F72, 2020 45 H 19 HIZHEAIT 4172 NISTIR 8259A Tl IoT device cybersecurity capability core
baseline (10T 731 ZADY A N—t X2 U T 4RO TX—=RXT7 () ODEFRELEHOET, £
NS ERERE 72IXBE D & 5 i OFFE AR E R FA R EOBEFED 10T A N—kF =2V T 4
A X ASNOBBPREINTEY, FHe/1%E L0 FEHICERAE L, SERRR 1L C&RET) 2 923k
T2HEEFS ECHBICERER LD LERD LB TN D, 15 M OEENS RS, NIST
IoT Program DIEENEL, T O DT A N—t X2 VT 0 OFEESTA T A 2 L O 2 18 | 2
HHATNDEBZ LD,

S 52,2021 42 H 21 HIZ NISTblog TR S #17242021: What’s Ahead from NIST in Cybersecurity
and Privacy?”!% & B U7 NIST @ 2021 4O TEE) & CI3REWHY AR IR BN H D #HTe 2 & 23
IRENTWND,

4222 KEFEERICEICED

KEOKHFMES (executive order) 1IITEMB TH Y . BEARM /12 IR0 U CITEGHEAR I3
TEMmUbDOTHD, ATV RKFEMHEIT SIP-CPS IZB# 951D & LT, 2021 452 H 24 HIZ
HESHOXKEY 7T A F = — BT DIEER R METIHEIZ OV T ORFEES & 51T LTz, £72.
2021 4E 5 A 12 AICIE, HBUFOBEHREEICBIT DV A N—kXx2 VT 4D EZHNET 5K
MESZRIT L, KEICBT HESCEEO L VDT AL LT, 2020 RKEES
IS By E 2 ET 5,

(1) Executive Order on America’s Supply Chains (EO 14017)'%%

2021 E 2 H 11 H, RYA MU ZAOHRIEE L, BRETBEY 774 F = — 28T 2R
REERZRE L, EEROFZELRRERRE IS & 7 L CTHEBAIIEE L Tl 0 | Bk
IRl Z LR 2 T RO R & ) BRAFEORMBIIREEN BEAL T DITBE S I ES &R
106 L 2H 24 BICHAT VR Ea—FF v 7 ERER. EXBEHEH ANy T —,

103 <https://csre.nist.gov/publications/detail/nistir/8200/final>

104 <https://www.nist.gov/blogs/cybersecurity-insights/202 1 -whats-ahead-nist-cybersecurity-and-privacy>
105 <https://www.whitehouse.gov/briefing-room/presidential-actions/2021/02/24/executive-order-on-
americas-supply-chains/>

106 <https://thehill.com/policy/technology/538474-biden-to-sign-executive-order-addressing-chip-supply-
chain-shortage>
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LT AL NI EOBEES B OKEY T T A F = — BT DIEAERI 2 S8 EIC OV T 100 A H
DESFO L E 2 —%4 U2 KEFICES Lz, o, 1TEMO L E2—OxR085E, [E,
OFAAE, ICT, v —, @, BT CICRBEEOY 7T F=— &S, BRAENICED
W, BAEE. MEBEE. TRAX -, EHaE, REAICRERENHRINTND,

EO 14017 ® 1 42124725 2022 /-2 H 23 H Assessment of the Critical Supply Chains Supporting
the U.S. Information and Communications Technology Industry!?” 23pii5544 & [E L2 e fREE D4 C
ERINTND, ICT N—FT =7 KOV 7 by =7 /{EOBUEDY 7T A F = — AR PLZ A
L., INOERILSELIBNOHDLTERV AT EZREL, ZNEBB LY 774 F = — 2 DlH
1B &b T HEIR AR LT D,

(2) Executive Order on Improving the Nation’s Cybersecurity (EO 14028)108

202145 A 12 A, /A 7 U KFEREDFETT L 72 EO 14028 [LHRBUF OEME FEIZ I 1T 5\
DL AN—FX2 YT D EEHE Lz, BURBITNG 7 77 RFHXE, Y7 o7
X2 VT 4 ~OKR, A T MR, GO E, CISA, FBL (2 & 2 #IREF R v bV —
JDE=ZY) CTICEDLET, EWITIRHBRNEZ G, EOENBUFE#RY AT L~O—H D
WBAEKEZ AT CTHD L S, T AV DZBITHTAN—X 2T 4 ~OBIINR YK
T, 723, EO 14028 DERMRIIBEAFADOVDWD S IT H2L\0ME OT TORERI AT L TH
V. T (ZOWTIMO TIRERTH 5,

EO 14028 @ Section. 4.{%, Enhancing Software Supply Chain Security & & S 4172F TE DO RKE
IV 7 U 2T VT TAF == BT HHRA T, 2020 4 12 JITHAI S 417 Solarwinds Orion
DODREREFH T 0 77 5, ZOMOMEEIMEE B LI EBUFIEHR S AT A~OWENE R E L
ThdbLEZOND, 72, ZOHT IoT O—&1HEEMIT labeling program D 7=H D IoT
cybersecurity criteria DFFEN, FHET & NIST iR LN TS, ZOBmFICH=Y FTC

(NERGIZEBRR) OfELHEE L TEMBT 2L IICE MBI THY JoT BED security FE
710 labeling 23 HEFTBUFN THET S AU TW D ATREMEDS 5 38 2 D,

NIST (L Z Auizkt L, 2021 4F 7 A 28 H{Z Workshop and Call for Papers on Cybersecurity Labeling
Programs for Consumers: Internet of Things (IoT) Devices and Software!® % 1T L C, —fxIHEH 1T
V7 =T TR BT S Call for Papers 24T o724 9 H 2 HIZAB L=, 2021 4
9H 14 HICY—7 v ay7TxBELTWD,

7o, ZOMD 2021 4 8 A 31 AIZIE loT Bgw DY A N—tF 2 VT BN T DT
77T AOEEREFE DR YA FX—/X—T& %5 DRAFT Baseline Security Criteria for

107" <https://www.dhs.gov/news/2022/02/23/joint-statement-secretaries-raimondo-and-mayorkas-
assessment-critical-supply-chains>, <https://www.dhs.gov/publication/assessment-critical-supply-chains-
supporting-us-ict-industry>

108 <https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-
on-improving-the-nations-cybersecurity/>

109" <https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-
cybersecurity-labeling>

-28 -


https://www.dhs.gov/news/2022/02/23/joint-statement-secretaries-raimondo-and-mayorkas-assessment-critical-supply-chains
https://www.dhs.gov/news/2022/02/23/joint-statement-secretaries-raimondo-and-mayorkas-assessment-critical-supply-chains
https://www.dhs.gov/publication/assessment-critical-supply-chains-supporting-us-ict-industry
https://www.dhs.gov/publication/assessment-critical-supply-chains-supporting-us-ict-industry

Consumer [oT Devices Z ¥ "L, N7V v 7 a X MEZIFHT T 5,

Z D%, 2022 42 H 4 HIZ Recommended Criteria for Cybersecurity Labeling for Consumer Internet
of Things (IoT) Products''! & L C{HEEMT oT V7 b7 = 7O A N—t X2 U T ¢ FX
U THEBIEMED BARRR 2 AT L, KFEFEA O 1 RIS 72% 2022 4E 5 A 12 H £ TIT, NIST
FERETIZHFEONaAL MIMA, A ry FPREET MBI OV TN LFHFE L
TEBMOERZZBE L, HEZT IoT fitks LOWEEE T Y 7 by = 7ROV A N—kF
2 U7 4 IRV U TICET OMEMEEELRITTHL LTS, b DORIESTICNT D
NIST OiE®E) T Improving the Nation's Cybersecurity: NIST’s Responsibilities under the May 2021
Executive Order'?& L TAB SN TV 5,

423 BRMIZHETEHEPRYEEHOTOER

4231 1R#E{cHEER (ETSD

R 2 B AGRORERE(LERE & L TR 30 4ERTICREN. S 7z ETSI 3 5, FKINZE B & DI
WA LT R 2 U b3 5 A D FEENIE LU & ) 23E i 2 v Hilr 425 2 & Td Y (ETSI
DI HPORIAEEFATT H 2 L1, L, RRICHERL TW D0 E ) a2l 27200
—/Fy FERAE LTS, ETSHZEEHERS, RREES, 1 o 2 —A X7 ) 7 1 OEE YR T
B4R

ETSI % S OB A4k 0 S I BRI R AT R 72 FnOJU PEME (IPR) (X, EIFICE S S, &
SEHIMHIE 72 L T, U ERID N T A o A5 (FRAND : Fair, Reasonable And Non-
Discriminatory) TT7 A £ AINDHZMERNH D,

A N=2y FIFEONREHBIL TR EEIMAKRITHY . Ry U= HEH, A—
Jr—. BORFRERE. WFFEREREZR 828, MNZ L2 A U R—L LTMAL TV, IRZEDO WIS
EOIMAZEBET 5, 72721, BINZHLS Z £ 72 WEIIROS A, THERX L 3— (Associate
member) | £785, HRMBEDHERA L N—L LTEIMLTND, H#A L N—THIEA 3 —[hlkR
DFRMEN -2 HI TN D, ETSI TOREMIEIL, AEEOR LEICHE LR E 5 5He
=y FOEIZ L o> THRIMEOELTIT SR E D, 72720, BINEBSOBRIZERT 5 EN Hikk
DREIIIB IR0,

ETSLIZ ISO (EFMEAE(LHEME) K OVIEC (EEREXUIEER) &) =Y VEfREZ R - T
W5, EEL~NLTONR—= =X ITU (EREERBEES) ThY, 874 =X "—Th
%o ITU D FIZIE ITU ~DFEAESREH O F (R 21T 5 Bif% & LT GSC (Global Standards
Collaboration) 23% ¥ . MBI EMH RS EEHKIT WD,

ETSI D& D Z A TN Lo THISALDIEZEDN 72 0 | 3O T v A0 D5, K 21

10, <https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/iot-device-criteria>,
<https://www.nist.gov/system/files/documents/2021/08/31/10T%20White%20Paper%20-%20Final%20202
1-08-31.pdf>

1T <https://nvIpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.02042022-2.pdf>

112 <https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity>
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HINEB SN FHREZAGE Lok, ETSI FHERIT. SCHELINE E OB GER A D NSOs

(National Standards Organizations''®) (Z/ABH9" 5, NSOs (337 v 7 MAEEEFEMmT 5, Tz
X, EHEICEE T 2 EFEMIMIN (EAMTHRE) Okl mENnEEhd, 2090 HELNO#KE
RS, ZoWEOME L L TERENR T AL FRBRONRN- 1256 ETSI FERIT
BRZEMARE L, KELZRET D,

T w7 EREORICZ TR 2807 2 A > NI, HEFEESICL > THRE S, BEE
AYGET L CHERICHENT 2R H D, EENEERGES . FERTNOANTY v 7 G
H2nd 52 L TE S, THUAOGE, BRI 2 B OREIZESEER S, &KENY)
L7ctk, FBRIMEELZART D, 07t 22K 7TITRT,

113 <https://portal.etsi.org/TB-SiteMap/NSO/Home>
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A UN— DRI A o N—[] THE SN EAT M Toh D,

4232 %5H% (GSM Association)

0T X2 U T A ROV T I Fx2—rbFa )T 4 ICHESTDIEEZIT-> TV D ERMIKT,
T X2 VT 4 A FT7A4 %R L TV DML LT GSM Association (GSMA & l&5C) 23H
0. TOEREZED AR A A LT,

GSMA 1Z, GSM FROERFEFE L AT L2 L TV 2D BEKBEFESCEERENL
LEMNFERTH D, GSMA [T D 220 # [ETERH L TV, 800 tHir < OB EMAEE FEH
RBIER A — VT b T R¥E BET AL L~ AU —Fy MR, AT 4 TRT
VETA A MEFEE W T BIEEREIC R T D43 200 fELL B2V L TV 5,

8 TEAA VB OIEAEIIZ B D D IFE VB EHAKR O —>TH 5 3GPP & Hlr & L 7B
ZRT, BRI AR RS DT H LW —E AR L, H 50U 3GPP & GSMA 7)NiEHE
LCiim L. 2o oEEl, B bT XS RMNEOERZ ETSIAEREL 35, & 5 ICEEEMIC
BT _REFHEALITUEIE L LTED S (7 vy 7 A M) — A1) , ZO#)E I 8 D GSMA
—3GPP—ETSI=ITU DOjfiiL & 72 5,

o, ZoOBE LTI, EEBRATRESMEE T, TG CEE, BEERET 256
ITU, ISO/IEC 7% & CHATHIIC Ham L. Hill, N ¥ — Ak L MR Z ED 2T e —F (XU
AN —AIEE) bH D,
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8 ENA NVEREOEELFAED 3GPP 2 .0 & LI-BE
3GPP DX MEBREIZT v 7 A MY —AiEFH (GSMA—3GPP—ETSI—ITU) ZKkE X T/RY

GSMA & 3GGP D R£%% NESAS (Network Equipment Security Assurance Scheme) % filiZ[X] 9 |2
9, NESAS [FEEREREK L LTEX 2 T 4 LV E2RET D700 X 2 U T 4 R
D7 VL—LT—7ThD, FAEDOHERE LT, GSMA TR X —NILBICH T 5 < & Ff
MR E T, AAROEH FTEDHNL LEBENDORRALET AN IFIARDY A MEEIT>TW5D,
3GPP TIX Efffg & LT, ##mD X 2 VT 4 B LT A N r—2A ¥ 2 U 7 o RELERZ ED
TW5, ZDOX9HIT, GSMA TIE3GPP &, Wi L7 b L TV D 2 ENEL b5,

114 <https://www.3gpp.org/ftp/Information/presentations/presentations_2018/2018 10 17 tokyo
/presentations/2018 1017 _3GPP%20Summit 02 Key%20Note SCRASE.pdf>
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4233 EU®DOH%EL ECCC DXL

EU OH A N—kXx 2 V7 4k HREX2 )7 BBEFIORINE 2 BB <,
ENISA DL TONTY A "=t Fa U7 5LOMHRED R Sz, & 5IZ, Horizon 2020
D4 oD Ay FTrY =y MIBWT, MfEOT /T A HEE, HAfZ >V TRERmMTH
Nz, ZNHOHEENG . 2021 4 6 H 8 HIZ Cybersecurity Competence Centre/Network (ECCC) '
ML STV D,

(1) EUDY A N—tFxa )T BEEBK
2019 4= 6 HIZ The EU Cybersecurity Act''? (BN A N—tF 2 U T 1) 25IT I 4, ENISA
DIESFERHE E R OBEEIBED B, A 3—%F =2 U7 ¢ BGEHE OB 2 RIS T,

© BUYAR=RY T —~DEHR

o BINY A N—TF 2 VT 4 REAEREIC L S ICT i, —E R BXOT vt 2XDEH

(ERTHER

o MEEZ L OVEU BB & D17

F 72 2020 4 12 H 121X Proposal for directive on measures for high common level of cybersecurity

115 <https://www.gsma.com/security/wp-content/uploads/2021/02/FS.13-NESAS-Overview-v2.0.pdf>
116 <https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-competence-centre™>
17 <https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act>
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across the Union ' (Rv hU—727 « X oV 7 A FERWER) DR, X2 U7 ¢ FHil
RO OTT F~OHR, IMREOWETVEOH —, MEHREOEE, MEHEAOR—, L
MDEDHILTND,

[ C< 2020 4 12 A 16 HIZ New EU Cybersecurity Strategy and new rules to make physical and
digital critical entities more resilient'!?  (EU D% A N— X 2 U7 ¢ Fiikig L, 74 VAN ETTH
VDO BEZFEERDMEENEZ &6 28V —/V) DRE S, BRIND N & D%e4 & HARRIHER]F X
OCHHIZHT DY AT D20 DRN 2T — R — NV E A T2 7 — "V TA =T iAo
YA —=F oy b ORFELE L LTRDBIR ST,

LoV A, TR, V- =y
BHiE. #1ik. xfiiad 2 726 OEFRE 1] DO 4L
Ja— )V TH—T i A N—= A= 2 DOHEAE

ZH O DB LT ENISA IZRDIEEN 21T > T\ 5,

GUIDELINES FOR SECURING THE INTERNET OF THINGS Secure supply chain for IoT!?
(B DA H—Fy NEREITDHIZODOHTA RT42) ZFFE (2020/11)

IoT OHEMEDOERZIY A, BEARHRED DIREMBROBLELIRST, BEICELE

T, BIATANNCHT D 0T OV T T4 F=— 2 RS 57200 F=2 0T 40

A K74 %Ak,

Cybersecurity Certification: Candidate EUCC Scheme V1.1.1 12! (A N—FEF =2 U 7 1 OF

AlE : EUCC A% — A V111 &Rl &% (2021/5/25)

RN D @R ER — 2 DY A N—tF 2 U T 4 FBIAEAF— L,  IEC15408:Common

Criteria, 3 X OISO / IEC18045:Common Methodology for Information Technology Security

Evaluation {2 SWTHER SN ICT A DT A NR—t X 2 U 7  OFFEAF— L ERT,

ENISA Threat Landscape for Supply Chain Attack 122 (47" J 4 F = — > ~OKE|ZEHT 5%

JBLORDL) & FEFR (2021/7/29)

2020 4= 1 Hp 5 2021 27 AT CO 24 DB T T A F o= DA N—B 8% 5y

Wro BEED 66% 03 Y 7T ¥ Da— NERZAEPE TN LA LTV,

(2) Horizon 2020 project'®[ZH T H/84 Oy fTFOP Y k

Horizen 2020 13D /R— F F—I1C X 25814 / _X—T a7 uav =7 M &pd 5 EU OF:
MATHD, RN A N—FF2 )T gEEHEEL, BINVA R—EX2 VT a7 AX

118 <https://digital-strategy.ec.europa.eu/en/library/proposal-directive-measures-high-common-level-
cybersecurity-across-union>

119
120
121
122
123

<https://ec.europa.eu/commission/presscorner/detail/en/ip_20 2391>
<https://www.enisa.europa.eu/publications/guidelines-for-securing-the-internet-of-things>
<https://www.enisa.europa.eu/publications/cybersecurity-certification-eucc-candidate-scheme-v1-1.1>
<https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks>
<https://ec.europa.eu/info/research-and-innovation/funding/funding-opportunities/funding-

programmes-and-open-calls/horizon-2020 _en>
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*+ CONCORDIA 2019-01-01~2022-12-31 https://www.concordia-h2020.eu/
+ ECHO 2019-02-01~2023-01-31 https://echonetwork.eu/
* SPARTA 2019-02-01~2022-01-31 https://www.sparta.eu/
* CyberSec4Europe 2019-02-01~2022-07-31 https://cybersecdeurope.eu/
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RSA2021 - EFEOFMEABETIE, FiLd 9N H D,
- Abnormal Security : & A —/VEEIZHE L L 7 Bl
- Axis Security : 77U ~D T 7 & AR L L 7o HiAl
- Cape Privacy : 70— V7RG SALFEICFH L LT 7 T v b7 o — A HHf
» Deduce : ID _X— 2 D& &2 2 5 Hf
» Open Raven : 7 — XM DOHIERL 2 > 7T A 7 0 A BEEDER 7 N E R Z - 7= Hly
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ZOHT, BIMER &7 DFHMmEE & LT, 1) ID EPE (Deduce, Maverics Identity Orchestration
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B2 DWW TIE, SIP-CPS DEMHHE O TIE, MR AIRE Lo TWanEEZbND,
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AR KRR E LTI, i) #b, 2R_%ET 2,

5.3.2 BlockChain 2>V —3 7 L&
Blockchain = >/ — 7 AOFHIEH BERETIE, TRO SERH D,
* Hyperledger : =B A, BERT—/IN_X—ADT 7B AFA[ET /L, 72 EFERER
WhHDHTV—FYHTDOA 2T v a DT ik FH T 56
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- Enterprise Ethereum Alliance : FEAMEHR A BHRT 5 2 &7 < HAIEBE TERWA—T MO
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e e L THERE
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IDSA =— A — A ORI HBEIE TlE, Tiid 9 A H 5,

Collaborative Warranty and Quality Management : %77 4 F = — > O % JE{LiEH
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Mobility (CAM) AV RT L% ENISAVRE L 72 8hE1E. YA N—tF 2V T 4 OBREBBOEKRICET 25HOURICENT, §XTOCAMBREZE
Ecosystem RET B & ZEEBERNELTUWET, https://www.enisa.europa.eu/publications/
FiITINn-E8E1E. BINESEUV)DOCAMI A AT LICEIT A2V ANR—2F 12U T ORELANMICESET2HDOTH D, recommendations-for-the-security-of-cam/
2021/5/12 |Executive Order on |E D4 A /X — 1 1 NA TV RIFHEIZ, EPBIFOBREEICEITE20bP2 YA N\—tFx2UT 4 DEEZBERNE L7Executive order(BUFEO & |https://www.whitehouse.gov/briefing- Section 4O KEME [V 7 b2 7)
Improving the ¥l Tq B&EC) & F1T (EO 14028) , EOWX. BEEHITHA S 7 77 RFIANE., V7 b7 72X U T4 ~DHEK, 41> T~ MM&H. |room/presidential- Supply Chain ICE83 2 RABT. 2020128
Nation’s DREICET HioomE, CISAFBUZ L 2EABFRY FT—VDE=ZRY VU FICESE T, EBICLELRABRNEEN, V7 b7z T7H 7 |actions/2021/05/12/executive-order-on-  [IZHE%1 X 117=Solarwmdsorion DANIE 72 EHT
Cybersecurity 5K EDS TAFz—vDEF2UT 4 ETEUICEAETIHRABRA A TFT72BLTHANRN—EX2 T 1528 TEHI LA, improving-the-nations-cybersecurity/ 077 L, ZOMOREEEEERL7E
NIST,CISA%: & ERBUAFET OEHOBEIICERL TWD, EOIZUATOE I ¥ a v TERINTWS, HBBFIERY AT L~NODHENER EE X
Sec.1. Policy KU > —_ Sec.2. Removing Barriers to Sharing Threat Information ZEIE®RILHE DEREDRZE. Sec.3. SNTWB,
Modernizing Federal Government Cybersecurity B BF DY A N—tF 2 U 7 1 Ok, Sec.4. Enhancing Software
Supply Chain Security V 7 b7 2 7Y 774 Fz—>tF 2 U7 4 Ds@fb. Sec.b. Establishing a Cyber Safety Review Board
YA N—LZLEBEEZESDEXE. Sec.6. Standardizing the Federal Government’s Playbook for Responding to Cybersecurity
Vulnerabilities and Incidents ¥ 4 N—€F 2 UF A DfEFHEE A V> T > bADOIITICBEET 2 EHMBETFDO T L A 7w 7 DIZHE
1k.. Sec.7 Improving Detection of Cybersecurity Vulnerabilities and Incidents on Federal Government Networks @E#EUF >
) — O RTFLICEFEZHAN—F2UT A DOREEEA T~ FOBREDSE, Sec.8. Improving the Federal
Government’s Investigative and Remediation Capabilities EHEHF D AE KR MEEBEA DA E. Sec.9. National Security
Systems ERELDRES X T L, Sec.10. Definitions
2021/5/14 |White Paper RTA b= 1 NISTIE. 2020FE11 B2 52021 F1BIChIF T, B/ DA X =%y FIoT)TNA ZADY A N—tF 12U F 41233 2158 % 1Mt |https://csre.nist.gov/publications/detail/w [NIST & Y iZE D White paper(Draft) #'5/14
(Draft) NR—=(FZ7 THROORBET 7B —FORELZITV., INoDT77A—FOEFMARTHHBIFE LORMBEEICA 21 —%1T>7, |hite-paper/2021/05/14/establishing- IZNB & . 6/14 % TPulblic Commentsh®
Establishing ~) ZDRTA MR=nR—TlE, 770 —FORAAELARREZHAL. 1 VX2 —FIT—BRICEHCT—~%Z5EHL THY. |confidence-in-iot-device-security/draft 2T s,
Confidence in loT |loTF/NA X+ THETIOT TNANARDEF 2T 4 %ML TE51-DICREFBCEREBEA N LDOWRTICDOWTERBET 5, AR DEED— AL, NIST loT Program
Device Security: |2 VU F 4 1(C LICERIE, loTidRy b7 — 208G a2 N L TERCT — Rz &, EE. BET 2R THOITY AT LERKICEF 2 U T 4 D' % T\ 5 Katerilla Megas K TH 5,
How do we get NI BEEE BEThHhHZE, OTOEAE, MBEORZEX 21U T 1 DEBEEEBL7-HDHE(Confidence Mechalusm) & L T, K& <4+ |https://nvipubs.nist.gov/nistpubs/CSWP/N
there? T B TERIC L 2L CBUTORE 5 b Wk & BIFOREI 45 SRR SN TWS, I > 2 (labeling. label) SR [IST.CSWP.05142021-draft.pdf
PoTEIIC HBEFTICR oMb,
7mEVELD
m?
2021/5/20 |Trusted Internet of [EETC&E %€ 1 T/ DA R—%v b (0T) TRAZRDRY FT—OBF Vv HR—FT 4 v 7E. ZDTNAZA~ADxy b7 —7&RIEHRDO 7 AL  |https://www.nist.gov/news- NISTA'National Cybersecurity Center of
Things (IoT) J DA vR— PaZvIThB, BE BETEZIOT TNARDFVR—T 47 T7AELIPFELHEVGE, Z2<DFxy b7—2714, & |events/news/2021/05/trusted-iot-device- |Excellence (NCCCOE)>7'm> =7 b &L
Device Network | b (ioT) REINTUVERWTNA ZDRT N, RTERINDIAREL H D, F/o. THAAZADF Y R—=FAFATINTWAEWLWSRY FT7—72 |network-layer-onboarding-and-lifecycle- | T2021%F 5 B20BICREL/-AL 7Y <
Layer onboarding |F/34 X2y IZ& > THIEHANCT VT NS XEE B, management 7 M RITORYIDO M, EREEIDEL S
and lifecyde b7 —TJED DFaFIYANRN—tFa )T 4R —FTTI7LYA(NCCoE) 7B 27 MiE, loTTNNA ZADEETES %y b7 — NDIy N T =7 NDERICEKILD,
Management FUR—T 4 JRBA VR—FT AT ADTTA—FETNAZRDTA T A 7ILEBICESZ YK TS, NCCoElE, NISTHANN—tF1 U F 4 loT&L S D Authentication and Authorization
Y TETAT TL—LT7—=7ICA2T=—EOY A N—tFx 2T OFBEICHNT 2HROFTMEFEAL T, EETES 2y FT7T—7LA https://www.nccoe.nist.gov/sites/default/fi[(AuthN and AuthZ, SBELERR])(ZBE4 2 D EF

YA oILER

N—F Vv R—TFT 4V a—arvofaiBgEdss, co7adzs Mi. BRICHBTZANISTHA N—t X1 U F 1 EiE
HA KTk 5,

les/library/project-descriptions/trusted-iot-

network-device-project-description-

final.pdf
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://csrc.nist.gov/publications/detail/white-paper/2021/05/14/establishing-confidence-in-iot-device-security/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/05/14/establishing-confidence-in-iot-device-security/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/05/14/establishing-confidence-in-iot-device-security/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/05/14/establishing-confidence-in-iot-device-security/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/05/14/establishing-confidence-in-iot-device-security/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/05/14/establishing-confidence-in-iot-device-security/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/05/14/establishing-confidence-in-iot-device-security/draft
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/trusted-iot-network-device-project-description-final.pdf
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2021/5/21|ICT SUPPLY ICTH 7 74 1 ICT SUPPLY CHAIN RISK MANAGEMENT (SCRM) TASK FORCE® &) https://www.cisa.gov/ict-scrm-task-force |#kEERIX v+ —> 3 DXETIE, loT, ITIC
CHAIN RISK Fr—YUR BEOXyt—21 T S5A4Fc—>vDL P YTy REEITIIHLWLY —ILF Y b RoTOAKYRBE—MRENRET S
MANAGEMENT |/ <% ¥ 4> TOY—IFy b, BENRX vy =2 V=Y v AT AT ETF, VY —REEH, BEBEFEMICT)Y 774 F = — |https://www.cisa.gov/ict-supply-chain- A FEERAR. KEN—EHIHTDOT S
TOOLKIT by —iL¥y YDEFAUTAREICEVWTHMDRATREZERT 2L ISR SN TWE, UTICFHERT 2 INTOERIE. 774 |toolkit FTURBICERTSREICLHEIE LD
k Fr—rORIENZESHDT-OICERICHNRNGY — IV EEDT-DICERBEELZBHAA TN D, L. 2011FOHEHAKREXLFOY 774
HEEEOA v =22  RUA =BT IA VY —DEBEYEZTHET 2720601 V=R https://www.cisa.gov/sites/default/files/p |F = — > MEHIr OO EFRBL VWSS H
XZEE L T|. "Mitigating ICT Supply Chain Risks with Qualined Bidder and Manufacturer Lists" % %17, BEA. FEICE L. |ublications/ICTSCRMTF Qualified- IR R L
Y754 F—VOEEUHBICBELIEN VX —DBREHE2TEH T WD, Bidders-Lists 508.pdf
HIERA vy =23 @8R ARLEZEY A EX—D—U R MILBICTH 74 F 2 —> U X7 OFEA
XZE ¥ LT, "Building A More Resilient ICT Supply Chain: Lessons Leamed During The COVID-19 Pandemic"# %17, 5K |https://www.cisa.gov/sites/default/files/p
RRREDHFAIPRITICHES Y774 F = — > LI DWW THHT, ublications/ICTSCRMTF_Qualified-
Bidders-Lists 508.pdf
2021/5/25|Cybersecurity YA RN—+% 1 BN D FHBIZEEN — 2 DY A NXR—+tF 1) 7 FBEFRAF— L, |EC15408:Common Criteria, ¥ & 'S0 / IEC18045:Common https://www.enisa.europa.eu/publications/
Certification: Fal74D Methodology for Information Technology Security Evaluation|ZE D W TR I NICTRBEDO Y A /N—tF 2 U 7 4 OFEAER F — |cybersecurity-certification-eucc-candidate-
Candidate EUCC |E2&E : EUCCX YN scheme
Scheme V1.1.1 F—LVI11.1E
=
2021/5/26 |SP 1800-15 SP 1800-15 1 AR =3y MEMMEECEE S D XA —h—(FERERZHR (MUD) RO BEIX, £/ DA v Z—%v b (IoT) 7/84 AN T /34 R |https://csrc.nist.gov/publications/detail/sp [NISTNCCCOEA2019F A H EX W #A T W
Securing Small- ZE—IIL EY DELETHABEN LI BVICEET D2 & TH D, MUD 1E, T4 AW BR L T-HEEEA ETT 57D ICwEL Ry b7 —21815|/1800-15/final 7=. Manufacturer usage DescriPtion
Business and FRBLT ZBIETTA R T IBEMN L EZRMT 5, MUD 2ERAT2 &, 2v b7 =213 10T TANAXDABERLZEBYICKRITT 20ED (MUD) (IETF RFC 8520) @%Uﬁﬁ(:%@?%j{
Home Internet of |R—L £/ @ HBLNTTAVIDHEERZETHIEEEEMICHTAL, 2V FT7T—JETNAREDMBDTNTOBEEZREILEL, ZNIC EOFRBIRADH N, AXEIE
Things (loT) AR =3y EoTRY NI =0 R=XDODKEIZHT BT \A XOEEEEEZHD, ZD7B2 7 bTlE, NCCoE IE, loT 7/34 MK —fixE WD KV MUD@EWE’]@% ?E
Devices: Mitigating| b (loT) /34 FRNRBES AR 2y b7 —=2ICEKRLI-EZIC, MUD AT NA ADER L 7-#EE2RI1TT 57012 E R T 7 1 v 7 |https://nvipubs.nist.gov/nistpubs/SpecialP |#F & & X 2 DH L Ly,
Network-Based ADEF Y DHEEZIETDHIEEZBBNICHAI CEDLZ E AR T IMAEEAEII L, ZONISTHAN—tvF2UT 47525 14 AHA |ublications/NIST.SP.1800-15.pdf
Attacks Using T A REE: A — FTld, MUDZ B FalLeYy—IUhRy b2y bOZOMDOIR Y T =0 RXR—=XDEEIXTT B10TT /31 X DREIFE % BR
Manufacturer H—OERIR L. BESINZIOTTNA RICKBBEEEZROTHEICOWTERAT 2, £7-. 10T TNA XROARECA—H— *v bT—7
Usage Description |37 o E¢BH KR DHRECA—N—, MUD®SaAVR—F> b 2ERAT I —EX 7A4ZH, Mud & L TERBL T loT 2—H%—
(MUD (MUD) %&£/ DEF )T A BHEERLTHEERT
L7zxv b
T—7 N—2X
DIE DB
2021/5/26|B¥BER; Identity A /N—:10T 1 1 CDORFIAYFTIEH, LFIZOWT, FHALTWS https://portal.etsi.org/webapp/WorkProgra
Management and |ID B2 & loT “oT 7 /N4 RITERAIBER ID BEDETILIZCOWT m/Report Workltem.asp?WKI| ID=47653
Discovery for loT CTNAZDFRNFETANRT 4 ZEEBT D700, ERBMEY Y & L TRERINET —2BEZEERT %,
-BEFEOAF Y AT — SAREF ICZN O DEREMEY Y —2EBRT 55 EKICONT
- HEBRIE E/U—@@%%ﬁ¢?%tw@ ESUARDEGEHHRL. TNoDEREZRFORSET VI YEY TS 2,
Bz 1L, BEEERRE S, WY AT LB L OPIEFHRY R T LR E),
- IDIBRONFE. FIEZOBRICEDCREOZIFANEIFETICEAL T, 22— —F/7ET7NARDKRY ¥ —I(C
BEI2KRY Y —DERCHESTRIEREIIHEZESING L,
WL ODDIBRIBHADORIEZFERL T, IDEBET L ZERATZ2HEEZRT,
-HEE B IE, DT NA RICLDHEREMEY ) —DREZAgeICT % [EERY] Y0 baLTIDERBET LVZEA]
I5HEERT
- Annex C 1, IDBEEBETAHIEFEOA FDLICEDL S ITEAIN, REAZFET 28605 RLTWD,
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https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=47653
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=47653
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2021/6/2|Workshop and Call |V 7 k7 = 7 1 NISTIZ, 2021F682H 3B, V7 b7z T7H 724 Fz—>DEF U7 1%t L. 2021 F5 8128 ICRITIN/EME |https://www.nist.gov/itl/executive-order-
for Position Papers| %7 Z A JFOYAN—tF 1) T AHEICET 2 AEBEORTOD(14028) %2 BITTH/-ODNN—F v LT —o> 3y T%EELT, improving-nations-cybersecurity/news-
on Standards and [Fz—>+ EOD+t o> a>4id, NISTZEL T, V7 V27 H 774 Fz—>vDFaVT1%@bd-00EE V—IL, XX T |updates
Guidelines to ¥alT4% ZU9TAR, BLOZDMDHAA N T4 v ZHET HHBIC. EFEE. RElt7 24— FR. 3L 0o EEHRE & Hix
Enhance Software |58{td % 7-& THLO. BBEREBICIERL., INODEEEHA NI, EPBFOY 7 b7 2 T7AEEZEET H7-0ICMHOMEEICL -
Supply Chain DIRAE L 77 A TEAREIND, ZOT7—72 a3y 7 TlE, EODtEI Y a VADOREICERTETTWD,
Security N = T—0 avy7OBRERDEEY,
57 —7 THGRICE>TROBY 7T MV TEEDIZEELENA N TA V%2 FRKET BNISTOSFEZHEE L, NISTHAINSDIZEELEL A F
Tavyv7EXR TAVERETIRICERBIANE T O0—F LAV TUVICETIBERCTA T 7 2ZITEY . ERT 5,
A
2021/6/2|CYBER Guide to  [HE&EMITE 1 COFEMMEE I, EN 303645 5LV TS103645 D> a—<— 10T TNA XICEAL TERINTWBRREZ M7-F 79T |https://portal.etsi.org/webapp/WorkProgra |[E_E
Cyber Security for |/ DA > & — BEHEEBLVMONERBREZIIETE/-ODHAA XV AR Fa Xy e LTRILD, m/Report Workltem.asp?WKI 1D=59473
Consumer Internet [ v b D78 T DYEZEIZEN 303 6455 K U TS 103 701 L W TH %, INHDEERE, ZNODOEKRDOERE, TNOAED LS IC—HEIC
of Things (Early |DH# A /"—+ FERATEZMNIOVWCHAIN, REZW-IZEAEEMNOL Y FAREING, AJELAEENINTEEINSI DI TIER
Draft) a7 412 <. BEYT2HEIE. Y R— MHIRANDRA VY EAEENDE, EEROTL—V—ICL2ERL. FROBEOHENERIND
B9 544 BzIE, BEDI—RATr—2OFEMHE, FEOEM@E),
IN—HAF
(WHETR)
2021/6/8|FACT SHEET: INA T ony 1 1 I < EiBEE — MR A SR IC, 2021/2/24, White House &£ V. KE®DSupply Chain MR, BESDReviewHE %45 U 5 KfEHE |https://www.whitehouse.gov/briefing-
Biden-Harris ABHEIL. 52 4 (EO)14017 America's Supply Chains TR N7z, APIEMEIEN 2R, Cntical Mineral & EhN2WLWhip5 L7 X & |room/statements-
Administration et 7> VR, R L NICKBREEBORFEEAEFICXFT 5 100HReview DR & A6/8 White House & V) RF I N, ZOREIEH < |releases/2021/06/08/fact-sheet-biden-
Announces Supply |1 Fz—>® FCETEESBTFENRE L, 0TICRESINIZHDTIEAEWAA, 0TI TR AALIT, OTE G, SV BEM—MRICHEFAIAEINS |harris-administration-announces-supply-
Chain Disruptions |7&Ef#:4 (25t EEEAEENTWNDS, chain-disruptions-task-force-to-address-
Task Force to T BT-HD short-term-supply-chain-discontinuities/
Address Short- Y774
Term Supply Chain|F = —> DE
Discontinuities CIE
7+ — R F
=
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https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/news-updates
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/news-updates
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/news-updates
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=59473
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=59473
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/08/fact-sheet-biden-harris-administration-announces-supply-chain-disruptions-task-force-to-address-short-term-supply-chain-discontinuities/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/08/fact-sheet-biden-harris-administration-announces-supply-chain-disruptions-task-force-to-address-short-term-supply-chain-discontinuities/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/08/fact-sheet-biden-harris-administration-announces-supply-chain-disruptions-task-force-to-address-short-term-supply-chain-discontinuities/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/08/fact-sheet-biden-harris-administration-announces-supply-chain-disruptions-task-force-to-address-short-term-supply-chain-discontinuities/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/08/fact-sheet-biden-harris-administration-announces-supply-chain-disruptions-task-force-to-address-short-term-supply-chain-discontinuities/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/08/fact-sheet-biden-harris-administration-announces-supply-chain-disruptions-task-force-to-address-short-term-supply-chain-discontinuities/
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2021/6/8|European BRI A 73— 1 1 RN A R—tF2 )Ty - avETVR % — (ECCC) &, ¥ ¥afL-a—FTax—¥a>v - -t>r%— (NCC) @ https://digital- EUICTEFTEBCH D, UTDRZTA
Cybersecurity ¥l Iy b T—=0EEDBIC, HAN—CF 2T A4ICBIFEA / R—=—2 3V EEERFEATIETIRINOHFLWI L —L T —2 TH |strategy.ec.europa.eu/en/policies/cybersec |V > o4 By b7 AY 7 b5 8E
Competence F4 - aVE 5, ZOTAVRATLIE, YANR—EF2UTABMaIa=2T108NZEIEL. BELHESZTAN-ELNOFY, BN |urity-competence-centre FBhoEmREE LTSRBLTWA,
Centre and FUR B T-MRZHFL., ZODFICHITAEUEXDFHESEH %@ %, CONCORDIA: https://www.concordia-
Network Z— -« Fv b THLAMIREBEINSECCCIE, AR, EXR. YAN—tFa2 T8I Ia=2T0EEHIC, BTHEREE. DFEDEL h2020.eu/cybersecurityevents/
7= DEOLE, FICHNPEADELVWERO-ODOHEBO T 1 VX% RELEHET 5, ECHO: https://echonetwork.eu/events/
trvg—txy b7 =213 BEOAYANRN—tFa2 VT4 - TAV 7 bADOHREKREXBEL T, FiliEEEBELT 5, SPARTA: https://www.sparta.eu/events/
UIZEUREICKTE 1L L TIED B A N—tF 2 U 74 ICWHST 2FMEEN T/, YA NN—tF 2V 74 ICBEETIREEZEY CyberSec4Europe:
1247 5 7= Cybersecurity Copetence Centre/Network (ECCC)%# %39 2 mE N H 7=, ECCCOBEMIL. TYXILE—HiG% https://cybersecdeurope.eu/events/
RETDHE-DICHEREUO YA N—tF 2 U T A BB LOEEENZHIFTS LSRRI ZEL T 3—RyRXOY A N—+F Events are also available on their join
FaUTAENZRIEBELIOHIFL, 3—O Yy XZHY A N—tF 2T MFTEERNBMAICEL Z& & LTWS, ECCCIEL.
KRN EE DBEBEICBIT 558 (TFEU) mEE173% (3) L UE188% (1) ITEDWT2021B6B8H TR &N 7-% L LWEUKES
THhb,
trg—cxy b7 =714 BMBEBNAREREZITVL, EU, MEBEE., BENICERH» LDV Y —XE7—IIL LT, EifTEEED
PAN—CF1UTABENERESLOEILL. EUDA -7 Vv AEEHBEEE2EIT 5, tr&—F. 7203 —0v /T
D77 LERTARYA—AYyNRTATTLDYAN—1FX2 T4 BIZ%ERT S5 LTEELRKEERIT,
I, BEFMNAYAN—tFa2VT 4V Va—YarvoREEYR—ML, 312271 NOIRTOEEYT 2 HEFERAE.
IR LUVEEZEII 2 =T 1. ALOPICONEEBOMTOITIRL -2 a v EEFANBRB L VEIOEEZRES 5,
2021/6/8|The European ECCC IBRMH | 1 1 EUIREURIRICHTR L L TIEA 2 YA N—tF 2 U T ICHIST 2RME2ERN £/, M —EF 2 U7 4 (CBBET HRE % @Y |https://digital- EUICTEZHEBTH 2. UTDFRT A
Cybersecurity A N—tF 2 1247 5 7= Cybersecurity Copetence Centre/Network (ECCC)%3%3d 2 BN H 7=, ECCCOBEMIE. T¥ X I EBE—Hi5F% |strategy.ec.europa.eu/en/policies/cybersec|V/ > o4Oy b7 OY o & &H
Network and UFqarE RETH1-OICHEREUOY AN F 2 VT A BINBLOEXERENZHFTLLIPEE TSI E LT -0y XOY (/=4 |urity-competence-centre FROEREE LTSRBLTWS
Cybersecurity Fro—ty FaUTAENEBRILBLUVHITL, 3—0 Yy N EHANRN—vwF 2T HHTEENRHAICEL L& LTWS, ECCCIE,
Competence 2—/%v b KRN ES DB ICEE T 25K (TFEU) DF1735% (3) B L UEFE188% (1) ICEDWT2021B6B8HICRI S N7-F L LWEUHES CONCORDIA: https://www.concordia-
Centre helpthe EU|7—72 ] #'7 THh b, h2020.eu/cybersecurityevents/
retain and develop [/ L X kT g —=—bxy b7 —=7d, BEHAKREREXITWVL., EU, INEE, MENICER»SDY Y —XE7—IIL LT, FifTEEED ECHO: https://echonetwork.eu/events/
cybersecurity EEtA YAN—vwF 2 )T AREDZXEL LR L, EUDF -7 U HREEEMNBREEBILT 5, vtr2—ld, 7Y403—0Oy/nR7 SPARTA: https://www.sparta.eu/events/
technological and N7 LERTARyIA—AyNRXTATTLDODYANRN—FX2 T4 BEAZENT L TCEEREINZR]-T, CyberSec4Europe:
industrial IHIl, BEIFNEYANRN—tF 2Ty Va—arOREEEYR—ML, T2 271 ROITRTOEET ZHIEBERE. https://cybersecdeurope.eu/events/
capacities. BFICHIRBLOEZEII 2274, BOoPICAWKBEORTOITRL—> a3y EEMAEB L VENOEEERE
ERCE
2021/6/8[NISTIR 8259B NISTIR 8259B 1 NISTIR 8259B (DRAFT). loT Non-Technical Supporting Capability CoreBaselinelCE§3 % Roundtable%, # > 7 A > 4[AIC |https://www.nist.gov/blogs/cybersecurity-
Roundtable Series |+ > 54 >4 B E e, insights/iot-non-technical-supporting-
=) UINEDERANBTEREICEBI NI -IEER, SEDE. blogTEEAAREINTE Y, WEEEL T TR, 2—HYDEH |capabilities-you-talked-we-listened
MEOREHE, WREOLF2) T4 XEFROLEL, ZNAEELRIGE. PEABONEOAEMR S, LW OABEBRIENE
ErEons,
2021/6/14|ETSI Security ETSI €% 2V ETSIOH A N—tF 2 )T A ICETEIEERERARY bH, 2021F6B14BH H18HICH T TAR=F v L TRE I, HREE |https://www.etsi.org/events/1923-etsi-
Week 2021 TA T A— EAbESICERAESMEINEFTY, YAN—tF2) T4 D 20FBEAAEICOVNTERL 7, security-week-2021
7 2021 - NIHgE (A DfRE
cE/ DA R =%y k (loT)
c Aoy b7 — O BRI L (NFV)
CRALFTOER Ty YaAvEa—7 47 (MEC)
cHANRN—EF 2T ABEE

74



https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-competence-centre
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-competence-centre
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-competence-centre
https://www.nist.gov/blogs/cybersecurity-insights/iot-non-technical-supporting-capabilities-you-talked-we-listened
https://www.nist.gov/blogs/cybersecurity-insights/iot-non-technical-supporting-capabilities-you-talked-we-listened
https://www.nist.gov/blogs/cybersecurity-insights/iot-non-technical-supporting-capabilities-you-talked-we-listened
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2021/6/16|Software and V7b7xT 1 Cyber Supply Chain Risk Management (C-SCRM) (Z & % Software and Supply Chain Assurance Forum% BifE, https://csrc.nist.gov/Projects/cyber-
Supply Chain EY 774 20Dty vavii, FELIX—EIRIINF R I X —DAE—H—%FEA TS, FEFIZIZIME DM & BENDH DA, Y |supply-chain-risk-management/ssca
Assurance Forum |F = — V1RiE ANR—YTI7A4Fz—VDYRIEBEY 7 V2 T7ELON—FT7 2772277V RAOERR, V—Ib, EF¥a T3> b
74 —7 L A—LD%L|E, REWICHENTHY . How /I ERT 5 &N TE %,
CDARY ME, TI/EIT 47 - A=K —14028(1CBF BNISTOERY fEAICEE T 2ELT v 77— M2 IRHT S
2021/6/23|EU Cybersecurity: |[EUY A /N—+ 1 1 RINEERIIAB, BRMNBELEDOTECHREDOAEEL T TR, ARV —ERICEEA SR A N—( > F > bD |https://ec.europa.eu/commission/presscor
Commission Fal74a: IS T 2720 DF L WHR YA N—2 =y b EBET LY 3 VZRR L, TAN—REBOH, FAE, ERHI1EAL. |ner/detail/en/IP 21 3088
proposes a Joint  |BVINEES XAV TAICKELGEEASZHIIONT, YANRN—tF 2T A DONBFBICE T 28ECHRANATIEA T T I ITHEICA -
Cyber Unit to step |l&. KIREL TW3, EURNDOITRTOEBET 2E%REIZ. [H20EI’H S| 7215 Thi, [HETHIHEIHD] LW HRANEDE, &
up response to tExalTFg AMICHIG L. BEET 2ERERIRT 2 E[E T H2LELDH D,
large-scale ATk TIWVAZTH YT T 7ALVKEEIBENA R T4V TERDICERLIZHRY A N—2 =y ME, RERESN/], EUEZD
security incidents | ~®DXF5 % 78 MBEHIMETES )Y —REEMMNHAHEEL T, KEDY A N—FHLEEESHEMICBHLE, Ik, ST 2B E
ItF 57D LTWa, AV A N—2=y MKV B FRENS LS OBENEHBAD T 7y b7+ —L%aHD2Z &Il 5%, B&EY SEU
HEY A /N— DR, Bk, #BEIE. MBEE EHIC, KFERLYAN—KEICWNT 27-0DEFEXEO/-HOI—AY /DT Z v b
a1zy bER 7 A — L BRBERICEEL TL L,
ES
2021/6/23|EU Boost against |H A /N =& 1 1 RINEEED 74> - T7 + AL VEERI2ERICERELAZHRAYANN—2=y FUCU)DBLZIE. BRMDY A /X—tF 21U |https://www.enisa.europa.eu/news/enisa- |FHEYV A /N—2=v FDIREIZL Y.
cyberattacks: EU  [IZ&3 2EUD TABKEIR L — LT — V5N T 2T-ODEERRT Yy T THD, EUT A N—tF2 U7 4 #EI(ENISA) X, FHRFEY A /N— |[news/eu-boost-against-cyberattacks-eu- |ENISAD#LE A Brussel(ZCERT-EU I Bz
Agency for 7—ZF:EU 1=y A EETI-HDDEESEHESDREL ZNHIRLTEREAZEBNT 5, agency-for-cybersecurity-welcomes- LTSN, o ZMSax2hike L
Cybersecurity YA NRN—+ PAN—tF2UT KL, HEEINEBLNLTHAL, EEOKE, @R, 74 X, #EEOHEFENRZHEILT 52 & %&K |proposal-for-the-joint-cyber-unit <. EUMEIE#EE?DNational CSIRTs,
welcomes proposal|F 2 1) 7 1 1% BT TWB, JCUIL, BENBENRAETINZTERT HDICEHBRT %, EuropolZs E7EBITHERS, ExEDTA ¥
for the Joint Cyber [B8I%. #[F]Y EUB A NR—tFx 212U T BENHERY A N—2 =y POBRICRET I2ZEIE. YANN—tF 212U T RICEDONTZFEEDR Ty rRIGE T =T 4 F— 3 vORED
Unit ANR—2=y L& LTibhi, MEOFEHOEHENLA > TS, ZOFHLWAZSTF7IE. BIESEVRD LY SWFHEL RILDY A HiFah s,
b DIREZE NetF a2 )T 4 ERT BT, BENEDL S ICEBMTEDNICOVWTOEELRRT v 7 TH D,
1
2021/6/25|Definition of KFEDD 1 A#EES (E0 14028) (ZE-D ( Critical Software (EEV 7 b7z 7) OERZRTIXENNISTL Y REEEI NI, https://www.nist.gov/system/files/docume
Critical Software (EO) 14028 nts/2021/06/25/EQ%20Critical%20FINAL 1
Under Executive |ICEDCEE .pdf
Order (EO) 14028 |H#Y 7 b7 x
T DEE
2021/6/25|ETSI virtual ETSI virtual 1 6B14BA H6A18H £ ChMfEIN/ETSIEF 2 U T 1 7 4 —220211k, 7T00EULHN H1000 AL EDREEEASI L THRINE |https://www.etsi.org/newsroom/news/194 |H A /N—tF 2V 7 4 FREEHEICET 2
Security Week Security Week ICRRT Llce TDARY FTIE, SESERFEBREINELY., SLEVyT—vavy, XExALTA RNy ar, 74 70Q8&A |2-etsi-virtual-security-week-2021- v avilBIFEREKIZBEWT, Huawei
2021: recorded 2021: $k@ = 1 tyiarTHAN—tFx2UT 4 DSODRIEANFE RS N, recorded-presentations-now-available I$BEL Tf?é%imijz@uwﬁ%l IE & DRE
presentations now [z 7 L+~ [NTHIBEDRE | v 3> Tl AIZRET Z/-0ORBEERBRE, BLUVAIOTX NAEIMBN SN, BEIZ, & R RITHEBEENERERE L TRSN
available T—iavik FRTILITYRXLEZEBLIEAIBLVPAIN—RDYRTLDTAMDHA RZAEERTEZ E1CH 5, TW5b, BHRFRITEHRICEYRIEAIEE
INES [E/ DA vZ—%v b (IoT) | v arTlE, 10TERDY A N—tF 2 U T FEHIENRERI N, ER. BITHEE. o o TW5B,
WA BIOTEREEICEET 2 7 4 — R /XNy 7 EREARB I N,
[ v b7 — O #EERE{ (NFV) | TlE, ZDU X7, BE. BLORRICATTRYBOHEDH 555 ZEY Eif7,
vz > Tld, NFVERE, RFICETSHERE L EELMBZERS L O 55 EM BN
[TILFT7ovRTy>yavtEa—T4>v7 (MEC) | TIZ. MECEF 2V T 1 DIZENDEFEAREN, MECTZ /B —H
5GDEZ K DEERI—RT—RIZED XS ITRILDMHPEASI N MECTNA XDEGTyYavEa—T4 7, BEE,
BL®Y 772708 F 2T a4 AT FURANHRBEINS,
BRBICIE, YAN—tF 2T 4 RICEDCBREORRFE L EHITHAN—tF 2 U T4 R P —IZERNEToNT,
CSAICEDKLEGRAE. BEDRF — LN OCSARF —L~ADBEIT, FTLLWFIELE ZFOREICEET 2RBRDOEE. KL UISME~
DEELSMENLDOEBAEENT, (CSATAN—tF2UF 1k SMEF/NEEE)
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https://csrc.nist.gov/Projects/cyber-supply-chain-risk-management/ssca
https://csrc.nist.gov/Projects/cyber-supply-chain-risk-management/ssca
https://ec.europa.eu/commission/presscorner/detail/en/IP_21_3088
https://ec.europa.eu/commission/presscorner/detail/en/IP_21_3088
https://www.enisa.europa.eu/news/enisa-news/eu-boost-against-cyberattacks-eu-agency-for-cybersecurity-welcomes-proposal-for-the-joint-cyber-unit
https://www.enisa.europa.eu/news/enisa-news/eu-boost-against-cyberattacks-eu-agency-for-cybersecurity-welcomes-proposal-for-the-joint-cyber-unit
https://www.enisa.europa.eu/news/enisa-news/eu-boost-against-cyberattacks-eu-agency-for-cybersecurity-welcomes-proposal-for-the-joint-cyber-unit
https://www.enisa.europa.eu/news/enisa-news/eu-boost-against-cyberattacks-eu-agency-for-cybersecurity-welcomes-proposal-for-the-joint-cyber-unit
https://www.nist.gov/system/files/documents/2021/06/25/EO Critical FINAL_1.pdf
https://www.nist.gov/system/files/documents/2021/06/25/EO Critical FINAL_1.pdf
https://www.nist.gov/system/files/documents/2021/06/25/EO Critical FINAL_1.pdf
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2021/7/9|Security Measures | [EOZ U 7 « 1 BIEODRD., Xy N T7T—00€w A ryT— 3y, BYLBEBROBEREZET. BEELAY 7 Mo 7 EROEF 1) T 4 5E A |https://www.nist.gov/itl/executive-order-
for “EO-Critical hiy 7k R DNEHA KX RE, 2021FE5812HOERDY A N—tF 2 7 4 HEICET 2 KEERTHS(14028)HkH S Y 7 b |improving-nations-cybersecurity/security-
Software” Use = 7] R TxTY T IAF =D F 2 T4 %@ TB-HDONISTOREDIDTH S, NISTIE, R arR—=/»_—=p7—7 measures-eo-critical-software-use-2
DtFal avTORUONTEBLT—BIAODOLEREREZRTL, VAN F2UTARA VYT IR IV FvEFa )T 4T
T 4 . (CISA) B LVEEBFEROMB) EBRICHBAL TZIDOHA X REERL 7=, https://www.nist.gov/system/files/docume
nts/2021/07/09/Critical%20Software%20Us
e%20Security%20Measures%20Guidance.p
df
2021/7/13|Recommended V7 b7 1 NISTIEZ, A Ia2a=2T 4D LRIy avR—NR—%F) A7y beN&ETEZ-ODRET—0ayTx2FEL, ERELZER |https://www.nist.gov/itl/executive-order-
Minimum DRV Z—F BERINSA) e L T, BELRTX MOV 7 L0 CEELZEL OICHERINIFEEELFHREERN ZHAEE L 1=, improving-nations-
Standards for TZISHERED cybersecurity/recommended-minimum-
Vendor or REE(T R B)IC standards-vendor-or
Developer HEIND &R
Verification {EEL#E https://www.nist.gov/system/files/docume
(Testing) of (EO)14028 nts/2021/07/13/Developer%20Verification
Software Under %200f%20Software.pdf
Executive Order
2021/7/15|The corrdinated  [ICT> X F LD 1 1 BIHMNAT I/ A - EPRRAETILEBAIICTY AT LIS SN WEIE, KIBBEAT S ZILEFEA VXA MY — Fishy Projectl®'A coordinated framework
framework for EHETZEY A0ERAEHEL TWS, AR, ICTY AT LAADEBUELASVWARIZE ICTA Y 753 AN 9FvObhTABIOEEA |https://fishy-project.eu/promotional- for cyber resilient supply chain systems
cyber resilience TI74F — SYVEKIIHSE, §H. ICTYRTLOEIEN ;tilf% IEL, IRTCDICTYRT LI, B384 TDREEE %A L) —IZB5 |material/white-paper over complex ICT infrastructures'® % 4
provisioning v RAET B Ik, I, BLUPEIET L2005 L —FOERANBANZ AL EZELEL, Y—EXRELEI -V —FBR~ADEEL /N JLT2020F981HICBBE N, 2023FE8A
guaranteeing YANR—L Y ICHIZ B Z ENEFEIN TV S https://fishy-project.eu/sites/fishy- BIHICKRTFETHY ., W<DHhDI—2X
tusted supply DTV R ZOHFFICH L TFishy 7AY = 7 IS ODBEAZEIF, ZNMoDY ) a—arv0OREEXEDDLELTWVWDS, project.eu/files/public/content- T—RIZIRYBATWS
chains of ICT JoEY sz FEL B EYRIVEBEOIOOI Y FY - ROV ) a—32 3 Y OREN, files/2021/FISHY White paper last.pdf
systems VI DI=HD BB X2 ) T AR EBERIEDT- O DIFMICE D CGREEEED KN,
AN BE3ICTYRTLDRILF TV R—BLUVORATFRYZ =Y T 74 F 2= ICH 2EEIRAE,
L—L7—7 A BN AN—EF )T a2y PO EBNG Y X T LER,
RS LR EINTICT Y R T ALICHREYAN—tF 2T 41— ardE<EKAINDAEEEITEL,
2021/7/19|NIST blog: NIST 7B 4" 2020F12BI242DIoTHANR—=tF 12U T4 FT 7 FXEPRERIN-BOBEN LI 22T 4 F7FH0—IRE LT, NISTIZ |https://www.nist.gov/blogs/cybersecurity-
loT Non-Technical |loT D IERLATHY 20216812, NISTIR 8259B, loTFHHMY R — FEREITR—X I VOERICERZ Y T/I-HAERFED LT v FZFEL  |insights/iot-non-technical-supporting-
Supporting R — 2o 7Y RTF—7ILIEABRBIC KO, NISTIR 8259BTCEZRIMN/A4 DD I THEEE N—X T4V DOEAICEET 5 —#&HI7 352 |capabilities-you-talked-we-listened
Capabilities: You ICEET 28 B HEA T,
Talked, We SEEHX -6A8H:FF¥ x> GRIGHIBRORELER 6A22HHELEH 6 8 29 H: M OR—XZ74 v DER
Listened - AE£ZESMEIE. NISTIR 8259BR—X T A VIZEREHINTWB4DDHERET R T % T,
OTTNAZDEF 2T AICEITEHEERORBANCH T 2BH LD I2ENEIEETH Y MEHNH 5,
- BEDNoTT /N A X@F’nﬁé%%%’éﬁmﬁ’ﬂx FILZHEDIEWAETCHRECETLH—DEM~DEE,
2021/7/26(2021% 3A TEL |2021F 3ATF 11KE - BiZEICK BKE - EUICE 1T 52021F 3B TAURETB26BERE TOD SIP CPS~FEZE L 5 2ZBFHOBREE, RMEKLR— a5

B SIP CPSAE&
£S5 5EFE

BLED SIP
CPSAEZE 5

SECEIE

KE :

5/12 KB E014028I1C
BRI L, Z0MORSEEEERLOE
T A sfLICm I TEB N ED o N TN D

EU:

ENISAZ CERINES TIKIoTAFICOWTIEH F Y KELRFAIID R E DALY O IFHERTE AL, 7272 L, WEPBEH., —#&
RS A NR—tFx 11710 DL D, BIZIXEU Cybersecurity Certification, Incident Response and CSIRT, 5G, Pandemic,
Telecom SecurityZs & TIERLEFHNERIN S,

H1F 3 Sec. 4. : Enhancing Software Supply Chain Security(Z©2020/12® Solarwinds Orion D AIE 7R
ERBFIER S AT L~NOHEAE = L L 7-Software Supply Chain~dt F 11
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https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-critical-software-use-2
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-critical-software-use-2
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-critical-software-use-2
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-critical-software-use-2
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-critical-software-use-2
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-critical-software-use-2
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-critical-software-use-2
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/security-measures-eo-critical-software-use-2
https://www.nist.gov/blogs/cybersecurity-insights/iot-non-technical-supporting-capabilities-you-talked-we-listened
https://www.nist.gov/blogs/cybersecurity-insights/iot-non-technical-supporting-capabilities-you-talked-we-listened
https://www.nist.gov/blogs/cybersecurity-insights/iot-non-technical-supporting-capabilities-you-talked-we-listened
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2021/7/26|From ports to rail 3@ EETOD Y 1 OAFTALNZADIFIZICREL, REFLOCNAN VT I T2 ETIHEORERELIARERLINTWS, Y774 F 2 —>D |https://www.washingtonpost.com/business
yards, global A IV AFE SBELICHEAADY . HBEIERICEDABWVYZBD I ON T, KED—ZPD/IFE/ETIZMPHAZICA D AJBENEAH S, /2021/07/27/supply-chains-freight-rail-
supply lines T, Bhr ok SEOBFBNATOFHEFLEE. XTIy VICEBELAREECHEEDEBOFR T, WIFEI) OHEETHL, 74U HhDOK|ports/
struggle amid virus| @£ . 7 FHESH2EITEB, mEFOEIN O DT TOEXREHIRL 7=,
outbreaks in the |A—/NJL734 TITOTIBMEA LT A Y AFERE T, BEEADEBVNTILZTALIAZEBVWEEZ S LT 2R5REEDRNOF T, #HiEEmT
developing world |72 4 74 >~ DFBEMNRZME L TWB, T FIIDRENMERWZHEOEFEZBOFHIRICKL Z2REIX. SARICITKEEBED
MNEEICIIT: THEORBIRAZBAIE L EAFRIND,
=y (%
2021/7/26|BYBER; Cyber YA N— HE 1 1 BERINT-RF 2 X2 ME EN303645/ TS 103 645DMEICES L THEEMRITIOTRRBZFHET 270D T X > FU*% |https://portal.etsi.org/webapp/WorkProgra [ETSI TS 103 6453t ONCZETSI EN 303 6450
Security for EDE/ DA ETHETHD, WEBSLUHEBINDIITHE, BLUOETNODEREAYR— T 27200 HA KX REBFERT, ZDF  |m/Report Workltem.asp?WKI| ID=58434 |[E & % Consumer loT Baseline
Consumer Internet |~ &% —> v FaxXvhiE, BEEROEF 1) T4 52FRLETHT RN TRCRIIEBE, BLUOBCTHAOEREHFLET 52X —H—2FEHT requirements~ DB A ER (Conformance
of Things: DizHDY A 52EBRELTWVWS, ZORFaXYIAPERINTVWBRIERF—LEZDOFERIE, @WENTT, BEINZXEITZE testing) EfED FIE, EMHEIC OV TEAERIIC
Conformance N—tF 1 7o AT AN 7O PALERELTWARL, 72720, BESNIZFF a2 ME YANRX—EF 2 U T ETRESNTW HE, BIE ETSHZAE & OB&EIL Figure 1
Assessment of TA I R—=2Z DX DEURBY A N—tF 2 )T AFARF—LADANE L TERKEINTWES, (Page 15)IZR&E N3,
Baseline ZAVEHD Version 1.1.1¢& SN BRA—MA X T A— FAJgEE B> THY . XEBLREN D 2021FE 8B ICHEE LD L HAITE B, BEMENEROESIIRDONIHDD
Requirements Pl 2= i FEEREREICH B ERK,
2021/7/27|Workshop and Call [JE&& D 7= 1 NIST&L V). EXECUTIVE ORDER 14028, IMPROVING THE NATION'S CYBERSECURITYICX L T, RD 2 SICDWTHEREKIN https://www.nist.gov/itl/executive-order- [NIST|L. loTHZs P EEZEMRITY 7 b7 27
for Papers on DY ANR—+ 77 improving-nations- D cybersecurity labeling D BGHE A % FAtA 9
Cybersecurity FalrTa7 1. Workshop on Cybersecurity Labeling Programs for Consumers: Internet of Things (loT) Devices and Software# 98 14,15® |cybersecurity/workshop-and-call-papers- |3 7-® DBEECEEKNAR T 7 A —FI(ZET
Labeling Programs |[XVU >~ &' 70 mHA. 1lam~4pm EDTTH > 74 ~ TEHE cybersecurity-labeling BIRENC T4 — KRNy 7 &RHTW5B,
for Consumers: 75 LB 2. Consumer Software LabelinglZ2> U TCall for PaperFH. 8B 17HfEHTIY ZOERIE. BROFANN—tF2 T4
Internet of Things |37 —2 65 - IEHPaperl&i OmEICBEY 2 KEES (E0) oFEH%
(IoT) Devices and | a v 7L https://www.nist.gov/itl/executive-order- |NISTAEITT 2 DIRIZT H1 5,
Software X DR improving-nations- FIEERE FRXEE~DOXG. T B AR
'/ DA cybersecurity/consumer-software-labeling- [ FEDHR T A b R—/NX—D FZ 7 bAD O
K=y b position-papers A b, 20219814 ~150 ICBfES L
(loT) 7 /8 A R 57—=0ay TADSINHKD 5T L
&tV 7bhbvzx %
7’
2021/7/28|National Security |BEZE#HRA >~ 7 1 1 National Security Memorandum https://www.whitehouse.gov/briefing- FrRaPARELT
Memorandumon [ZX FZ 7 Sec.1 7#f room/statements- - Industrial Control Systems Cybersecurity
Improving F v HE S X EROEZERA V7 7AMN 77 F v OREIFBIEOHHTHY ., FICAROEELEEZ Y R— 42X T LD A -+ releases/2021/07/28/national-security- Intiative M%7 (Section 2 and 3)
Cybersecurity for |7 LD A FalUrq EENERZETTWS, memorandum-on-improving-cybersecurity- |- Critical Infrastructure Cybersecurity
Critical N—tF 1 Sec.2 EERSE AT LY AN FXF2VTAAZTF7 for-critical-infrastructure-control-systems/ |Performance Goals DR % [E Lt %
Infrastructure T4 DREIC BERVRATLDYANR—tF 2 VT AOHEDOLOIC, EERGE AT LY AN—CF2VTAAZSTFT A=Z2TF SRERBLCICEERE @ITEE LT
Control Systems |[B83 2ER%E 7)) HRIUT D, AZTF7O0ERBIIE. BEROAUBME, IE BE. BEEZRHL. EELFES X T L EERFEMICE NISTRRE % BA/R) (Z#n% (Section 4(a))
RERS T2 ANR—tF1 )T 4 ONSHEEERET IREMES AT LORMZEREL., KEDEBLAA VIR NS 9T v 42552 - ZDGoalsdxfk I, Critical

ETHhD,

Sec3 M= T7F7DRE

(@A Z>TF7E, BAV 7o 2—cn 40y MEENOIBE Y, BIEIIRRT R/ T T4 I2DWTHRIBRDOIEENL
WTW3, ETFKEEIZ—VATLENNFEI Z—~DEYEHRIT, SEEFIHKEL FT,

(b)or2—URVEEKE HLUOZOMOBRITHRFIS LOEE L, B OEAEL—HL T BEELGAVYT7IR I F v
DFERBRELHNT 5,

Sech YAN—tF 2T 4 NRT 53—V 2ADEIEZE

ZOEBYERIE. EBELZLREREN2021FIA2Z2BETICEERA VI IR M7 0 F v 20 R—2FKOHEHY X T LOFHE
BAERITTIHIENDHREY., ZTOBIFELAICEZ Z—BORKRHEEY X7 LBENKITEIND,

Infrastructure Owners and OperatorsA’=F
% R Z (should) Baseline Security Practices
THY ., ICSEFBHRINTWLWAEWLWAITE
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https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=58434
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=58434
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/workshop-and-call-papers-cybersecurity-labeling
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
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2021/7/29|lran’s Secret Cyber|A Z > D H — 1 ANAZ2a—=—R@FAT DD AN—KERLA VT T7HEDESICKHETEIHLDMEL FR— 2 AF L7z, AFLE-WEB7 7 |https://news.sky.com/story/irans-secret-
Files N—RENR ANCIE, HRADBEERTERINTLEIHEBRET N XICETBERC. HRAFORY—FEILDORA, BERE. R4 E |cyber-files-on-how-cargo-ships-and-
774 EHIEHT A A1 —EAR—=RDIVRATLHLEEENTWLS petrol-stations-could-be-attacked-
WEORRAIE LT, KREEWMM (NFTXFKIZDWT) [ AVIUVYREZYF (GRY AT L) (| 258BE (BE&E) . X 12364871
—bEIL (BYMEEBY AT L) EHRENTWVES,
2021/7/29|2021 SONICWALL |2021 1 V2w I IF =L T HeN B THELAIOR 7 VY LT 2 T DOKRERZLFHKT HECLIPSE20207 0 — /N LEET https://www.sonicwall.com/medialibrary/e
CYBER THREAT  [SONICWALL - ZrH LT TR, KE (185%) . EE (144%) THEARORBRABIEEZRL 72 n/white-paper/mid-year-2021-cyber-
REPORT Cyber CYBER - Ryuk. Cerber, SamSamh»SED by 77U —THY, VT LT TDEENA%EHH 5, threat-report.pdf
threat intelligence |THREATREPO B, BB, NVRT T NFGERDS T VY LT T OEMICRY D0H B
for navigating RTSHDEY HERSETEFETHI%EML, loTwIL T < iZOleﬁJfXBﬂr%&E%ﬁ ITTW3
today’s business | XDIRE% VTN vy R T LT ilgﬁ’%@i’@% Y, HREESERTEYR23%EINL., KET22%EML TW 3,
reality FET—T - SonicWallDREFFFEVEBEADRTDMI™|L, IMNFEFTICHWVILT o T72FKB L, 2020F L¥EFICFE 4 54% DIEMN % 2 8%,
1D A
N—FBRA
TUY R
2021/7/29|Threat Landscape |¥ 774 1 Y7724 F 2 —VHEIZ E—D YT 74 VICHITZ2IEOKREICE > TR ERIINZEHRIGH 7T ANAS Z—D 3y b7 —7 |https://www.enisa.europa.eu/news/enisa-
for Supply Chain  [F = — v &E HRERICE ST AU H D7D, FAN—EF 2T A DEMARICE>TREBSINTE, T T WEEHNKE |news/understanding-the-increase-in-
Attacks DEZRDIRR DE2% THAHT H2WEFEE T > T D, supply-chain-security-attacks
2020FE 1AW B2021FETBICH T CO2AMEDHEEZ DT LT Z DENISALR—MICL B & WEENT TICH T I A4 VITERE R
TTWAIEE, HicE>ThHAEExF 1) TARETHLTDTIEAR L, TNE. YRTLDX Y24 L, ©tEf8%L, 24 |https://www.enisa.europa.eu/publications/
DETHE, INOORBOFENEAL TWDEIEDLEALNTHD, REDECUI Y T T4 VYD a2— NIZES%EEHE T |threat-landscape-for-supply-chain-attacks
WBZeaRERLLEFEL TS,
BT7I7A4AF o — VIR, 2021 FICIEEFE LR L THEICHRZ EFRINTVLS, ZOHLWMERIL, BERIIEHE YA /N —
CFAVTAAI 2 ZTADSTHTI2LBEUEEAL TS, TDRD, FEOBENLRY 774 F = — > REAEBHLE L THIG
L. ZOREEZERNT27-0DFH L WVRENKZERICEATINENDH D,
2021/7/29|Methodology fora |t 2 % —5l4% 11 1 ENISAL Y 78 298 (2. "Methodology for Sectoral Cybersecurity 211 Assessments, EU Cybersecurity Certification https://www.enisa.europa.eu/publications/ |&KH A K Z A > O@E&) T WA, AIERY
Sectoral A N—+tF 21 Framework” W FiTE Nz, T NIZEZER]. 2R 5 (Sectoral)lc. EU Cybersecurity Act (LUF CSALBREE) TEHHMN S EU methodology-for-a-sectoral-cybersecurity- [#: EU Certification Schemes:&E A 0 B{&AY
Cybersecurity U7 4 FHmD Certification Scheme(Z##ML L DD, ZNENDESLIHE L /- Certification Scheme%2/Epi T2 5EE L WS LB ITTH 5, assessment mAVOERY, FEIND loT
Assessment Pabreti CONETHBT LI Z—BY A NRN—tF 2V 74 FHESCSAHER DA EwmIE. L7 X —RHOTILFRT—I7HRILE— R Certification Scheme~ D & B 18 D ki
TLELSOE I Z—ICL2 YA N—tF a2 UT A BARF—LDOIERICET 2ICTEF 2T D3 TFRMIEBIT2EHMICH PEEEZ D,
JSLTW%, SCSAFAZERAT 2L T, /X —ICTYRTLLEBRT Z2RT— R X —FHORBRICET 2L EREE
L. ICTESEY X7 ICET 28U %ZIREL, 7 X —ICTY AT LDICTEF 12U T4 DEREAFREIMT 2AEEMAIRMHL T
W3, ¥720 VRIR=—RDtF 2V T4 BEHRERIEEHOHNCET ANV A N—tF 2V T4 KOEHZTERICHHR—F
TH5ZEHTES,
2021/7/29|Understanding the |75 4 1 Y774 F 2 —VIREIZ, BE—DOY 774 VICHTRIROKEICL > TR ERIINDZBEERISHATANA X —D3y b T—7 =GN
increase in Supply |[Fx—>+ ZREBICIOITARENDH B0, YAN—tF2UT 4 DEFARICE>TREBRINTEZ, Y7z TIE, WEEHNKE https://www.enisa.europa.eu/publications
Chain Security FalUT 4K DE2% THAHTIWEFEE BT >TWD, /threat-landscape-for-supply-chain-
Attacks Bign%s B 2020112021 FETHICH T TO2AEDIEAZ DT L= Z DENISAL R— h 2k 2 &, WEBENT TICH T 74 VITEEEM attacks/view/++widget++form.widgets.ful
RY 5 FTTWBIBA, BRICE > THEALEF2UTARETHTATEAL, TN, YATLOX TV &AL, &HEMEBL. T IReport/@@download/ENISA+Threat+Lan
DETRE, INLDOREDZENEAL TWERIENLLPLNTHDE, HEDORHN Y 74 VYOI —-FILESEZEHET dscape+for+Supply+Chain+Attacks.pdf
WBZEERRLIZEBELTWS,
Y774 F VBT, 2021 FICIEMFFE LR L THBICHED EFRINTWS, ZOHLWERIIE, BERUIEEE A /38—
XAV TAAI 22T ADSTHTI2XEUZHRAL TS, DD, FHROBENLGY 774 F 2 —VKREZHIEL THIG
L. ZOEEZERTL7ODHL VWVRENRZERICEATI2HEDLDH S,

78



https://news.sky.com/story/irans-secret-cyber-files-on-how-cargo-ships-and-petrol-stations-could-be-attacked-12364871
https://news.sky.com/story/irans-secret-cyber-files-on-how-cargo-ships-and-petrol-stations-could-be-attacked-12364871
https://news.sky.com/story/irans-secret-cyber-files-on-how-cargo-ships-and-petrol-stations-could-be-attacked-12364871
https://news.sky.com/story/irans-secret-cyber-files-on-how-cargo-ships-and-petrol-stations-could-be-attacked-12364871
https://www.sonicwall.com/medialibrary/en/white-paper/mid-year-2021-cyber-threat-report.pdf
https://www.sonicwall.com/medialibrary/en/white-paper/mid-year-2021-cyber-threat-report.pdf
https://www.sonicwall.com/medialibrary/en/white-paper/mid-year-2021-cyber-threat-report.pdf
https://www.enisa.europa.eu/publications/methodology-for-a-sectoral-cybersecurity-assessment
https://www.enisa.europa.eu/publications/methodology-for-a-sectoral-cybersecurity-assessment
https://www.enisa.europa.eu/publications/methodology-for-a-sectoral-cybersecurity-assessment
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2021/7/29|ENISA Threat Y774 1 20201 AN L2021FTRICH T TO2MEDY 7534 F 2 — o ~DY A N—KEZ DT, WEDO6%N Y 774 v —D3—FIZ  |https://www.enisa.europa.eu/publications/
Landscape for Fr—r~D ERZehttTWa I EE2RRBELTWS threat-landscape-for-supply-chain-attacks
Supply Chain WE(ICRET 3
Attack ZE DI
2021/8/1 |Draft NIST SP 800-[Draft NIST SP | 1 1 NISTOYRT L +X2FalT4 TP =TFIY T - AZTFTOEMNIE, RT—0VFNLZ—DERCRE=—-XDEH RN |https://csrc.nist.gov/publications/detail/sp
160 Vol. 2 Rev. 1, [800-160 Vol. 2 b, EFX¥a T, el BEHOMBEIC, XX IN/I TP T U vy - O XRERBWTERYER, Y XT7LDZ74 7Y% (/800-160/vol-2-rev-1/draft
Developing Cyber- [Rev. 1, 4 A TNEBERICHIZ> TERCZ—XICEEICHIG L, SVEBEEOESVW RTLZART 2 ZLICHD, ZOEBMDEHIC,
Resilient Systems; |/N\—L > U T NIST Special Publication (SP) 800-160 Volume 2Tlf, YA N—L P UITVvRIvP=FU LV AIcESEYTTWS, i
A Systems Security|> k « ¥ X T LYNVIVRIVS Z TV IR RTLAEF 2T AT YT EHAEDOE TCERT ST, SVEFEEOF WL,
Engineering INOY:E 2 EETEL3VATLERAETDZI-OD, FIALEMASATLI VS ZT7 Y InBTchHhsd, YAN—L YTV ATy =TY
Approach b SV N v7llE YANR—) Y —REFAT B, HDHWVIEHARIBELEAF KL, X LR WE EEZFAL. 2RI, BiE
a7 - L. BIST D8N ZMA-Y AT LOEEEEZBEE, Rit. AR, #7552 cz2zBNELTWS, VRIEEBOERAY L, T
Tyo=7Y ANR—LIVIVRG, YANR—Y Y —RIMEKFT D EICLDIvyary, EVRR M. £330 4—0Y X7 28R
g T T THILZEWNELTS
A—F AE(Z. [§0/IEC/IEEE 15288:2015. NIST Special Publication (SP) 800-160, Volume 1. NIST SP 800-37 & ¥ TERT 5,
:ﬂu\UZﬁ%ﬁfﬂﬂxtﬁ@LtVZ?A547#47»7mtxu%¢671?A179:7UVﬁmﬁﬁtgdm
T, BESINFEVAN—L YTV ADORBREERT 27DV KTy 7 eHnd ZeNTE, BBOREE L FPIRB.
DEMDIZDITFAIAEL WA ZFITT Z2DIRILDEEZOND, BflilE. AEIC Eﬁénfv%#4A—v/Ul/x®%ﬁ
Ex (B, #&i, 770 —F RERERIAY) O—EEIFTRTEZHER, @Ib,. FAL. VX TLEZRAITH2LEOH 5T
. ER. BROREICENERZER TSI LA TE %,
2021/8/4(INFRA:HALT | 1|Forescout) 4 —F F R & JFrogtF 2 U 71 UH —F (L, INFRA:HALT L #FR L THEOH L TUL B NICHEStack TCP/IPR % v 7 |https://www.forescout.com/resources/infr
RESEARCH ICHEBZ 55140 L VWIEEEOLy FERE L7, COFMLUVWESEICLY, VUE—FTa—FPETIN, $—EXE  |ahalt-discovering-mitigating-large-scale-
REPORT B, BREE. TCPR7—7 4> £7IEZDNS v v>a iRA XV IARIBEICHR D, ot-vulnerabilities/
NicheStackld, W< DHDEEKRA V7 T7A T 7 F v B T—HMNICEONLERFEMOT) T NA XTERIN. FEHROTT
WARR Y Z=DINODBFEDKEELZIT TS EHTEL TW 5,
Forescout Research Labs® & TN Frog Security Researchld, 2% 2 28 Z(F—7 >/ —XDTCP/IPR & v 7 &HEEEHN Z D |https://www.forescout.com/blog/new-
HMTCEMDABEULH D) EHEL. ZOREATAN—F a2V T I 22T EHBETEHEIR VA —AFIET 5 2 L (CEUY #H |critical-operational-technology-
ATWD, INOLDOEHEDHEEIR, VAI7OEEVICOENY ERNMERVABANREZE, Al - HR/SAM 774 FHEE,  |vulnerabilities-found-on-nichestack/
NWRTTELVY T I7AF =V ICHT20THEORENZ R TCWAKHRIC, BROBELGA V77 2RET HA6EENH 5,
2021/8/5|loT Random #HHBIC 1|DefConT? 8/bDHEXICET 215K, https://labs.bishopfox.com/tech- - R ZZRNGICER DRSS, HETDOE
Number Generator [DefCon TR loTEF 2 VT4 DEEICIZ, HRPDILEELDTNAXHELTSEZ RN H D, ERIC, N—F7 T OEEERSE |blog/youre-doing-iot-rng 5 BYURE [BFED] loT~DOEE|IFKE
vulnerability I N7zloTELEK (RNG) ZH#EEH L 72T _RTDIoTT/NA RICEEZBUICERTERWE WS RABEHELH Y, ERTERT 2BOLF 2 CAEHEORIH. FERAT.  HAL
presented at vIixl—% T4 MELHOND, https://thehackernews.com/2021/08/a- function(B8%) <X N/-Hardware
DefCon just a few |DAE35 4 critical-random-number-generator- RNGZFIB L T oNBHEE. BETH
days ago flaw.html £,
2021/8/10|MEMORANDUM |4 TEEBH & O 1 1 SAICHKT A R 2 b EIN-KFEES (Executive Order14028) (CE8E L T, KEEFEITBUTF D Office of Management and  |https://www.whitehouse.gov/wp-
FOR THE HEADS |[{TEU4%EEn & Budget (OMB) # & Critical SoftwarelZBdd 2 2= (memorundam) A H 7, content/uploads/2021/08/M-21-30.pdf
OF EXECUTIVE Di-HNEE EFEAT CTceritical software DFFE ENISTAE B AR DEREIESTIC K 2 XWKDOEEA KD 5N 5B,
DEPARTMENTS (afb a7z
AND AGENCIES |[EF a2 U F 4 NISTOHA X X aFEET 5I1C1F, BUFBBIIEZERY 7 b7z T72BEL. 2OV 7 7 7 OFERIC https://www.nextgov.com/cybersecurity/20
(Protecting WERICLDE MHERYF 12U T A WRERBIDILENHY £, ZNICL Y KIFEOEKRNLBRIDEZERDAIEEICH D, 21/08/white-house-memo-orders-
Critical Software |Ex&y 7 b STCOBFHEREIE AT LOEERY 7 b7z 7Z60BURNICKHE L. MMFURICEF 2 U T4 WK EERT 5 agencies-identify-critical-software/184495/
Through Enhanced |7 = 7 D {3 ZEDKRDBLND,
Security Measures |)
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https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks
https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks
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2021/8/16|Advisory: Multiple |Realtek SDK 1|loT ZE D% < DA AHRT /N TR 51 B Realtek F v 7t FRTL819xDId. SDKDHEEE(C & V) Realtekh wiftE N5 B |https://www.iot- loT InspectorA’%E=HE L 7= & BAr41 5 CVSS
Issues in Realtek |DE# D FEIE DNAFYA—FREETTETEZENHIBAL 7, loT Inspectortt TIZ TN O DIEREICI T B IEHMERAT ATV, A< KA~ inspector.com/blog/advisory-multiple- (% 5 < version V.3.x)FHMIC &L 5
SDK Affects w774 Yz arhoUPnP, HTTP(EEWebA > X —7 24 X), RealtekDH XX Lxy b T—0H—ERICEEEE5Z 5 A E ) |issues-realtek-sdk-iot-supply-chain/ & . CVE-2021-35395, 35394A%¢ $129.8,
Hundreds of Fr—rDOTF BICEZF T, 12UEOEBEEZFEL. 2R EH0DFELZITEIN VX —%/FE LT, 35393, 353921%8.1& c B,
Thousands of IZHBHTA FEEZTBTNARE, TAVLRBEREEEREL, EFRFFHOEVEEEZ H/A—L T35, https://www.realtek.com/images/safe- INoDOFHEAZ L LIHEE. H7a Y IRL
Devices Down the |7 /34 R |(Z report/Realtek APRouter SDK Advisory- |fE5EMHEEEZ b5,
Supply Chain SEEEZ 7 CVE-2021-35392 35395.pdf
2021/8/17|CVE-2021-28372 : |CVE-2021- EIBMRIOTY Y 12— 3 V1 ZETH B ThroughTekdSDKIZEE T 2 IE55 14155 - https://us- CVE-2021-28372dDCVSS v3 base score (&
ThroughTek Kalay 28372 : 2% %25 ThroughTek P2P &I, TBUIR T 7 XAFMICT L CREss TH B RIgEEN H D, ZDIEIFIEIC L Y. WEEIL |cert.cisa.gov/ics/advisories/icsa-21-229-0119.8
P2P SDK ThroughTek BEIER (WAT7 74 —FBE)ICTI7EALEY, UE—FTOa—FREZERTLEY T 2A8EELH S, https://www.fireeye.com/blog/threat- (AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H).
vulnerability Kalay P2P ThroughTeklZ, 777 K72y b7+ —LDO—EE L TP2PEREZHATZIPAX ZDERDODEFHT 7 FEHtEL TWLW5, research/2021/08/mandiant-discloses- Thbb, BMOTEREDSWEEME L E
SDK RE55141E critical-vulnerability-affecting-iot- AbNb,
£ devices.html
2021/8/23|Botnet targets Ry b3y b 1 8A16H. loT Inspector Research LabiZ & > T, Realtek&F v 7t v bD—&& L TlHHINTWSY 7 b7 7SDKIZES |https://www.bleepingcomputer.com/news/
hundreds of I, DEBHENH B Z ENRFTRINT, TORBHICKY . WEFIIFELZZITLTNNAXZTLIEEL., §lfllT2 2 &N TE security/botnet-targets-hundreds-of-
thousands of RealtekSDK % %o thousands-of-devices-using-realtek-sdk/
devices using AL TH+
Realtek SDK DT /NA R NN BHHTH2H%E. SAM Seamless Networkitdix—LtF 274V U a—3 3> [Secure Homel &, o DffEsstE
T R—2 b ZEBRAL TN 2T [Mirall OBELHEL L5 & T 2HAZ &AL 7=,
ICLTWEY
2021/8/25|SP 800-140C Rev. |SP 800-140C NISTHFRIFISZE (SP)800-140x> ) — X%, EFAPIFMAUEZAE(FIPS) HAR140-3, BESEY 2 — LDt * 2 T4 EH, BLOE |https://csrc.nist.gov/publications/detail/sp |KEEMREAF CHARGEREBES 7L TY X
1 (Draft) Rev.1 (FZ 7 HIA3RIET AN A S LA THABEEY 2 —IBIE707 5 LCMVP)EHHE—FLTWET, /800-140c/rev-1/draft LEDBEEZESR Cryptographic Module
CMVP Approved b) U —=XZ, FIPS 140-3 ORET X P EH(DTR)ODZEE%#EE L. ISO/IEC 24759 & HIZFEREINFE T, Validation Program Ti2& o1 5 B4Ry
Security Functions:|CMVP#&EE & & https://csrc.nist.gov/publications/detail/sp [T D EFH ., 5 HFIAE S Conformant
CMVP Validation |F 21U T4 SERIAFRINADIL, NIST SP 800-140x> ) — XD 5 b, FTERIRI=adDDraft (B)TH Y., a3 X FZ{HHHEHYIY (X988 208 |/800-140d/rev-1/draft THEWEDRCEDH T XY HEFBUFIL
Authority Updates |t : CMVP#& TH b, ICBIEY ZBUTIREREE, ERLET XY
to ISO/IEC 24759 |:iFH%ESIC L % - Draft NIST SP 800-140C, Revision 1, CMVP Approved Security Functions:CMVP Validation Authority Updates to ISO/IEC  |https://csrc.nist.gov/publications/detail/sp | D I1FIFEE. LRITT XY HDITEHERZ T
1ISO / 24759 /800-140f/rev-1/draft DRAITBNEENEZ oD,
IEC24759D & - Draft NIST SP 800-140D, Revision 1, CMVP Approved Sensitive Security Parameter Generation and Establishment
e Methods: CMVP Validation Authority Updates to ISO/IEC 24759
- Draft NIST SP 800-140F, Revision 1, CMVP Approved Non-Invasive Attack Mitigation Test Metrics: CMVP Validation
Authority Updates to ISO/IEC 24759
2021/8/25|Multiple attempts |fA7=H DHFF 1 3HETM8A16H. RealtekFv 7ty bD—88& LTCEBHEINTZY 7 b7 = 7SDKOEHEDEFFEN0TA > AT & — 1) H—F |https://securingsam.com/realtek-
to exploit Realtek |FHIZ& > TH FRNNCL > TEHRENTz, ZORBEICEY ., WBEIIFEEZZITE2TNAAEZRLIEREL, ##T2Z D TE S, B & |vulnerabilities-weaponized/
vulnerabilities Ran: S5 ERER. HiRhobhdh2B%, b DFh—LtEFaUT 1Y -3 Secure Homeld, Miraix/L 7 = 7 DEE% i
discovered by our |RealtekDffz53 BH-HICINLDEHEEEZBRT 2RAZRE L7z, NEINME%ED 1 DTHS CVE-2021-35395 |&, SDK O —EBTH
researchers HEEBHT 5 ZWeb 4> X—7 A RIIFEERITL, 6 DOELIEHHENESTH D, 8F18HIRTE. CVE-2021-35395% B H T 2 A4
B D H A ZHRE LT

80



https://www.bleepingcomputer.com/news/security/botnet-targets-hundreds-of-thousands-of-devices-using-realtek-sdk/
https://www.bleepingcomputer.com/news/security/botnet-targets-hundreds-of-thousands-of-devices-using-realtek-sdk/
https://www.bleepingcomputer.com/news/security/botnet-targets-hundreds-of-thousands-of-devices-using-realtek-sdk/
https://securingsam.com/realtek-vulnerabilities-weaponized/
https://securingsam.com/realtek-vulnerabilities-weaponized/
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2021/8/25|NISTIR 8259B NISTIR 8259B 1 NISTIR 8259B : loTIERAMAI Y R — FEEEQA T R—X T 4 >~ (R https://csrc.nist.gov/publications/detail/ni [EXICRILFEERDFEITS N 7/-. NISTIR 8259
loT Non-Technical |loTIEF TR IERMR Y R— bEEE L. 0T TNANA ZADY A N=—tF 2T 42 Y R=FFT B0, A—H—H—F/X—F 1 OER |stir/8259b/final MO NIST IR 8259A (2Hc=. NISTIR
Supporting R— hE&EED NEITTZT70avThd, ZOERTIE, 10T (IoT) TNA ZAX—H—OIEFMPIY R— FMEEITR—X T/ EZFHELT 8259B D & ALHETE hRo
Capability Core TR—Z5 A W3, ZOEBROBEIZ. BN EE, Hia. £/IEEET 5 loT T34 XCEE L THELIERM A Y R— MMgEE ST T
Baseline 4 HEICERATIHFESZIRHT L ETH D, AL, NISTIR 8259, 10TT/NA A X —H—AITOERLY A R—tEF 2
T 458, BLUNISTIR 8259AI0T T /NA AP A N—tF 2 ) T4 EEAT R 74V EHAGDETERT AL Z2BHE
LTuL3,
2021/8/25|FACT SHEET: 770 b— 1l 1 1 NA TV RKFEBIZRBEMPICHB Y — -2 ANt F 274 OBRICHNT 2720 IC0BERL2EAHRERY HaIC https://www.whitehouse.gov/briefing- - Whitehouse & V. RIHBED/ N1 T K
Biden [NV O 2% WCELAE- Tz, =FElE. /78— Fﬂ'—\/“/7kfl% ICEOYAN—tx2 )T 4 %58 T 2SI Oh\TQELDOL&b\EEﬁT room/statements- FEET A HAEEITRELRICY A /83—
Administration and | BUE & REER HY, sMEIF. UTZELIIV MY MNEAZUTF7H2RELT releases/2021/08/25/fact-sheet-biden- REZRBET D2RESELRE, WhWET
Private Sector ! cNA T UBUEIL, KEEIMIZERMHER (NIST) AERCMBON— =B ALT, 72/ A=Y 754 F = —> D+t |administration-and-private-sector-leaders- (X U H DY A NR—tF 2 U 7 1 [TERL B
Leaders Announce |91A® 1) — Fa)T e BEMEMESERE-DOHLWVWIL—LT— 02T DEREL, TOT77O—FIF, ©“e&%T 7 /AP — |announce-ambitious-initiatives-to-bolster- |§ 2 b v 7 ORKDERICHKEK,
Ambitious X —HnE DY EBREL, AT VYRV T I TEECT /B —0tF a2V T4 2O 2 AEICETE2LMNBLVCRBOT YT 4 |the-nations-cybersecurity/ - REGEZREN L ERT HZ D
Initiatives to AN—tF2 TANDHARZTA & L THEET 5, Microsoft., Google, IBM. Travellers, & O*Coalitionit, ZTDONISTEED A = 7 F FNZEINTWEDN, Y774 Fz—,
Bolster the Nation’ |V 7 1 #3581k TADSMNERKIRL =, Zero Trust, T NIC I —HF~DHE., BEHEAH
s Cybersecurity T5-0HDEF cNA T UBUEIRF T, EERGECRTLAVANRN—CF 2 VT A AT FTE22EBDEEV VX —THDIRAHRIATZ BEHROERLHOND,
DR A = VICIERICHART 5 2 & 2 FE LT, CREEL ITREEZEOCREPELYy T EX
T T T EREK - Apple. Google. IBM. Microsoft, AmazonZ &L R IZZOBFTATICA>T-5BDEFx 2 T 1 8{biCAl 72358 - FME. RTA MNTZADERDERED Z .
WET7 v aRzk LT, BAET CAMPEIINICEDL S & IR R0
P, BIFERBOLWHhIFHERO L S HBED
THY, B OoBEELREREZFOAENED
H5,
2021/8/31|DRAFT Baseline |[a> > 21— 1l 1 NISTIE., 2021FE5R812BICRTa N [EROYA NN—tx 2T OALEICEET 2 KEES (14028) | ICEDCHEED—E |https://www.nist.gov/itl/executive-order- |+ EO 14028 Sections 4(s) RN 4(H) IC TR &
Security Criteria |~ —loTT /N4 & LT, 10T (Internet-of-Things) #EDOHY A N—tF 2 U FABENICETE2IRY 77077 LOEERS T LT improving-nations-cybersecurity/iot- NI ZEIF IS,
for Consumer loT |[RDOD~R—Z 5 FRTARR=N=—FFKLT-, NE. BEEAITOVANR—tF2 VT DIRY VTICEETIZAREESDO T TCOLZERNM |device-criteria IR RAHERE S 417=. NISTIR 8259,
Devices A1>tFal BYBHAD—DTH 5, FT7 7 MIWT 27y oaxy bia, 2021108178 oY) TEET 5, NISTIR 8259A: loT Device Cybersecurity
T4 BAE KIEESICEDE, NISTIZ2022F286B £ TIlloT7NY » 7 OE Y & ICEET 25l A HXT 5, Capability Core Baselinedf: 18 (2 NISTIR
NISTIZ, HBO 7RI I LEZREETH5DOTIEHR, REROERFBEELZF LVLWEKLWLWIBRN L, FRXY Y ITOT T LD 8259B: loT Non-Technical Supporting
FELRERZRHEL, ZELWVEREZEBET LI LT, 7ANAS ZF—PEENZNZNOEBRCREBICRER Y Y 12— Capability Core BaselinelCE DU 7z
avEBRBIRTEDLSICT %, 1DOY A XD RTIITEET D2DITTIERL, INUVLTANSR—ICEoTEHEDOY Y 2 — Profiles# 255, Use caseBlICfERNT 5 &
avhREEINDAEELH S, & EENEE,
- X Table 1~31Z NISTIR 8259, 8259A,
8269Bh L D5|AH, BfRTH HH. InH
Consumer loT devices|Zx 3 2 KEARNTD
EEXLORMBELRY S BAIEEENFL
DTIFEEZOND,
2021/8/31|[Project A=A 1 NISTIZMITRE & HE] T, NCCoED—IRTEMBEFFHEINDE T LANRRAY— b R—LA VT L= a3 IlBIFHH A4 /N—+  |https://csre.nist.gov/publications/detail/w |#ZR&IE Mitigating Cybersecurity Risk7Z A%
Description] DEABlT L A~ FaUT4UVRIJOBRBICETZ2FH LW OV 7 bEdhEAHKEK L, ORI 7 MIBT2714—FXy 7%’:795% Iz L hite-paper/2021/08/31/mitigating-cyber- |[X@RICHREND L2, WhkwBH A
Mitigating WA« AT — 7OV FORBICRII TS, 2021F10B848 2000 325/ 7Y v oaxXy b 2FET 5, risk-in-telehealth-smart-home- N—tFxaUT4, YURIZERBIZNMA,
Cybersecurity Risk | b x— L#:E NIVRTTY Y a—avid, BEMNEEERITIOTT NS R ZER L’C@Fﬁ’l‘%%ﬁ%ﬁﬁ% L. EERHEE(HDO)AEE 4 % 2 X |integration/draft Identity and Access Management7: &4 A
in Telehealth BB YA TLEXEEY B T & T AEEl ‘T%ﬂ“b’l‘iﬁ% V. ZHDEROBIS. 77 F— Lk @Eﬁ?ﬁ’&x’r\‘)l—)b\ FHRD) <A & — ARG N ER A (authorization), 777 A4 N
Smart Home N—tF 1Y HERE. WHEDO@HFTAEBERED-HIC loT T/NA REFEHRTE 3, Lﬂfo@ﬂ%% Y. loTRTF27 /89 —0BAHEICHTL >—U R HIPAAITTREN D & 5 ITER
Integration: FAYURTD <. %Kf—fﬁiﬁc‘:éif—bwfﬁﬁkz%m?%%v FT7—o%ED LS ICRE ?%M\%b‘%%?ﬁ‘ﬁ%@“%ﬂ\%ﬁ%% HI~DOXFEIRE, DHSIEEEEA 77 X
Cybersecurity for  [#&F:~IL X4 zo7avzy i, BREER OV I LDO—IREL T, AN—FR—LENLVLAT TV RATLEDREDT-ODSEBT—F7 P2 7F v D—2THHIEENTFTOR
the Healthcare THBEOY A JF v ERPETIERAA R ERDZ LD TH D, ETEREED A, REDF FIEE L,
Sector N—tFal
7 4
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https://csrc.nist.gov/publications/detail/nistir/8259b/final
https://csrc.nist.gov/publications/detail/nistir/8259b/final
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/25/fact-sheet-biden-administration-and-private-sector-leaders-announce-ambitious-initiatives-to-bolster-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/25/fact-sheet-biden-administration-and-private-sector-leaders-announce-ambitious-initiatives-to-bolster-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/25/fact-sheet-biden-administration-and-private-sector-leaders-announce-ambitious-initiatives-to-bolster-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/25/fact-sheet-biden-administration-and-private-sector-leaders-announce-ambitious-initiatives-to-bolster-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/25/fact-sheet-biden-administration-and-private-sector-leaders-announce-ambitious-initiatives-to-bolster-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/25/fact-sheet-biden-administration-and-private-sector-leaders-announce-ambitious-initiatives-to-bolster-the-nations-cybersecurity/
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/iot-device-criteria
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/iot-device-criteria
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/iot-device-criteria
https://csrc.nist.gov/publications/detail/white-paper/2021/08/31/mitigating-cyber-risk-in-telehealth-smart-home-integration/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/08/31/mitigating-cyber-risk-in-telehealth-smart-home-integration/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/08/31/mitigating-cyber-risk-in-telehealth-smart-home-integration/draft
https://csrc.nist.gov/publications/detail/white-paper/2021/08/31/mitigating-cyber-risk-in-telehealth-smart-home-integration/draft
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2021/9/6[NTIA Releases NTIAA Y 7 b 1 WA TURFEEIE, EROFANRN—tF2UT 1 0HEICETHTEGHEO) DR T, YA NN—A T bDOBIE, #&H, FF |https://www.ntia.gov/blog/2021/ntia- 20195 @ SIPY VR 7 L CHRFHEREICE
Minimum A= e i, RELXBIEOREHLFEEEZ -, BEEENTIAIL, SVERRELEZE2MOEVWY 7 72 T7H T 74 F 2= %{EY HT |releases-minimum-elements-software-bill- [ & #17zAllan FriedmankiZ &£ % 5787
Elements for a DERNER%Z BERY—LTHDY 7 b7z T7HHRESBOM)DTR/NEDOERZRFAT 5 L SEOICL > TIHRRINT, materials
Software Bill of ) —= SBOM lE, V7 b7z 7%z8E BA, ERATA2ALIC, VY774 F 2 —VICWT 2BEZRDHBERERET 5,
Materials SBOM i, 3 RTCOY 7 b7 xz7 £Fa T4 MEZBAT 2O TIEAWS, FICHIBLZBAOMESERY X7 2B Y |https://www.nextgov.com/cybersecurity/20
DAREMZREL., SHICEF2UTa V=, TT7I9T 4R, RAEZBERTCELER LD T —REEZHMTE 5, 21/09/governments-software-
SBOMIFR L CEMo I+ 7 FTldaL, SBOMOMEIZ. BEETHOMOERY HAETIEL, YA N—tF2UF 1 & transparency-journey-moves-blueprint-
T—ARABBEOT TA—FDHDILREAVTUI AOMYBAEZAIREICT D2 ETHD, RLWBTENIE, SBOMIZIE |practice/185116/
HORA —bEEZBRETIELL, AToBDHHE - BRIANEZENBTAN—tF 2T 4 DTV ZD—HTHBHE
ThHb,
2021/9/7|Tripwire: Tripwire: RS ABRMY 7 b7 7HELZEDTripwire H’ %47 L T % The State of Security!d#R : NIST loT Program®NISTIR 8259% .0 |https://www.tripwire.com/state-of-
loT Devices Built |[#4 /"\—+ ELT-ASLEORERICOVWTUTOEATRRLTWS, security/security-data-protection/iot/iot-
to Meet FalVUT4D < loT T /34 R DIEFAMTH R — b HEAE DTS devices-built-to-meet-cybersecurity-
Cybersecurity —— X% O TTFNAZDEF 2 U TA1REICH D A —H—DEE needs/
Needs LD ICHEE loT /34 ZUTH L CIERMR R 2 BB L HEH TR T2 26T, TNNARDOY A N—twF 2 71 #gex T L, loT 7
ENnfzloTF NN NA ZDRIGTI R F 12U T 1 ZHERFT 280058 B,
A4 R
2021/9/7|Moving the US. |[¥B kF X+ 1 1 BHBFLY ., TERFEEER (OMB) I NCDHS CISAIC &L 2 LUF O =X Edrafts AN AR & 1, BUFERE A0 b7 X kDY 4 |OMB: Federal Zero Trust Strategy : OMB, CISA& £ DHSTHEITH D CDM
Government YA NR—F Nt X2 UT U T7—F T F v RBIT B LaBKOTWS, OMBA L DSBIEMAEMRBERICEET 57 1 — F/N\wv o & |https://zerotrust.cyber.gov/federal-zero- (Continuous Diagnostics and Mitigation)
Towards Zero FalUT 4R CISAh L DOEMERT —F TV F v ERATTLNOERTH Y, TOHA Xy R, EPBFEEOY A N\—tF 2V trust-strategy/ TR LOERIFFEELTEY, Flx
Trust Bl 7=k T AT A58 DITH@TICHE, ZEHRRI. BB, YO SR MREDRHEDEF 2 T4 HEREY—LEZIFTW . BET -2, EEEMS 5 WILE
Cybersecurity E BT D& = %, CISA: Zero Trust Maturity Model : BT — > ORI, MERFRT 2 EDR
Principles - OMB: Federal Zero Trust Strategy (Public CommentsHiBR : 9821H) https://zerotrust.cyber.gov/zero-trust- (Endpoint Detection and Response)
- CISA: Zero Trust Maturity Model (Public Comments#ifE : 1081H) maturity-model/ ICEFHTE%2 8, TNHSDEIELTLSE
- CISA: Cloud Security Technical Reference Architecture (Public CommentsHABRE : 108 1H) . FEWBEZICERTE 2 AEELH B,
CISA: Cloud Security Technical Reference
Architecture :
https://zerotrust.cyber.gov/cloud-security-
technical-reference-architecture/
2021/9/8|New study finds  [loTH A /N—+ 1 1 DIGITALEUROPEDFHEICL 2 &, BINEESDERZ YA N—tF 212U T4 IR T EBREDKTHILIN/=T 7O —FIE. ¥ 2 |https://www.digitaleurope.org/news/new-
gaps in FalUFqIC VT4 URT EENTHEREICORNDZ EDD>T-E& LTWD, study-finds-gaps-in-commissions-
Commission’s 39 B BRNZ CORAEIE. IBADEEFFIRADA VX E2—ICEOVWTEY HEREINZT NS ROV A N—tF 212U T4 ICBBF 5L\ |approach-to-iot-cybersecurity/
approach to loT |E&0D7 7 KEABMICEBRINDERE, YAN—tFx2 U T4 OFMLBEORREEZAIEICT 2EBEBRPDETH S LiEmTITTn
cybersecurity H—FI(C %o https://www.digitaleurope.org/wp/wp-
¥y ThH FRAERR CHEREER content/uploads/2021/09/DIGITALEUROP
2z &P TR=ZXTADYANRN—EF 12U T A EHEDTOB L, BRI NTVWEITANTO HpIlHBLTWEY, ZHICERYESICIEL, |E Setting-the-standard How-to-secure-
75 A& THIHA FLWAKFEAROEENELE YITH D, the-Internet-of-Things.pdf
CHFRDU%IE, RXRAT =R REOYIBNAHERBEHICINA T, YA —tF 2T BEL—ILEGEDEBEELSRAIXT
HBHEEZTWD, YENLE RBEEIL. BERINECERICDELRITARTCOYAN—tF 2 )T EHDIM% LHAEHTVLAE
Lo HYDOEH (56%) &, KYVEHAEERE, FIE £/-1X HBOAEICESZETCHILENH S, WBHIC, BIFOEEE
TEICERE FOAERZEDETVWETD, YA N—EF 2 T 4IIHLT 27-DICBE FOEREEERT 2 XETIER
W, Fold, BREBICGLU T, HREECEN I(CHBRICERTETILEND 5,
CEMRIE, BRINTVETRCOBEROR—R T P A N—tF2 VT4 BERFZERTDI LN BEOELRILOY A
N—t X2V T 4 %2WETH DICEETHDIELTWD, 7272, BYARTIIZEORERICIZIPRCEDLE Erhs . BERIL
EEITOBBEERRL, FRIZEOBMO) VI ERK LT I2LENH S, "
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https://www.tripwire.com/state-of-security/security-data-protection/iot/iot-devices-built-to-meet-cybersecurity-needs/
https://www.tripwire.com/state-of-security/security-data-protection/iot/iot-devices-built-to-meet-cybersecurity-needs/
https://www.tripwire.com/state-of-security/security-data-protection/iot/iot-devices-built-to-meet-cybersecurity-needs/
https://www.tripwire.com/state-of-security/security-data-protection/iot/iot-devices-built-to-meet-cybersecurity-needs/
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2021/9/9|ldentity loTo ID B 1 ZDOXETIE, 10T 7/ REAREER ID BEEOETIILICOWTEHABLTWS, BEMICIK. 714 XDHHRF & 7 0/87 4 |https://portal.etsi.org/webapp/WorkProgra
Management and | & & H AEBTHI-ODERBM Y S LTREREINT—4@EEA2TEEL. BFEDA > bOY—SAREFIZHT 2 2N o DHEREM |m/Report Workltem.asp? WKI 1D=47653
Discovery for loT VU —OBERICOWTEHRALTWS, £7-, EREEY ) —DEEZHILTH-OOBSIAFROEHEZHHRL. TNoDEH
ERGEORSETILICYYyEY T LTWS BRI, NS, WIR X7 A FERHES R T LG E),
COXETIZ. IDBRONK. FLIEZOBERICEIKBHEORZIFANTAZFEEICBEAL T, 22— —F71ET /4 2DKRY
—ICBT SR = ERIITHREL TV,
Annex B l3bD T /NA XIC L BIEREMEY Y —ORHEZAIEEICT 2 [EEEE] 7O baLTIDBEBETLZEBRAT 2552
9, AnnexC |Z, ID BEETAPEFEOAO FANMICERAIND LA, BLUBRHZHIET IHEEELX T
2021/9/16|EU chief EURE. Ox 1 BRINBERDIILNRT - 74> - T7 - AT VEFEERIIKER (OAL5H) I, BERINIT /NS XIZHBOY A /N—tF 2 U |https://www.euractiv.com/section/cyberse |EUDHT L \VERE, £72, —MAFIhTL
announces g7y KT FAREABTFTEIEEENE LT AN—LIPY IV EAER—BHEERCHRE Lf:o EfRSN=-T A ROEHEZ |curity/news/eu-chief-announces-
cybersecurity law |4 XA DY 8. PAN—KEBIINT2BHELSED RN, ZORT [TYXILTI /AT —0OEERRERIT, THCRHERZ EDE |cybersecurity-law-for-connected-devices/
for connected A N—tF 2 BERAVIIAN I OF Y ERELEIEB-0IC, f&bf%?ﬁif:ti%527“»—7"75‘%77%@%’6? DHERICBITBRERA
devices T 4 5%&F ATAY—To7z] LdRRTWEB,
* BRMEESDNIS27 7 A L% F£E 9 % BartGroothuisKid, NIS2ZIEFEEZERY 774 Fz—>vDEF 2T ICMYBATHET
P BERINTZTANA ZFEUO YA N—tF 2 U T 4 ERODERTH Y., 2200EUEROHTHEZRAL TL 5
[E/ DAY ER—=Fy bE, EF2UTAHPEEZEOBICEVWI ENEZ WD, 2L DEF2 VT4 TCRESNTLARVETZ%E
Bl TWb, Z LT, £723—A vy ROMRIKIEHR L, 10TERDNY D—DBEEDITY AT LIEBATSAFEREL>TWS]
& GroothuisEIFEURACTIVIZEE L 7z, T MiZEuroconsumers EREIEND F ¥ v R—=V =T HEEFT 270927 M TH D
Hackable Home TREN7zHb D TH Y, BEMNAE Ny F U7 ZBL T, FEAEDRTY— FR—LT /A XITIZERGRY A
N—tF 1 VT4 BEFTHLRIFTTVWEZEZRLTWS,
Euroconsumers® 7R Y > —H LK OEITOEETH TH 5 Bruggemank it FEU}_W’C/#%{’%@?%%EET%?%)K 2. IhzeRL
MIRIELCE, ZERPYAN—EF2VT DY —K—IIHYZLDOTHNIE, BEENOTZEETEELLIICTHTA
N=—BEIINT 5 —MINREUO 7 70 —FICRYBOHRELNH D, | LR TWD,
YAN—tF 2T 4 BEHZTEERT HLEHICET 2REEO®EIL. DigitalEuropell K > THIRE I Nz, RIAOBETIE, %=
AAKEIBEFORBRLZERFINER SN TNA R ANR—EF 2 VT A BBEERETET AL 2 T-EEEL TV,
2021/9/16|NXP certified to NXPtt, BEE) 1 NXPEtIav& o &2—d, REAXRTITY RA—V AT LONYy F U FICWT @SN EE->TWAHR, OEMEZDY 75 A https://www.fierceelectronics.com/electron|3 &R : Ax 27 7v Fh— X7 LDOEM &
support supply BHREFaY Fr—rvharvR—Fr b P—N"— BLUOT7OLRITHLTELYBERELF 21U T4 2R TEDLLHICTEIEZBRIE  |ics/nxp-certified-to-support-supply-chain- |ZDH 774 Fz—>
chain standard for |71 DY 75 LIcBBEYAN—CF2 )T ATV ZT7 ) v IEBETH SISO / SAE21434ITEH L TWBE Z & HY — R/X—F 1 FR(IC L » |standard-for-automotive-security
automotive AFz—ViR TRE SNz &k~ T,
security &% R— b NXPIckBE, 2O =7 YV I8 L 20287TRICIBED IV FI7A TV AREARY LT3 —ay /S, BHA
9 % R & BY BETCOERORTICFEL S 2EBNAREBEY A N—tF 12U T4 BHTHBRIGEOEREEYR— T 5, RIGHIIHAD
& BERD3INDIUEICEEE5Z. ISO/SAE 2143413, ZDEEBEZXABDY T 74 F -V OEFHIESTWD I EZRIET
%o
2021/9/20|SP 1800-32 SP 1800-32 INBBASEE T X IILF—&R(DER) DA ABIFERICIEAL., BAROEEEZZXITO2OH 5, EE. 74 AV E21—2 3> https://csrc.nist.gov/publications/detail/sp |[R&I%. DER, #M#. % small-scale
(Draft), Securing  |(Draft), EZH I—F4 YT 4Tl AFLDDERRZDMD T ) v K Ty TNANAREYE—FTBRETAHLEAHY 9, DERBIEAE |/1800-32/draft distributed DEROF] A% gitg & L 7zPower
lloT- Distributed  [loTnoA > & — EONL LN Eﬂ(é/u’é“%)l& ExITHIE. =T A4 U T 4 D RELRHIEIRIEFEETTERASD Griduse case& WS ¥ FUAFTHY, AR
Energy Resources [% v kDR AgEEL B Y. YUy ROETAMET T 2a8EELDH Y £9, @L%%H’GDER’E%'JFH@“%iEé(i%ﬁ%?ﬁ
- CSRC EoEAET ZDHA F’C“;t T/ OERINFEERAVZ—Fy FTNNAROERELBEZER/BLORHEL, FETES lloT 7—% 7 LS5 B ERDbNS,
FIF—ER O—DEENRERMMEERT/-00Y > TIL Yy Ya—varvaERLET,
DY A /N—+%
FalUT+g 7Yy axy MHERR 1 10820H
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https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=47653
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=47653
https://csrc.nist.gov/publications/detail/sp/1800-32/draft
https://csrc.nist.gov/publications/detail/sp/1800-32/draft
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2021/9/20|Software and V7 b7 VIbN 2T YT IAF =V RAET AT L
Supply Chain A SSCA7 # —Z L/N=F v )bA N> bAH 9R22H K FRI10E300h o REBEFHE F R 1R & CRESNE T,
Assurance Forum |F = — {RiE BID2ODEy > a v T, TNENA AT IILBFEATY ABFOLUF/EL L DEENTTHhIL. TDOR, BEIFICESE
74—=7 L HCl22oDEy > aryhiiThnEd,
Sessionl: Steps Taken by Israel to Address Cyber Attacks in the Supply Chain
Session2: How Many Petals on the Supply Chain Security Flower?
Session3: ATIS 5G Supply Chain Standard: Creating the Foundation for Assured 5G Networks
Session4: TIA's 9000 Supply Chain Security Standard
2021/9/21|ICT SCRM TASK  |[ICT SCRM& =z | 1] 1 ICTH 7 Z7A4F =Y URIEB(SCRM)ZX R 74 —RIFREBFT—F > 77 L—7WG)IE, EDICTH T4 F z—>~D |https://www.cisa.gov/publication/ict-scrm-[Supply Chain Risk Information% R {3
FORCE: U7 F =R BEEERT H-0I10, EPBIFERMEXBOY 774 F - ) RVIBERSCRNOEFEZHES 27-DDEBEEZRMT |task-force-improve-multi-directional-scri  |A b D REIEFECEBBUTHEE = & fthz
PRELIMINARY Y774 2exBRELTESNTZ, TOLER—F [T 574 F -2 U RVERSCRNDZ HAHEEEZNET 270D /XD FHH EHETZEEICERY 22 WL, FFLE
CONSIDERATIONS |Fz—>®D mEREIE] . EEGRICHNT 2 E¢. REAGEEIIBIOFAICET 2 ENBLUVOBER LEOZEEEEICEAY 2 TEEM DFEZ 1ODRENLREELE L TR
OF PATHS TO A 7B DL ROPEZRET 5, KEOEE, XMRICEE7-0, 9 LHH
ENABLE EINZH COHEEZETIE. WGLIE, SCRIZHET 27-DDOERABEFABRTAREOH 2T OOBENRTHRERA(T hbhb, LEHRIE, RECHETETESEICTESL LIFRR
IMPROVED m$tE % Rl gE EYRREIIWMERE, FRNARBERR. BUER)ZER LT mWA, BREKREEGUAEDEZEEE D
MULTI- IZT B0 ZDOLR—MZIE, SCRIEEZL—LT7—27IC8MML. RENICIIEBAB LORNHEIPFIB TCHEESINSESCRIODE L REZHEL EFRZ2H 3 ETRICIIB D B, HDHWLIE
DIRECTIONAL INZ D FE O LT IRBTEDREARANMT2HEEL LT, READE-OREINI-EFINI-TEELEBMOEEFRENESEITN TS, FATZ5MENEET HHENEIoN
SHARING OF ER Do
SUPPLY CHAIN
RISK
INFORMATION
2021/9/21|ICT SCRM TASK  |ICT SCRM % X 1 ZDHA K [SMB Ot A% SCRM 7> 7L —rD&ER] Tld. SEPDHICY Y —RENFzT > 2 —77 14 A% SCRM 7 > |https://www.cisa.gov/publication/ict-scrm-|F/NBIEEZEE % IH R (2. Acquirer,
FORCE: VAR VS TL—hr&ESMBICHLTEYT77E2RLYTL, FRALPILKTEZIEICESABVWTCHALTWS, SMB/X—2 3 v Tl&,  |task-force-operationalizing-vendor-scrm-  |Integrator, 3TN C Supplierd =2 D& 2| %
OPERATIONALIZIN|e /2R L WGIE, BINE., A>T 7L —&— Y774V —-DBEANBICTH 74 F - U X 7REAZFML., SMBDOEL & EFRIEA |[template-smbs BEL, Z201—XT7—XI2LY, BB
G THE VENDOR |O~R>» & — DERENRL 77074 RCEBT52—EFEOBEMEZRHBL, Y774 F -V U XZEBEIZEL DITHILD, R/ NRIEEZEE D Vendor Supply Chain Risk
SCRM TEMPLATE |SCRM7F > 7 ¥, ZOEBENATEE-HOREY —ILELTRT LYy Fy— b=V aviagyro—RL, FBRIICHTS L, W ND AR XA Z DT, R
FOR SMALL AND [L — b EMH WX . F7oE TE9MREE] ST 27004 S avaigfid 22 L2 BE L TLWET,
MEDIUM-SIZED
BUSINESSES
2021/9/22|ICSJWG 2021 Fall [ICSJWG 2021 1 1 1|ICSJWG 2021 Fall Meeting Sh0#R & https://gateway.on24.com/wcc/eh/304974 |RIZLEKSMMEL R— F S8
Meeting Report Fall Meeting WENRFEE - 5/icsjwg-2021-fall-virtual-meeting
LH—k (1)#&%¥$ © Jen Easterly, CISA Director
(2)E A% © Alexis Wales, Acting Associate Director, Threat Hunting, CISA, DHS https://www.isa.org/news-press-
(3)TTP’s to Totally Owned: Identify your Weaknesses before they become an issue : releases/2021/july/isagca-and-ics4ics-
Z£EM: Kevin Tambascio and David Charbel, Cleveland Clinic announce-cybersecurity-first-re
(4)How much Security is enough? :
ZEEM: Mike Radigan, Business of Security https://www.youtube.com/watch?v=DCLvd
(5)A (Not So) boring talk about upcoming changes through regulation (EO 14028,RED, NIS2, IT SIG 2.0) : wbHOVo
#EM: Jens Wiesner, BSI (Federal Office for Information Security of Germany)
(6)CSET Ransomware and you : https://us-cert.cisa.gov/ncas/current-
& EM: Barry Hansen, Idaho National Laboratory activity/2021/06/30/cisas-cset-tool-sets-
(7)Living off the Land in an ICS/OT Penetration Test : sights-ransomware-threat
Z%EM: Aaron Boyd and Francesca Brogden, Dragos
(8)Creating Resiliency to Cyber Incidents through Exercises :
#Hh: Jason Wells, Gary Benedict, CISA
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https://www.cisa.gov/publication/ict-scrm-task-force-improve-multi-directional-scri
https://www.cisa.gov/publication/ict-scrm-task-force-improve-multi-directional-scri
https://www.cisa.gov/publication/ict-scrm-task-force-operationalizing-vendor-scrm-template-smbs
https://www.cisa.gov/publication/ict-scrm-task-force-operationalizing-vendor-scrm-template-smbs
https://www.cisa.gov/publication/ict-scrm-task-force-operationalizing-vendor-scrm-template-smbs
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2021/9/22[ICSIWG 2021 Fall [ICSIWG 2021 1l 1 1[ICSJWG 2021 Fall MeetingH/E D BiL KRS (1) : How Much Cyber Security is Enough?
Meeting Report Fall Meeting - BHRMAFEIESEIERE LTEE., 7L —>3>r IR, #HH. REFOWE, BRALELREL EAZ LD, [U4
[ How Much Cyber |$R& N—] FFREBEIEOEFEREIEH > TUVAEL, > TRRAOFEAEANNTIA—REETILZFBL, Riskz#HEL TW3,
Security is Enough |[ 4 /X —+ EEIMETEDY T 2 L—3 3 > Tld, - Power Station A @4 4 /"= X7 D4oH7, - Cyber incidentiZ & Y Loss of availabilityh %
? ] FaUrqld 4 L. forced outagehFEEEL WS > F U A, - Assets& L TControl System%48E., & L7-pHRTHE L 7zRiskiffiic & % &
ENLHLWT YA N—A 7 AL Primary Revenue Loss (BEMNARINAANDIERX) OREBOBEDENMOER (Leak,
+ah 7?7 ] heaterbypass, pumpﬁﬂiﬁt) EHEREGEWCIKREWZ EATREINS,
CEENL Y YA N—DBEABEENICEAANBET ST TT T Primary LossIZiNZ. Secondary LossA K ZE K B2 BANH 5 5
manb, ZhiL, yﬁl/rﬁﬁu@Colomal PipelineOEHETEHES A A 57, Z Dsecondary lossiZ (Zreputational loss (A?‘id)ﬂ-
HANDEBHE) RELEBINDILELNDH S,
CEEAERINT LD AoiTiE, ERIL, L. Ay FT—IBR. YIalL—YavICHBATSETIL, REIND
INT A —Z(probablity & impactDEREME) B EICKELMEKEFET B0, TN TH, TZ 572 (FCyberiti UM Zoperational riskx —fi%
B7erisk metriciC & W ATBERR W EH L. OF#ED (optimal) Y RV EB FOBEAREAZRIGE-LLHB L. OZFDEIC
Operational Risk D LB Z 1T\, BRIERIZ DT B Z &, ZEIO LN, ZNICL Y, BE2TREL. FZED EA B operationDE
ICBFEdREELLTWD,
-OTEITOMOEBEEDRLICMA, EBRICEHELTWA T 7Y MILOTORBAEEMOEBERRIEETH 5,
2021/9/22|ICSIJWG 2021 Fall [ICSJWG 2021 11 1 1|ICSJWG 2021 Fall Meeting HfF D BIZ KK (2) - A (Not So) Boring Talk About Upcoming Changes Through Regulation
Meeting Report Fall Meeting BSI (FAYHABERTCRENE A VT bXIGEITHEE) OFEfiE THh 2HEEMD . REDEFEICONWTORECHRE
[ A (Not So) Boring|#R& AR, JEHIE & LT, EO 14028 . RED or Radio Equipment Directive . CSA Cybersecurity Act EU 2019/881 .
Talk About [ BHIC L 25 NIS 2, IT SIG 2.0 HIZDWTERAE, BSITIREKDFEMEBDOAHNEL EHERE WS, HFEYHRWESTHEEKECEETE 20N
Upcoming BOEEIZD EUDEHIE IC DWW TIELER. scan& honeypot@ BAAIBEIC A 7= Z & ICDWVWTE LN T EDHIRMNAEANRBRTH - 7=,
Changes Through |WTDIREZ
Regulation ] &4
2021/9/22|Software and V7 b7 1l 1 Software and Supply Chain Assurance Forum ZhN#R &, https://csrc.nist.gov/Projects/cyber- SENEEIZE L TWLWR L Software”
Supply Chain BLOY TS - Ff :  NIST Cyber Supply Chain Risk Management (aka C-SCRM) supply-chain-risk-management/ssca Supply ChainlZBREXNF . ICTH 5 LML
Assurance Forum |4 F = — V1% - ATIS 5G Supply Chain Standard: Creating the Foundation for Assured 5G Networks FEENTFREL IZTVLZ. HHDF. ER
AT A—7 L ATISHA E % 9F 16HICHERKAL L ZEXESICE DT, BRI UITSERICDOWTATISOERNIC L % FEK, 7z 18TE Lf:F_EB&‘ Supply Chain&EDE 4
- 20194 128, ATIST 5G Supply Chain Working Groupn'®E. EXEFR. BF. FR,» oA+ EOSINERB. T-Mobile USA, b, BEEXFEDOKRFZNHY EEMICEHL
Verizon, NS NTIAAY WG leadership%18 5, ZENTEDHEESE 5T, ATIS, TIADE
CREDOWHWDE [HAN—FF 2T 1] CIFAEDIOOREIZESHNE THNTESA, Supply Chainig & V) internal T, FlEH, BEIC SIP CPSED [#HiE
system Z D DIZEE L FEED R, ZE] ~OsZEERNIKRY 55 L, KETE
- TIA’s 9000 Supply Chain Security Standard BLATNIERSHWERE L TSEBOE
TIADMERLH D Supply Chain Security 9001 (SCS 9001) Standardic DWW T, TIADEEENIC & 5 FEk, M SIP._ CPSICHEWTH S B DOEAIL EA
- TIATOIRAERTE DOEHIL, ICTICHE., AEZEREHZTED. INzEEfE. fRAlAggE 3252 &, ERICISO 270002 Y — HENDBFNZWEIETH 5,
. Cloud Security AllianceFZ{TDXEFE. CMMC, % % WL & ENISADBEX@ZHAEL. TNEFNOED LI EHZHEL, &
NICHRMEINTOWAWESFEREEDZ &,
F2021FEFICREFE, ZNUFNCAX Y P REABREEZFEINTWE LS A, —Bh oo x> 24, TIARERED
W ENIARE, BELEATR L TWARWLA, ANABA YHZIZA D Accreditation Body &3 Z & IEFRNEL TWBEER, ThbHBET
AVHTORBTIIFRLORIARG LY S SAEENS L,
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https://csrc.nist.gov/Projects/cyber-supply-chain-risk-management/ssca
https://csrc.nist.gov/Projects/cyber-supply-chain-risk-management/ssca
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2021/9/23|SP 1800-10 (Draft) |SP 1800-10 NIST SP 1800-10 WEZRI|L, BEX —H—HEZFEH X T L(CS) AT — XRBEUMKEN HRET L -ODOERLY > 7Ly |https://csre.nist.sov/publications/detail/sp |[SIP_CPSOM R A ZEETIT T HEIEED
Protecting (FZ7 k) Ja—>avTHb, . /1800-10/draft EREINTHY, TiHFTOEIEIC
Information and  |EZEAFIEI> X CDOHARTHBNTET7—FT70FvE&YVa—avid, BER—XOMBRERZEICEBEINTEY, WCOHLDAJEER Y BEiZERbH 2 ICShintegrityld Wb IEE S D E
System Integrity in |7 ABBIBICH Ja—>aviaRT, 2OV Ya—avid, BEESREBAD), 77U —vavHFAUR N 77ALEEEF v o, REEZOLNBZ & A FEOAIH. A
Industrial Control [ 21EH & & ZEAEHER, 21—V R EARBEOBRENLY A N~ F a2 U T EaERELTWDE, TOYYVa—Tarvid, HIL7 ICHEWT, BLEED S MHERF =17 5 HEIC
System AT LDOES A VEEZRTENOESIFE L L, (W FREEEERKT 2ERE /O LXHEH X TLD2ODERZ 7REETTRA SN RESIND LS ICEDONZ2EEYHE L
Environments: HEDRE BE TW3, TRy =Y v RIEOERT — &1L, BlEHE
Cybersecurity for |ZElCHBIF 5 Y ICSDintegrityh'Biie & SNB EEZX T
the Manufacturing |/ /X—+t % 2 N7y gaxy NHARR 11 R 7H BhEFHR e L TWh 3,
Sector VT4
2021/9/24|Quad Principleson |72 / B> — 1 1 1 % _[EQUAD Leader’s SummitE=HRA https://www.whitehouse.gov/briefing-
Technology DK, [Quad Principles on Technology Design, Development, Governance, and Use] room/statements-
Design, F.ONANF CFEMOY T T4V — RVE— TARARMNIE2—%—(C1F. BBV ATLEERBIOHEIFL, EEELNS L. BBRUAD |releases/2021/09/24/quad-principles-on-
Development, 2, BLOE HlY)., TORKRICEENHD I EZHHFLTWS, BlTHEREELEL. ReMERFICLZ2 X2V T 107 7A—F Z AN |technology-design-development-
Governance, and |BICBIY 3 H, BERREULELF 2V T A OERIENEAR 7O LXO—HLERDLIICTIRENH S, RINONERZEEF /- 1LEE |governance-and-use/
Use QUAD DR A F. 7A—NUVERINAREROERZ DL D8R 5 —MNAFRETHY . WlT20ELH 5,
cN=F7zT7 V77T BEOY—ERDIZHDO, BENNHY., ZEKRT, ZeBTI7/ BBV T I4F -k, |https://www.whitehouse.gov/briefing-
b DHBEOELICE > TRARTH %, 7-bOMEREZHET2RBEC NN F—LDY T34 F -V ICEAT2RE |room/statements-
BHBNE A-boresERzEt L. EBRIOAKECREFRICHNT 2EHZ2@LT2HDTH S, releases/2021/09/24/fact-sheet-quad-
[Fact Sheet: Quad Leaders’ Summit] leaders-summit/
Critical and Emerging Technologies: B E B
- FATEAE, SGO LRI EEBH. HERAF vy, T/ AY—H T I5AF =V DA DD Y HAEFLIFEEEIE L7z, |https://www.theregister.com/2021/09/27/
Cybersecurity: quad commungiue technology announcem
Ty R ZTHAN—TN—=TOAUB L 1 V==L NLOFEFRNERNICEE L. £EVAN—IZEDORAB L RES  |ents/
EUDH TN AN EZHET 27- 00BN E EREOIFELZED, 2BV 7 M7 T7ORK, FENHETROBE, e |NBEHKE:
TEETELTVANA VI ZRAMNIVFYDRT—Z YT AP ANR—FF2 U T4 2{BET 5, https://www.mofa.go.ip/fp/nsp/pagede 00
1178.html
2021/9/30|7 new TMF awards |72 D #F L L 1 1 NATYBIEIE, SEPDICRINST AU AFTEO—IRE L TIOE FLOKREDEIAZZ T -RAEREEEZEL |https://www.nextgov.com/cybersecurity/20
TMFE TEEEFBEEINITO0OEMREM 7O 27 DI BL6DICODNTAICHEK LT, 21/09/white-house-announces-7-tmf-
TMFIE, 2017 ICHEREANITT v 77 L — RO OMEZRFETCE 2R RES L L THRILIN, LEIFIIOEZRE L, ESH |awards-big-focus-zero-trust/185762/
MB75008 R &Z(F L1, L L. 2DV T Iy JRIBERO—RE LT, 77 FIRIVERN VDT =X b &, EELY A
NetxaF 4 eRVTIVI/BETAY 7 FORBEBEGHEENTI2EFE2E -7, https://fcw.com/articles/2021/09/30/tmf-
SEOFEEXTIE, I0EFLOWIDDIY, 320X A M Z A ANR—tF2 YT 7O 7 b, Y —EXBEEFHIEE |awards-login-classified-zero-trust.aspx
TH200BMM AT L, £ L CHASEROBERMAEICHLT 27-00EMOBMAICTETON 5,
3DDEAR TR MY AN—EF2 T4 7BY I ME EAMIREN - T—FT70F v OEEICEHATZ2LDOTHY . LT D |https://washingtontechnology.com/articles
FAct¥R SR bRV 7 PAHEINS, /2021/09/28/tmf-awards-hsgac-
ORI RMRY P =F U AEEER9905 KL hearing.aspx
RN IRMNT—FT I F v —HEE:2,0005 Fv
AR OHE Y- XEERB:2,98075 KL
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https://csrc.nist.gov/publications/detail/sp/1800-10/draft
https://csrc.nist.gov/publications/detail/sp/1800-10/draft
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
https://www.nextgov.com/cybersecurity/2021/09/white-house-announces-7-tmf-awards-big-focus-zero-trust/185762/
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2021/10/14|Improving the EFRDY A 1 Executive Order 14028 md T, 42<(Enhancing Software Supply Chain Security) % /0 IINISTICE Y HTHN/ZIEBFEICD https://www.nist.gov/news-
Nation’s N—tF a1l E. NISTooutputd % W IZEBIRAH BRI N7, events/events/2021/10/improving-nations-
Cybersecurity: T4 DWE (1)Critical software definition, security measures, and software verification cybersecurity-progress-and-next-steps-
Progress and RGBS D - Critical functions% 1B 5 softwareldcommercial,opensource’s & % 4> J critical software & L Tk 41,08, Hypervisors, carrying-out
Next Steps in RITICHITS container environmentsiZ DWW T, FFSDEFZNTFOMRBEDRAL MWK OBEHE WIERI L, BEE,

_ EWRT &R (2) (4c)Enhance the software supply chain https://www.nist.gov/itl/executive-order-
Carrying Out DRFv S -EO4%(c)BTED bNBLIZ DT, NIST SP 800-1610F k. FHIC L V) Male, improving-nations-cybersecurity/critical-
Executive Order 1, 0og - NISTIR 8259 and 8259A, CISA Internet of things Acquisition Guidance | I KB £, software-definition
14028 (3)(4e) Secure Software Development Framework update

- NIST Security Software Development FrameworkiZ DWW T, IREE19Dpractice THER E 1. TIREEICEO 4(e) A K& Z2ARAD  |https://www.nist.gov/news-

FIFET%#BEL TS, I7E. DRAFT NIST SP 800-218[3]& L TARL O X > F&EE&EH, events/news/2021/05/nist-releases-draft-

(4)Labeling for Consumers: Internet of Things (IoT) Devices and Software nist-sp-800-161-revision-1-comment-

- labelingdHICDWT, 5 TOFEFAERICHAEIMND, NISTAlabeling programZz/E2 D Tld 4 < ] | L0 23%ESE |cyber-supply-chain

S Tidentify 92 & WD mAEA I N,

(5)New technology supply chain security initiative https://www.whitehouse.gov/briefing-

c XB8HBHBICNA T UAKEEEKBITAFEZRLE LIoABEE OSummit T, NISTHARKFLELEET S L 5 I2HRD SN 7 [room/statements-

Technology Supply Chain security InitiativelZ DWW TERBA, #IRICPC 2 D TlEA <, RIRATBELR A EZNIST THRE H, releases/2021/08/25/fact-sheet-biden-

cNATUH Iy P TCREANS-EREREDEIRICHT-Y . Supply Chain Security O EIRICHEBAIER O, BIRICIE. FAYE8F |administration-and-private-sector-leaders-

E. H50EEF 2V T4ICEDLSBEROMATRICIIEEATEE, R, 25 WVWIEEZNETRARLIEGEN R oND L DREEATR |announce-ambitious-initiatives-to-bolster-

SNtz K74 b7 XHF L 7="Technology Supply Chain" Security & L\ 5 BBEIC DWW T, NISTHIIL [software D &&:8F2  |the-nations-cybersecurity/

2B DintegrityiB{RE % i & L 7zsecurity| & W5 EBERTHED TWL 3R,

2021/10/20[ICSJWG Webinar: [ICSIWGY = & 1 1 DHS ICSJWG Webinar 20215108 20 H kifE https://us- KE - BIYKICEZT7zEF—SNL KR~

THEEND ISNEAR | —: H—t NBRIITEERORVWEE A~ 7 7 L EXAHEIT X7 L (Critical ICS) IZHF2HHR—MET (EOCO)FEDOtLF 2 74 U X7 |cert.gov/sites/default/files/ICSIWG- k
-+ Now What? ARTEBLO DFBICED LS ITHUMTRENEWVWSHDTH D, J"bNiimaRzUATICTERT %, Archive/Web Oct 21/INV_ICSJWG Oct21
Best Practices for |# KR — M&T - Physical Access Protection - Network Separation - Data Diodes - Logical Separation (by Firewall) Webinarl6 Flyer FIN 20210923 508C.pdf
End of Service and | XX k75 - Application Level Gateway - Jump Server/ Jumphost - Hardening Systems - Logging and monitoring
End of Life 7T 4R - Deployment of Virtual Machines - Backup and recovery - Spare parts

- Slide 16 T/r& 1% ConsiderationsICHE W T, ICSOBKIESRICITRBICHIAIN2BAEN L EENIEhH, FTLLE

fa. V7 b7 BIOEAICE Lbackward compatibility DIBIRAGEFICEEABBEELRH INTWDEZ EARXEL-HL DR

AL TEAINTVWAULICERLFRFHIND,

- REROWIBBHENL F R — >R EDH L WEATICIFRICIZ -V, ZNIEWh BT TCHRIARITOXEHEICHIGTER WG

AT LICH L, T LIEEICEMNN R EBRENHNT 2HESOEFBICHT2HINELERI LN,

- Deployment of Virtual MachinesiCEH W T, ICS—F20FE(?)DHEKEDH X, ICSTYMIEFEHZZ W ERRE,

- Spare Parts: ICSZEBR T 2B TRBICEVABINS I DICIE, FEAV X —D O EBEBEEGNAAFTEARVEESICH

Z. FlEO/NX—=V % EZHALAERE L TEL I EDICSERTIEN LY BREAL L TWL B 188,

s Ny I Ty TICDOWNT, ICSEERDA LY Offline backupWBEBEME, Ny 77 v 7T—XORNBDEE (malwareZs £A°

A2 TWEWARE) OBEBEUIERIN - EEER,

ICSERDZ D LD b, &ifi. / 7T R EDEFAOHRANRBELE bIEFEI N,
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2021/10/20|Digitally-Signed |7 X ILEZ 1] 1 1|:@FE%#H B . Bitdefenderd 3o (., WHQLER 7' At X %18 L TMicrosoftiC & » TRITINIBWR TP XILEBZL %D  |https://www.bitdefender.com/blog/labs/di |Bitdefender(ZMicrosoftlZi#E#& L. MSFT(Z
Rootkits are Back —-| & #17=/L— k BEEOHDLDFTAN—DREERCE, ZORAEBETEH., FIAN-RE O REZ@ELI-T Y EALBLINIL—bF v |+ |gitally-signed-rootkitsare-back-a-look- L ZcertificateZrevoke L7z & &, TRIKX
A Look at FiveSys |F v k2 1EE- Td %FiveSysICDWTEBAL TW 5, atfivesys-and-companions/ WFEH EBbND, RO FEIEStuxnetT
and Companions [FiveSys& a3 FRAETER A & f. ICS, Critical infrastructurera |}
INZF - Bitdefender OFFREIL, YA 7 AV 7 MARITLAT VP EABLERHOM— My P ERBELT, DHEIZT TICHAEREN HH L TH
= hFy bE HEEPBLEF A X =2y b TRLRIZE I 74y 270X 27HIERAIND, https://www.bitdefender.com/files/News/ (). SIP CPSOEBEDAIH, RALICHEL S
= b Fy ME BERBEROZHEE T —LRBANA D vy VDEBEREROFVIA 0T —L%ER—7Ty FERET D, |CaseStudies/study/405/Bitdefender-DT- |3 & Bhh 2,
= bhFy FRIFUEFIALOIVYE2—R2 Y —%L—7T v FIILTW5, Whitepaper-Fivesys-creat5699-en-EN.pdf
= b Fy POERIZFEICEEONTEY, MHBICKELRELOEFOBET 72— ICL>TEBSINTWD LRI NS,
2021/10/21|BxM Horizon2020  [ERJH 1 AIHIgE (A) OHEKIZ. AHOEFEDIZIFTANTCOERICEITIESEHE~DREZRAVZ, TOAKRITERTIEAR L, 220 |https://www.sparta.eu/news/2021-10-21- ETHOTAT 7 LOFEIRENMED S
pilot project Horizon2020 FELBBEZECLZ<OMBICL > THIFoNDAEELH S, —21F. FILLWIFAN—KENWCODEHBLEITTWSHhE  [secure-and-fair-ai-systems-for-citizens-  |DHRKXRTH 5,
SPARTAMISAFAIR |pilot project WO ERICEELTHY, BULNEKZELILELNH D, AIOERERNIEE7-HDH 5> —D20RMEIX. FH. AFM4. £ |program-results.html
T HFz SPARTAN DO RHRER EICEEL TWD, ZOFHICIE, AREEORELH S, 2F Y. 7ILITYXLOEREEBIICHABL
SAFAIR%Z F 3k T, ANEADHRL =X —DREOHMZBETEELHICTEHI L TH D,

SAFAIR (Secure And FAIR Al systems for citizens) 707 7 LATld, TNOOREBEEBRT 52 LAKROLNTWD,
SAFAIRZ RV 7 LDEBE—DBEZIE, FBETEDAIY V21— avaREETEILTHS, AIR—RDYVa—a i,
ZEEBDIBASAICHLTELYEERDDICT S LEBIC, AL ZBERENAETHBPAELRLDTHEI I EHRIAET S
LEBEBEELTVWD, ZOER, EETEZLVVIV MGV AT LEESLZENTE S,

EZEIIS DD R T v 7Tl b,

BHIC. AIR=ZDT =T 0 F v DY R—bARHTHIEEENE LI-—BOKINEBESTY —LAREINT,

ZD LT, SAFAIRBBAFB N —IABEIN, NI/, ZHICEY, -V HREEOMANBRORIE & 1 & CERE
L. BE5SME. BLOT—ROBAMICHTH2IEIEHRIAN—KECZOMOERBOER bNHEREZTHT BN BT oN
%o

SREATREE E AN ERIT DL K DA HZXLDERETSNT=, ZDHIZIE, Hybrid Oracle-Explainer XAl R 7 LD B 5, &
Nk, EREOFHEZREL, RELXA 7OHBEZERLT. TNoZhh R TRRTELIRLEHEDY V21— 3 > ThH

5y 71407 Z2a—XDREBICERAINSEBERTR—=XDAIET/IVICERAAIREM Z BRI 2 A EDHFE I N, Shapley Values % &
BLIE-EHEEET L AEINT,
AIR=ZDYRATLIZEDREDRY ZHo L, Y AT LEAIRELERY RFETENDBEVWLDICT B/ZDANZXLIZED Y
DENHHhbHiT-,
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2021/10/24|Microsoft : New [A> 7 1l 1 SH. B4 lEn> 7OEREE TH HNobeliumh HER LB OEEEHE L TS, Nl 20205 (CSolarWindsDEERE  |https://blogs.microsoft.com/on-the- SolarWindsD2E(CBI L Tld. LEEDEE
activity from Nobelium® & BN E LY ANRN—REOERICHIE LT 7 X2 —THY ., KEBFAEASVRE LTSNSO 7 OAEBERIEBD—E |issues/2021/10/24/new-activity-from- BEICTRT £ 512, 48 ICWhitehouse &k V)
Russian actor HOEEIRR THDHEFTE LT russian-actor-nobelium/ EXITKE O RfE E L TSolarwinds ~ DI
Nobelium Nobeliumix, ZA—"NNWITH 774 F 2 —VICAARGHEBE X7 v MITEH2 LT, BEORETHERALI-T 7R —F%H ¥ % Russia SVRE L, BICEHIC, KE
BLES ERAATE T, SEIE Y774 F 2= DRIDED. 2F W HREYA X, BRRATHBREECZOMDT 7/ A SolarWinds D{EE ICE8 ¥ % BEE(FER (NSA, CISA)&%‘@E(NCSC GCHQO A=A
V—H—ERTANA L —HRELTEY, BEEIRD>TITIFH—ERPZOMDT S/ 0P —%BES %, Nobeliumix| (Whitehouse) ) FEAT, RARICHlZINZ 7
BEOICIIBREEZENBEEDOITVRTLICEET7 72A L, BBOEETES T/ 0P == F—2BYTEL T, THRD |https://www.whitehouse.gov/briefing- %%% LTw3
BEEICTI7EALYT RS, room/statements-
Microsoft|Z2021FELBICZDTRFTDOF v > R—V OERZFEB L. FEZXIT/2/X— b F—LBRIBAT % EEFRFIC. BIRE |releases/2021/04/15/fact-sheet-imposing-
EZAI2=ZT74AITOHLVWEMNTEEAAZ R Z@ARE LTz, DAL, WRED-7-140%2BR 2 BIRESE costs-for-harmful-foreign-activities-by-the-
ENobeliumiC k) 2=y beanfz7 o /AP —H—EX7ANA Z—ICBML Tz, 5lEHMEATZHRITTLSBH, IWEZE T |russian-government/
IZ. SNODOBREELY —EXTANA L =D bUHIMMEEINLEEZITWLS
SolarWinds D12 E IZ B9 % BEE{E TR
(NCSC)
https://www.ncsc.gov.uk/news/joint-
advisory-further-ttps-associated-with-svr-
cyber-actors
2021/10/25|State Department |E#&&:EAT 1] 1 1 EHEEIE. 7Y L7 27 PHENLE T ZIILOBEBRDERAE EOEBHNAY A N—tF 12U 74 OREICILBRAD D F-HDH  |https://www.wsj.com/articles/state- 10/271F | BT SE -
to Form New Cyber|2 7 0 —/\ L BEEAEEL TWD, EXEHBITRRT, department-to-form-new-cyber-office-to- |KEFHEED 774 AHKEE Z25HDIEES
Office to Face AEEAICER BRICIE. ERTHERINIZRENZXNEI A NIRRTV ZILBERDIF L LWBDRIERE ., EECTHERMDO/-HDFH L |face-proliferating-global-challenges- BT, Y4 N\=XEKCT ¥ ZIVEBER % 1l
Proliferating T H-0ITH WEIMBEDREAE F1 5 & HREE LR, 11635176700 BT D M A B NICHTERT 5 t%?ﬁb
Global Challenges [L W\ H A /X — FLOHAN—FlE, MWk, BERIR, RBRECHNE &R SHE, BENEY A NN—tF 21U 7 4 BEICES T Y T Too MBS HEEAREDRI FHEL,
FT7AREH THRENS, 2EBOIMIZ. EETEABEVATLEZBINIEETIAE, TYPRILRYS—ICHERT S, 3HEEHDEHFI  |https://www.washingtonpost.com/national i{%f&\’)?ﬁ%;ﬁ@%@ztﬁofb%qﬂlhm
hva Z. Y74 TOANEDRECHRMESEDB ALY, TVRILOBRICESEH TS, -security/us-officials-caution-companies- ICE BT A /N—IEITIAT 2 R &
about-risks-of-working-with-chinese- BRb, 774ARKIEHFHET S [P A3~
entities-in-ai-and- 2R - TYRIVBERR] ICOWT [TERKY
biotech/2021/10/21/d8e8e300-32c1-1lec- |ARY A N—EE DL LRE. BEERMAETY
9241-aad8e48f01ff story.html ZIVBER, TYRILDODBEREVWSINFEE
BEICRS ] sk, FEERIE Y A N —
MEZKBIMENM LR EEFAIT 5,
2021/10/26|FCC Revokes FCCH® 1 1 EFBEZES X, China Telecom (Americas) Corporationh kER TCERNDMNES L CEEREEY — X2 RET 2860 % #& |https://www.fcc.gov/document/fec- FCCEERMAEHBAIZ, China Telecom®i@{E
China Telecom ChinaTelecom Td 252 IR L7, KB LK TICET 545, China Telecom AmericasiZX L. a5 DU U —R%Z60BUAIC, & |revokes-china-telecom-americas-telecom- |%FFRHE & BEBRA S Z 5 R, FY
America's Telecom |America® 2IAZDHERICHE > TIRET 2ERNF - IEEBENAY —EX R IET H L) ICHERLTWS, ERZEREZRET 52 &1 services-authority FrEDDJIEDrone MFCC Covered List~®
Services Authority |TelecomServic NEDOHEZRET HEELCOEEDRAXRBIESTHY . SHOTHIE., BEENLELF 2T A DEBRANSEOBEA V7T BiAE~NSN TS BN X
esAuthority % AT F v RET BEMERTT D, Huavve|ﬂﬁlzz;ziﬁligx\@%é}’é%U
Y BEY FCC CarrZERIIRODFRZH LT, FCC CarrZER®DEHRR: Z DDrone L AERDIBER L. BDIoTHEZ:
(KB, INAZRTTEE2EH25NLLEY, BAEITF YA FTLIALT AU HDOERNB LOCEBRN Rt T > 3 v 2140MER% |https://docs.fecc.gov/public/attachments/D |3 % W IZFTCUUA D 38 #I#ES (DoC Ent|ty
BUHETIEICRELTWS, SEOKRA DREIF. EREDREDL a2 —ICHEEEFOTEEBEICL VIBHEW/ARARIC  |0C-376902A3.pdf List, DHS CBP%) THEMEAIEEA ST
Lo TBHMEIND, BoHlE, FrAFTTLIALTXA)AXOKEOEBEREEA V77X NT 7 F v ~OfkER AT 7 £ X ICEE FETIRENH DL ERDNS,
THOEREN TRRTERVWVERLZEREL EFNTOY XA H B ET F/XA X L1z, F7-. China Telecom AmericasDHE 3%
FEOEEDERENR/SMEHIRE L. PEREBPCZOMOBRE D X RERERBOESZRMET 2 LTS, |
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2021/10/26|Kaspersky Kaspersky L HBHEOELSW IO —TORADEEZ, EETCEAITY 74 F 21— R_RUX—%PEXYy P T—0~DIT > FUR |https://securelist.com/apt-trends-report- |Solarwinds/KaseyaRl#k, fiEY 7 77
Report : North R— b dbEs AV ML TERTEILICHTEIEBRET 7 X—DOBLOEE Y 2RI HI- Rl zZHtd 5, q3-2021/104708/ FARIEY R T LNDOREY 7 h 7T T7 D
Korea's Lazarus |80 7 HIL X AARNWVZAF—DtF 2T 4 HREIEFRIA,. LazarusZIL—THITHRED R Y b T =7 IEBALIZ2DDRI4DF v o=V % FAL BAERETHY, BEITRZLED
Group Turns to TI—TH B L7, LazarusZ )L — 7 ORE(ZEI T 2iRE]L ¢ ns,
Supply Chain 774 F T — EZHD1IDT, Lazarus GroupldBBEDO L F 2 U T4V T7 b T2 TRV X —DFy NT—=2ICT7 72X L, BDY 7 b7 7% |https://www.darkreading.com/threat-
Attacks v IREE|ZERM) BALT, BEOY Y IR IOy b T—0IlT7 74V FAVvETyNR—~"y T EEINE2DOD) E— 77X B A DK |intelligence/north-korea-s-lazarus-group-
ERAP)ZEHE L7z, MFFE. KBV A NN—tF2 T4 - A>77F2 VT 4F(CISA)IX, 8B ESRICRI4 DT 7 — b% S |turns-to-supply-chain-attacks
L. LazarusZ )L —7"2D2DORA%ZER L TREINZFXY N T —0 L TOTLEV REMIFT H L2 EE LT,
ARARLVRAF—DOMRENTRABRR LI2EBD0 70 774 F 2 —VWEICIE, 7 hETIIMRZ2EBLITEEGERER~N Y |LazarusZ )L — 7 DIREICEHY 5382 ¢
X—HEE5 L1z, TORETIH., VATV —TEBOEM 70NNM4 X —Dxy k7 —2(ZCopperhedge/Ny 7 K7 https://threatpost.com/lazarus-apt-it-
Z et L 7= supply-chain/175772/
[Zhid, BHo[a~v vy Feary bA— LT —N—D220B%2FERL TEELZEBE AL I TIThNnT] &, hARILX
F—DIZTEFIVTAHRE, TV -2V ITNA MEE->TWSD,
2021/10/27|Warehouse FBIICEREE I M 1 KEDFRBIZAERH, 7AUZMI v 7V v ENCHZREDRERAX —H—PAXT 7/ AP —ICET 2BEZAIEL TW% |https://www.theregister.com/2021/10/27/ |Pre installed malware D& (Z 2 LTI,
belonging to 7= EORF EZAERBEINT, ¥V VICWETVA VR =L ENTZETIILT I THREEIN TV EDEIASE > TV, pax_technology warehouse raid/ SIPCPSICH T 2R L-WEBEICEET S
Chinese payment |k X —H— PAXT 7 /Oy —3hEOEIICAHAZBLHREADBEFRE/ONA Z—D1DTH Y, 1200 EULETH6,00055-1 >~ - HLoEeBbhbhs, F7/-. PAX Technology®
terminal DEE F7 - =L (PoS)RFIHERZES L TW 5, PoSimK(Z., FHEICL B L1200 EH6FTAHA
manufacturer HITEE L S, PAX2ERICRAKROELED
raided by FBI AL B 2 IHEITEAZECHRNLE
ENmoInig,
2021/10/27(2021 CWE Most  |2021CWE®D & 1 1 2021 CWE Most Important Hardware WeaknessesWMITRE KL V) LITF D@8 V) EITS 7z, MITREIZERBF., MNEHAF. A BA |https://cwe.mitre.org/scoring/lists/2021 C |SIP CPSTE D & 5 BELEF TERINE D
Important LEELN— R, EXEORTAHEORNEDOI-DHIEET 2EEFHAETH Y, CWEILKREELLZERESE DCISA (Cybersecurity and WE MIHW.html hh s, SIP-CPSHIRBIFETH
Hardware Fyx7D5g Infrastructure Security Agency) DXIEZZ T TMITREICK Y EZ SN TWBWebt A FTH 3, ICHBTBI0TY AT L - Y—EREH®HT TS
Weaknesses = 2021 FCWEMRHEELRN—F 727 0HA] &, N—F7 2 T7&EH ®E. AR, X2V T4 295, TR, BUFAOHER A F =V RTLOERICEET S
ERERTD2EAD/HDAI 22T 4 74 —FLTH2/N—F7 2 TCWERRIFIEE /L —7(SIG)ATDI T HRL — 3 » DHEF) NENEEND EBhND,
DLDOTHY ., TDHERTH %,
2021 "= KRz 7 URMOBRZIE, CWE ZBL T—MAN—FT7 2 T70BR%RHML. ERERZA 7894 7L O
TEERIRZHRT Z2AEICOVWTEFIEC T A IV —2HEFITHILICE2T V—RATON—FT7zT7EFaUT4D
MEZHCIETHD, EF2VT4 TFURMETRN VY27 £F 2 VT4 TR ETFMOEFEEEET 2HBEIC.
CDOYRMEFEATES, N—FI7zT7OHEEEIFX, YA MEFERALT Y774V oi VR nN— P72 T7HBEKRD
5ZENTED, REIL. 72—V ¥ ECIOIE. N—FY 2 T72RETIENOEBRROAEEL LTY R MEFERAL, B
FRZHERT 52 & T, LBEOREBEUHEZERT 2 tF 212U T4 VI PEEMLTOELRZHET LY V—XZEZICAEITEN
THEFRTE D,

90



https://www.theregister.com/2021/10/27/pax_technology_warehouse_raid/
https://www.theregister.com/2021/10/27/pax_technology_warehouse_raid/
https://cwe.mitre.org/scoring/lists/2021_CWE_MIHW.html
https://cwe.mitre.org/scoring/lists/2021_CWE_MIHW.html

TR O SRAEE) BT
BIE|—|®|F <'Z= é z E Z|Z | ®| %
m E|&lE®Z|IQIEIY To|lolE 0
n 24 v GB | ,_ *ﬂ g B E ol e -
ANES[SR: 24 v (EX) - 1T 18 B o|ZE| B8 £ B 2Bk Z DOftFieEIE
R B B B #
% FF | 1t
3 |
57
2021/10/28|SP 800-161 Rev. 1 [SP 800-161 11 1 NISTZ. ZB2[E]/~Fakk SP 800-161 rev.1,Cybersecurity Supply Chain Risk Management Practices for Systems and https://csrc.nist.gov/publications/detail/sp [Appendix ADIHh 7 Y DHEERNBHLH 5,
(Draft) Rev.l (FZ 7 Organizations (X F LB I THEBEITHAN—EF 2 VT AV T I7AF 22—V IURIEBTT77T74R) 205 L7 /800-161/rev-1/draft FMZEE T ld A LAY, ControlsiZ# & L TE
Cybersecurity ) 12A3H%#HRE LT/X7 Uy 7 axXy N 2FET 5, FEHGRHOTHY BN X —ICIEHE
Supply Chain Risk [~ X7 L &#E SEIOHETICH =Y, BRUDORNEERIZ2021F4B ICAKI N, 2021FE5812BICETEINIZEARO Y A N—tF 12U 7 1 ®2KE|SP 800-161 rev.1(Draft) : HREWEBDHONS,
Management Bo-Hot BT 2 KO HITHS(E0)14028D ) ) — XTI > TRFREI Nz, TDEOIE, NISTEETER OB (X L. https://nvlpubs.nist.gov/nistpubs/SpecialP
Practices for ANR—tF 2 SFEIFREVMEAZBL TCHAN—F 2T 4 2@t T LB, VIbT2TH 7 7A4Fz—>DEF 2V T4 5L |ublications/NIST.SP.800-161r1-draft2.pdf
Systems and DraH 77 HICERZEBEWL T,
Organizations 2nd |41 F =z —>® SEIDORS 7 +TlE. RFEaXYV FOBEAZTEL, A—FTATVATAT7ALEEBNT AT, EEA( L RAESEE
Draft) R UEEE FHRNREFICL>TEYIBERERICT D Z EICIYBAT, £7-. EAEPTI LB ICE R T H TH2DDH 74 Appendix
7 (B2KZ77 ZBhL 7=,
k) Appendix E : A Federal Acquisition Supply Chain Security Act of 2018 (FASCSA) Y 7' 4 F = — > U X 7 iHBEER. M F
FaxXvb URIZOERELNIL, LY R IFIGICEBEYT 2EMRITEIEBICEHOEZBINA M X v R =RHEHT 5,
Appendix F : SP 800-161Y EY 3 Y 1DOXARICH 1T 2 BEFOEFRIEE, vV—I, HERETEZHMRTHZLICLY, EODET > 3
VAR I NIIBDICHIET 2 Z 2 BT, FHRAA N ZAVORREIB VY 7727774 Fz—vEF2 )T+
D5E{LICEEY 2E014028 DM UM T IS 2 [E1E ERIEDRFBORREICERNT 2R T 77T 4 A2RHES 2,
2021/10/28|Cybersecurity CONCORDIAIZ 1 AR EA / R—> a3y HBERAF I, BELKRE, FEBEE, R EEE, 012 2T 4 BEOODOAIED SHREMICRE T, |https://www.concordia-h2020.eu/blog- X Z|Zpreliminary version& > THY . &
Roadmap for K BRRIN D A—0yv/XOT YV RIVEEICBDLZFEEZRFEL, W0, BEL, RRFICT Y RIVEEDOBE, HIFICL5Fm%aEIET 5 2 & |post/cybersecurity-roadmap-for-europe- |[#&iRIZ 7R 27 FORTRESTARET 2%
Europe by AN—tF 2 #HME L TWE, by-concordia/ ELTW3, 620AmEmZERpdf 7 7ML &
CONCORDIA V74 - A— L TWebET2TRFELTWS,
N (e A/ R=2 3> ] &, BN FEEOREICERYBA TV,
[BBEAFIL] ZITEYANR—CF2 )T A DENEEETILEKEIEL TS, Cybersecurity Roadmap for Europe
(BEFEHZRE] TlE. FILLW TV ZMMEET L, EPRXAETLAORE, BLOBREDZEHI DLW THBAINTWLS, Preliminary Version
DEEEGR] 13, B\Hl RN AmE EEICERTHTTLS, https://www.concordia-
[FREF & ZAE] (k. ICTRGR, V- R, L0070 RICET2I—A v XOY A NN—wFa2 TR 7L—LT—FTEE h2020.eu/roadmap/
BEEERILTHEY, ZoflEmTHLIN TN S,
(22T 41BE] ofEIE, I—Ay Okt ZRRL., S EFIJELFEERRELZBEERT 20B2HICGLT 5, T
RNITAVRATLEBRERL, SEIELMNEBERELZEEERL. COMIULINEEEHBHICIY, I—Avy DTV RILE
EZHBRTHIA—OV/XOFETHY ., KEEHREOHICEEND Z & iFRL,
6 0DEIEIE. BEWICHIZL TULWAEL, ZNENAEVICKRAE > TWD, & ZIE FRINNFEEICIRYBOHAREA / R—3 3
vk, 88 (HBE LR FLoAIE) ICLRVBUHEICORMINT 52 ENTE S,
2021/11/1|DRAFT Baseline |E&&mlT vV 1] 1 SAL2BICHITENIEROY A N—tF 2T HEICET 2 AHEBEHITHS(EO 14028) ICE D Famn—E & LT, NISTIE |https://www.nist.gov/itl/executive-order- |[$I22.3.2LEOARRBIZ. T —ANNA 5 —2X
Criteria for JhTTD HBEEV 7727 ANRN—EF 2T A IRNLVDEERZECRTA PR—N—ZFKEK LT, INiE, HEEOY A N—+F improving-nations- T. SIPCPSTHFEINTWEY 7 U7
Consumer YA N—+ FaUT A TRNUFFICEET 2THGSO T CHLENBA ST F7O—ETH 5, cybersecurity/consumer-software-criteria | BIZICE T 25 EX@EE L TEAT
Software FaUT47 NISTIZ, SHEEATY 7 b7z TOBENBR—X 74 v2F 2 ) T4+ EEDOLy b2RERT BT 7 MEEICRET 27Uy ELAEMEDD B,
Cybersecurity Y7o JaAXV MERDTWS, (GRHEAR : 12516H) K7 A k=X —:
Labeling RNR—=XF7A I, TEHBOYAN—tF 2 )T A BEAEOEEEIRY U JICHLT2REEDO N F 2 X2 F2HTT 5, 2D KFNF 2 X2k |https://www.nist.gov/document/draft-
2E (FZ77 DR, 2021F98 DT -2 a3y FTONISTICRESIN/LEHEABEIRE. NISTICIRHINIZRY Y 3 v R—/— XU |baseline-criteria-consumer-software-
) BRS¢ RREIERPI OB L EFIR & OHEBEOREE L ERICEOIVLTL DS, cybersecurity-labeling
EOICHE - T, NISTIZ2022F2B6B £ TICIN O DEEDREN—T a Vv EZERT D FETH 5,
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2021/11/1|KYPO Cyber Range|KYPO Cyber 1 1 TH Y I RBOEBRNLE YA NRN—tF 2T 4 HBED-DDREBEETH HKYPO Cyber Range Platformid. EXMNEESDET[E]|https://www.concordia-
Platform is the Range A/ R=>avL—K—aVvTFTATZELT, h2020.eu/news/press-release-kypo-cyber-
European PlatformAH RRN EFROEEE L. 108218 ICBIENBMESPE0EREE LTHER LI, TOATIVIE. ZODFICKELAFEAR 52X A4 [range-platform-is-the-european-
Commission’s ZEBE2DA / EDHBNAT A/ R= 3 v ZW{FRELTWD, commissions-innovation-radar-prize-
Innovation Radar [X—2 3> winner/
Prize Winner L —X—E%
2E
2021/11/8|2021 FhfEsRE 2021 F P E® 1 1KE - BIZKICL22021FEBABRAEO MRS GERITERSR)
P =l
2021/11/8|2021 FhfEsR s 2021 FHEH 1 Y A4 N—RIFAEIC L 5CPSICEART 2EUBIMO FERES GEHRIZERSR) EUDIEEDBERENA A ». Cybersecurity(
(EU) & (EVU) BIF5E8mEBET 57012, ECCC&ZD
HEEH X 2 % 4 DDHorizon/SA Ay k70O
DIV FOBTITEETEAIENEETH
%)
2021/11/9|Executive Order | K#EHEmS 1 1 NISTE#E E014028(2# D < Guidelines for Enhancing Software Supply Chain Security 7—72 > 3 v 7#®& https://www.nist.gov/news- KE - BUKICEZT7—7Yay7SmL
14028: Guidelines 14028 : v 7 5A 128231 TDExecutive Order 14028(2 DWW T, 452 FGICNISTICENY BToONEBOER, MRICOVWTORE, events/events/2021/11/executive-order-  |7/R— b
for Enhancing 7Y TS NISTHASEICIREF TOBEBROBFOEL DRERREK., KERELENS IFEESTFICETIZELODOERN L INT, 14028-guidelines-%03enhancing-software-
Software Supply [/ Fz—>D (1)Draft NIST SP800-218 Secure Software Development Framework (SSDF) Version 1.1: supply-chain
Chain Security tExalTFg - SSDFF., EREREBEAMHT. T, H AKX LLAIEE. BIRATEETHIATE % & 5 EE I N-EARB A framework,
L e Y e - Draft NIST 800-218m4Ff & L T, EO 14028(2xfi5 & L T, Appendix A% &,
HDHARZ (2)Security Compassh b D FHEEK https://www.nist.gov/itl/executive-order-
A v - CVE-2021-26084(c2W T, V7 b7 I THAEISEEDORBEOEEN S RMINTULA W EADEEEF DIHRA, improving-nations-cybersecurity
(3)Chainguard
- Attestation& L T, TPMIZHNZ. In-Totod#AEs,  (https://github.com/in-toto/attestation)
- code DIREFIC X, HZa— KA EANTkeyboard, CodeA'built onE N7/ E L TES LW EEBEERA LWL, DL THZNITHE
DL T=DITIE, BEGFREATRIR,
(4)Cisco
https://www.cisco.com/c/en/us/about/trust-center.html
(5)Microsoft
https://devblogs.microsoft.com/engineering-at-microsoft/generating-software-bills-of-materials-sboms-with-spdx-at-
microsoft/
(6)Vulnerability Disclosure Programs
- NIST SP 800-216 (draft) & # /0 Z50E, HEZSPD X > Al & - 72 3ERAYIRHL & L T, loT Cybersecurity Improvement Act of
2020 (Public Law 116-207 Section 5)h'd» ->7-Z &, BIZZ D& = & L T, Homeland Security Acth’® > 7= Z EHE R
- RfvendoriZIZFFHID L < AWSBOMIZCDW T, H2EaTHAr LI FAMIMIEIREoNGhr >72h, FUX Y £ THAAATZHE
ExEXRLIZHR,
2021/11/11|0n the Watch for |~IL 24T 7+ 1 1 ENISAIL. NISIESDEFELURE, ~NVRT 7127 2—I1CETH1E7 Z—RICSIRTEEDHADBROOMZFHITL TW5, L |https://www.enisa.europa.eu/news/enisa-
Incident Response |7 & —IZH1F Da7 vt eF o744 TRESNTWACSIRTAY b7 —7 £CyCLONeDEEIZ. HEDOE I Z—DA 7 ¥ XLV — |news/on-the-watch-for-incident-response-
Capabilitiesinthe |24 > 7~ WETAVRDNEKREZZHDT-ODOCSIRTHEEICET 2FH LWL R— 2R RFET 270 EFEZEZ =, SEIL [~NILXT T4 |capabilities-in-the-health-sector
Health Sector b XS ISBESI D 7 2 —ZH|TBCSIRTHEEE] HREINT,
ERICONT Bk EOEELEIZ. S, BEDOICEMTEERA V77 AN 7F vITIREL TWS, 20204, ENISAIZ. v bk
T BLPBERIRATLOEF 2T 4B 25D (NISTES) ICEIKEELE I XD oERAFEEZER YA\~
Fa2UVT A4 Ty MIBT2RFTL2HEDLR— bR T o7z, ~NLVRTTET Z—TIE, 20205F(124 > T > FHYEIE
CEEE L TAT%IEM L 72,
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2021/11/12|2021 Gloval PKI  |2021 Gloval 1 1|Ponemon Instituteld. EntrustA%iET 22021FE D7 O —NIUPKIBLPloT L > RABEDOERZFKEK L 7=, https://info.entrust.com/rs/104-Q0X-
and loT, Trends  |PKIB LT RERRICLDE, TYVRLBEDFERIZ I 7V R TV r—va e a—H-RA0HICRRICKELTWS, IoIZ, |775/images/2021-pki-iot-trends-study-
Study. loT. L ¥ F loT7NA ZRDFEROERERRIE. PKITZ /B —DFERICEEZSZ2TCEY ., PKINIOTICEEZERITRIET 7 / AP — %12 |re.pdf
A, HLTWBREWSRHENH B,
PKIFAZE L. 2021F4B ICHRFTSI N/, 1THED6,610 ANDEIZEEAF[RE LI-ARBLRAED—ILTH D,
Z DL R—kTlE. Ponemon Instituteh’, RDOITOE &I THEBO T 2—77 4 XPKIIES L TW52513ADITE LT
LF 2V TAFFAROABICEODVWIFAEERZRLTWS, (F—RbJZ VT 7790, 77V P4V FE BAE,
BE. AF¥>a, AR, 7L BYTEM HETYVT, AN RAvz—Tv, BE BE. KE,
2021/11/13|Cloudflare blocks |Cloudflareld. 11580 # &, Cloudflareld, TN FEF TTHRHKEA2 Thps%z TEIBDDoSHEZ BEIRIICIKRH L. INZER L7z, ZMNix. DNS|https://blog.cloudflare.com/cloudflare- P EH 15,0008 BEDI0T devices THE
an almost 2 Tbps [IZIE2Tbpsh~ HIRWE L UDP 7 7 v T4 VY VR HAEHOEIZTILTFARY MILVRETH > 7=, WEDEIFIDEHK W, TOEIL, loT 7/34 |blocks-an-almost-2-tbps-multi-vector- B E N7-botTIEIZ2Tbps D iRIE D K EEHE
multi-vector DDoS |ILF R kL X EDTd Mirai 3— KDY 7> FZ2FETLTWSH 15,000 DRy b& Sy FABAINTWLWAL Gitkab 4 > X & > XA |ddos-attack/ MNTECLEoEWVW)EBEIIERTE
attack DDoSKE % 7 LB INT, o VL ULVFESIP CPSERLEL @ A BRI B &
R ﬂ%ﬂﬁb’]‘é%%%o
2021/11/15|Cyber resilience  [2021FDER 1 BEOT Y AL AT A T &AK—V8 (DCMS) DEXFDF v 70U A NR—L T TV RICEATIABRE https://www.gov.uk/government/publicatio [Infosecurity Magazineid S DiEm iz X 1
captains of AEOYA [EZROF v 77| OXZHIT, EBOIBEERESIE. BEAEERTEIIANTOYRZEHRLTYHANRN—-BENS Y X7 T |ns/captains-of-industry-cyber-resilience- |/L®D, [BUFIEH 774 Fz—>DtFa
industry survey N—L YT HBHEEZTHEY, YAN=L IR _F';éd‘é%“%ﬁiﬁ%ﬁ:) TABBFRAEBTND ERRTWS, LAL, BHEHEEX > |research-2021/cyber-resilience-captains- |U 5«1 Z3&1b 4 2= DEF| #5HE ]| & 74
2021 VAF v TT NelF, YANR=—L DV IV RICBET2REBEAREEANZMLEIER7-HIC, SoBhIEHBEALEZ—T Yy b L —=2 7% MFE |of-industry-survey-2021 2, EFOREORHERENILET
v ETBE, IDIELDIEDNREBEEEZTWD AHR, A THEIFICZDE S BEZAHKL
cF v T UDI0ANICTAB9%)1E, O DEA Y 774 F - VRV ZBEBIICEEL TWE I EETELTWD, Infosecurity Magazines0 =5 : NdENSTehn, PR EHEREICEH
RIERDEG(68%) T, Y7 7AFc—VIHBIFEZHAN=URTIE, YAN—FF2 )T URIDERB|IZRIDEED—ELTH |https://www.infosecurity- W TEUF L XL TSupply Chain Security(Z
ZERNTNG, magazine.com/news/government- DWCHELWHLABEEDEZ OND,
regulation-supply-chain/
2021/11/16|New Report on M35 1EF R E 1 HE/ DA EZ—%v k (IoT) 2% 2 U 7 48 (IoTSF) OFAEICLDE, 12 —Fy MIERINEZT A ZDEETD 80% |https://www.ncsc.gov.uk/report/weekly-
Industry Adoption [fTDZEFRIR M, BHEROEF 212U T4 LOXMBZRSET 2HEZREL TOLRWAEELAH D, ZOF vy Fld, 2—F =Y A /= |[threat-report-12th-november-2021
of Vulnerability ICBEd 5HTL B L CHESBIC R B RIEEMED S B,
Disclosure WL AR— A loTEF 274 MERES : https://www.iotsecurityfoundation.org/con
Practice Published |RBE& N F L 2021F11A48 : MR REBEOERBEANICET 2 - amEETRHE sumer-iot-sector-basic-hygiene-practice-
7z HEEMRITloOTE 74— - EARANATAN—tF 2 ) T FBEORRKIZE/LRI > TN still-not-happening/
loTEF 21U T 4 8HHIZ. DEPBBETAADILKRESD., I a—<—IoTICHE T 2RBHORROERAFAE T 2 F4ER
SETREK LT,
BRTELWVIFEEN 50D BITIFAEIE, EF 2V T A OREBHEEZR VX —ICREL TBETED LS ICT 27-0DFEE
ICEARNREF 12U TABEANDZALERETETCVELA, |
2021/11/17|Cybersecurity YA N—F 1 1 ENISAlZ, NISEEGDRTEICEOWTHAN—F 12T A ADEENEDLDITHRELEZNICOVWTOHFH LWL KR—FEFEITL [https://www.enisa.europa.eu/news/enisa- |LR— A&k (pdf 86~=2—)
Spending: An FalrTa4X 7=o NISIEESIE. 2TOMBETHEIN/ vy vIILY—E X (OES) F/lET7y 42— 7O/ & — (DSP) ®F |news/cybersecurity-spending-an-analysis- |https://www.enisa.europa.eu/publications
analysis of H EUR D% NRL—=Z—¢ L THESINUTOEBDE2%ICL > TEREINTEY, 67T%IEZDEREICEMODFENLEE R >TWD, of-investment-dynamics-within-the-eu /nis-investments-2021
Investment BXAFT Y EUSERDY A N—tF 1) T4 ICEATI2RUOEEL LT NISEESOBENIL, TXRTCOMBETHEVWEBEL NLOY A /N—+t
Dynamics within | X DA FaUT A HERTDHIEICHD, NISTESD3DDHEDIDIE, OESEDSPDO Y XV BB ERERHEDOEMTH S,
the EU ZDOLR=FE AR =X =D AN—FF 2V T4ICEDLHITHEL, NISESOBEMICEML TWBEAZRELTLS,
F-. ITeFaVUT0 X2y 7 YANRN—RE, OESELUDSPICHBIT21EREF 21U 7 ORI A EDORIEICEET 5800
OMZEIZOWTHIMAL TW B,
LR— hOREERIZ. BMNERB LUORNESEERTREZRRIN TV BEUEEFOY A N—tEF 2 U T DELHEL NI
OXRICEIT 2IEHOERE (NIS2) ICXHICRMT 27-DICFERTE %,
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https://info.entrust.com/rs/104-QOX-775/images/2021-pki-iot-trends-study-re.pdf
https://info.entrust.com/rs/104-QOX-775/images/2021-pki-iot-trends-study-re.pdf
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https://blog.cloudflare.com/cloudflare-blocks-an-almost-2-tbps-multi-vector-ddos-attack/
https://blog.cloudflare.com/cloudflare-blocks-an-almost-2-tbps-multi-vector-ddos-attack/
https://blog.cloudflare.com/cloudflare-blocks-an-almost-2-tbps-multi-vector-ddos-attack/
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.gov.uk/government/publications/captains-of-industry-cyber-resilience-research-2021/cyber-resilience-captains-of-industry-survey-2021
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-spending-an-analysis-of-investment-dynamics-within-the-eu
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-spending-an-analysis-of-investment-dynamics-within-the-eu
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-spending-an-analysis-of-investment-dynamics-within-the-eu
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-spending-an-analysis-of-investment-dynamics-within-the-eu
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2021/11/18|Executive Order | KBS 1] 1 11 A8 HEIE DEO14028 Guidelines for Enhancing Software Supply Chain SecuritylCB8d 2NIST7 —2 > 3 v 7O#EELE T4  |https://www.nist.gov/news-
14028: Guidelines [14028 : v 7 k VN/NE RS g events/events/2021/11/executive-order-
for Enhancing TITY 77 14028-guidelines-%03enhancing-software-
Software Supply |41 Fz—>D supply-chain
Chain Security X274
ZrEb ¥ 57
HDHAKZ
A v
2021/11/20[New plans to boost|ZEE D 7 & 1 REODT Y RALXAAT 4 7 &RAFK—r% (DCMS) &R : https://www.gov.uk/government/news/ne [&f&R& L TWLWAIT Service Providers & (3.
cyber security of (LY 77 A EEOT VAN T 7AF =D ANRN—tF 2T 4 %853 L WLEHE w-plans-to-boost-cyber-security-of-uks-  |CloudX®>MSP7% EAEE S T W5 & SXARAD
UK's digital supply |F = —> D ¥ —TEDITH—EXDEF 2V T 4@ bICEITFHT-BIERE A& digital-supply-chains LBRB®RTZE B,
chains AN—tFx 2 CHABEICLDE VAN—tEF 2T A BEDRREDEBEBLRFETHDIN., 77 avIiENTWS
U7 1 ol TV RLEBESMABLVEHTLWLWEF 2 U T A EEIRES 1D DIRE ER2 ¢
I BHLWLET https://www.gov.uk/government/publicatio
[ BHRDOTER>TVWAIRERL . VT 7AF =Y ANR—CF2 T4 ICBETIRBOEFICHT 2 BHFOXTIE ns/government-response-on-supply-chain-
Y7 I2AF =P AN—tF2 ) T4 ICHETIBNFOEBBZHOE 572010, BEAIREY 774 F - DY A/N—+F 2 |cyber-security/government-response-to-
VT4 URIEZEDELSICBELTWLWEDN, FLEDL S BREBMOBUFXIEICK > THRHENA N ZE LY RICTITS the-call-for-views-on-supply-chain-cyber-
CEDNTEDLDNICDOVWTERNLDREZRD =, security
2021/11/22|Preliminary Draft |HE K Z 7 b 1] 1 NCCoElZ. FIBEZENISTH A N—tF 1) T EEHA F1800-34, IV E21—T A VI TNAADREU AR 55ECE%  |https://www.nccoe.nist.gov/supply-chain-
NIST SP 1800-34 [NISTSP1800- DU =X L7z RYa—LCONTY—HA F)FMEZED/XT ) v ax bIEIF2022F1817HE, assurance
Validating the 34> a— BZE|%. NIST&. Dell Technologies,Eclypsium,HPHewlett Packard Enterprise,Intel,RSA,Seagate D HEERR TH 2,
Integrity of TA T TN ONIST SP 1800-34A: NHENE
Computing 1ADDM N—=FJzT =Y AT bFZRME V212X - PRATLOEEETNEBRT 27-00EBTHY . X7 LIZ1D[NIST SP 1800-34A: Executive Summary :
Devices DIREE MEDtF2UT 1 EBOHEEZIRHT 27-ODDN—F T2 TOEREFKT 5, N—FT7xT7 - L= -F7 - FTXM%ZE |https://www.nccoe.nist.gov/sites/default/fi

BBLOTAT7HAILERBTOCRICEHALAL Z ET, BBBIEY 774 F 2 — v HEOARIL ZER L. SE W KEMNE R
ZDMDEERKREABRNTEIENTES, AV 1 —TAVITNAZRDNY T4 F = — v 2 BBITBICN—KRKTx7T -
W= - F7 - VI RMNEFERTHIET, AVEa—TA VI TNAROBRZA 7Y ALV 2B L CEEEZHRT S &
NTZE 5,

IO7AY I bTIR BRI TV M7 A —LORIIAIRER R E ED K S ICERT B (OEM, Iy b7 H—L - A>T
TL—&, EHICIZITERMAITIHELH D) . OEMEBER & DOBDOIE OS] TR CEmZE ED L S ITRIET 2 Hh. R T
L ZA7 A4 7V O%GEBE THEBCPHEREERARIETCEDL S ICKRIAET 20 E, W 22D 7AtwXZEIY LIF5, 20D
7OV FTlE. BEESORXBHAEBRETEHELRT,

@ONIST SP 1800-34B:

1.2 Solution

BB T B2, NCCoEWF T2 /By —RUZ—ERALTTB M RZATOREZREL WS, 20o7AY 7 MART
THEMAEAAFLIZAVE 2K - TAALZOREPAVE—F Y FHRERYTHY, ATASNTOWAWT &L Z2HERT D%
NREND, DYV a—avid, TRAR - RUX=PETNAL ZRICER=ZFEFEL. BEHIHROY —ILEF—T vy —
ZADY —IEAEHLE T, RESNLIBREZIRILET 5,

les/legacy-files/nist-sp1800-34a-tpm-sca-

preliminary-draft.pdf

NIST SP 1800-34B: Approach, Architecture,

and Security Characteristics :

https://www.nccoe.nist.gov/sites/default/fi

les/legacy-files/tpm-sca-nist-sp1800-34b-

preliminary-draft.pdf

NIST SP 1800-34C: How-To Guides :
https://www.nccoe.nist.gov/sites/default/fi

les/2021-11/sca-nist-sp-1800-34c-
preliminary-draft.pdf
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https://www.nist.gov/news-events/events/2021/11/executive-order-14028-guidelines-%03enhancing-software-supply-chain
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2021/11/24|The Product BEEFal 1 1 [(BRtEtF2VT 4 BLVBEA V77X M7 0F % (PST) OFFE-EREFa2 VT4 777 b=+ ] https://www.gov.uk/guidance/the-product-
Security and T4 BLOE RE. AN—FTLE, AR=b T3V AV E—Fv MERAEC—H R EDERARELBEERAITERAIE. 77 4/32 =X [security-and-telecommunications-
Telecommunicatio |[f§4 > 7 7 X AT —RDBEREEDYAN—FBELN L EEEZRET 27-00RFTHY A, TORBOF vy 72BHB70(IC, & |infrastructure-psti-bill-product-security-
ns ,Infrastructure |77 F v EIIROEEZITWET, factsheet#how-this-approach-to-
(PSTI) Bill - (PSTI) D&% - BUIEEE . MAEE, REEEICHL, BEEVMACZ 2 EEEROERIRERICEL TREROtFX 2V T 4 EZHAE |legislation-has-developed
factsheets -8Rt ¥a TENTWEZ L ZHBTI2HEDHD, LT
VTgq 777 - BRLGEINES, BRROH DT VX —HIEATI2EHMT 2EM. FLOLYLBLREENGAEFREICERL T, #ol. B
> — b MTHYBRITDIENTELRELRH 7L —LT7— 0% RELET, https://www.gov.uk/government/collection
@:=ETES % s/the-product-security-and-
BEIICEDDZF 22U T 10 EHIE. ROEHICKY £, telecommunications-infrastructure-psti-
CBEDONRRT—FZEIET S - BRICHEBURRRY Y —%2EKXKT 2 - ERP’EELR X2V TAEBH AT T L%XIT |bill-factsheets
HBHEARIICOWT, &AM ZERL £,
BRtFxa2 )T WRCEEDELIM) I, UTOEBEELET,
CHEEOEGAREAKNBICEEL T, REBOEF 212U T EHZIBEL. BET H2ERZEMICIEHT 2,
cINOORBICEEL TESFLATNIER o VWEEEE, MAEESIORBESE ICEBZRT, 2L T
CINOLDORBOERICH L TEHISND Z & ZAJREICT 2HERTIRET 5,
QLR ICEENDIEM
ERIEZ, TRTCOBEEOERAELAERICEEL CTEF 2V T A BEHA2ETT DI EERFFITTWET,
Q@LLEEE, MAZEE., MBEENZ O L VEEICEMR L i niEa oa W
BiFIE. 2> 7747 Vv RERDEFHIBEBAIICHEITEINDFIIC, DEAEY I REFTZAL T 20ICBYAEREE52 515
CEERBFIHMTAHIELICAI Y FLTOVWET, FREOAAVIL - T2 FITHEWT, BUFIE. MOEREANTRICHKST 55712,
BLEXEE, WMAEE, MBEENEDXRBITZRHECTESLLIC, M Lbl2y AOBMEZIRET 5,
2021/11/29|NIST SP 800-213, [NIST SP 800- 1 @ NIST SP 800-213,/ EHEBIFDIoTT NA AP A N—=tF 12U T4 HA X ZUoTTNA AY A N—=tF 12U F 4 B0 [SP 800-213 :
213A and 213, 213AB & (BRALHEE RR) https://csrc.nist.gov/publications/detail/sp
withdrawn NISTIR |OMEI[E] & #17- Bk, BETZEZ2Iy a3y FDEHIZE/ DAV Z—2y FIoT)TNRAZREZZFTEIHEALETTH. loTF/84 ZD|/800-213/final
8259D (Draft) NISTIR 8259D BSEEREICITTEDNVETH D, ZOERICIE, BUISTEFED loT TNRNA REV R T LIHEET 2 HEEZRTT 5 DICHEIL
(EF) OESLHBEENTHINTVD, 0T TAAREELF 2 U T AHIEOYR— b, BBELOCZATFLOYRIERED T |SP 800-213A :
TX¥APTREING, ZOERTIE, TNXARDBEDNOYRT LA EF 2 T4 %RFTT2AKICOVWTEHRBLET, ZMNICK |https://csre.nist.gov/publications/detail/sp
W, TRNAZDYAN—8F 2T BHEGEEED 0T TNNA R EZDEETPY — R /X—=F 1 ([TKRH D /800-213a/final
BEheT7 o> a)E#RTE S,
@ NIST SP 800-213A /" BHBUFEIFIoTT NA AP A N—=tF 2V F 4 HA X ZAoTTNA AP A N—=tF 12U 71 EHFHL [NISTIR 8259D (Draft) :
mi7a https://csrc.nist.gov/publications/detail/ni
COHRYIE. B/ DA EZ—=%y FIoT)TNRNAZAYAN—tF a2 ) T A1EE(EF 1) T AHEEYR— T 2725127 /34 R |stir/8259d/archive/2020-12-15
Mo REREEE) & IERMHTEBEE(TNA XA == Z MO R— Iy T A T4 obBREF 2 U T 4 §H%E Y K-
FE27DICRERT I aryeEYR—MNohaO 7R L, BRI HRY(SP)800-213% AL TH A /N\—tF 2
TABGEZRES L UHELT 2 DITEIID,
@ NISTIR 8259D (Draft) ®FNIST SP 800-213A Appendix~ D E I N ZH[E] (withdrawn)
N7 Yy 74y MZEDE, NISTIR 8259D GEFRBUF®D loT 37 XR—ZX 74 v EERMPR—R A4 VA2 FER LT D7 7
AI) ®AY TV IESP 800-213ADFHERICEE & . NISTIR 8259D 3 #[E & 7z,
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2021/12/1

5G rollouts offer
Internet of things a
,more
sophisticated

outlook

5GDEFIC &
Do loTd LY
RSN E
EhRtftE
%

[E/ DA v2—=%y b] (loT)E. FT7AN—LRXEBEL S [FERINZAEE] "oARy FPIHEFT, v —%2FEALT
T—REWNETHIFIEFRBERZRBPI ST v v FA AL T7L—XELTELFEREINET,

LAL. VE—PEZRU VT, B, NLRTTREDT—ZENEZ I 7 ICI0TEMANLCERAEINSFH, 56y b7 —7
OEZHERICEML TOVWES, d0ry b7 =0 XY HRE, §El, EF¥F2V T 1 ZRETE6OERELNS

STHY, oTEIMDO LY ESERHRAANAHIREL £ L7
Ny Ty OBICIELI-BEMLOERORERIL., 0TEZBENICKEREY XA RICER F LT,
RUOAEITZBENERRE N 74 X—= LTE—7 v MICL TERBE S /L— 7 DVodafoneld, 5 A, loT SIMA— FO#H%iBE
1EMTIEL200 A 5 1E3,600HICEP L. mRAD I A —NLER7ONA X —(CH>TWB ER~NF L1z, loTik,
EEO LGAEICERNIELI RO T -0 L. TORFII2ZHORETHRELTWET,
T/ 8Y—arH gy b THBEZOMAiaDI0TT Y X —T 7 A XF/EICLDE &, 0TZZITANDIEEN/EZTEY ., A&

E 21— 7=EDT0%L LA, oTHEMNS#%18s BEICEC A RXICE > TV EERERICAS EFERALTWET,
BELZEBI VT Iy 7 AI0TEHBZ MRS B 72 &R (ZIF3DD21EI0TEELICERAS00H RILAZEXRT Lk~ F L7,
Omdia®loTUH—=FF a4 LI &X—, ¥ara7 - ELZKIE [Covid- 19N EAH L - ABEDREICE Y, loTY Y 21— 3>
ICHT 2REORENKBICEML, ZLDIFE. INODBEFBEZHERL, REBDOREZHERT I ENTEE L]
ERNRTUWET,
—A T, OmdiaDd FRICLD &, A= b7+ v MBOBE I DL OVATEREL GV, KERERIL. SCEFTEFEOTEDEMNE &
WIS, 77—V A DHGY = 7TORRELGOHOICE > TEERISNET,
FRE. KE., FAVIE, BEIBECALRTTHREDDHTEEF — b X - a v ES L), SBEERTlOTORS LN
DRRZRERT 5 EFRINTWET, OmdialE, FEH2025F £ TIZ, KED25EEICH L T, 18EEDIOTT /NS XDFZRE
N—AEF->TWBEETWET, (EBFFDDigital markets Country size forecast, index (2024) = &18)

https://www.ft.com/content/1a274206-

59df-4d97-9228-c1cfd50c040f

LEDOHE TEBIC20244%F D Digital marcket®
ZEOMBAELEHE LN TWED,
ZOEFTIFARICEF 10T marcketd Lt
KIFMOEICERTENIZERE AW
EIITRENTWVW S,

2021/12/2

ENISA
Cybersecurity
Certification
Conference 2021

ENISAH A /X —
F¥aUTga

FOALRF#E2021

[ENISA Cybersecurity Certification Conference 2021] S aE CKE - BILK)
@Thomas Skordas, Acting Deputy Director General, Digital Connect, European UnionD$FEIC & 2 EFAHEEL Y. EUNED S
ZBEE (Cybersecurity Certification) (2, EU Cyber Resilience Act[1]®#E (CH ALy, Market enableré L TORIERIF, 22—
MeEx BT E, BhEEIZSecure by designZAHI DT EDER, ZDHEE. HEWIERD XL TEUIZTERINLD
l&. Resilience, Sustainability, TrustTtHh V), 2 &b REFOMAIT, SEORITYETEIIZDO=ZDDHETH S I LML
Y (R
@Juhan Lepassaar — ENISA, Executive Director

ENISA b v 7IC L 538&, 1HIZResilienced W5 FEIFAWLA A - 718H V) (CSustainability & Ly 5 58T, EU CertificationA¥ Ly

MCEES L WA & ERE, CertificationhEIRTE 2B L LT
- Capacity Building - Cybersecurity Policy
DS EEZEIFT O NS, EDL& S ACertificationlCHWTH . ApplicationA$iE & 74 5 Bk NSz,
@European Cybersecurity Competence Center or ECCCICDWTCHEHMDHBEA HOERLH>7-e EIPHEUREE T,
Certification|iZ DWW T, ENISALECCCOR-FTHEBIDEBWAZ LA LEBINTLWAWARENEZ DN,
@BSIL Y, NESASD KA VERERICDOWTHEN, BELWTWLWARY TIEBETBERE BASIEAD -7 AL D ICFHRDLGEE
fi5) <D KAy ToBicertificationDEXEE LT, NESASICEDE FA VIRDFRAEEARE LRILEEDH TVWDEEDT &,

Z #LIZNESAS Cybersecurity Certification Scheme German Implementation (NESAS CCS-GI) & L TN & 7=,
@ 0T/ )L TlX, NCSC-FI (FDCERT-FI), Eurosmart, ANEC7: £ 578k U X R AS 0, E(CLabeling®EFEEHH L, WS
JFEURDEBTH 2o BN WA, loTIZDWTIE, HIEMRED (Radio Equipment Directive) 72 & M &8 E). ETSIOE R
IZELR CBFEORFITHRERI VS IEVWAFTHRSMNE-> T LS ICE LN,

- Trusted Solutions - Operational Cooperation

https://www.enisa.europa.eu/events/enisa

-cybersecurity-certification-conference-

2021/agenda

https://ec.europa.eu/commission/commiss
ioners/2019-2024/breton/blog/how-

european-cyber-resilience-act-will-help-

protect-europe en

https://digital-

strategy.ec.europa.eu/en/policies/cybersec

urity-competence-centre

https://www.gsma.com/security/network-

equipment-security-assurance-scheme/

https://www.kyberturvallisuuskeskus.fi/en/

news/finland-becomes-first-european-

country-certify-safe-smart-devices-new-

cybersecurity-label
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2021/12/2|ENISA ENISAH A /X — 12A82~38. BUNAy b7 —21EHKE ¥ 2 ) 7 (148 (ENISA) (. B4RV A N—tF 2 U T RIASHEZFEL . https://www.enisa.europa.eu/news/enisa-
Cybersecurity t*alTq c ZOREICIHISOOUENF VT A THSIML, YANR—tF 212U T4 DEMAR, ¥Y—EX7ONA X —, BEMTEM. BB |news/going-full-throttle-on-cybersecurity-
Certification AL =F%2021 B, £EEHEBRY—EICEL. EUTAN—tF 2V T REAICEET 2MHEEES EHTNOA / RX—2 3 v OBEICEY BE AE [certification-and-market
Conference 2021 Iz ’JL\’C% LE&>7,
AR EICEN D, BORVIOTHDTIET Riky 27 —x% v 77 0—7 (AHWG) A&ZE%1TL. 7L+ U —»BEEI NI,
,\L%E%B\ 777K —EZX G, YA N—tF 21U T MHICATLIHEMARIIL—TE, 7T TYEBENICEBEIN, T 7
A TESmL 7=,
- ENISAIZ, 5GFyY b7 =27 DU A N—tF 21U T4 FARF—LDEFHZERT 2EHMNT. 118298 ICEUSGICEET 27 K
Ry T—=F%v 70N —=T%0b I TWS, INIE. EUAEELAZY R, 5GERBDKRRL. BLUSGY =LKy ¥
ICBT2NISBATIL—TDHA XY RIS T 25D TH B,
cFlo AN —F 2T A HBICETET KRRy 7 =% 77— d, 2021F11817THICERE L. 2021F11829H
2. MEERINIT /N X loT, 5G, MBOFHEE AT DAE. BRERICHAN—CEF2 VT 4B EIA Y FOERLED
Bt X —ICHEEZEZ5MBERZE T —ICE2RREZMEL TWL 5,
‘#4A_t#1UT4ﬁﬂ%%®Wb\#4A_t$1UT4mn_%T%%ﬁﬁi_%?5%m®$%#VV&_Vﬁ%%
INTe, SEOF v =i, EEWEHIEE (CAB) (CEBRT 2 [RAITE2H 0] ICEREH T, CABARITH DM IC
DNT DA & Rt @“Z);ﬁrﬂﬂ@tTT (FREL R ¥ — L & CAB-Q&A-ENISA) HER & N7z,
[PANR—tF 1) FARARE] ICBVWTRHRENIT/ARILEFTRIT2022FEPHEICAFHEFELTWDS, XED [HA4/3—
¥ 1T 4 FRARE] L. 2022F6 2B 30 ICHEINS,
2021/12/2| Consumer loT. BFHDHE 1] 1 NISTIZ, KEESEOCLL028ICEDE, — A LD T4 — KRNy I ZEBICAN, SHBRDETA ANy arR—sX— https://www.nist.gov/itl/executive-order-
Cybersecurity EEY A /N — [Consumer Cybersecurity Labeling for loT Products: Discussion Draft on the Path Forward (loT&RZDEEZE Y 1 /X—+t F 2 [improving-nations-cybersecurity/iot-
Labeling for loT  |[€F 21U T« VD74 IRV T NRRT74+T—RICBI2FRODER] 2HREXLFE LT product-criteria
,Products : TRy ZDHRTAMR=/1—F 12898 IC1THNZ4EE D7 —72 > 3 v 7 [Cybersecurity Labeling for Consumer loT and
Discussion Draft [&#& D AR Software: Executive OrderUpdate and Discussion] TEBEENZ & DT & TY,
on the Path BT 57 4
2021/12/9|NIST Workshop :  |NIST7 —7 1] 1 X 3558 ICWhitehouse & V) F1T D Executive Order 14028 TNISTIZER & N 7-m5H D 5 B, Consumer Software [1]3I O8N https://www.nist.gov/news-
NIST Cybersecurity|> 3 v 7 : Consumer loTIZXF 9 % Cybersecurity Labeling[2] DJRZRIEARICBIELNISTAEELHF >V T4V TORETH D, events/events/2021/12/cybersecurity-
Labeling for NISTH A /X — 1. 2F2RHHEHONBNISTOLRE labeling-consumer-iot-and-software-
Consumer loT and [£F 2V F 4 - R ORELZREIZ. EO 14028(1CEH 5 NT-2022F286H £ TIZ =D Dlabeling criteriaZ U HMEME TR I ED T &, executive-order-update
Software Executive| 7 X1 > & cRKEOHEENPEOTH B Z Eh o, TXA)HOMBTHRFEFAFINIEFZEZNRE L, EOICRINTZARZTERLLT 2DH1E
Order Update and [JHE&H @ IfloT BRTHY ., BBFOEEL OESE, ABRCARBLDEEL S IZEELNEWND EZDXR, https://www.nist.gov/itl/executive-order-
Discussion &Y 7 b ICAHETZ2INMoDFHOERALDL L hh oW IAWH D, FIZIE. NISTOZER LERBFTXREE T BANSRE [improving-nations-
7 D KA R LTWaBA, SEIDEOICHETIMEDICDOWLTIE, [NISTAAudienceZ R BIIHICH WL, | EDREBIAREI N7, $5IC1oT |cybersecurity/consumer-software-criteria
SOEHE labeling program(Z DWW Cld, EOTIENISTICMAFTCOBESHEEFNTEH Y, KERNTIRFTEEN S 2 TDConsumer loTdH 5 W
T4 ANy lZConsumer Software(Z Z 45 DlabelingM BRSNS AJEEMHHEBETET LY, https://www.nist.gov/itl/executive-order-
vav - BEfF Drequirements, criteriald, EIRBIEZRL TLAAMEREEZKRKO TWLWBDIFTIEA L L. NISTDlabeling draftid, & |improving-nations-cybersecurity/iot-
FB#& Scheme OwnerhVR®H 5 Z & LBV >TWB LS ICHMIRTE %, product-criteria
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2021/12/9|SP800-160Vol.2 SP800- 11 1 NISTI£12 898+ TSP800-160Vol.2 Rev.1 (F&#&HR) [YANR—BEHDH BV AT LOREFE VAT LEF 1Y T 4T =7 |https://csrc.nist.gov/publications/detail/sp
Rev.1 (Final) 160Vol.2 Rev.1 Yy o77a—F] 2R L7, /800-160/vol-2-rev-1/final
(=) TN, YATLEF2VTATIVISZTIVIBLIOLIYVIVRI VY7 YV TGO E TCERS NS FEHAKETE
BCEDLRER VAT LEZREST 2-O00FH L WEKRV AT LIV =T UV IBTH 5,
BANR—LDVIV =TT I 7E YAN=U Y —RIIWTBR LR, BE, FLEFEREETFAL. 2nIC@ER L |https://nvipubs.nist.gov/nistpubs/SpecialP
EHES 28N 2R A o> AT LMERIMEZERET. R, BR, MR I 2 2B LTV D, ublications/NIST.SP.800-160v2r1.pdf
ANXEIZ. UTOXELHAGHLE TERINS,
- ISO/IEC/IEEE 15288:2015 : Systems and software engineering—Systems life cycle processes
- NIST SP800-160, Volume 1 :  Systems Security Engineering—Considerations for a Multidisciplinary Approach in the
Engineering of Trustworthy Secure Systems.
- NIST SP800-37 : Risk Management Framework for Information Systems and  Organizations —A System Life Cycle
Approach for Security and Privacy
- NIST SP 800-53 : Security and Privacy Controls for Information Systems and Organizations
2021/12/14|Artificial ANLHBE © B BHFE (ML) ICLB2 T AN—KEBEHSHEIE, 74—V REWBIFE2EHLLAY bO—LEZRBETAICIEE S TNIE  |https://www.enisa.europa.eu/news/artifici |Securing Machine Learning Algorithms
Intelligence: How |#W=E %= A Fuh, ENISAIE, FTLWLR—FT, MLOYANRN—tFx2 ) T4 ICEBT2EMICEZLTWS, al-intelligence-how-to-make-machine- https://www.enisa.europa.eu/publications
to make Machine |/X—+tF 217 learning-cyber-secure /securing-machine-learning-algorithms
Learning Cyber IZ9 B HKIC
Secure? 2T
2021/12/15|Consumer_Cybers 1 1|XE « BiZKIC & % [Consumer Cybersecurity Labeling for loT_Productsit N BEELE RO L & 2| &l
ecurity_Labeling_f 12/212 %47 X N 7=NIST Consumer_Cybersecurity Labeling for_loT_ProductsiCB3E L T, R9H IZEM = 11.7=NIST Workshop
or_loT_Productsill; DHx -BRABFZ-BES, R, BBXEN® ST loT Labellingd {74 & L TEUREDETSI EN 303 645, s O8C
QN B B &SRk LabellingZzEiE L CLW2EA OEFICOVWTEY ¥ &L DBABAAEWGA Y N—(CEfFEI T, GEHRIIXESR)
DB & ER
2021/12/20[KNXlock — an KNXlock —KNX 1 Limes Security#t i & %, BWNIZ3H 1 5 Building Automation Systems~DIXEEF| DIENHE https://limessecurity.com/en/knxlock/
attack campaign |RN—ZX DL HBAELNF— A= 3V I VP2 T YV ITEHN, A7 A RAELDODBREOLOICEELI-EILF— b X—> 3V X T L
against KNX- TAVTF— (BAS) hio, FNICERZYAN-KEICL>TRAYy 7TV bEN, BREXAvF, E—Yarvter¥— vrvvRx—
based building hX—2 3> avbhA—5—%HE BRAOELF— b X =3 v RT L (BAS) #2858 BIABEA BN RIZFBREICEEbNT, N4V |https://www.darkreading.com/attacks-
automation AT LICH ICHBEMLIEE. 74 RELDYRT LAy FT—0RNICH BBASKEZEDIHN D3N, BRET [R¥— ] ([T >TWT, ¥R |breaches/lights-out-cyberattacks-shut-
systems THHEF v TLOTYZILEF 2T AF—THYIEN, TNIPBEBEOIMTICHZZEAEFEBE LT, ELDBIRAAZ ST 57282 |down-building-automation-systems
vR— i, FROY—F v b T L—H—ZFETHY - A 7T 5D N o7,

Limes Securityft Tld, 3—O v NTLLERLTWAELLT 4 VI F— b X =23 v AT LM THZKNXZEA L 7-BAS
VATLICH LT, EIFROEEAZIT-EWH REEZITTWS, BEEMNICIE. EFaU T #EThdldsn arsr 100
NRZA7—FK (BCUF—) #ERAL T, BdE AV FR—2 YV FE2BETERVELDICLTWEZEWS ZETH T,
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2021/12/24|Honeypot NZ—Rvy b 1 loTHAE SN HE, AL ELN. AZINEZDO, NZ—Ry bEa=ZF@#Hh LB IN T —RICEDE@EITL/NISTE 7 |https://www.bleepingcomputer.com/news/
experiment reveals [ DEERIC & O XKRFOMEREICL DML RERRINT, security/honeypot-experiment-reveals-
what hackers want |V, /~v f1— MEEROLHRWANZ—Ry FTAYRTLATOREBORBEDTHZERT L LITLY. what-hackers-want-from-iot-devices/
from loT devices  |HYoTT /34 X (1) "==Ky rOBEEEROSEEHRLICEH D, BEHEICHIET 2 ZEBTEZENBNZ—KRy FT 3P X TLEERT
Il Z kDT ZFLWT7O—FERRL., (2) WEEIMAEZZNICLTVWIDONEHERENL Y ELEBRTZS2L5I12F5. hXT7HOE
WS AR BB muwNZ =Ry bEERE -RAFEL. Q) BUEOBRERBET 2EMNET —2o0AEeE. EFELL, https://arxiv.org/pdf/2112.10974.pdf
AN AN BEBDNZ =Ry FEERICKY, 77 X—DLEERFEDT /NA R%IHS OO D BRREICE 5 72,
TNARZRET D HE
Ny B—=IZEBI0TTNA ZDFESEY ZHCT2HIC, LUTOERPLITREIT> TWEE0,
T I7FNEDT AT b A= TRAK (RV) HDOICEET 5,
AOTT A ZABICHI DRy b T —0%REL, EEREENIOBRHEL TH <,
- FAERRR T 7 LT I TRZOMDOEF 2 VT ATy T T BN TERRITRERY S,
JoTTNA X ZBBIICER L., BROMEZRT,
BROEERIELIE. AV Z—Fy MIERTIDEDBEWVWT NARIE, 774 T 74— ILPVPNORBICERE L, NERY E—
N7 O R%EHIESTHZ ETH B,
2022/1/6|Log4j Logd|B9&E 15 1] 1 1 1 - SecurityWeekl$, TRILDLogdjDiEFEMEZE =TT, EERHE X7 L (ICS) RZOMDOEEREN Y X —HFK L 77 N/ |https://www.securityweek.com/ics-
APV EF LD, vendors-respond-log4j-vulnerabilities
12AMBLUE,. LogdjA x> 7 2—FT 4 U T4 —ICWLK DA DBHEEIPERINTVETH, ZOFTHLELEELDIL,
[Log4Shell] &MF(E 5 CVE-2021-44228T&H %, LogdShelllx. YA N—ILEECERNXIETI2EEBT 7 X —ICL 5% <D |https://www.ftc.gov/news-
WEICEAINTEY, ZORICIEEEZEEBICHT20EE5ENTW S, events/blogs/techftc/2022/01/ftc-warns-
LA BICILICSHRIETOMBMEILEZH F ) EAMICHN o TUWAEWLD, ZED Y —ILEE, X IERemote access companies-remediate-log4j-security-
platform(ABB), Voice Applications (Honeywell),Cloud Services (Phoenix Contact, Schneider Electric, Sierra Wireless). @ |vulnerability
fttSoftware (WAGO) 7 & ICHEssENRERR SN T LN B,
- FTCIZLogdj D ess B EZ# R T DEADEE AT o7z, FTCIE. LogdjCRIKDEADIBHEMEDRRE LT, HEET—4X D |https://twitter.com/FTC/status/147845207
REZHCT-ODEEBNLBEEZHBE AN > 7-bEZ, EWERZ 7ILIERAL TERL TWIEATH 5, 0684504068?s=20
2022/1/10|Apache Position  |Apache JKE% 1IKETDlogdjMZEICE L T. Apacheh'Z OREIREIC D WL T D Position Paperx 206 L 7=, https://cwiki.apache.org/confluence/displa
Paper EIS TRV Y —RTER, T VAN =LT7ANA X —ICE>TEHABLUVCRHEIND FTICHELI D BHELH Y ERnE |y/COMDEV/Position+Paper
EELTICEREL TR LICE>T =TV —ROY T I7AF 2~V OMBEERRT 5T LI TERL,
A2 T41E. BREOUICSMILASEZTIALICE>TERINTE Y, BURYLDOEF 2 U T 45D IE. §TICEEE
ToTVWBDEDA VT FICEMNMDEEDIRVWEBEZNTHRVWED ICTIHRELNDH D,
- ITDApachelLogdjDiEsEME L, Java”’' 7 v b 74+ — LKW THIL L CEREFSNFEEDAREZRBEAEHOETH -7, P
HT 7 A MERRANT, BRENTAELHEEZENICTEE. ZORBHEEZHSIENTE S,
CRETHRWVRIEOBBENRT 7T 4 7L ZBE<CTDICT Ty b 74 —LDEF 2V T 1 2HETHILIE, FEBICKRERX
Uy MR ZAEEEDH B,
2022/1/11|CVE-2021-45608 | [CVE-2021- 1| 1|KCodefERNetUSB® Az tEIEHR https://www.sentinelone.com/labs/cve-  |BE3ERKREE & 5 SentinelOne DA B £
NetUSB RCE Flaw |45608 | /&7 - SentinelLabsld, ZHDxy T — 0T NRA IR Z—pMEAL, AEALDI Y RI—H—IL—&—FNNA RZFEH 52 [2021-45608-netusb-rce-flaw-in-millions-  |FF TIZSOHO RoutersAAEICER SN TWL
in Millions of End | DT> K %KCodes NetUSBA—H IV EY 2 — L TEREDOEWREERR L7, WEEIT, Z0EEZ ) €— b TBRAL T, 1—%/b|of-end-user-routers/ % H'. KCodelZ & 2 NetUSBDERBATIE., (F
User Routers A RNDOI— FzETT 284D H 5, ) & BH i BConsumer/business loT
2—D 2478y 7 M, ZOMEEMEAEER KCodes IZHRE L, 37X T TP-Link £7-1% Netgear 7/34 ZD A& IR &9 5 D |https://www.kcodes.com/product/1/36 PRREEZOND,
NetUSBRCE® TlE%m<, 742y —@TRH LTz, NICEY, IYTAMRICTRTORYZ—=H/8y FaZITE S,
P BENRYRVEERT 572012, IXTOI-—Y—HILLOBEBRICKES L 2HET 2, https://www.zdnet.com/article/kcodes-

netusb-kernel-remote-code-execution-

flaw-impacts-millions-of-devices/
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2022/1/11|Draft NIST Special [NIST Special 1] 1 NISTIZ1B11H+TTSP800-160Vol.1 Rev.l (K57 k) @ [EETCEDEF2T7YRTLOI VT YT | #FFKLT, 28 |https://csrc.nist.gov/publications/detail/sp
Publication 800- [Publication D5BZHRE L TARRNZ 7 MW TB/XT7 Uy raxy baEELTWS, /800-160/vol-1-rev-1/draft
160, Volumel 800-160, COHEBYIEBETCEILER AT LEVRTLAAVRE—2 Y FORRICELZ TV DTy 27 v IEFDE,
Volumel K= LR, KitE. BLIUOANBEDIODSEERE L THETIZEEZBRHNELTWVWS, ZOHA X RiF, . BA. £7/Ex |https://nvipubs.nist.gov/nistpubs/SpecialP
7 b YOZTV T FoLICE s OERWNICER SN, YATLABLOYRT L aAVR—3rbDtFa VT4 &EREMEZMA LI E |ublications/NIST.SP.800-160v1rl-draft.pdf
LZENTED,
SP 800-160Vol.1 Rev.1liE, %I, UTOEEHNERICERZHTTWL 5, https://www.nextgov.com/cybersecurity/20
cVRTLEFAVTAIVIZTYVISSE)EVRTF LIV ZT Y VS SE) Y T L LTL Y @mIIBE DI, 22/01/nist-updates-cybersecurity-
CEETEDILRERVRATLOI VY ZTFIY VI T2EEIEEF 212U T A OFEMLDBICRESINT., £F 21U T 1 DEERIE |engineering-guidelines/360587/
SE OREEBYNC—HT20ENH BT L %BAT S
- SSEDETZ. BEEOEAIABLUVEEDEBLDBERICHLT 2L22BITHLVOZOMONTFLESIES
VAT LOEF 2T AREOEREEBNEORIIICERZLE T T, ARINLLBERINLITHELTEREERL. BE
ZriEkzHEd 5
VAT LEF AN TAIVIVZT ) U EBAERRKICEEICEESIE S
2022/1/11|NISTIR8349 NISTIR8349 1 1 NISTIE. NISTIR 8349 (Draft):(IocTF /XA D%y b7 — 7 BB EFHT T 2120 DA ER) EANF LT, https://csrc.nist.gov/publications/detail /ni
(Draft) (Draft) Fy bT—=0DEF2VTAREEF, 0TTNNAZDERINTWBIHEIC, SYHERBETERRIFEE LS, TOLFR— bTIE, |stir/8349/draft
Methodology for  |loTT /34 XD OT)TNRAZXDFy b T =7 BEEBEEF ¥ 7F v L TXENTEZHERIIODVWTHALTWS, ZOBERLH, BiETT, *v b
Characterizing v hT7—=7 7—0EEBE BLUOZFOMOI—Y—(F, HETOEREDHA (MUD) HERICEDSWT 7 7 M LAZERBLMER L. 2o |https://nvipubs.nist.gov/nistpubs/ir/2022/
Network Behavior |Z&h% £ DNIOT TNRAREDEDT 7R EEBTE 3, NIST.IR.8349-draft.pdf
of Internet of T 27=HD7H Frz. ZOLR—=FTlE, 770 —FORBORK EFROBARICAITZIREICOVWTHHBAL TV S,
Things Devices Rim
2022/1/12|Hot Topics in HEEYA 11 1 NISTEEE DOKaterina Megas & AN HEES B D KFiEtES (E014028) LU Cybersecurity LabelinglZB8 3 2 NISTOEL Y fHAIR |https://www.nist.gov/blogs/cybersecurity-
Consumer N—tF a1 mET = ay TORRGBE 7O TICTREFR LTS, insights/hot-topics-consumer-
Cybersecurity FATRY > @7 — /> ay 7R (FEon/-EBR., BEs) cybersecurity-labeling-our-december-2021-
Labeling g0y kb IR VT AF—LOFRBEDORIEEEHE, HOoDREFE. BLUOEROAF - LFAEEBOBED AL, workshop
% - AR OZEBCEEDNEIT. BAGIBAOEEMEICE Y 2 MR ¢
- REPAR 7O LDXMNIETI2ER  BAUEERLTA2-00 AR NEEERED-HDEER? A —h—0SIE. &5
DARXMIEDE > BFEELZ DD?
AX—LFBEENZOETZE Y BUAHEED). HEEINBEINLZINLDOBRZFAET 20, BHEERE DKL 2
H A E#D,
“NISTO#E L MOECEHBREERENIREL TLWEIEELHA F 74V EDERANDEE, SEIE. V7 b7z 7 EloTH
AN—tF 21U T4 FHRNEMETH Y, EROEH T CORIIE A —H—IlE > TEIBLIER,
@5%ICONT
“NISTIEY 7 b7 27 ElTHAN—EF 2 U T A HEEZRBRAEL CHY ., RERELEZLFAT 2HRIZ2A6HTH 5,
- NISTIE, EOQICHST ABRICIThNIFE L, EEICERBILINTTAEDBRICHIEE LA ENT D,
- BEEPFRAAEICKRSE, XM Ay F 7 —XTHEAIN, EEAINGITORYBEAZ Y R— L, BEERISloTHRAS
OV T Mz TICEET AV AN—CF 1) T4 2WET H2HEICETIBERZEMES 2,
-EOIE, 2022F5A12B £ CICHRRBEZT2RET 2 Z e 2RBAFIT T2,
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2022/1/12|European Union to |ERMNES A Y 1 1 FoES (EU) & FBEAY 74 F =V DU AN—RES I 2L -3y 25tELTWSR RO NTULS, https://www.infosecurity-
Launch Supply T7AF L — TI—LNRN=7I2& B & I EFRICAB I, 6BMRE, ZOIEIZ. BINORERY b7 —7ICEE% 5 X 52EICH |magazine.com/news/eu-supply-chain-
Chain Attack VWY T2 TEHOMBEOEFBRAZ T AT BLDICHKETFINTWD, 7I—LNN—=71F, [MEICHEBLTWS] ASXELBEREZS| |attack-simulation/
Simulation L—>arv#k LT, YTalb—bFINEREBEIEICI -0y R2EKOY T 74 F -V EIEMICT B4 5 LTz, BANLKEIL, B
FtA EDYTIAF DNy F T ERITERAELGRYRENTHE2AREMELEVEZEZONE Ny FV TICEDWTITH
N5,
[RFLRXTXBM]IZEMT 5ALIE, WEICHT AN BE L CANFIC AL, tMoMBERICE T 2HERBRENTEDRK
BT B,
JfEIZ, 20221 B1HICEHINESEBECOEREZGIZHVAET7 IV RICE - TREINLZEEZIONTWS, IR, EUIE.
BEXML TW2ERZLEHAOHRNCORMEAERAET 2 2BIELTD,
2022/1/13|Cybersecurity HEEMEITE 1 NIST D Cybersecurity Labeling(ZBdd % Washington Postid = https://www.washingtonpost.com/politics/
Label for mDY A /N — TILHILANRILD D7 < EH35AHNNSOGroupDPegasus R/XA 7 = 7 DEIJICINZHFICEEEL T, F74 b7 XE, logdj 2022/01/13/cybersecurity-labels-
consumer products|t ¥ 2 U 5 4 REDMDF—T =AY T NI 2T DOBEBEICOWTERD ) — X —%1BE, BHRTEIFETH D, consumer-products-could-be-way/
could be on the Z ROLHEST EEEDHDHEMIE. YAN—tF 2 T4 CRIRELEDIOD>THS, AV Z—Fv MIERINIZT XA IR NNy F T
way s RIEEME DD EHEEBEEICKICE S Z EICEYBHATWDS,
FEAEDHEEEIL, EOEGANYF UV TICH L TRBEETHAIMNIIDOVT, BRELEEBELAMF>TLWAEWZH, Zh
ITRELRBELAE- TV, oL IKCEBELAZELTH, BEFIRIL, MECHEELEOERLY S, BARAEICELWTE
FaUTADNEBINIEL TV I[FIFEaNBE Z E2BNTWD,
KEEEESMAZIAT (NIST) OKXEZEAFEIL, AV Z—F v MIERINTZTNAZIDBY 7 b7 278y FOZIF AN,
TFTNRAZDPPWNE L THETIEREZI -V —DHIETEDLHI1CT240E, —EORERNLBRY A N—IZEEFHE L TWDEIEE
WERT DAMAETS O T LTH D,
NISTIZ 7 NVBEBHREERL TLWEDTIEAEL, FNADNEDLIICRRINZDICOVTORVW—EDHREEZ L LHTH
V. EREEFIPZELTHRENBEICRYVBL L 2LATLS
S5RDNAT Y RKMBEORBELYAN—tF 212U T A KEESTDOEEINLZZOIMY AT, BUSHEZLRERTOY A /N~
Brifl Dt 2B T, FWEWEDOYAN—tF 2 U T (ICHTEEAREZRBRICEZLD ELTVWSENAFDID LG >TL
%o
2022/1/13|Department of A I 1 1 NISTHERICF 2 &€ D Internet of Things Advisory Board (IoTAB) @nomination AN & 17z, https://www.nist.gov/news-
Commerce Seeks |#71L LWEEMZE BEERETIE. 2021FEEDY 4 U7 L - M(Mac) Y — > RN Y —EBAGREDEHICH L., WEINERBMEESEICK T, |events/news/2022/01/department-
Internet of BED-HD loTFEMZEER(I0TAB) # 3R L 7=, BHFAIE. RIAKILINIZI0TER T —F 77 I—TICBIET B7-01C, FL W commerce-seeks-internet-things-experts-
Things Experts for [#FE DA ~ loTHAMZE S DERLIER Z KO TW5D, new-advisory-board
New Advisory R—Fv bD ZEMEESIT. E/ DAy EZ—%y FoT)ICEET 2EMMBLEITF D16 A DERBFADIEL WFIEERE TEMR I NS,
Board HFIR%E KD HEIL, 2022528288 £ CIliThi, NISTIZFEAMZERICEERIEZRMH L. A— NEEICET 21BFRIENISTO Y = 7H 4 +
w3 TROITBZENTE S, https://www.federalregister.gov/document
s/2022/01/13/2022-00419/establishment-
and-call-for-nominations-to-serve-on-the-
internet-of-things-advisory-board
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White House Hosts
Open-Source

Security Summit

FT7A4 bnT
ADF—=T
V—RXREFa
V74 H Iy
& T

BEFEH A Apache Logdj D5 %E =1 T, R 74 AT RIEY Iy b CTHEIlTIEESR L ERBUFEEBZEEL, -7V —X Y
Th T XA )T A ERNETHAAERICOVWTCELE ST,
LUEREIEAXRXY PRIOFBOFTISMGICH L, [ZORBEOEWIZEKFERAIN, AHEEICE > TRE, 28, BLAAER
F—=—TV—RYT7 bV TICEIIEELERERES S L] Lk,
HERRBIC . Akamai, Amazon, Apache Software Foundation, Apple, Cloudflare, Facebook/Meta, GitHub, Google, IBM,
Linux Open Source Foundation, Microsoft, Oracle, RedHat and VMWare. % 08, FFSEE T Z2RE T /L X —B5ETERM.
CISA. NCD. NIST, BI#EMBEER. EzRIFHE (NSF) 7% & DXEHETH 2,
SHORBOBELTA VT 7 ME. [EULEITZBEOFT, #—7 V-2 2=T 4 HERTB7DIC,
CEEITHMEDNH D, | LW EMANRETH %,
BIELREIE. COSFIF2021IF58ICRITINITAN—1EF 2 T4 ICETINNA T AFBORTHSICEY Y 7T
TEF2UTAICEREETERYEAZHEL TE /T, ZOGDTE. REBY 7NV TRRIAT7HAINT T 0T 4R
ZERAL, BHEOEBLF 1V T A HA XV R HmI-T REDADENBATICIRFTTTES Z EZRBE(TITTW B,
TEHDIEET, ERN L —DTODY 7 b7 2 T7FF, £7-13SBOMDERZHIE L7-e SBOM IRHEDY 7 b7 =7 aA¥
K=V FOTENLEYXMTHY ., BHEORAVWESIZRITAEEZZIT TCFHTHMNT 2 7R X ZEIRTE %,
Googleld. "NATI/KRFIF, EEZLRF TV —RTOAP 7 bPOFEZBU PEY ZICHT IV OO DIREEZHB LI LFE
L7co EF2UT A4 XVTFVR TRAIDODR=RTA VHENZ LT, 2B LCRNEZEICIE, -7V —XDX>TF
VRAELTHEET 2HTL WHEBIOERAEEN, BRIV TATEEELR /A b2~y FUrIdHEHE LT,
[LogdjDREs8E ICT T 2 RENCHE DO T, FT7A MNTRREEF, FEREERA VI IR I I F v AT L ETEITS
NTWBY 77 x2T70RHEELE, RIVRORELHEELEDETFTZREMITS,. LUEZCODREFNERIRETHSB] &
Geyer[KK (I T I0Z 7=,

I 2]

https://www.govinfosecurity.com/white-

house-hosts-open-source-security-
summit-big-tech-a-18304

https://www.commerce.gov/news/speeche

s/2022/01/remarks-us-commerce-

secretary-gina-m-raimondo-white-house-

open-source
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How do we keep
the supply chain

cyber-secure?

WHEN THE CHAIN
ITSELF IS THE WE
AKEST LINK
Cybersecurity in

the Supply Chain

Y774
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ER SRV,

FVYLTT, 74y vI BERY 77T BLOY—N—XXy T —IADZOMORET /X ZBL T, §
NRTOEENYAN—PEEOBENLRERICA > TWD, £/, Tz —VRNOBEEERMEDT-HIC, HBOY A N—tF 2V

TAZBZHETTEB IO TR L, YAN—LEEEL, 774V —PEVRINN— b F—Z2B LU TRKBEZZTE
TNAYFUITLTWS,

Y774 Fz—VICBITFBHANN—FEF2 )T«

BT I7AFz—VIZBIRTAN—tF2 VT 413, BORBLVEYTHD, MEZBEENHI DNZER > THT-HD [HEhE ]

NEWZ EIEBLAT, LAL, TN, IXRTOEBHIRIDOA V> TV MDA RETDETH > THOITBEZRITHELD
LEWVWSIERTIEARL, TNOWE, Y774 F 2= ICBTETVXILEFa VT4 DELICETIEZ3DDEENARRT Yy THETE
L7,

https://ecs-org.eu/newsroom/how-do-we-

keep-the-supply-chain-cyber-secure
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Policy paper
Government Cyber
Security Strategy:
2022 to 2030
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T4 HERK
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2030F £ T

HEBIFOY A MMIBEH SN 2022F 1 52030FE DY A N—+t F 1 U 7 1 BFTEHES

((SZEDRN=1:)

HIEEOLEY avid, DAY —EROREL SERTLREEBDERF T, FHRRBUFEEN Y A N—RBIIX L TRIED %
H, FEERE LTOEEZELL, RENTEEDH A2V AN—KEL L TOERERILT DI EEARIET DI ETH S,

a7 &7 D BUTHEEE IS BUTHEES, A BARKRAR Y, SEIEHANEBMIOERICL > TRt TV S, ZOEKTIK, 20 &
IBWIRTORNHEEFIDMEBAEBIN T3,

Y 3 v aERT 579010, BEIEFOMNAEEREEKRYT 5, BUSOEZLEREN2025F £ TICH A /N—E (X L TKRIBICHE
ftE ., REIFFI2ED T N TOBUFEREA2030F £ TICBEAOMmIEME L WEARICTEEZR DL SICT 52 & TH D,
B2 THAN—tF 2T 4 ) X7 OMEMIUD ORENLRRED L NIV EERT 2I1C1E, LELATAER XA H=ZX L,
BLONR— b F =Sy TEHITINELNDH Y, SEZEHRLRLOY A N—RAE, it BLIUOBEBICL > TRR 738
IC7 %, INOREBRZDIE, FELRBUFERFH, M EEMEBS K O0Z 0o ANEEOEHEANTOY /7O A /N~ F 1
VT 14 DZEBZTMELVPENTEDLLDICTHZETH D,

COEMDERKIE. BUFICIERZICELWVWEEZEXRT 5, BIRNT— X2 REL, BEORIZBLZELACERTES LS ICT
57217 L, BUSHERBIZERANO LY SERBENRE L-HEICEETES L ICBELBLOEBItaN S,

https://www.gov.uk/government/publicatio

ns/government-cyber-security-strategy-

2022-t0-2030/government-cyber-security-
strategy-2022-t0-2030-html

BEBEFOR— L= TREINTLS
BUIR—I QSR IBEXENH D,

https://www.gov.uk/government/publicati
ons/government-cyber-security-strategy-
2022-t0-2030
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2022/1/26|An 'ingredients list'|V 7 b7 = 7 1 BFOYAN—BLHEIHEEL TWDIRERTA T T7DIDH, BT AT LD F % /~9 Software Bill of Materials (SBOM) |https://www.washingtonpost.com/politics/
for software could |® [pH %] Thd, ZOWRILFD SEE LD, BUFBERECEZROBIABRMNA T IS AT LARMEICEN >TWSEY 7 b7 [2022/01/26/an-ingredients-list-software-
help prevent the  [lZ. X Dlogdj ICEOIEBICR/RANTICIY AT T, logdj DETESICEAA Y TH N TS, SBOMIE, logdjzBh<Z &lZTEAWLA, |could-help-prevent-next-log4i/
next %R < DITIR BHMEKZIEIDNICRLT BN TED EER LN D,
3tu CISAD LiREERI T, COMYMBAICED>TWET T - 7U—FvrKiE. [Logdjld. L LSHSBOMA HNIE, - B
BLYILLAREZIEAS EALIZR DD E TN, 2O7AY 7 ME, FiLbtvy FOBMATERICBICEZZ2MELNH S &
WoZezm, ANAICEBEIELZENTERL] Nz, BUSAB OSBOMZERETT 2D Tldh <, EELEZENSBOMZ A
LY <ARdLIICLTVWEDT,
EB K]
BEREFEDTFTCSBOMLDEBEHNHETE /A, £LBDOYIEFRV, BEHRHITEANRBFITOSBOMDFERZHBRNICIToTH
Y. KEEREESME (Food and Drug Administration) (&, EEFMTEZENH L WEROARZ Ko 58R(1C. SBOMAEK T
52 EEBRFLTVWD, LML, FEALDERTIE. ZOTATTIEZELBERICHY . UV —K—7=b I IRMNAERH,NT
NTRANICERZ R T HE D DEEIFTCTCULAL, CISAOBEZIZ, EXRNICIEISBOMOKAZ TEH/ZIFHEICL T, =R
DHEEEZRDZEIHD, TDHAWIE, SBOMAPERANF/IFERBMTCRILCLIICRA DL ITEET r—< v bZRAKL.
VI TH T IAV—PBEREERNDRZBBNICHE CER LAY —ILZRETLHZLICHY ., BREZR/NIRE LT,
TEDRIFEIXITEATESLLSICTHZELETH D,
BB, SBOMUANDEYAAE LT, UTFARETINTWD,
EBURAERT BV 7 bz T OKEHRIL EEK
VTR ITONTHRF v T HEEMEY —ILOREE
RIS ARE LRI, BITEENALY RVWHRATZE S L9 ICKIET %,
2022/1/27|Cyber Threat BEEEED 1 HHAN=ZREETY > (CTM) EFENZHOCTIOREICESRZLTTWS, CTICRBEOHEICFERTES8EMDH 5 |https://www.concordia-h2020.eu/blog- Horizon7’A ¥ =~ FCONCORDIA® 7 O &'
Modelling for T=HDH A T—RFA TV bD1DE LTEADRE (IoC) HERINDE Z ENDH D, post/cyber-threat-modelling-for-telco/ ICERFHINTWB, MITER ATT &CKDFA
Telco N—ZBHET loCld, T xzT7Nya, WEEDIPTRFLR, BEODHDHURLEE, BBELZEBRD Y 72 F v THD, loCIEBIE, EF MRrEnns,
>y IO DEEBERIN CTIZ 7y b7 —LZ2ERLT. EEOKREBEANY FORELBTF -V 2R 5ILHTE D,
2F Y, CTHE., BB ITHOET L EEBFOEEmD H/N—L T35, MITRE ATT&CKI
BTN D ETMLICER B ILFERINTWE 7L —LT7 =2 LT, v M)y REFERALTEN 3) 2RTL. BiE%E https://attack.mitre.org/
BT B0 ERS N —E0fE (1T) #ZRT 2MITRE ATT&CK (BUd#if, ik, BLO—MNBAH) 75 5,
MITREATT&RQCKIE, TV EZ =T FAXTNARRLENAILTNARBEDIFIERT 7/ O = RAA VICEBINTEY,
ZDO R AAYROBANOBITADERICHIET D7 MY v 7 AMPERSNLTWD,
IVR—TTARXRAAVEENALTNAZRAALVITIFATTRCKT MY v 7 XD H 2 A, TLALFY b7 =TT W,
TelcoR XA > DiFE, ATTRCK< b v 7 RFERIIDEEZTWD,
2022/1/28|The loTAC loTAC v 7 + 1 HeF 2V T4 BEBOBRNON T 7— POEZEEZFTIMT 27200 L WA WXL ZRE L, FiIC. () 77— B https://iotac.eu/the-iotac-software- EUNEEIRMT 2H20200#F%H L O
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