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1.1.2 EICER

We conducted questionnaires and interviews with companies in various industries regarding their
efforts to utilize software, including open-source software  (OSS)  securely. The results showed
that 87% of companies in all sectors use OSS  (no commercial support, free of charge) , and only
one company does not use OSS or other third-party software, which indicates the significance of
establishing a certification system for software security from the supply chain perspective. Any
company conducts some form of verification for in-house developed software, with a high
percentage of static analysis and code review. They conduct less security verification for OSS and
other third-party software alone, and the type of verification conducted are penetration testing and
dynamic analysis, which do not require source code. Regarding the status of organizational
management, there were no specific internal criteria for OSS/third-party software adoption, and in
many cases, the development staff or internal procurers decided which should be adopted. It was
confirmed that decisions were made based on usage, vulnerability response status, license
conditions, and other factors through reviews within the development team. As for requests for
certification systems, it was found that a scheme was desired in which conformity assessment is
conducted by the company or contractor and certified by a third-party certification organization.
They also desired that the cost of certification should be low and that certification should be

recommended by the government or industry associations.

To derive a methodology for technical verification activities for secure use of software including
0SS, we investigated software incidents including those caused by OSS. Furthermore, based on the
references, we organized the verification methods for possibly detecting the cause of the
vulnerability in advance and the methods for detecting components with a vulnerability after the
vulnerability is disclosed to the public. As a result, the methods for detecting a vulnerability, if
possible, before the vulnerability is disclosed included source code analysis, vulnerability
assessment, and fuzzing. After the vulnerability is disclosed, matching vulnerable software

information with the product's SBOM was found to be effective.



As another approach to deriving a methodology of technical verification activities, we surveyed
current security guidelines published in Japan and overseas, extracted security practices related to
technical verification recommended in the guidelines as well as security practices related to
organizational management control items, and organized them in tables, summarizing similar
practices. We extracted all practices from the four European and US guidelines related to software
development and the [oT supply chain, as well as practices related to supply chain security from two
guidelines that are comprehensive security frameworks. Security practices related to technical
verification were divided into those related to functions such as software updates and executable
code tamper detection, those related to secure development such as threat analysis and secure
coding, and those related to testing such as static analysis and dynamic analysis. The security
practices related to organizational management items included those related to organization and
structure such as defining product security requirements and managing the configuration of
developed software, those related to the supply chain such as adopting security-conscious suppliers
and managing the configuration of third-party software, and those related to ongoing vulnerability

management.

Next, we surveyed tools to verify the security of OSS and third-party software components. We
surveyed three commercial tools that are in service in Japan and found that all of the tools surveyed
could display/create SBOMs and assess vulnerabilities as required by software incident case findings

and security guideline practices.

From the security practices organized in the aforementioned security guideline survey, we extracted
and summarized those related to software as technical items for verification. Examples of the
practices of each verification are also listed. The technical verification items summarized here cover
the entire software lifecycle, from threat analysis and consideration of countermeasures in the upper
process of the development phase, through tamper detection of executable code in implementation,

the introduction of strong cryptography, and secure coding, and software updates during operation.

As prerequisite information for proposing a certification system, we investigated the accreditation
criteria of international standards for certification bodies and verification bodies. Requirements for
certification bodies are specified in ISO/IEC 17065 : 2012, and requirements for verification bodies
are specified in ISO/IEC 17025 : 2017, both of which define requirements such as assurance of
impartiality, and organizational management, and resources. Further discussion was made by
comparing the results of this survey with the results of interviews conducted with companies. As a

result, we considered that the requirements for certification bodies to maintain advanced



management systems should be eased so that the cost of certification can be lowered. For
verification bodies, the requirements for assurance of impartiality should be eased to allow in-house

verification  (self-conformity assessment) , for example.

We also surveyed certification systems in service in Japan. We selected three systems from
certification systems based on international standards and a certification system based on original
standards, and we summarized the results of the survey in terms of the target of certification,
characteristics of the certification systems, and certification schemes. Furthermore, we compared the
certification systems to the requests made in the interviews. The interviewees desired a system that
would allow them to reduce the cost and burden of certification as much as possible, allowing them
to implement verification by themselves or by entrusting it to a third-party organization with a
moderate level of hurdles. The certification systems based on international standards, however, did
not match the desire because of their strictness. On the other hand, interviewees also desired a
system that is easy to explain to customers and consumers even if the cost of certification is added to
the product, such as a system recommended by the government or an industry organization, which
the certification systems are based on international standards matched because certification is

mandated for government procurement or required by law.

Finally, we propose two types of certification schemes as feasible and effective certification systems
and processes/rules for verification bodies, based on the results of each survey and the requests from
the interview results. One is a system in which accredited verification bodies conduct verification,
and the other is a system that allows in-house verification. In the former, the accreditation body
accredits verification bodies that comply with ISO standards, and only accredited verification bodies
can perform verification. In the latter system, the certification body establishes a qualification
system for certification, and any organization that has personnel with the necessary qualifications
can conduct both in-house and third-party verification, making this system more responsive to the
desire. In addition, we recommend a certification system that meets the requirements for a
straightforward and uncomplicated certification process flow, consideration for the handling of
confidential information when applying for certification, and a reasonable certification fee by the

unit price of the product or service.
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IZHEHLL ©5, CCRRAEA MR E LI K VMRS AER L TV D, BEFRE LT, &K
3-2 |2 JISEC (23} 2 eHliB R D &GR 7 1 & A DB 27”7,
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FTAMG & APV RRAERE RS & ORI (AR | ORI B
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EANVENVE S E Sy NN ENW AT 1
v77 A,
ioXt Certification i0Xt Alliance M F k% ioXt Alliance (T £ » THAFE, EfaIhTW\5

loT i ZxtB t+58Xa VT RIATn s
Z 5, PSA Certified F8:E % B 472 5 ioXt
BEEO—H 2w L TWD &Ry, i

22 Payment Card Industry O, EFEZ LYy b — RT7 70 FRICL » TR SN - Hiks : PCI
SSC (Payment Card Industry Security Standards Counci) 23R E L T\ 5% = U T 1 BIEEED KT,

142



7o AEOHEES Y.,
PSA Certified PSA Certified ## B 4% Fv S TRAA, VATAY T Ny =T &
WG LTHEXF VT ABIET BT T A

BRAEHIEIZOWTIHE Lo RO EAL E Lo b0 —HIZ L, &3-8I1T7-7,
EHIEOFIE ZED T FEH . 10Xt Certification (X7 7 A 7 2 A X LN IZDBHFEMIE IR
SNTEY, K’ SN TV DIFROFM TR 21T > 72, £72. PSACertified 137 v 7124
fifi L7z Rootof Trust ZARIL &+ 5 F 2 U T ¢ HTADWFETH D . AFEDZE 2-10 D FNC-24
(N=RTU =27 VNV OFRREA N = A L% RS L) IR THB IS A TH
DN N—Ry 2T %X 2 )T 0 ORI E T2 FRIIARETIIREIRGHN L R 5720, &
B E LT 3-6 ITid Lz,

143



K 3-6 HEAHRL LIBRERIEE L ©

PCI Secure Software
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PCI Secure Software ioXt Certification

Program
REKER | NITE 3Bt 4 — JAB (A#MEEAN AA | PCISSC ioXt Alliance
(IAjapan) HEMERE )
MREEREBE | NITE RBaE® o #—2353 | CSSC-CL (CSSC#BRET AR | PCISSC 3B &E LIcHF¥E | MRBETRT A b WEHCT Ak
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23 https : //www.ipa.go.jp/security/jisec/eval-list.html

24 http : //www.cssc-cl.org/jp/aboutus/index.html

25 https : //listings.pcisecuritystandards.org/assessors_and_solutions/software_security_framework_assessors
26 https : //ja.ioxtalliance.org/authorized-labs

145



PCI Secure Software ioXt Certification
Program
e - EALLI : 539,000 [ - EEEL 350 - HEEEE (Web ¥4 NGk | JEABR
2 A K| - EAL2 : 704,000 [ - FSA+SDSA #4508} 1 500 | iAZ) : 3,000 USD
- EAL3 : 825,000 1 il Rl (i1 A A v
- EAL4 : 1,045,000 4 - CRT 548} : 300 7 Bk LT, V7 b
+ EALS : 1,133,000 - FRFEE 110 7 VTR TRRD,
MAE, FHIEHSREE | - FAEMERM 255
HERFIT R LTl i, B - EREEHIRITHM (35
i, EAL IZ X o CHEAZ - ISCI ® Web 4 ~~®
5o LRISEE 2
2B 825 Ti/FEE 1375
Vsl
KBRS o R AER Y
A/ O I N e
FAXER | BT EER - BTt BT uE A XNBRTE A D HEE
- ET A b - ET A b - ET A b - ET A b
FBFED | EALI~EAL7 © 7 B | L-UL 1~3 D 3 Bt | BEERL (B D5H) PEEZR L (B D7)
BeRE X2 VT4 L X274 L Ub
(b MEEZ LV IR RSETOSEOEX 27 4 L
JL)

L, Tu T A ML o TERENSD LULRRE -
TEY ., BICIZZED L~UL L[R5 S D UNIAE 2 5 Bk 27
72T MERND D,

146




FRREH G

BEARERE (BB =

5 = ARRE (55 = M)

PCI Secure Software

Program

B = AAWRAE (55 =8 ME)

ioXt Certification

BoARRE (BB —AMGE) | B ARREE (A LAk

ik AE)

7 A I/ | CEM (Common Criteria - EDSA JBFEIL N 32 | - PCISSS #lk& (PCISecure | - 7R 7 7 A VT LIZT A M —ABRBEIN TN D,
M for Information Technology | M EHK THEKL S 4L, £ME | Software Standard) 12, %

J71E0 | Security Evaluation) & L | AUL-VRBINCEHIEE 2 E | 07 A N EAENEE S

BlE THBOFMMFENER  KShTWD, nTnag,

1) Y7 by =7 B%¥EE

¥ = U7 4 7Hii (SDSA) :
130~169 H H

2) WElex=U7 17
(FSA) : 19 ZHH~82 IHH
3) BWEr Ak AR
(CRT) : 69 HHH (LoD

~JLH—E)

147




FRIEH
(TR
SCERE

.EFI?EE% - ?JDEE%%EQ .EF]%EE% — ﬁpﬁ%ﬂhﬂﬁ%

) WRIALHFHEE (TOE) B
B) EAMAEIIATES | A) EIEHGEE
5 B) A& HEERGILL I
O BRE HW—
D) FHlA AR Y

AR, B2 a—

E) TOE DRI

DE R
F) ST
G) A7 5 PP PP i
BOYE

H) - SPAGF 3 52t 7
D B 02 A K OVl
MEF =y 7 YA (B
AEREBE . FHAE )
) RERFROE (F
iaE ML BARE )
K) FRREH O HFE RIS
R A 2Ny

WS — MEEKES
A) A SR A

KNBATE A D HEE
WHEEE — SRR
BTG
B) 7 A MERVA—b
WHEEH — WEEREE (LIS U C R AL E
A)  HFEEERENE BHETe)
(Attestation of Validation)

B) FEIEHA K

WS — R
A) [FAEZE (Vendor

|

Release Agreement) A)

WS — MEEKES

(Implementation A)  BAZESEEILE B
Guidance)
C) BAFEIEILE R} WRRGERER — FRAEE
7L

WG — FRAEMERS
A) MFELA— K (Reports

on Validation)

- [AlZE

HIEH A RGBT e L

148



PCI Secure Software ioXt Certification
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