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In this study, we first surveyed five guidelines and standards on security measures targeting organizational
management and development processes related to security of supply chain and software including open source
software (OSS), as a survey of software and OSS management practices. For software and OSS management
practices, we integrated and consolidated security practices extracted from each guideline and standard, and
organized them as a checklist of security measures. Targets of this checklist are classified into “user companies”
and “product providers and upstream companies” to cover entities in a supply chain. The required control measures
are classified into two levels: “mandatory” and “advanced.” In addition, we added some items to the checklist and
we adjusted levels based on the current status of domestic companies, in consideration of the results of interviews
with companies that provide IoT products conducted as part of the "Survey on the Technical Verification of OSS for

Cyber Physical Security in the IoT Society."

Furthermore, we investigated 11 documents related to Software Bill of Materials (SBOM) for the latest trends in its
standardized formats and usage, as a specific measure for software component management. The National
Telecommunications and Information Administration (NTIA) has published several documents and information on
the SBOM, which defines the minimum elements required in response to Executive Order 14028. As a case study

of the use of SBOM in Japan, the report introduces the use of SBOM by Toyota Motor Corporation.

Next, we surveyed how CSIRTs and PSIRTs work together and how they manage quality information regarding
software and OSS. First, we surveyed four CSIRT and PSIRT guidelines published in Japan, and organized the
systems and activities required for each, listing stakeholders with whom CSIRTs and PSIRTs should cooperate and

relate, and the activities (services to provide) that should be implemented.

Then, we conducted a questionnaire and interview survey with domestic [oT product-providing companies on the
status of CSIRT and PSIRT systems, activities, and collaboration. As a result, we have found that CSIRTs have
fairly mature systems and activities, but on the other hand, there are many issues regarding PSIRT activities and

cooperation with its CSIRT and across companies.

As a result, the following issues were identified in PSIRT activities.
Stakeholder ecosystem management: Issues in evaluation of PSIRT activities, regular reporting, and
information sharing
Vulnerability detection: Issues in management of software component inventory in a company-wide unified
format, introduction of SBOM, and implementation of security testing
Vulnerability triage and analysis: Issues related to the environment and methods of vulnerability
reproduction testing and the establishment of triage methods
Vulnerability mitigation and remediation: Issues related to the management of vulnerability data that can be
used after incidents

Vulnerability disclosure: Issues related to the systematic handling of product vulnerability disclosures

7



Training and education: Issues related to educating PSIRT-related departments on the purpose and their roles,

and technical education such as vulnerability analysis and tracking

The following issues also were identified as CSIRT/PSIRT collaboration and others.
Issues in the PSIRT utilizing incident information shared by the CSIRT
Issues in securing human resources for CSIRT and PSIRT operation
Issues related to the cost of implementing, maintaining, and operating the CSIRT's incident monitoring
system
Issues related to countermeasures and replacement of software components included in products in response

to discovered vulnerabilities

Finally, based on the results of the preceding survey, we have organized the baseline scheme and the baseline
requirements as recommendations on how CSIRTs and PSIRTs in domestic companies should act. The following is

a summary of the baseline requirements.

Baseline requirements for how the PSIRT should collaborate with its CSIRT and external entities:
Information sharing within a company: Sharing of incident information from the CSIRT to the PSIRT, and
information sharing by the PSIRT to relevant internal stakeholders
Reporting and sharing of product-related information from upstream companies to product providers:
Information sharing of vulnerabilities and attack methods related to provided software from upstream
companies to product providers, and concluding information sharing agreements
Reporting and sharing of product-related information from product providers to downstream companies:
Sharing of information on vulnerabilities that may affect products from product providers to downstream
companies, and reporting of future response plans
Vulnerability reporting to external organizations: Defining external vulnerability reporting policy, and

thorough reporting to external coordination bodies

Baseline requirements for OSS management and PSIRT activities:
Development and documentation of response policies and processes: Definition of policies and systems, and
documentation of roles and responsibilities of relevant departments
Triage of vulnerability impact analysis: Analysis of vulnerability information by development and quality
assurance departments, triage implementation, information management, and final decision making by
management or responsible parties
Software component inventory management: Management of software component inventory based on
international standards, and planning and promotion of operational plans based on automation and supply

chain coordination



* Vulnerability mitigation and remediation: Clarification of responsibilities and scope of actions regarding
provision of updates and maintenance support between product providers, upstream companies, and
downstream companies, and including in contract clauses

* Vulnerability information, record management of countermeasures: Data management of reported and

discovered vulnerability information, and establishment of a system to utilize the information after incidents.

For issues that are assumed to be difficult for individual companies to address, we believe that support by the
government and public administration is necessary. We have organized the contents of our recommendations. A
summary is given below.

* Publication of guidelines for PSIRT activities and formulation of training and education programs

*  Development of component analysis tools and their open-sourcing
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PAERGE Lic e X2 VT A RICEHT2EHA RT7A4 (FE D) D, BT T74F=2—0R 0SS &
GV 7 b =T OFBEGER Ot X 2V T A RICEEST D 7T 7T o A L, LR TIE, A
ARTA L ZTEITHBMENTND T T I T 4 Z%5|H - N T 2, EDILINDDTT 7T 4 A%EN
LF v 7 URARDEICE L DL DA 1-2-4 HITHHE L TW5,

1) REEEE : YANR— T4 VAN - X2 T 4RI L —2LT—2 (CPSF)
[CPS.BE]| b ¢ RBREE

BA D I v v, BAE, FIEBMRE ., IREIZ B L, BEIEM AT 2175, Z oI —t&
X2 UT 4 EO®E, HE VAZEREOBERRERGETIZOICHEA SRS,

[CPS.BE-1] 77 A4 F = — 2B\ T, BRSO HEI255E LIEET 5,

5 Payment Card Industry O, EFE7 L2y N— K77 FEHIZ Lo TR S %% - PCISSC (Payment Card
Industry Security Standards Counci) 23K & L T\ 5% = U 7 ¢ HIETEOIRH,
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[CPS.BE-2] H 502 UOED Lz BMROBEILFE, BEEFLEA L2V T 4R o— -
RRFEHEZ AL L. BHSROBBNCRERT2E (774 Y, BE2F T a M Xl a2ETy) (ot
ﬁj‘éo

[CPS.RM]| V R 7 ‘S HLERIK

B OBENAN, HlF, UV A7 FFRE, BELED, HHA Y A7 OHWNFIHT 5,

[CPS.RM-2] U R7 TEARAY MERKOY T T A F =— 28T 5 BMMROKEE) D BRI
DU ATHRERRET D,

[CPS.SC] +FFAFz—r VRTEH
B2 EOBENAN, HIK, VAZHFRMELOEEN, V774 Fx—r ) A7 EHICBHET 5 Y 27
DPREHE BT HT-OICHNL S, FIFAEND, £ER LT V794 F2—0 DV A7 2FE, #F
i, %+ 57 a2 EML L, EiT D,
[CPS.SC-1] HBIBRDTA 7V A I NEBEBE LT T ITA F == R D X2V T 4 OXRENHES
E, BEEHIFAZPML L2 2T, ZORNRICHOVWTIEIEEHET 5.
[CPS.SC-2] Bk DFHA MR T DI U2 | ZEHEEDOSE IV THEERKE 2 7ok b
NERFE L, BT E L, R 5,
[CPS.SC-3] ST DM & DEKIZITOHE, BREA RN A7 w3 A FOFREREZZBE L, B
X a7 0 IZBT D ERFEICK L CRRT DM EX 2V T~ XA FREAE LTS
L EHRT D,
[CPS.SC-4] ST DM, & DEKIZITOHE, BRE RN A7 w3 A L FOFREREZZBE L, B
X a7 BT D ERFIEIC R U CRIfRT DR ORI T 2 S - P—EARWEE L TWDH D
L BT D,
[CPS.SC-5] Hu5|%c7s & DRRT 2 Ak O ZEE DN, BALMEN O EFET 2 EBICHDL L Z KT 51
a7 LOBRFHAZREL, HEHT S,
[CPS.SC-6] Hu5|%c7e & DRRT 2k, M EOFB LRI L TNWD I L2 RT L7200, B
. FAMER., FMMoRROEMAEE R L CEMICEET 5,
[CPS.SC-7] Hu5|%7e & ORMRT MR KT DA, 7 A FOFEHR, FHOFHITKI 5 R & 235
RENTEHAICERTRE T =V 2RKEL, AT 5,
[CPS.SC-9] Hfifk7s, PRI AL OMEAN & OB EOFEBE R L TWDEZ & ZFFHT 5720
DIEHR (FT—%) ZIWE, ZRIHAE L, LEIZE U GEY2RHH TR TE L9127 5,
[CPS.SC-10] 5|57 & DBIRT 2 Atk & OB T T 58 (B« R Ow 7, YA — o
BT) ICEmT R —Y v 2REL, EHT 5,
[CPS.SC-11] V7' TAF == R DEF 2V 7 4 IREER OGRS 2 7 0o — 2% 72 & & ik
WZET 5,
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2) NIST : Special Publication 800-218 (SSDF)

[PO.1] Y7 MU= THRIIBIT X2V T B2 EET D

V7 MU =T RRBICBIT LX) T 0 BEHEEICSND X I LTEL, ik, SDLC &k%iE L
TeXa VT BEEEZEBICIANONDLICTHEOTHD, £io, BEFERITFEIEL AT
D7D, FHOBERGEEZER/NRICIAONL LT 5720 THH D, T, Y —2 (figko
RYv—, EVRAAME, URVEHERRK: L) L AT Y — 2 GEH SR DEECBIZR L) oo
NG END,

[PO.1.1] V7 bU = THRREREE, 7o v AT 2 EX2 V7 18 E%2 F¥a 2 MEL, Thba
MEFFT 2,

[PO.1.2] V7 by =T8O EX 2V 7 0 BfhE ¥ o 22 MEL, ZREHMERFT 5.

[PO.13] H— R =T 4 IZb X2 VT 4 RUSEER, VY7 Ny =T L ZOEGFRROMHFTT — 4% %
95 L 5 I2ERT 5,

[PO.2] ZFIRVEMLZEV Y TTETTS
SDLC |ZB 53 2 ik OO E M, SDLC 2K T SDLC B D& E| & FT- 2 R7- T HHN TE T
L2 LaERTD
[PO.2.1] BT UTH LWERBEIZER L2 0 | BEfFOEFNCEET AN Z 720 LT, SDLC ®F T
AT D, EESNTEE L BEA2 TSI R L, ﬁﬁb MBS U THEHT D,
[PO.2.2] & = 7 2BRICHRT 2 BL 2RO T X CTOMYFITHENE U b L —=2 7 2 Ekd
Do EBHNEHIE, ROEEN S UL —=0 0 %2 Ea—L, BESEUTRL—=0 752 H
5.
[PO.2.3] & = 77232 EEidoAXo=a I v N A &Y fHF, BB 0&E & HT
ZEOTRTOANCEDII v AV M ERZ D,

[PO.3] ¥ R— FNHAY —NFxz—r 2 EHETS

BEMLAER LT, AROF1ZE L, SDLC &2l L CTeXa VT 4 7777 4 ADORE, HEl
PE. BEME, BROWMREMEA N LS8 L & bIT, ZNHDT T 7T 4 ADMMAECEF L, EiET 5
HEaRRET 5, Y= TFz—r Y —E MK Tho7e ., eV MEAOLLTH -
720, MO SESERLVVLVTHEHAESND, BV KRS T T A 72 8 SDLC OFFE DRI /LT 5
LOTHLZ bbb,

[PO3.1] V=N F ==L IlEDLREY— /L, BLXOENLDHADLE ST ERET b,

[PO.3.2] V— KDY — LT =—rmEXa T 0 BHANHES TET 5,

[PO33] V—ANZETF U AZ2ART DL HICRET D,

[PO4] Y7 b xT X2 VT 4 F 2y 7 DDOEELERLFEHTS

BAFHICY 7 N =27 DX a2 7 4 2ERTHAIOOEELER L, HHTLHZLI2XY, SDLC »»
HAEBLHEND Y 7 MU = 7 SO IIFHIEG LTS Z & 2R T 5

[PO4.1] EX=2 VT 4 F=v 7 OHEEELERT D,

14



[PO.4.2] HUEA VR — FT2DICHBERIEREZIET L LI et R, AH=XLwFET S,

[POS] Y7 N =THRDODEX =7 REREY EE URESFT S

V7 RN =T HBEHAOBREOTNTOa U R—% 2 b2, NERE X OSMBO BB B R# S .
BRI ZCHBH/MRSTHRO Y 7 N =T IxT 5 X 2 VT 4 REEBS LTS, Y7 by eT
PR DBRBIOF & LTIk, B, BV R, T2 b, BEXUOEUME Vo 2BREN S 5,

[POSA] V7 b =T BHZFICBMR T D BREL & /0B L TIReET 5,

[PO.5.2] VAR N—RAT T u—FZ2MNT, BRBEES X7 ZFATTHODRBET FARA b
[ELREEE (e AN

[PS.1] TRTOBRKDa— FERET 7 ERABLOH I AN LHA#ET D

V7 T OEKLIEEX 2 YT ¢ Rk A B E 3T S RO B 5, REER L OEKY
A= NI T DREREREZBIETE L L9189 5, —RICT 7 B RAWEEZR 2 — FTIERWIEEIE,
ZHUCESTY 7 My =T ORMELE, WEHENY 7 v =7 OIfifattz Rod20%2 L 0L <
DN D B D L TE D AREM N D 5,

[PS.1.1] =— FZLRETLH720, FFr SN EE R EORITHERNROT 7 A2 55,

[PS2] VYU —R LY T hU =T OBEEGHERIET 5 A =X L5475

V7 M 2T OEEEN, BIGELEZY 7 b =T HRESLTHY, XSASN TRV L 2GR TE S
X227 %,

[PS.2.1] V7 b U =7 OEAFENZEENT = v 7 IEREFHTE S L9127 %,

[PS3] VI—R LY T N =T E2ENTENT —HA4 7 LIRET S

JU—=AL7Y 7 b7 %2FRL, VY —RKBICY 7 by =7 TERESN-MIIEZ KE, 0.
bR %,

[PS3.1] Y7 b =T VU —RZT LT, 77 ANREEMRGEER R E 2 LRIT — A 75,
[PS3.2] V7 b =T VU —RZTLD, TRTOaLR—FR MKGFBEFRO T — & ZIUE,
i, HI 5, (i : SBOM)

[PW.A] BX =2 VT s BHEERHZTIORCY 7 MU =TERFH L, X2V T 4 VR 5EWT 5
V7 =T DX )T BEAREL, FHMET 5, EARICY 7 MY =T REET D ARREOH D
X2V T4 VAT L ENOLDOY AT EZBRWTHI-OIZY 7 N 27 ORFRT —F 7 7 F ¥ 3 EH
HHREDEUWT D, £, VAT R—ADHIINCE > T X2 VT ¢ BEEEME I3 MEET 5 4
BN DL — A OWTIEMEEIT I, Y7 MU = TRGHFOEX 2 U T ¢ B L U A7 ~DxtAL
(BX2UT 4 - A ~THFALL) X, V7727 OX2 T 0 2m EIE58THY ., IO
hmbEIEDHDIZHEND,
[PW.L1] Y7 b =T DY RAZFHIDOT=D, BERETNAVRLKBEET IV, TH Y I =Tz Ay
TIREDY AT ETNER,



[PW.12] V7 hU =7 OeFa VT  BELY X7 &G EORE L XFE T D,

[PW.2] Y7 Rz T7#E#HZLE2—LT, X2 )7 1 BHEBLOY RZ7BRICHISELTWAZ L%
BT 5
WIIZY 7 v =2TReXa )7 ¢ BfEERHZ L, SDICRESNTY A7 ERICEENICHHLTE 5 &
O XY D,
[PW.2.1] ZFHIB D> T W EERE, b LY — LV TFo—ClAAENT-HE L n & R
V7 MU T R ELE2—LTHLW, TRTOEX2 U7 ¢ BEERZL, FFESNTZY A7
HWIZHEUNIR LS D L HI2T 5,

[PWA] BEFOEE 72 Y 7 U = 7 B3FIAFREREATE. FUHEELZIED 2o Tidkel. £hzFF
il
X2 U T IRV ERBANREEICTF =y 7 ERTWEY 7 =T Y 2a— LoV — 2 2 HHHT
LZ2ET, V7 MU TRREOaANEBHEL, Y7 by THEEREL, YT v =T Il
U T ¢ Wegsik &2 SEEKIZEM LT LE 9 AlRsEZ IS 3, iUk, B ey a—Ao7 e hanizlo
TX 2T A EEEZEET DY T R 2T ICE > THCEETH D,
[PW.4.1] P, OSS, — K X—FT 4T Xy XN+ 31X 7Y 7 b7 aryi—x3xr b
wANFT 5,
[PWA42] H— K X—=F DYV 7 hy =7 aR—32 FTERSTERWNRRNET Y 7 Ny =7
BRZE D =— Rt 572010, SDLC 7k AU L >ot X2 7R Y 7 by =7 I R—FR
2 NET %,
[PW.44] BfFL7=pH, A—7 v V=2, BLOZOMTRTOYV—RKX—~FT 4V T hy=T ay
=R D MR ERT DERICHERLL TV D Z & 2R T D,

[PW.S] X 2T a—F 40 T TFF7 7 4 A TY —Ra— REERT S

AR CER LMt 0 B REISET DS Y — A 3 — ROERFISIED Z 0D % /MR
ZHZET, V7 MU =TIHETHEX 2V T 1 Otk zR e L, 2 X MEEET 5,
[PW.5.1] BRI EESCREIDIS Ut X a7 a—T 0 V72 FE T 5,

[PW.6] EITAIREREX 2 VT 4 2MESEDZZODIL AN, A EZFVE BEIOELVEK Tk
A EWET B

T A NEFERT DANESEEZ PR L T 2 & T, Y7 =T 08X VT 4 OigstEoBE2 o
L., 2 A NEHIET 2,

[PW.6.1] FEAT7 7 ANDEF 2V T 4 M LS IEELFFoT- a1 T EZHW S,

[PW.6.2] T2 a3 TOMEE, BLO, FOLITRETINERE L, KB IR E &L
M %,
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[PW.7] EFERRFEL., EX 2 U T A BHICERL CNWDZ L2 F oy 7357, ABHFETES
a— REHERETII0IT 5
Mgtz /e L, BHIN WL Y 7 o =72 Y V—AFT5RIUEIET 5, BEb SN hiEaE
AT 5L, BEttomBicnERs e ) Y —2ARERE N5, AMBAFAEY ATEEl = — Ricid,
V—Ra— R, A7 V7N BLXOMHBRAHECTH D L L2 ofio =2 — MEARE Eh b,
[PW.7.1] FHEROWRFE 0 IZHEV, 2— R b a— (ADNEEa— 2R LE-EZ o0 5), H5H0
Xz — Rt (Y —nnda— &t LIEEZ RO 5, ERICEEkEN S, b LUIAFES
THELDHD) OELLEMEI DERET D,
[PW.72] 2— RL B a—a— RolEET L, AT —L20 T —27 7o —F I3 REEBN > X7 A
IZBWT, BRINETXTOMELHRINGEELLEL N T =TT 5,

[PW.8] MEFMERRFEL., X2 U T A BHIICHERL CNWDZ L 2HRT 51D, EfTa—K&ET X b
T5
MaggtezReE L, BHIARWE S Y 7 by =7 %) V—AFT5RICEIET S, BE b hiEE
M2 &, MEsttoRficntiies i ) Yy —ARERE ., h—3e U7 ¢ EEBEMEL M ET S,
FATARE 2 — RITIE, ATV, BEEFITSND NS ha—RE Y —2a— 8, BIOMBNETARE
Thd LW LizzDftho a2 — FEANREG b,
[PW.8.1] ZZFETOLEa—, S, £7ET A N THNR=ZN TV WEFED 7 7 A& RE LT
PERT D72 DICFETa— FOT A N2 FT OMERHL0E D0, ET D581 EDZ A 7 %4k
T B0 ERET 5,
[PW.82] 7 2 h&aiitL, T A M&IFATL, MREFE T D, ZhiZiZ, ARF—LDV—2 7
2 — 7 IREEN S AT AT R TORMBE R IN OB EL G LL NV T —U 95255
ir,

[PWI] BEETEX 2V T A REINTERELZFO2LIRZY 7 VU =T 2T 5
AVAI=NVREOY T by =T D0eF 2T 42kl ¥l T 0 BMRESNDEREDES 2D
Lo RMfE X2 VT A RETY 7 F U= T RE SN D AR KL T 5,

[PW.9.1] T 7 4V FRENEF 2T THY, EX 2V T4 HEEEZTOLZENRNEY, FEFa
TAREZREL, EXaTRN—RATFA VEERT Do

[PW.9.2] 7 7 4 /V MRE (F72IELTHHAIET 74V MNRED I N—T) HFEEL, Y7 U=
TEEE TSR E & XE(T D,

[RV.1] REGEHIICHESIMEEREE L., HERT S

fagsttz L0 IR E L, U AZ I U TRV RHEIEETE L9512, WBFOKSZHS T,
[RV.1.1] EA#E., =0 Fa—H, BIXOARY—2nb, Y7 b7 BLORY 7 by o7 MY
LD — RX—=F ¢ 2R —3 2 N OBTEN s EIC BT 2 REINEL, TXTOEETEL L
N— AT D,
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[RV.1.2] V7 b =7 Oa— RafEad, o, B3ROV ELITT A M LT, LENImb s hieno i
BT DIFAE 2 R E £ 7213 MER T 5,

[RV.1.3] MEg5MEDBAR EEEIZHLT 2R —Z2HEL, ORI —%H R — F T H7-HIC0E
PEE] EE, BXOT R RAEFET D,

[RV.2] MESFMEDFHE L. EENBALA T 24TV, BETD

U A7 120G CCHESaME B 1E L, WBRE O 2D S8 5,

[RV.2.1] #MegatEz o8t LT, BIEZEHHT 2720 O+ R MmEIET 5,
[RV.2.2] #MasgtE DIEEFE 2 FErk L CTHET 5,

[RV.3] M55t % 4047 L CTRARRZ 8 ET 5

FF Sk D EHSE O BEE 2 85 9,
[RV.3.1] FE SN _XTOMaggrEz 08 LT, Mgt ORARRR 2/ E 7 5,
[RV.3.2] EHIMICHTz > TRAWZRIRRZ 00 LT, Flzida—F 10 » 7 A— L R5F BTN
EORY — R ET D,
[RV.3.3] [AIEEDOMEIINEIC OV CHIEBI L, FRNEIET D,
[RV.3.4] SDLC Yt A ZfER L, LEIOSUTHEHRLT, Y7 hv=TO7 v 77— MELITHHA
Y7 MU =T ICBIT ORAKREROBRZR LT D,

3) NIST : Recommended Criteria for Cybersecurity Labeling of Consumer Software

[2.2.2.2] BERRE L EHBEDOEELERT D

ffasa e DI L B E B INRICIZ 57202 Y 7 N = T THEH SO NA N T T 7T 4 AL

<db, ZhoD% <%, NISTSSDF IZHY ALbTnd, 22T, #RESNLE/NROT T 7T 4

AL B AT IIRITHEN T B

> V7 70X T o8 VA7 2 LUTRENIBW TR SNTIRE 2B S L OWER?
3% (SSDF PW.1.2 &),

> ARIDPHEETE D a— o, ot LTHsMEEFrE L, X 2 U7 0 B~ O L2 el
% (SSDF PW.7 &),

> FETa—FRETARLUEBEEZFFEL, €% 2 U7 4 BE~OUEIL A 7R3 5 (SSDF PW.8 &
H).,

> MasstEIC kT 2 U R 7 5bis & EHEd L OGS S (SSDF RV.2.2 /),

> B L7l A—7 v Y —2, BLOZOMTRTCOV—F =T 4 VT by =T I R—*
VRN, EELZEXF VT B AWML WS Z EEF =y /5 (SSDFPW 4.4 ),

[2.2.2.3] EfEdH OB~ EEKRT S
HEEIL, BEICESTERRY 27 LRAMREICONWTEHLINEIRETH D, WiHEFHROP N
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ZIEWNERCTARAR 5, HDHWVIEINVDD L 9 2Rl e ffaggtt: ) ARy b VICHET 5 L Wole HiER S
5#\w¢m_ﬁ;\%@%ﬁ_ 7 A LToWIHE T3 U CHasstEtEm~ D7 7 & 2 J5iE 2 351
T o RETh D,
> MEIPEOBR SEEICRHLT HR ) —F2HE L, TORY > —%&HR— T 5700 nE o

#H, HE, BT kA% FET S, (SSDFRV.L3 )

2224] Y7 v =T DEEMLHE EZRETS

> BEMHOEWWeb A T, VY —XT7 7 A )LD E/Ny ¥ aZitnd b,

> HEED OSRFEDMODY — R0 — RN, VT N =T AT DRI EL ORI A R
TEDH LI, a— FEAICIIML SN RE T 5,

> FEEOEH, v—T7—Tar, Ko, REL VW oloa— RBEA T nE A2 EMMICHERT 5.

[2.2.2.7] & 72RE L& fEH

V7R 2T neX2 VT 4 BTHERT 2T XTOR ST VT Y XA, D7 &b NIST By S i
CHARTANTHERNAST B L, FOMDOEREALTNLITY ZLAEZBDHLIEES. AX—L2OEENER
THZ L,

4) ENISA : Gauidelines for Securing the Internet of Things

[ACT-01] ¥ = U7 4 RFEERMT 2V T I Y L OB I 2 ERET D

SNBOY T T A Y EWHETL2HEG, EX 2 ) T A ROEEMTERNRNI LICKDERN B DD,

ZHUTEFERT ONRNEDTH D, ZDOEE \BONM6ﬁ&@%E%NEmwx9w&t@Ax
NI T 4 A TR LTARE R T S 2L TRANRICIA D Z N TE D, WabET R FOD0D
TaEATHY, BIAEEESET L L RBEFT T IATF2—rOtXxa VT ¢ Om EIZEANZEDY
ANTWDHZEERLTWD EE 2D, EHEMERLL F T/ T, aiENetX =V 7 ¢ iR NFEhi
INTHEY, ZRHICHONWTEEN BEEDOHFM., R EOEX2 U7 ¢ BifERLE) Th oMk I
TELHLERREDIEAD,

[ACT-02] ZEHAMED R EiZm i TH Y #ie

V7 IAF 2= OeFa )T 4 ZEET DT, EPEPAFIRTH D, T 28 G0ENIER
ZRENEICRE U CHIRE CREMIZIE A2 L, T X COEERE T = — L DIRDOD AT v FIURET D &
W Lo, FIERGE. BT I A YIXEAEE R OMLER D D,

[ACT-03] EHHRMEHET NVEZFARETD

MEBRA R OFIEIL, T V7 T4 F 2= Z2RETHLOICERE TSR OEELRED 1 >TH
5, BHEET /M, SESEREREDS D ETVCHT L EXRRFEZRME L, X2V 7 1 25k s
HIODT V=L T =7 2ERTHEDOTHD, EHNREETT V2T L0, BFEOET Lz [H

¢ National Vulnerability Database, NIST 23EHET 2 MaggikT — &% X— %,
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FO=—XCHWGESEHZLICEY, Y794 F = — i RERFREZ L2677 4A9, 72720, B
TADDOTREDT 7 —F (T N2 EICEET A NEND 5,

[ACT-04] #7270 RE LT T IAFo—2ilBIT D X2V T ORBLERATS

NRE L —=va T AN EOEINC L > TH 725 SN HRGEE, BRI & & b IfiE2ME T3
Ly 2D, BEX2UTF 41F, B9 F = — 2 DT RTOBEMBIZE W TS KB 7 ek
AL LTEDDLLEND D,

[ACT-07] =—H% D IoT &¥ = VT 4 Bz RET S

X2 VT ¢ OBERRICET 270, EX a2 U T 4 BFNWZ LI XD EEL 2@ L Ty
2 —HFOEIEED R0 @V, BERESEL L 32V 7 0 OAHEZ T OEMIET & TIE
RND, =PI L CEGIZRE X2 U T o OFEEMICOWTOFRRME SO DHT2DDF ¥ o _X— R0

27O ZEDNHERRGENH 5, iRt hiT, M2 Ze TR 7IEAT 2 HiEEBIT 5
AN — =T FEE~=a T V2 RT3 0E RS 5,

[ACT-08] BZRIIH L CTHx= VT 4 OEFELZ RIS S

BRI LT, ¥ a2 U7 o ICBET 5 G 2e E WA PRSP RIICREET 2 0 Em R H 5, BihD
TATHA I NI SNTMETES, 74—V FEOT A RSN DEY 7 N2 T T v
T— R R ENEEND, INODOEREY T ITA F=— O FRICEEET D2 ENEETH D,

[PRO-01] EXx =2 UT 4 « A « THFAL U EERATD

X2V T BV a— UL, BEEORVWIVFR—R U MRS, T TAF = — U BIERORHD
BERE O T R B RAICHAAEN D LERH D, 0T M7 T4 F = — Ot REEIC s T, &
#:)74_%ﬁ%ﬁftiéﬁn—74/7$&&7xb(Az%v—VH/TXF fasatE 2 2 v
Vi) BEEMETLINLEND D, XFTEMETIE, AWNERLBEICANL, 2—FOREBRENR+4r72
TeDIZtx 2T 4 PHERDLONLOERTD :\«xb77774x%£mb RS (A€ © W BEDS &
e IHIT, BX 2V T A OEMFIZLE2—LTHHH) T ENTEDL LS, MO ITHESEE OB
EHEEEELTLLIRERD D,

[PRO-04] IoT ¥ 754 F = — L DEEBET N EHET D

BIET X, T AN=T 4 PNV AT KCER R, MENLEEMET U2 vex 2 )T ¢ OO
BMEEMETHINERNDH D, B CTEEREEL Ty V7 E/RET LD, V7 T4 F=— 2HEET

Ry ZIZHEIL, ENo0T7 Ry JNOEEZY AN v 7 T5E0WH Z 2T nE A THEMT

5o B OEWMEE EL X2V T o e — LB ERTHD, AN EOEWE (72L& 2
X, RIS, Tu ) XA) LBEETILERD D,

[PRO-05] — RKNN—F 4 V7 b =T 2/ETH
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ERDBHLRBREOREFRMENR L END, ZNHDOY 7 by T7arvi—x3xr MI, THERRT5
BRUCHE D REEHEZED, VT I T == DOFa VT 408XV T 47 AO—HE LTCEL
SINRTHUT R B2,

Y7 b =T OB r R ESET 572012, MfkiT., SBOM 2R T 570D Y — 1 ThD
OWASP Dependency-Track 72 ED a1 U AR—R 2 M HIZFHE LY 7 b =T Y —AREHTE 5, X
Fryr ®EEERMALC, Y7 vz Tari—xr b EWIEEERFET OB TEDL, VR — R
AX Y = 7 —VTAER 0SS 2 U A —R Y MIERATE, "M TV RAFy =0 7Y — LTV — A
a— RBRA SN TWRWIEAICHEHTE 5, MasgtEima o756, 0SS 2 2=7 11
T4 =Ry 7 IND LT DEERE L TRERFNIEE D,

[PRO-06] ‘BIEH 2T X MR EIZHENLT D

FTRTCDIT VU a—vaAlidx, "WERNY 7 =7 &on— U =7 Ol THIRF S L5 BB 2 81
LCWD ZEAMERT DO DOEFERNRT A NHHEZ GO LLERND D, ZIFANT A ML, V774
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[PRO-08] —EHIE DXV T 4y FORMLEZHNT S
AVTFTUVAISNTWRNWY 7 vy =7 TEIK LA —72 10T 735 AL, 7 T4 F =—r D5t
WX DEBTH D, ToT WAL OFKEEFHEICB N T, JBEVR— e eXa VT4 v FDEXA A
U —REUEEBEIANDILERDH Y | FIXITFEROEH A2V AR — 572000 YV —2 (XEV 72
) ot RGeS Th D, MLREEEL, D L bRAEMFSK T T HE T, TERIET AR —
FRETTHET, BEX2 VT4 Ny FERRETIERBLAIXETH D,

[PRO-11] GFERI2 R = A v P EERT D

ta—vr T =%kt 500N e a AV NERET D, MREH L REEROEI OB
ISFFCEECTHD, BLINOLD FXa Ay MR RTNEY T T4 F=—icl > TEBERD S5
D, ol LTHEELVICELBRNLDO THLIRLZNTENTHEETH S AR &,

[PRO-13] IoT 734 2D Y 7 b U = T HE (SBOMS) % #Rft+ %

SBOM |f, A —7 > V=R LFEHDOE T ONR Ir—UR7 477 1) Gt BEORBEOBKRESRLE L
THEHEND Y7 =T aviR—3xr ek Li-boTchsd, Znbol A MLy, &
SO FRPEAE E O BGRAEEE LA — Y Om A OMTIEETF = v 7 L, EX a2 T4 O
BT AL AERFETE D L9127, WBEANEZOH 5 B THIEZFIFATE 2 &0 9 Iy
Xy v 72O TZENTE D,

[TEC-01] T34 ZADT v 77 L— NAlfetk & BEIEOFHE & BHE LB L OHET S

21



TNA ZADEE R A T L L CUET 2B H 5720, 1oT Y U a—a ik, 7/80 ALY
7 U =T MRS TS L0 D DL D, oT ®andtka ea v R—x v bbby —FIZ
BT & Vo TH BT A<, BRI LET 2 2 LERICEE TH D,

[TEC-04] Y7 hU =7 DFEEMRROFELZERT 2 — R VAV EHORAEIZFHETS

X 2T T e Ty =AU T EAIL, WSACKHTEHIBEDORELRIET 28X 2 U T 35K
Thb, 77—LUTEBLTIE, D77 =L 72T A A= DOy a7 by =T OIEFOLE
HEOLPEHTE LMBERTELIND, T LT, TAAANAHBEZFEHA LTI 7 =27 =74
A=V DEEWERGET 5, X277 — Meld, REDEENL— M OIRELT A ADT— 7 nm
BRI THY T 2T 2y R—R FOF = — U B2REZESICREET 5 2 L 2T, ZhboD
2ODFEIE, =R R—=TFT 4 LOBEFO —E R L~V ETHZ LN TE D,

[TEC-07] VE— "NEFDORA =X b&EETS

VT I F 2= DXV T 7B ATIE, 74—V ROT A A2V E— o BHE LI NS
LECHEBZ2HEAT 2BENEETH D, 10T T3 ADTA 7V A 7 VTHEROTIER, 74— K
W7 T BICHB M TOND AR H D, o, Y94 F 2 — 0 VAT MTEELY 5 2 D5
PERHZH, FIEEBEOKBIC L > THRASNLL WD &5, REOEIGREIZIHEL, UE— |
TR ADTH & BT HHRER . RFFOWIIEE ) SR A0 ERH D, SHIZ, ZRHD AT =
ALF, SRR AT =T OFENEZBIR 72T T 72 B 720,

5) ISO/IEC 5230 (OpenChain) ’

3.1] v T AT HEAEE

> YT NI 2T OF—T AT A AW EE T AERICL A F—F Y — AR
V=MMEETH L, AFEHET, AENICEIT S Z L,

> 7ulT AOREOKE EBLEREL, NERENEZERL, BURBELFEML, T us
7 LAOBMEDEE THDHZ L EBRAET D2 L,

» OSSRV o —RfRE DKE, 7 u s T AR RN Te G OB ER MY 52 L,

> %74?/x_iofﬁﬁéﬂ6%%\%@%i@%ﬂ%&ﬁ#ét . Bl SN T AR
AL bEa—d57 0t ARNGEETLH &,

[3.2] BEZ 27 DEZL Y AR—

> NN OA—T =R T LW E DRICIRNCKHSET D e A MR T A2 L, B
SENE—T = ADArTTAT L ACET AMOEDEAT ) FERAAMT LI L,

> I T I LEFATTHIEOOERMLE, BLO, HoRFHE TREAEIDV Y THoNATWASZ L, R
V—%HlLbta— BHL, el T LA0ETEYR— N 500 0w ARGFETLH L,

7 The OpenChain Project. “OpenChain Specification Version 2.1”.
https://github.com/OpenChain-Project/License-Compliance-Specification/blob/master/Official/en/2.1/openchainspec-2.1.pdf
NOEFEDHRE « HARGES

22



0SS DT A v AMERUZBI LT, HEBEIIG U THEMREMFIHRTE, OSSOa 757347 v
AR A R4 A o ARNFETH 2 &,

[3.310SS =T Y DV E 2 —KUEER

> T YT hU 2T AT 54 0SS R —3% b (BIXOZEOMBIENTZTA U R) &
Z1r SBOM ZAEREB L OEET 572007 aE ANFEET DH T &,

> Tl IAIBNT, BEETEY T My TIiConT T u ST ABIMNEBNRRT D %7 0SS
TACADZ =R —RAEFERTEH L, flxiE, N T VB CTEMAT L7 —A, V—2R
A TEATT D —A, o 0SS EHARDLETEND T A v U ABBENRINDL r—A, /2
Bl

[3.4] 27 T4 T v RAREYPOER & BAF

> BT AY T R 2 TIIoONWTO—#HD AL I, T AR EVERT D T 0 ARIEET 5
Z &,

[3.5]08S 2 X = =F 4 ~DEBR

> k2N 0SS FrY = hADEREBIET H5E. 0SS V' rY =7 hAOEREEHT 5 30EH b
ENTERV—DFEL, TORY —DNHMIEESINL, R o—2FEwT 572007 otk
ABFET DT &,

1-2-3  SBOM ~D AT 2WT

122 1P L Te S TA RTA DX 2T 47777 4 AZEBWTEH SBOM ORLEMENRZ 21
HNTWD, F7o, KEKRMES 14028 O T NTIA (2% L C SBOM O f/NEFR A2 HET 5 2 & M ER
S, NTIA I zABLTWD,

Alal, ARG L L7z SBOM IZBH7 2 3CHk (& 2) 725, NTIA 73 SBOM (ZBI L THLY % & 7 ik
LK F~DORIGEERENT D E L BT, ENTO SBOM FHOFHF & LT b 3% A #HEXSHEO
DRB ZRBNT D, Fo, ERHAEROY 7 b7 =T Ok F 2 )T 4 BT SBOM & HLZ FR4 5 58
TTETHY, ZNbLBERRE LTHENTT D,

1) NTIA DOELY fL A

NTIA TIZ 2018 MDY 7 by =7 aVR—3 2 bOBHANEICOWTED A TE Y, #iZ SBOM

(B L CRIEE 21T > T D, ZOMEBOMRY & LT, SBOM Z BT 5 72O DIF AN NTIA O

7 = 7% A K (https://www.ntia.gov/SBOM) EIZFE LD BN TS, Fo, NTIA [LKHES 14028 TH

8 ISO/IEC 5230 (OpenChain) ~DYEYLERT 72D T ET L A
23



N7 SBOM Of/NEZE 2T £ & ¥, The Minimum Elements For a Software Bill of Materials
(SBOM) & LT2021 7 AIZABILTWA, ZZ Tk, ZNENELLTIZHENT 5,

O NTIA 3BV F & H7- SBOM F#H
NTIA ® 7 = 7% A K (https://www.ntia.gov/SBOM) |2, NTIA 23 HLY £ & 7= SBOM I[ZBI3 Dk~ 72
HWMA B SN TS, LTICZEDO—HEZ/HFNT 2,

ESBOM X 31

Software Bill of Materials (SBOM) &%, &2 BANCHEWVEEB GO D E Lo, Y7 hu=T a v
R—F 2 b BEMKFERRLZNOICHT 2FRO—ETH D, SBOMF, N Fvea—Hly 7
N =27 ORRFIZE 5T, V7 MABOUECHSIMEER R I TE, 2 X MEESEX 2 )
TAREDY RATEWIRED A v b5, ERERDERIL, (FEL, V7T FH, 20K —=
YR N=Var, arR—3Rr by va, a=—7 1D, BFREE, Tho, dgRLOa—2 7 —
ZNE LTS HIZERZENT 2 Z L, SBOM ORI R A EZ T 572 OIZIZHBAI TE 2 MERH 5.
SPDX!!, CycloneDX!2, SWIDBD 3 S>D 7 4+ —v v hREZRINTWVS, Y7 hT =T TaL AT AT
BIFH2ERIZZIGICDT-5728, SBOM 2 HEGT 57200 RO Y J 2— a3 Uid7el, BEFEOS )
WZHELALETW ZENEETHD,

BX—2 5 A EHEDRRH

#£3 R=254VBHEO—&

KR
(=P SBOM D VTV T T4 YTHD LIEFRER, ZO%E, 20
SBOM [EH 77 A Y MERL LT2 b D TIEZRWN LV D T
& xRT,
BALDARB T SBOM D & BT H If SBOM = M BNEH S i & EITUTHEFHT D,

9 The United States Department of Commerce/NTIA (2021 4£) . “The Minimum Elements For a Software Bill of Materials
(SBOM)”. https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
10 NTIA (2021 4) . “SBOM at a Glance”.
https://www.ntia.gov/files/ntia/publications/sbom_at _a_glance_apr2021.pdf
11" Software Package Data eXchange, Linux Foundation (2 &> THRE &L, /N—3 3 > 2.2.1 3 ISO/IEC 5962:2021 & LT
BHICEH STV,
2 OWASP IZ L > TIRESNT NS, 74—~y FOFIZSWID LD~ v BV V2R HAEZD D,
13 Software Identification (SWID) Tags, 1T &PEEEIRIT % 1SO 19770 >V — X DOHIZIW T, 1SO 19770-2:2015 127
FINTo,
4 NTIA (2021 4) . “Framing Software Component Transparency: Establishing a Common Software Bill of Materials
(SBOM) .
https://www.ntia.gov/files/ntia/publications/ntia_sbom_framing_2nd_edition_20211021.pdf

24



=1
V774 ¥4

E=U S
SBOM = F UND 3 U AR—%
VROV T T A Y OARTETIT
Z OO F

KinEE
BEOLNERAD Z L, 1FEA LT T4 Y400
e, P77 74 ¥RAHFOa K= MIDONT
SBOM ZAEREL L7z &9 2 L &Ry, BARDGAIL.
AUR—=FR OV T T A XTI WERETDOa
A=Y MZOWTOEEEIT-TNDENI &%
G

avR—R b

aR—FR L NOLBITETILF
DAt DOFRBF

ERORNERZD 2 L, (EEAPF T I T inay
Ry MDD, avB—%y MY 794
YHEERD D LIRTE D,

N—T g VIFF]

AR —=R hDON—=T a3

P TA Y EEEIT A=V a A% — L% A HITER
LTk,

IUR—R by

arR—xr FOBE By

v

Ny aDROVICT VX NELZMHH Z L b aRels
N —FHFLMGLR ENNEL D, HHDO Ny
Vot 52 EAFRETHY, V—RAa R —3
VhDONy T2 ST AR =R DOy
Ya, BRUaryR—xrboavrzyarony
TarEHTH R,

2=—7 1D

aVR—3 b —BILERT

5 DI SLOBINE

7 a = — B OIS E 7134 B2 I B L TAE
sz eb, BBfFO 7 vn—NVEREREA SRS 52
L H A8, Common Platform Enumeration (CPE) .
Package URL (PURL). Universal Unique Identifier

(UUID) (Globally Unique Identifier [GUID]), Software
Heritage ID (SWHID) 72 & 23k F AT BE,

AfR bk

SBOM =t v 7R —3 b [ D BHEE
f1ir

T 7 4V b OBRMES A 71X includes TH Y . ZHE
OO Lia R —r Negie, HDHNETEFNIC
KELTWD Z & &RT, BIRIES A 7 primary 3% D
2V R—F 2 O EFRICEENR 2N & ERT,

WA—RT A VR EBEFDT +—~ v b & Ok

£ 4 X254 VEHLMTEDO 74—~y N DLER

B SPDX CycloneDX SWID
(= Creator: metadata/authors/name <Entity> @name
(@role: tagCreator)
BADARE TS Created: metadata/timestamp <Meta>'?
WA e PackageSupplier: component/supplier/name <Entity> @name

15 <Meta>D BT H A LAZ T ARITER I TWRWD, BIEM E L TES HE,

25




HL<IL (@role: softwareCreator)

component/publisher
IUR—RV A PackageName: component/name <Softwareldentity> @name
N—a UIFF| Package Version: component/version <Softwareldentity> @version
o R—R vy ¥ 2 | PackageChecksum: component/hashes <Payload>/../<File>
HL<IE @[hash-algorithm]:hash
PackageVerificationCode:
2=—7 1D PLF O#AA serialNumber <Softwareldentity> @taglD
DocumentNamespace: HLLIE
SPDXID: component/bom-ref
B R Relationship: FA MEETRT D, <Link> @rel, @href
DESCRIBES 3 JL T CONTAINS | dependency 2" 7 TrR
kR

XKAEBUR OMARZ TS, SIHITORIANGELE

B &< b 2B RRARe

Q:SBOM ® A U v M ?

A VT RN 2T OV TTA XY EWEBEFONFIZESTUTOE IR A v ER3d 5,

- BEEN D MEB5 1 0D K i /e ikt

T ADOEH

X2 VT AR TA B RAD AT TA T v ABEEORE

- WEFSEDRPEKI R OB G eMEistEict 328X 2V 7 4 Ny FOoRB 2y hr—Lr25T)
R E B, EHERESEHOT I LICE AL —T 4 T a3 FOHIE

Q: SBOM (X KBz L > THOE— R~y 7| [ZRoTLEIDOTIE?

A: BERIIIZIZYES Th D, LA LBFETIE Bl > Tor— vy 7| & LTOHEEDIT D N
K&, 2O RS Z M ORIZE AT S0 BB 5, ZOEHRIZEHNORTIEHEH, V7 b
U =7 OFEBAER KT TWDIE ) BB T R T —U %52 TLE D,

Q: #EN SBOM Z/ESTA LT F U AT HDN?

A:SBOM (XY 7 F 7 =7 OREEENER L, AT F 245, [fEE) 304, Y7714 %, %
L CTEEM AN L, BLEFENY 7T 4 YIT L - TR S L7 SBOM 2 % & O 25 ONEAARTZNA, fFEL
720N SBOM |3 BLEE NMER T 2 LR & D00 L7y,

16 NTIA (2021 %) . “SBOM FAQ”.
https://www.ntia.gov/files/ntia/publications/sbom_faq - 20201116.pdf,

NTIA (2021 4£) .”SBOM Myths vs. Facts”
https://www.ntia.gov/files/ntia/publications/sbom_myths vs_facts_nov2021.pdf

26



Q:SBOM IIfEAZ L L CED LI ITIFEHTE DM ?

A: SBOM 3L, AT DORNIUTOZ L&2mY, TEH XD,

VT RN =T O EENLORBRE S X v 7T S

VT I T DT A AT 2= BERT D

VT R U TOBMERE A (Aff, Y7 MU= TEMONN—Y 3 y) BEET S

Q: SBOM 7> & FNA I pE PR R S RTR 9~ D Tl 2

A:SBOM (X, BFENTWAY 7 hu =T aryiR—x NOBMETHY | MME (IP) XA I
W, BRI Y RATEENR, SBOM DIy F oY L IPICH L TEETREANRNL D90 b
Do

CJREMEIR E LI R D,

= RNR=TFT g DOF—T V=R AR =R FDIP I, ENENDOIERE £ ILEEHERTAE LR
T2,

AKX PDTABUAFHTE L L BRI RDHND Z LRI > TETWND,

* SBOM [ZiEa— RIFEENT, arR—3 "BROANPEEND,

- K ERSE, FRIEFOMOBLICEY | FEO I VR =R FOBRBEIE SN D HAE R
V. ZO%H SBOM TIHEA D BEMOKRI] 2 R—2 MRdHdI xRt &,

BWSNS %A o 7= HEHETEE)
YouTube (Z CTHEJE T SBOM DIFHRZ AL TEHY . IROT LA U A R ST D,
https://www.youtube.com/playlist?list=PLO21qCK 7WyTDpVmcHsy6R2HW {tFkUp6zG'’

@ KRHES 14028 ~DH

KENEET DY A =X VT ¢ OFBITHILT L, 2021 4£5 AICEZOY A N—tF 2]
T 4 O FICBIT 2 KFEES 14028 WRATINTz, ZOHT, Y7 b =TH 774 Fz—rkEFal
T4 OFERRO SN TS, TOERLELTERCEAOY 7 by =7 ORBIZBWTCY 7 by =T D
BAERRITTODZENZNEEHLTEBY, TOXERD 1 D& LTSBOM % YV 7 b v = 7 OEAHE
IR 2 Z N5 TV D, & 512, NTIA 2% LT SBOM Of/NEFRZ AT D Z &L A2 R L
77

@ KHEMES 14028 2% 1F 7= SBOM DEZE (NTIA)

At D KA &2 51T T, NTIA |E 2021 4 7 A1 The Minimum Elements For a Software Bill of Materials
(SBOM) Z /Pl L7z, ZOHT, SBOMIZHE R/ NERIT [F—2 74— ) THEMEY R — b
(L TR THDEERLTWD,

17 NTIAGov. “Software Bill of Materials (SBOM)” (2022/12/22 fifei%
27



# 5 SBOM OF/NEFR
T—BT 4= R AR —F Y R T LB T RER—Z T A UERE BT DL, FOEREE, B
TIAY, avR—3xr MM, AV R—R hOAR—=V g o =—7 1D, KFH
f&. SBOM fERE ., ¥ A LAX LT ThHD,

HEMLO Y R— b VI Ny =T EZav AT ACTIRRIET 5 2 E R FREE T D720, HEIVERCORIR AT i
EEUDAMEEYR—952&, T—X 74—~ bt SPDX. CycloneDX, SWID 72
ENRd D,

EELTak R SBOM DEMTH BER, Ak, KOEHIZOWTERT DI L, ZHUTid, HEE, B

S, BEmoRmM, B, T2 Rar be—i KON, BEWNCBIT B EETe

B (R—RFALTHD) T—FT74—VF

VTN =2T YT ITAF 2= OFTY 7 hvoT aiR—3x MBI L, EBHRESC71tr 20
Fe B R=Z L NS TMDTFT—F V=2~ B T T HTOD N REINERE R HR—2F A &
EHRLTWD (% 6),

£6 (RNR—=RSAUTHD) T—FT74—VF

T—H8 74—V K B
Y7754 ¥4 avR—3x2 FEER, EF. BT T 4T 4 D4
aviR—Xv b4 YT IAXICE o TERSNZY 7 b =T D=y MNMIEIY Y THLNIEE,

aVR—=R FDIN— VIZ RO 2TIZBWT, BEOEDONR—9 U DOEBEREET LD I 4 Y
g W2k o Tl SN 5511

82 =—7 ID AR NEBT D EOIER SIS, HDOVEEET LT — X X— A TRET D
e DF— L U THERIET 5 Z DfOib+,

AZEREILE FROIBR—F L P XNV T P27 YIZEENTWVD &V D BRI ESEST 5
»,

SBOM fEm# Y2 R—HK b SBOM 7 — 4 ZAER LTz T 1 T 4 D4R,

BADRE T SBOM 7 — ¥ & #1732 T 7= B IO FLER,

NTIA [Z, ZOXEDOHT, £ 6 ITHETTR/NEFRE L TER LT —F 74—/ FUSMTHHELRES
NHHEHELT, aviR—3r hnwia] (94T A4 I N0T 22— [ZOMOaRN—x 2 ME
Rl T4 RIEHR] BT T0D (R 7, ZO5L, [avR— DOy a) & TZ0OMOD
aUAR—3y MR 1. R B L2 NTIA M2 L TV AR—2 7 1 VEMEIC A S LT
Do

8 T (other) ] EXILLTWEDIL, v R—x b & [arvFR—3x bONR—=Va ] OfiAAEDEL 2
== ID &7 5 BN, TNEIEFHO T a— L2 ID ZFELTWAT=D LB s,
28



#7 WRT—FZT1—LF
T—=BT 4=V ‘ L
AVR—R FDNY Y MEggtE T — 2 X— R L L AT 272 OICBERBI T AMLETHY | BBy a
ZZOHMIZHATE S, 612, VR—AINTHESHTA MY X MEARER

LA HEIL D,

FATHAINT 2—X SBOM 7 —# LY —Aa— R&E LN RLIcX A I 70, BV RRIC/SA T U g
V—VEFEHTERE, BRARDZAT U TETE D, 24 TREK LTI A—
VarvEMbicR R NN—YaroarR—xr b ESRTLIELH D, T,
WO ED X HITSBOM 7 — ¥ ik SN A RIS 2 D 2 & 03T & AUTER]
Th b,

ZOMDOa L R—F 2 FBIR | SBOM OFR/PMERE T, XIIYIZEEND] L) HEF] L0 )H &1 7 OBMRNE
P afoTRY., ZOBRMERZ SBOM O T 7H#EIC L > TURBEND, EHER
72 AR LM Z0E TIRAED 2 TF46R) Lo 7eb Dby, ZhdBiFD =
VR=FR Y MTBTO AT L AOEERMA DA TND Z L ERT I ERTE S,

SA v AEHR T4 & AEET SBOM OO 2 —Rr —2ATh ), KB CHEMER Y 7 b7 =
THR—=h 7 U A EFEOMMA, FHC 0SS D&Y 7 by T a v R—%x 2t O
TA AL GHE BT DO, =PRI OFERE LT, EBH) A7 &5
EIHDZZER IOV T N =2TEMNOT TV r—arDaryi—xr e LT
I ZEMNTELINEINEMDBI LB TED,

WMEE{LOYR—

BB AR &M A etk 2 B BB 2 YR — R 5 2 LIk | FRICHBOERE £ N o7 7 K
VT TaAVAT AOFTIFE L TN 2 ENAMRRIZ/AR D Ll TV 5, FKRICBEIC & D MaTo i #E~
DIIAZRL, X2V T 4RV —L B LEDLELITAE A LD T T4 7T 2 ARIZ SBOM %
FIRALIZWE WS I BERIZHIET AT DIIEBEENEE TH Y . ZO7DITIT A5 & 5 il
D7 r—~v NRRETHDLELTND,

SBOM O &L EFIHD =0, 7 a— )L T —7 07 a2 TN D00 TF —ZERD B S
T&Te, ZOT—2 74—~y MILTOEY THD,

+ Software Package Data eXchange (SPDX)
+ CycloneDX
+ Software Identification (SWID) Tags

SBOM IFTH#k DR Z B2 TRET I HE. FionTniro 77—~y N THLHULEND 5, i
F—HR T F—<v hEHBEMDOHHH LUVMERENH TE 728541, SBOM x/NESFE OB S THEMED Y
A= RMIEDONDINEND D,

29



WEEE ek

SBOM Itk aniz7 —2 k> ML EOLDOTHY | N I E2 X2 7B T A 7 A 7 1iZ
FAATe T2 DIZIL, SBOM DEH DA N = AL T7 +—H A LTEE L T R ERH D, L
TOXS RBLENLETH D,

F 8 EELTIutADBIR

B T QR i

B V7 MU =Tari—R ERELRRY Y =R SINTHEEFSNEGEG, Y7 ho=T O
BFrLWAN—=T g Y ERIT 5 72HI2 SBOM AR S e iF e b0,

wE SBOM (X, T RTHO My T LD ay R R—R NaEFH_&ETh D, HBIITIKFRER
DHFROND L5, EENREFRRNT XTI XA M7 v 7SI TWRITIER L0,

BERDORA (Known FTARTOEAFBRDFIZE STV RWWEE, SBOM TERE X TBEM ORI Z7kH] L7R1T

Unknowns) WER B0, 2F 0 KIFEBENR R NE G TNBE LD L | KIFBEEREN b7 g
DEBRREICXRIT 5 Z &,

BiAT SBOM (X, TNz M e LCH#EGRT 7 ¥ AR EFFS>ENHM AR TH D LERH D,
SBOM M HIMAIBETH D Z L &2 l5x D k& £ D SBOM ~T 7 & A4 5 iiEaiked 5
ERH D,

TrEAa hu—L SBOM 7 —# #HHIC LT, 77 BATE22—FEHIRLIEWIGE, TO5MIE2ERT
AVENRDD, ZTHITIETA B AREBH Y, BEDORA = ALNHATE S,

FHEWIZ T 5 R%E SBOM DRI FEEEMIZ, AWM= T7 — 4R TH L2 EOLNERD DL, VT T4
F = T = ONMERITELERERZETHD, LL, ZRENDHDOEFREOLY, =
TR LOOTSICAZ— T HR&ETH D,

2) KETHTFRERS (OMB) OV A

OMB b KHEHES 14028 DFES %521 T, 2022 4 9 AICBUNOFBENTICY 7 v = TR T 7
FURBBLEY T 2T T IAF 2= DX )T 4 D EOEDOREZREITLTWD,
BRI LTY 7 b U = 7THREOBRIC, KEEHHS 14028 232 (F 72 NIST H A & o AR~DHEHL A RS
HOHEAESEZY 7 =T 77406 liilG+5Z L 2ERL TS, FRHZ, 774 viZxiL
TEDOMERLE T REDD 1 2L LTSBOM # R TEH L LTWD, SBOM D7 4 —~ v MISEITR
L 72 NTIA @ The Minimum Elements For a Software Bill of Materials (SBOM) 7>, YA N\—tF% 2

19 OMB (2022 4) . “M-22-18, SUBJECT: Enhancing the Security of the Software Supply Chain through Secure Software
Development Practices”.

https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf

20 NIST (2022 #E) . “Software Supply Chain Security Guidance Under Executive Order (EO) 14028 Section 4¢”.
https://www.nist.gov/system/files/documents/2022/02/04/software-supply-chain-security-guidance-under-EOQ-14028-section-4e.pdf

30



T4 oAV TTANTIF ¥ EX2U T 4T (CISA) DBEITTHHBMKDO T A X 22 THESND
T —<v FTRITNITR 60 E LTS,

3) k3 &% BEIEDOEH]

2021 FITRRFFEEB AR L7z 0SS OFNEH L IZE DT X 2 U7 1 fEfRICTT 72 E B FEICET 5
HEE2) ITENOFALITIBN T TIZ SBOM BIEH SN TV D HIBNE#HK SN TS, 22Tk, 20
s b3 X BB ERAS O FIZ Y BT 5,

M OpenChain /5 &)

MaXABETIE, Y774 F=— 2RO -TOSS 27T 47T v A% FEBT 5 Linux
Foundation |Z X % 3 %E%E [OpenChain] DIEFENZ1T-> T\ 5, IR x= 7 bOERBEREMIT, fHER
(EfESR) | NEEG GERE) ) T ) ¥ 2T 5 (BEEHE) ] O3RTHY ., ZOWRBOIERA A —
VERLIEBONRM 1 THD, MRk IZBEL T, £ 1 OFRASCEIC H 2T TV DA%, 2020 4 12 A
(2 ISO/IEC5230 & L CHEEMEREL SN TV D,

X1 OpenChain DXEHDIERA A —
HH#) TOSS DFNEM K OEDEF 2 U 7 4 fERICIANT 72 E R FIEICHET 235614 X412

WEVTIAXEFERY 7 b TICEBTAHA4 RIA V2R E
B FS5AF2—CBIFTAH08S 2L TFITA T AOEE, Y7 =7 Y A K (SBOM) %#2fi
TAHZERL, BEEFHOIRETTIA B AR EITONT, £HBTHA RI9A4 VOEEE{To TIN5, ¥

2 =72 L, 2022 4 11 AKFACHE, The Minimum Elements For a Software Bill of Materials (SBOM) Dk & 72 5 5 A X A
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Dependency Relationship (& 17B4%)
Other Component Relationships (& DD = 2K —7% 2
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- — Data License (7 —4 7 A & X)
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%o 3 1012 CISA 2MESET 5 VEX Of/NT — X BHEER~T,

£ 10 VEX ORI LR/NT —FER
BAT—SER RAEIRLE 8 |
VEX DA ¥ 5 —4 *VEX 74—~ D
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st DR - fggEtE ID (CVE 0% Offiod ID)
- WasgtE O (B %1% CVE description)
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BHE D DBRH, BEHIC CTERHEHRA R T E)
KAT—H AN [HEBHY ] ORA., VEX FFa A MT
ST EELRT 22 L, [RERL) O%E, VEX F¥=
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26 CISA (2022 #) . “Vulnerability Exploitability eXchange (VEX) — Use Cases”.
https://www.cisa.gov/sites/default/files/publications/ VEX Use Cases_Aprill2022.pdf
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Log4Shell DI ONaEHME (CVE-2021-44228) 23/ABH S 417z & % Example £ PSIRT 73, [l
fh DEF X [#2H 0] ThY, BRIIA—Va v 11T v 7T —hT5&] L0IHW
KOVEX % U U—ALT,

ZDa—RF —RZxET B VEX Ol LT, CSAF? & CycloneDX D 22D 7 4—~< v ~®D
FIAVRENTVS2A, ZZTEID I B, SBOMOIEHET +—~ > hD 12 THH D
CycloneDX Oz X 3 2R,

1
2 "bomFormat": "CycloneDX",

3 “specVersion": "1.4", .

- version”: 1 VEX@% ﬁj“—ﬁ

5 "metadata” : {

6 "timestamp" : "2022-63-03T@0:00:08Z",

7 "component” : {

8 "name” : "DEF",

9 "version": "l.EI)"J » — ﬂﬁ@ﬁ%m (ID)
1@ “type" : "application", /

11 "bom-ref" : "product-DEF"

12 }
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16 "id": "CVE-2021-44228",

17 "source": {

18 "name": "NVD",

19 "url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"

20 i BGh AT — 7 ZOFM
21 "analysis": {

22 "state": "exploitable",

23 “response”: ["will_not_fix", "update"],

24 "detail": "This version of Product DEF is affected by the vulnerability. Customers are advised to upgrade to the latest release.”
25 1

26 "affects": [

27 {

28 "ref"; "product-DEF"

29 }

ie ]

31 1

32 1

33}
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27 CSAF : Common SecurityAdvisory Framework
28 CycloneDX (2022 ) . “vex-affected.json”.
https://github.com/CycloneDX/bom-examples/blob/master/VEX/CISA-Use-Cases/Case-1/vex-affected.json
¥ K100 TR T—2 ADFEH] B8,
30 CISA (2022 &) . “Vulnerability Exploitability eXchange (VEX) - Status Justifications”.
https://www.cisa.gov/sites/default/files/publications/VEX Status Justification Jun22.pdf

36




£ 11 ATF—FR% [EERL] LY LB

vl

Component_not_present

|

FRHL
Medi7p s B—k v MY
I E EN TV,

%Y 26
o WEHLEL T Python & Elixir TENTHT,
Java D a— RIFEEN TRV, ZD7® Logdj
DMaIIME DR % Z T T2 0,
- JavaJAR 7 7 A VIFHID JAR 7 7 A V&G T
ZENZNZ L, HELHICE > THD
JAR 7 7 A LOFUTHFEa v R—F 2 bbb D
LHIENT,
cR=RAVAFDALTFAA=VIIIMEH IS
RNy —UREENLIZENRLLHY, Eh
BEM VA Y THIBRSND T — AN DD, D=
YT A A—=TVIC Tsudo) BEFENTNWD & B
SN, FEEITERANCHIBR S T,

Vulnerable_code_not_present

MagH7n o — Ridd 5 A5,
FATEND Z L7200,

CEHWT AT TR EICREES Y, Y% Y
7 b =TI BIHMER SR,

T TNy FRYTHRTVDD, B— Ry
7 HHTHESS 7234 F U 93 %> T D,

caArT A A=V, TV = a UBMER
LTWRWNOS D—7 4 U T 4 BEENLTY
bo FOZ—T 4 VT 4 IZHIBRA TE 220,

« T4 77V OFOME T — R EE TRk
LCMEEND Z eV — A ZDORT—H A
1278 %, OpenSSL % ELEAERR DTz 72T I12ME 5
7 7Y r—3 = i, Heartbleed O MagaPEI 72
|

- WHa— KA, BT ohTnienan—FR
T 2T 'Y a— NS DHREITENDHE,

Vulnerable code_cannot be_

controlled_by_adversary

BRI R AN G g e
28 T EINTERY,

- WaH 22 PSR e — AR Lo A& -2 C

b, N Ra—TF 4 T ENTEENENE T
T 720,

cN— R = 7 BEOEERA A b=/ DD
HIEEN D v 7 e,

« V7 b U = 71X EternalBlue D 55 % ¢ > T

W5, SMBICRIfRS 5 139 35 L1445 R— b

ML L CWT, 22— PR INEEETH L
HTEARN, A= RV TV RN 2 DB )
ZOMEFEEFINT S Z LIETE R,

37




AER ] ARHL B 5

Inline_mitigations_ ffaga i & BA3 2 440 - BRCANIBY =2 4 ZENTN5D,
already_exist HRISHEIRAFE TN D, YU KRRy 7 ATAEY OSEERTHIL T
5,

- Magalea— FERIAT a2 RN—x FoHT)
RFE R AT REIC 72 > TV D,
D2EOBICL DIy 77 A= A"Tn— B0
T, A OBIENEIT 1L OFedFA LR,

+ Y7 U = 714 EternalBlue D51k & - T
WT SMB — R B BIVTW S, Ll fliAZ
T7AT A —NANREDT IV EAESZNTE
D, 2—YPNZORELELTH L HTER
A%

6) PCI Secure Software Standard?!

PCILIZXE D7 LYy hA—RT—H%E4HD V7 b =T OB TH 5 PCI Secure Software
Standard DIHT/N—2a > TH D 12320224 12 HIZ) V=232, A ¥ —Fy bzl L
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7o TW%, SBOM TP 22 F 2 LU I Hbe L TR %,
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31 PCI SSC. “Document Library”. https://www.pcisecuritystandards.org/document_library/

32 PCI SSC. “New Web Software Module Introduced in PCI Secure Software Standard Version 1.2”.
https://blog.pcisecuritystandards.org/new-web-software-module-introduced-in-pci-secure-software-standard-version1-2
(2022/12/22 #ER)
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