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In order to establish the safety and security of society as a whole for the realization of a secure Society 5.0,
the development and demonstration of a "Cyber Physical Security Infrastructure” which can be utilized to
protect IoT system/services and large-scale supply chains including SMEs is being conducted under the
"Strategic Innovation Program Phase 2: Cyber Physical Security for [oT Society" (SIP-CPS) project in Japan.
In the future, businesses, products, and services that do not meet a certain level of security requirements may
be excluded from global procurement, and global international collaboration in research and development is
important to promote the development and diffusion of these products and services to society.

In this research project, we investigated the latest trends in systems and guidelines related to IoT security
and supply chain security in the United States, Europe, and other countries.

In the U.S., several cyber-attacks on critical infrastructure in December 2020 and other incidents have
accelerated efforts to strengthen cyber security countermeasure infrastructure and software supply chains
through executive orders issued by J. Biden, and many government agencies and standardization
organizations, such as NIST and CISA, have been working on a number of Drafts on cyber physical security
related guidelines are being released, and council and seminar activities are being actively conducted. In
addition, activities related to consumer loT security and SBOM are becoming more prominent. In the EU,
activities to strengthen cyber security are also underway, with the strengthening of European Network and
Information Security Agency (ENISA) to embody the requirements set forth in the Cyber Security Law and
Information Security Directive enacted in June 2019. In addition, the Cybersecurity Competence
Centre/Network (ECCC), which was established in the wake of Horizon 2020, and the Network of National
Coordination Centers (NCC) in European countries are working together to support innovation and industrial
policy in cybersecurity in Europe. Furthermore, institutional developments in Europe are progressing with
the publication of proposal for Cyber Resilience Act and the approval by the European Parliament of
Directive on measures for a high common level of cybersecurity across the Union.

Based on the results of these surveys, this report summarizes the current issues related to international
collaboration on SIP-CPS project and recommends future collaboration methods targeting NIST in the US,
ENISA in Europe, and ETSI as stakeholders to accelerate R&D and promote international collaboration.

For example, taking the opportunity for public comments on NIST SP 1800-36 (Draft), which is available
in December 2022, will provide an opportunity for mutual collaboration by providing proposal comments
based on SIP-CPS research results. On the other hand, many guideline documents that have been published
in NIST activities have been finalized as final versions, and it has become difficult to incorporate the results

of this project's activities into the guideline documents. However, it is possible to reflect the results of this



project's activities in the operation and future revision of these guideline documents. It is important to
continue such activities to NIST in order to establish future collaboration and cooperative relationships.

In the United States, the White House is leading the effort to strengthen security at government agencies.
Several government agencies are working together to strengthen them. It is important for cooperation with
U.S. stakeholders to consolidate activities in Japan and encourage strategic coordination with U.S. as a
government activity.

In Europe, it is important to communicate the results of this project's activities using the existing
framework for international ICT collaboration between Japan and the EU, and at the same time to encourage
companies in this project to participate in CPS-related activities of European standardization organizations
through their local subsidiaries in Europe.

Regarding additions to the international target level, we surveyed the latest global technological trends and
selected five evaluation items that need to be added in comparison with the goals of this R&D, and presented
the technologies that will serve as a reference for setting the target level. The correspondence between the
NIST IoT Program's published documents and the SIP-CPS results has been presented by the members in
this project. In addition to this, we propose to analyze the correspondence between the SIP-CPS results and
the evaluation items that need to be added to the SIP-CPS, and to make this an activity to set a new

international target level.
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News and updates <https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity/news-
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1. HKEE ORI
2. IoT I TNZ Software Labeling 3CEIZFFE HiLie 2 A MADKEEF
3. 10T Labeling Criteria (Z-2\ T (3. Arriving at the Recommended Criteria {Z Fl#)
4. i

LInTng,

(2) NIST SP 800-161 Rev.1 (Final): Cybersecurity Supply Chain Risk Management Practices
for Systems and Organizations?
2022 -5 H 5 H817T, Cybersecurity Supply Chain Risk Management Program (LA T C-SCRM
EMEED) 212 & B NIST SP 800-161 DR T B 23, [RIRFIZHEAEFE 4 @ EO 14028 Section 4 (c),
(DI XY NIST IZFRE BN TR~ DA )Y Appendix F (ZFE# S 1TV 54

(3) NIST Cybersecurity SCRM Fact Sheet®

202245 A 12 A%178,  LRko> SP 800-161 Rev.1 % 51T L 7= C-SCRM O 2,
NIST 7235 L CU % Risk Management [ L4k 42/A Risk Management D —%g & L THLE D
Fons~x L L, MikEeARo Risk Management & L T,

Managing Information Security Risk (NIST SP 800-39)

1.
2. NIST Cybersecurity Framework
3. Integrating Cybersecurity and Enterprise Rick Management (NISTIR 8286)
D 3 LENRZOMIL, KFLEL LTHREN TN D, E2lEED 2 HIZIX, C-SCRM
DZNETORRLEN—EEINTEY, BoHOHKE LTEIL S 5,

(4) NISTIR 8425 Profile of the IoT Core Baseline for Consumer loT Products®
2022 4F 6 H 17 BIZ Draft 2334734, [W7 H 31 BETa Ay 32T b/, [
9 H 20 HITHEMMIAR S 417z, NIST Cybersecurity for IoT Program 23ERTHAIT L CT&E 72

2 <https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final>

B EE & LT, <https://www.nextgov.com/cybersecurity/2022/05/nists-supply-chain-security-
guidance-tells-agencies-look-fedramp-first/366564/>

3 <https://csrc.nist.gov/projects/cyber-supply-chain-risk-management>

4 <https://www.nist.gov/news-events/news/2022/05/new-eo-guidance-cybersecurity-supply-chain-risk-
management>, <https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity/software-
security-supply-chains>

5 <https:/csrc.nist.gov/csre/media/Projects/cyber-supply-chain-risk-management/documents/C-
SCRM_Fact_Sheet.pdf>

R #E & L C. <https://www.nextgov.com/cybersecurity/2022/05/nists-supply-chain-security-
guidance-tells-agencies-look-fedramp-first/366564/>

6 <https://csrc.nist.gov/projects/cyber-supply-chain-risk-management>

7 ZEFH|Z, NIST SP 800-161 Revision 1 23 B# S LT 5,

8 <https://csre.nist.gov/publications/detail/nistir/8425/final>
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NISTIR8259 2 — R (NISTIR 8259 0, 8259A | 8259B? ,8259C*) % IoT 4xfik % x5 &
L. BFESEIAIT O ToT 255 L LTE D TIERN 72, 40 NISTIR 8425 |
Consumer [oT &\ 9 RpES B 250 B LALEATT HA TV 2%, HbET 2021 45 1 12 HJ
1T® Executive Order 14028 T NIST (2 HAKAYIZFRE 417z Criteria Cybersecurity Labeling for
Consumer Internet of Things (IoT) % 7 < Bk L Tk 0 | Hi 2 1X0EHK D NISTIR 8259 TILHIHE &
LTHESN TR, FFRE LTUIERS LTV RA 272 ToT Product (ZOWTER, #
ET 572 Y Consumer IoT & W I RFEDHE ARG L LicAimE WIONEMITEEZ BN
s
AL DOWNEIX, Consumer [oT I[ZHE L SNLBEMETH ORELLHIE, 7 — X IRE,

Interface access control 72 & HANAY 72 A2 2 . Documentation, i35 DAMER > B T
X5EX2 T A ZMOFKE, BX 2 VT 1 HFRO—M~DEE, Education and Awareness 7
L EERR R B TR S LTV D

(5) Discussion Paper: Ideas for the Future of loT Cybersecurity at NIST?6

2022 - 6 H 21 H%81T, NIST Cybersecurity for [oT Program DR DFREEIZOUWNT, #IHIEY72
REFEEE B 2 BiLd, HEHD NISTIR 8259 U — X% 4fiwd & 3 5 SUEIECHER OTEB) — %
%, IoT ORLEEFNBET H, HOWVTEETE L2 —P—La—RXFr—X%FifE L LT
X7, LIAD, BUEREEEPEE L QWi o o —F—IC L 55, BESN D2 —R
r—ATORMMABALI, £72 10T 2O LD B LHN b ZESHELR D, FHZZ D XD
IRBISEZRRBUC BN T, U A7 DEENINEEZDRL T ED L DIV 27 DR, FiE 217
I, EWV O ERES RIS TWD,

9 NISTIR 8259 Series <https://www.nist.gov/itl/applied-cybersecurity/nist-cybersecurity-iot-
program/nistir-8259-series>

10 Foundational Cybersecurity Activities for [oT Device Manufacturers
<https://csrc.nist.gov/publications/detail/nistir/8259/final>

11 ToT Device Cybersecurity Capability Core Baseline
<https://csrc.nist.gov/publications/detail/nistir/8259a/final>

12 ToT Non-Technical Supporting Capability Core Baseline
<https://csrc.nist.gov/publications/detail/nistir/8259b/final>

13 Creating a Profile Using the IoT Core Baseline and Non-Technical Baseline

< https://csre.nist.gov/publications/detail/nistir/8259¢/draft>

14 [d] 1. Introduction

15 NIST Cybersecurity for IoT Program TliX, $E3K IoT “device” % %52 & L. ToT “Product”| XHEFFE
17D EO 14028 IZFFIE L CYERL 4172 Labeling 33 “Recommended Criteria for Cybersecurity
Labeling for Consumer Internet of Things (IoT) Products”
<https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.02042022-2.pdf> T/~ X477,

16 <https://www.nist.gov/system/files/documents/2022/06/21/IoTRiskIdentificationDiscussionPaper.pdf>,
<https://csrc.nist.gov/News/2022/nist-iot-cybersecurity-program-releases-new-docume™>
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(6) SP 1800-36 (Draft): Trusted Internet of Things (loT) Device Network-Layer Onboarding and
Lifecycle Management: Enhancing Internet Protocol-Based loT Device and Network
Security (Preliminary Draft)

2022 412 H 5 RRBISHL, 2023 422 H 3 AffDEID T3 A v FOZATHOILTWD,
ANBE 7z Draft Z R ARV . SP 1800-36 (Drafty® A /X— FDOEFHHDHWNIE—EE D
Executive Summary 5853 DATEH, Z 225 SP 1800-36 28 HIE T HAISSHNAENEiE CTX 5,
ARSI RT 7 Favh, SP1800-36 (3 IoT ik & Hfe S o % v b U — 27 O ERRGE, T
ROLIWRITER SN DOREELWR Y NU—=7THY | RERFR Y N =7 TRWI &%
FAEL, Ry MU= 13BN IEY & SID 10T TH D Z L ARAET 57200 BARN 72 77 A

REBEETbHOLEEZOLND, ke LT, SP1800-36A: Executive Summary, SP 1800-36B:
Approach, Architecture, and Security Characteristics, % L C SP 1800-36C: How to Guides @ 3 ¥}
Wi Z TELTWD, XHTHbI D TIEDMERK (Solutions) |%, NIST Cybersecurity
Framework security standards and guidelines, NISTIR 8259A12, NISTIR 8228 |2/l x.. ETSI EN
303 645 [ZHIE S D B & OXHSBRAFEOT 55 FE (will map to) & STV 5D,

IoT Onboarding (%, SIP-CPS DAFFERR%E CTHEb - MEEEOAIM, FEH) & —EH LEZILH

DDIRMEBNEEZOND, OB TERIEWREL BR800 B2 K> D%, SIP-CPS &
FIDO FDOY LHEZZSN D Z LM h, AIRETHIE T A MOV £ TIZ NIST IZ 3 A

M lEbZENTEHEEZLND,

4.1.3.2 1oT IZB8Y 5 REBATF & & UBIEMBEI OB
(1) NIST Online Workshop: "Building on the NIST Foundations: Next Steps in loT Cybersecurity”

2022 4F 6 H 22 H. NIST Cybersecurity for IoT Program /% Online = C.” Building on the

NIST Foundations: Next Steps in IoT Cybersecurity” & & L 7= Workshop % 55/ L 7218, &%,
BRFR oy OFkmE g S 4v, [F 7 A 15 HIZIX Katerina Megas, Program Manager #2E? blog
WX SEOEN RS 721, BIZ[A 9 A 20 B, NISTIR8431 Workshop Summary Report for
“Building on the NIST Foundations: Next Steps in IoT Cybersecurity” 73, =ik & L CTAR
SNTNDED, ZNHDOXLERET DL, 0T BEFX = U T (1220 T 5 2 0 Standards (B
) [ IMETHHZ e, MV T I A4 F o — TR EE RSN TEY, X2V 7 1
BHOBENIRETH D Z &, oT e x Yy MU — 7 IZEHi S, MG STV
ST EZESND &V A7 FH AR TREE 2 & 72 EAMERG, Wim SAVToARER, HER T
T, Chief Product Security Officer (CPSO) 723i#i# % 17V>, NISTIR8431 Tt & DEEM:A

17" <https://fidoalliance.org/iot-specifications-overview-2/>

18 <https://www.nist.gov/news-events/events/2022/06/building-nist-foundations-next-steps-iot-
cybersecurity>, Agenda: <https://www.nist.gov/agenda/building-nist-foundations-next-steps-iot-
cybersecurity>

19" <https://www.nist.gov/blogs/standards-cpsos-best-friend>

20 <https://csre.nist.gov/publications/detail/nistir/843 1/final>
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Takeaway 1 & L TAI 5 HIZFLR STV 5D, 2D CPSO &1dA 7 v Mabib o T
9 PSIRT OFEALE TS T 5 B b, MEEIEEFIZIB W T PSIRT IZA LD K97
FEREDMESL, EEN RO BN TND K ) IZlbind, EER, mEICTHE L2 Y | E014028
~O[a% & L CTYER S 4172 NIST Cybersecurity Whitepaper? T %, {5l Criteria £ D% =12 1%
B 57222 PSIRT OFEBERENHIFF SN TND Z &I vz D,

(2) The Whitehouse O ®l[i]

MEAEOD EO 14028 (269 DRI, i Ofkx 2/ 8] 0 73 2022 FEFTHICHES LTS,
2022 FEEHAT/2 D | ToT BIESTFOBFICEI E B TE TV D, DI BREAILR LD L L
C. FACT SHEET: Biden-Harris Administration Delivers on Strengthening America’s Cybersecurity??
NERT B D, HICHRIE 2022 4 10 A 11 HIZ The Whitehouse & ¥ 1T, Wb 254 A /13—
X2 VT A ICBT D OERICOE INTHAMNREINTWD,ZD H B, "Developing
a new label to help Americans know their devices are secure” & 9 IHH T IoT Labeling (22T
LTD2 mREkshTnsd,

A H 2022 4R 10 A4, BIRMIE, B2 E2 & ToT devices ([COWT T ~ILD

FAFIZOW T 2 2 &

X2 VT VR ERENRDRENVEZZODNDN—EBLER—LTATNLH

WHZ b

ZD 55, OO T IVEFE ORI 2022 4 10 H 19 H {2 The Whitehouse (& THAfE S

7= Workshop THEHE S 41,2023 &M Z HEE L L CIHEE 1T ToT B4, 0 Labeling Program
DifEt D 5 2 L SR STz, FEMITSEBROFER? ITRSN TV DA, BUF, KR &
b FE R BMRE MR L. FRCBUFIIZINE OBRENMzb o TL 5, KEICIFKINEES
HZMLTEY  BIMNOGEZLICEELOMTUFELZAfFL VL2 bE2bND, B
MFEHEE DL DAKEMRETH D2, #ED S Samsung, LG, HAN S SONY B&L T
Do

(3) U.S. Department of Commerce Appoints Members for New Internet of Things Advisory
Board

NIST & AT/E LTV % U.S. Department of Commerce CK[EPEHA) (XH 725 STz

Internet of Things Advisory Board (Io-TAB) D& 45 16 A& 454 L. 2022 4 10 A 24 HIZHE

2L NIST Cybersecurity Whitepaper Recommended Criteria for Cybersecurity Labeling for Consumer
Internet of Things (IoT) Products <https:/nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.02042022-2.pdf>
22 <https://www.whitehouse.gov/briefing-room/statements-releases/2022/10/11/fact-sheet-biden-harris-
administration-delivers-on-strengthening-americas-cybersecurity/>

B ZZITBTDL v—F] EiE, B¥EMT. &5\ Internet Backbone [A]1F D /L— & Tidie < |
IoT DR TS 415 Home/SOHO routers Zf5 3 &£ ZE X DDNZY EEZ HILD,

24 <https://www.whitehouse.gov/briefing-room/statements-releases/2022/10/20/statement-by-nsc-
spokesperson-adrienne-watson-on-the-biden-harris-administrations-effort-to-secure-household-internet-
enabled-devices/>
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L7225, Z® IoTAB i%. 2021 HEF B EH4E R National Defense Authorization Act DR 5
Fff L LT, the Federal Advisory Committee Act |ZF-D X 3% & I 41, NIST 23 E = g% %
e Enb,

(4) FBI Private Industry Notification

2022 429 H 12 H, FBI £ Y Unpatched and Outdated Medical Devices Provide Cyber Attack
Opportunities & 3 2 K~ D 2 Wafd 4 2 CEFENN A S 7z, (FBI PIN Number
20220912-001) 28

WL, ToT 1T B 5l L7 ffagatt e ERFI STV D03, BRI R & S

DY 5 D7z, RO RO AFEIIC LN 2 DR TH %, CISA O b
w7 Jen Easterly [X:{% Mandiant Worldwide Information Security Exchange (mWISE™) Conference
(2T, K, kT, AN E TR A REOBEHEKE T HOERS LML TERYY, £
ToREL BN E B ERDEFO 0T ~OBMIM L TRV I & ERSE OB LRGN
bElbkED LTV ZebHERERNEEDbNLD,

4.1.3.3 Supply Chain Security [ZE89 2 XEBF & & UBEEMEOBF
AW H I L 54172 Supply Chain Security, 72, Software Supply Chain Security Z F1/00 2 LA
TR T,
(1) MITRE Hot topics in Supply Chain Security
MITRE @ Robert Martin X% HULMZBAGE 23D 541 T & 72 Supply Chain Security 58t % H
)& L7z Software of Trusts Framework 7% 2022 4 6 HIZH 75 T A aTHED RSA
Conference 2022 THF I8, [FFFIZ MITRE IZEHA DY A R AH I, £ Dk,
HITCON T SfHi#H O —> & L THREMTONLY, HIZ8H 25 HIZIZ,. TAU D - U7
— =7 M@ MITRE McLean Campus (Z T, Hot Topics in Supply Chain Security Summit3!7)3[#

% <https://www.nist.gov/news-events/news/2022/10/us-department-commerce-appoints-members-new-
internet-things-advisory-board>, Internet of Things Advisory Board: <https.//www.nist.gov/itl/applied-
cybersecurity/nist-cybersecurity-iot-program/internet-things-advisory-board>

26 <https://www.ic3.gov/Media/News/2022/220912.pdf>

21 <https://www.cybersecuritydive.com/news/CISA-water-schools-healthcare/634657/>
2

<https://www.rsaconference.com/usa/agenda/session/Addressing%20Supply%20Chain%20Security%20Ris
ks%20MITREs%20System%200f%20Trust>, <https://www.rsaconference.com/library/Video/2022-quick-
look-addressing-supply-chain>

2 <https://sot.mitre.org>

30 <https://hitcon.org/2022/en/agenda/635etb14-6be6-443-bb15-3596e1d16914/>

81 B 5T MITRE 7> &5 i@ Fi<https://groups.google.com/a/list.nist.gov/g/sw.assurance/c/EPL2JrdboS4>,
<https://groups.google.com/a/list.nist.gov/g/sw.assurance/c/4AM9IDwcZmaEU>

DO E RN <https:/na.eventscloud.com/website/43098/>

Agenda: <https://na.eventscloud.com/website/43098/home/#Agenda>

Robert Martin K& B> T % & &5 IETF SCITT WG @ IETF115 TORHF Oifam T LA F LD
AFA[HE, <https://datatracker.ietf.org/group/scitt/documents/>
<https://datatracker.ietf.org/meeting/115/materials/slides-115-scitt-combined-scitt-presentations-00>
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iz,

(2) Software Supply Chain Guidance from NSA, CISA, and ODNI

National Security Agency (NSA)*? , CISA33, i (N Office of the Director of National Intelligence
(ODND*? 3 Fi# 42 K 5, Software Supply Chain Guidance3 #3/E23, 9 H 1 H LARENAR AT
SHEED TN D,

9. 9 H 1 HAHERFESIZL S & | Securing the Software Supply Chain- Recommended
practices guide for developers®® 73 —fX/ABR S 4172, CISA O MFEHIEREKIZ LD & 3 HED &
HOHF 1 E ST, WRITBFOIEARNZ2 3 Td % NIST SSDF® & %13 SBOM 72
ENRRRES IR S Y 7 b U = 7 BFE T O Software Supply Chain OfFFIE & 5 % 5,

BT 10 A 31 HATHERFEIZ L V. Securing the Software Supply Chain- Recommended
practices guide for suppliers®® 73 —fi%X /AP S 4172, WZIL,. Developers & Customers D[ & {if
BT 54072 Supplier 2% Software Supply Chain Security OfELRIZ/2 T RE Z & LEFEFTL
TeSCHR7EDS, Y 7 b o = 7Rk, PEMLBR%E. B EEE 72 & Developers SN DY 7 T = T4
O K& REENTIFRF SN LD EBNDRINTND EEZX TR,

723, WIAIEAEVEIX, for Consumers, T 72 BIEEF . FIHZE AT OSCEROFITH TE S
ns,

ZOXIRLEDFATN D 3 Mk O —MIZAF S o & W D SED | EABUF O
Software Supply Chain (Z%}3 2B L DR X & fEMEOBNL B2 b5,

(3) OMB M-22-18 MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND
AGENCIES

2022 4£ 9 H 14 H, Office of Management and Budget (LA  OMB & IEFE) L 0 | FERE M-22-

18 MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES 73

BIREAT b 7% LFAT S72%2, K Memorandum (ZFEA-0 EO 14028 A AR#MLE L, 8

32 <https://www.nsa.gov/about/>

33 <https://www.cisa.gov/about-cisa>

34 <https://www.odni.gov/index.php/who-we-are>

35 <https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3146465/nsa-cisa-odni-release-
software-supply-chain-guidance-for-developers/>

36 <https://media.defense.gov/2022/Sep/01/2003068942/-1/-

1/0/ESF_SECURING THE_SOFTWARE_SUPPLY CHAIN DEVELOPERS.PDF>

37 <https://www.cisa.gov/uscert/ncas/current-activity/2022/09/02/cisa-nsa-and-odni-release-part-one-
guidance-securing-software>

38 <https://csrc.nist.gov/Projects/ssdf>

39 <https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3204427/esf-partners-nsa-and-cisa-
release-software-supply-chain-guidance-for-suppliers/>

40 <https://media.defense.gov/2022/Oct/31/2003105368/-1/-

1/0/SECURING _THE_SOFTWARE _SUPPLY_CHAIN SUPPLIERS.PDF>

41 <https://www.whitehouse.gov/omb/>

42 <https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf>
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https://www.cisa.gov/uscert/ncas/current-activity/2022/09/02/cisa-nsa-and-odni-release-part-one-guidance-securing-software
https://csrc.nist.gov/Projects/ssdf
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3204427/esf-partners-nsa-and-cisa-release-software-supply-chain-guidance-for-suppliers/
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3204427/esf-partners-nsa-and-cisa-release-software-supply-chain-guidance-for-suppliers/
https://media.defense.gov/2022/Oct/31/2003105368/-1/-1/0/SECURING_THE_SOFTWARE_SUPPLY_CHAIN_SUPPLIERS.PDF
https://media.defense.gov/2022/Oct/31/2003105368/-1/-1/0/SECURING_THE_SOFTWARE_SUPPLY_CHAIN_SUPPLIERS.PDF
https://www.whitehouse.gov/omb/
https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf

A FFIZ 3N TE =% (Third Party) ¥ 7 b7 =7 OFIFIZEE L. Software Supply Chain 7
TRD T DI FE N S 415~ & B & FEf RS BARAYI R S 415 R E R 266 & A ZEFHD E
FEEAFRIZ, Appendix A T—EFK L L TRINTWVD,

(4) Securing Open-Source Software Act

KEFES EFRIZ3 T, Securing Open Source Software Act®® 7% 2022 429 A 22 HIZEKE S
TIERE LTHEENB S, WS ODOHENBLE S/, s E 1 AR RIcEz
TR NS D B AG ST B BNIARIIZ . MR FEWIRDOIBE TH V| BEOZEN D
AAV/ER SFS1Y g RATAN

%o 12 A 15 B, KEES BB ELLZSREZESHBRE 2B D 5 Gary Peters 1P
i# B~ Washington Post DU 529512 L % &, Open Source Software D& = U 7 ¢ [ 3B
MED—D & LTHEIT LTV DS,

4.1.3.4 ZDH®D loT 5 LrE Software Supply Chain Security (ZE8E T 5 8
AW T, ToT & 5\ X Software Supply Chain Security ([ZBFH# T2, R Z L& L7zEhE
[ZOWTLLRIZEE TS,
(1) Open-Source Software Security Summit Il
2022 4F 5 J] 12 H, EO14028 81T —JA4FICBAfE S 7, 1 T The Whitehouse National
Security Council TR 7RIS &Ik X, 2BH DEETH D, The Linux Foundation®®
i TNZ Open Source Software Security Foundation (OpenSSF)* 2334, 37 #£J2 YD 90 ALL ED
ERES, I ONCEFSEUR L D . NSC*, ONCD®, CISA, NIST, DOE®, W TNZ OMBS:/H 6 DSl
NolelInbd,
DEDOFEF L LT, 320 BEEE 10 #5:DFHE(Three Goals of the 10-point plan)23 LA K i
D EIR =T,

43 <https://www.hsgac.senate.gov/media/majority-media/peters-and-portman-introduce-bipartisan-
legislation-to-help-secure-open-source-software >

4“4 S TE¥E <https://www.zdnet.com/article/whats-what-in-the-united-states-securing-open-source-
software-act/> <https://www.washingtonpost.com/politics/2022/09/22/senators-introduce-bill-protect-open-
source-software/>

45 <https://www.washingtonpost.com/politics/2022/12/15/here-what-next-senate-cybersecurity/>

4 Linux Foundation #E %% <https:/www.linuxfoundation.org/press-release/linux-foundation-openssf-
gather-industry-government-leaders-open-source-software-security-summit/>

AL <https://www.cio.gov/assets/files/Federal-IT-Operating-Plan-June-2022.pdf>

47 OpenSSF #jE %3 <https://openssf.org/press-release/2022/05/12/the-linux-foundation-and-open-
source-software-security-foundation-openssf-gather-industry-and-government-leaders-for-open-source-
software-security-summit-ii/>

4 National Security Council: <https://www.whitehouse.gov/nsc/>

49 Office of the National Cyber Director: <https://www.whitehouse.gov/oncd/>

0 Department of Energy: <https://www.energy.gov/national-security-safety/cybersecurity>

51 <https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3204427/esf-partners-nsa-and-cisa-
release-software-supply-chain-guidance-for-suppliers/>
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. Three Goals:

=

Securing Open-Source Security Production

o

Improving Vulnerability Discovery and Remediation
3. Shorten Ecosystem Patching Response Time
*  10-point Plan:
1.  Security Education (and Certification for software development)
2. Risk Assessment: public, vendor neutral, objective-metrics-based risk assessment dashboard for
the top 10,000 or more OSS components
Digital Signatures (for software releases)
Memory Safety (replacing non-memory-safe languages)

Incident Response (establish the Open SSF Open Source Security Incident Response Team)

3
4
5
6. Better scanning (Accelerate discovery of new vulnerabilities by maintainers and experts)

7. Code Audits (third-party code reviews of up to 200 most critical OSS components once a year)

8. Data sharing (Coordinate industry-wide data sharing)

9. SBOMs everywhere (improve SBOM tooling and training to drive adoption)

10. Improved supply chains (Enhance the 10 most critical OSS build systems, package managers,

and distribution systems with better supply chain security tools and best practices.)
FHET 10 4RI R THEZA, SBOM O —/L & b L—=2 7 OLKIE, 4 D SBOM #

AT TOBWEE LTHER S5,

(1) CIS Software Supply Chain Security Guide Version 1.0%?
Center for Internet Security (CIS) 73 6 H 22 HIZH17%8, M4 3CHkIT Aqua Security & O IAE
Th D, YL kAT & FIFFIZ, Aqua Security 1324 7%3CERICID » T2 MRGE, BE A 2 FEi CX 5,
Chain-Bench &\ 9 > — /L& — AR L7254, Sk o> SBOM tool [FIkk, EARAIZ: tools FHAI LA
RSN D EBUGDOEBFEICEL > TUIRERAY v 3DV | EFITEICE > TH, D I
DT TRSFEERLTHL L2 LD E Y RHIFRFTE 5,

(2) Cloud Security Technical Reference Architecture®
2022 = 6 J 23 H., CISA 23317, EHBUNXRETTOZ 70 FRREOE XU 7 4

52 <https://github.com/aquasecurity/chain-bench/blob/main/docs/CIS-Software-Supply-Chain-Security-
Guide-v1.0.pdf>

58 CIS B3 <https://www.cisecurity.org/about-us/media/press-release/aqua-security-collaborates-
with-center-for-internet-security-to-create-guide-for-software-supply-chain-security>, Aqua Security #iH
73 <https://www.aquasec.com/news/software-supply-chain-security-guide-cis-aqua-security/>

54 <https://github.com/aquasecurity/chain-bench>

55 F¢F <https://www.cisa.gov/uscert/ncas/current-activity/2022/06/23/cisa-releases-cloud-security-
technical-reference-architecture>

SCEATL
<https://www.cisa.gov/sites/default/files/publications/Cloud%20Security%20Technical%20R eference%20
Architecture.pdf>
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HA K AL NWINIESTOLETH D, 10T I L L7z CETIE ARV, SIP-CPS T,
Z OHFZEBFEEHE ICBWTEBREZED—DE LTZ 77 RIBMRENTWS H T, iz
IoT 387 T 7 RIIRILT 5 22— R r— A~DE BN EZ BN b,

(3) Microsoft SBOM tool % — /(A%
[AFEAIERAEN THIH LT & 72 SBOM tool % GitHub “C 2022 4F 7 A 12 HIZ—ARY,
W TIR<MEZ DAY — VN AR SNFIHA» G E 5 & SBOM DR, & &k ~DOFEN
HFFCE 5,

(4) GUAC- Graph for Understanding Artifact Composition
2022 410 H 20 A, GitHub - CREBRI 4TV % Open Source Project, GUAC® /338K X1
=59, ZOHERIT, GUAC IZOWTHERS ASFHB ST Y | Software Security Metadata 2[££
L. entity JBEMEEEEZ CINEXRTH I EIZL D, Supply Chain 2020 03 < 2T
X5 EnHfEEINS, BRRYIZ, SBOM (Z2h1%, Signed Attestation & L C SLSA, SLSA3,
GitHub Actions Builder, Google Cloud Build, ffig5tt7— 4% ~—2 & LT OSV.dev, GSD 237
INTND,

(5) Microsoft i3 S2C2F % OpenSSF |Z %
2022 4 11 H 16 H. Microsoft i/ (NZ OpenSSF X, Microsoft 23585 LA THIH L T\ 5%
Secure Supply Chain Consumption Framework (AT S2C2F & B&FC)% OpenSSF IZ A HE & Rk L
=60, A%%&. Microsoft 23 % %5 % OpenSSF Secure Supply Chain Consumption Framework
(S2C2F) SIGS! 73 S2C2SF DA LT F L A%E(TH EDZ & TH 5,

4135 1oT FITSERLEBLS HFH
FAA AR B & A7z, ToT A ONE Supply Chain Security (2828 L 5 5 HHIIC DWW TLLFICE
BRbLOEHIRT D,

5 <https://github.com/microsoft/sbom-tool>

57 <https://devblogs.microsoft.com/engineering-at-microsoft/microsoft-open-sources-software-bill-of-
materials-sbom-generation-tool/>

58 <https://github.com/guacsec/guac>

59 <https://security.googleblog.com/2022/10/announcing-guac-great-pairing-with-slsa.html>

80 Microsoft: <https://www.microsoft.com/en-us/security/blog/2022/11/16/microsoft-contributes-s2c2f-to-
openssf-to-improve-supply-chain-security/>

OpenSSF: <https://openssf.org/blog/2022/11/16/openssf-expands-supply-chain-integrity-efforts-with-
s2¢c2f/>

61 <https://github.com/ossf/s2c2f>
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(1) k[EFEA. RSOCS Botnet takedown 7% & 62
20224 6 H 16 A, KEFHEAIL, FAWLITM, ., HoEEY /AT, v 7R
AL S ToT b & DS H T 325,000 DL EOERGFEERFE CHERK 415 botnet & L THIB 4L
% RSOCKSbotnet @ takedown % Ffifi & %3, 7 A # —iIFONT Ars Technica 1%, RSOCKS i
TR ToT SR Z x5 & Wi L T\ D,

(2) OT: ICEFALL reports?
2022 4% 6 H 20 H., Forescout %, ZI(Zi>7= 2 ICS/OT DRt 56 {FDMes5 1D Wt
2B, [Al 6 H 22 HIZIE CISA & W AFFIZEET 2 alert 31T S 184, %ﬂkﬁ%rﬁﬂa’mﬁx )
LINTWD, ZNOMEFHMHEICIET S, £ L TIERDNDH BTN D 4 DOERNZHT bl
TEBY., EANREX 2V T 4 ROBRABBEESN S,
Insecure engineering protocols
Weak cryptography or broken authentication schemes
Insecure firmware updates
Remote code execution via native functionality
2022 4% 12 /] 14 HIZI%, Washington Post #t73, Microsoft 7% 12 J(ZFAT L7 EES z 5]
L2, 75%D ICS ZEEFAMMEII T, Ny FHLHATHLATHWARNER LTS, HICHF
15 H. CISA /% 41 fRizH7= 5 ICS Magath DT RAA YU & —F AR L72%

(3) GitHub Commit [Z R0 & U 7= ffEga 67
2022 £ 7 A 15 H, GitHub @4 Branch T, 7 7 A /VIZXf T HE W 506k 9 5 Commit |Z
L VIZ X > T timestamp I TNT creator identity (2B 35 A X7 — X BNk EFRE L VD H’fé%
2% Checkmarx K U #ifr 4L, s T RESH LB/, GitHub |£, Commit Signature
Verification (B4 MFEHHERE) Z XK E L TEA LD, £H % Commit 23 FH STV
WG EMORBIIFRFTCE RN E W) FENER STV D,

62 TR HIE T <https://www.justice.gov/usao-sdca/pr/russian-botnet-disrupted-international-cyber-
operation>

A X —ifjE <https://www.reuters.com/world/us-partners-dismantle-russian-hacking-botnet-justice-

dept-says-2022-06-16/>

Ars Technica: <https://www.theregister.com/2022/06/17/rsocks _russia_botnet/>

63 Blog: <https://www.forescout.com/blog/ot-icefall-56-vulnerabilities-caused-by-insecure-by-design-

practices-in-ot/>

AR ST <https://www.forescout.com/resources/ot-icefall-report/>

64 <https://www.cisa.gov/uscert/ncas/current-activity/2022/06/22/cisa-releases-security-advisories-related-

oticefall-insecure>

8 The Convergence of IT and Operational Technology: Cyber Risks to Critical Infrastructure on the Rise

<https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE5daTD>

8 <https://www.cisa.gov/uscert/ncas/current-activity/2022/12/15/cisa-releases-forty-one-industrial-control-

systems-advisories>

67 <https://checkmarx.com/blog/unverified-commits-are-you-unknowingly-trusting-attackers-code/>
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(4) GitHub KEULAIE () 7w P= 7 i}

2022 48 H 3 H. 35,000 fFLL EORIEARER T 02 = 7 b3 GitHub | TR S L7 B #
HEINE®, ZNBEFERLB T Y= FTIERL, EREPHDDa— FOJFELT, API keys,
tokens, AWS FRAEE . W5 (LICFIM SN 58 DOFEIR 7 E QBRI A R AN ERa— R
MEFENTEY, METe 7 FEGRLEEROFMAFELZRL, RiERa— FEZEA
s 5, VWb s Software Supply Chain attack ZEX L72b D EEZ B 5,

(5) PyPI

2022 4= 8 H 8 H. Checkpoint /X, Python TRA¥E S 4172 software repository 5 KF, Python
Package Index (PyPI)|Z T+ DARIEZ: package Z %0 L, PyPl IZE#A& L CHIBR S e A > v
T2 FOFEMAEAR L0, ZHUHARIEZR package 1TEAL BNy r—UF o< D OEREE
K=& Fr%2H L, RIEZ: package 23 download ST < 72> TEY | Wb D Software
Supply Chain 82 Hiy &L S D,

F72[A 9 H 1 H. SentinelOne™ & Checkmarx %, % © 73 JuiceLedger & FEFR9% Phishing
campaigner 73 PyPI contributors (Z%f L Phishing W% [7] 8 H 23k L7~ 2 & 2R, BFEL
Too ZOWEETOWTPYPLIZ8 H 24 HIZEEZRBLE L L TAR P —D Google
s 5t X317~ Hardware based 2-factorauthentification (Z #4538 72 Hardware Token % 4,000 & [
TE ClAT 2 326 L 72", SentinelOne |2 X 5 &, ZOKEEIZ LV 2-D0 PyPl Package 73~ IEAL
S, bR TR T HHEORENSA Yy F—VOF 7 va— RRHE I Tn5, KL DR
RIZARBZZH, 9 A 5 H. Rsecurity 2325 L 7= Evil Proxy- Phishing as a Service (213, PyPI ®
AL HAFBUERE S Bl & b7,

11 A 1 HiZiX, Phylum 73 PyPI PN C Python Developers |Z W4SP Stealer & 5], g &+
HZEEHE LIZEE X LD python packages & HEER KR L T 5™, A 9 HIZ
I%. Checkpoint J ¥ Steganography ZFIfH, H/H LAIE=— & #Hik & ¥ 7-~1E72 Python

68 <https://checkmarx.com/blog/unverified-commits-are-you-unknowingly-trusting-attackers-code/>

69 3% R DT DL

<https://twitter.com/stephenlacy/status/1554697077430505473> <https://twitter.com/stephenlacy/status/15
54733783198314496>, B&sHi#HHE: <https:/nakedsecurity.sophos.com/2022/08/04/github-blighted-by-
researcher-who-created-thousands-of-malicious-projects/>

0 <https://research.checkpoint.com/2022/cloudguard-spectral-detects-several-malicious-packages-on-
pypi-the-official-software-repository-for-python-developers/>

1 <https://www.sentinelone.com/labs/pypi-phishing-campaign-juiceledger-threat-actor-pivots-from-fake-
apps-to-supply-chain-attacks/>

2 <https://checkmarx.com/blog/first-known-phishing-attack-against-pypi-users/>

3 <https://twitter.com/pypi/status/1562442188285308929>

74 <https://pypi.org/security-key-giveaway/>, <https:/twitter.com/pypi/status/1545455297388584960> L
L Z OB T iE @ Hardware Token [, Google 2338 ARFIZ & & WA 72 WP [E %10 Titan Security
Key TH D Z & ICHEFE,

5 <https://resecurity.com/blog/article/evilproxy-phishing-as-a-service-with-mfa-bypass-emerged-in-dark-
web>

8 <https://blog.phylum.io/phylum-discovers-dozens-more-pypi-packages-attempting-to-deliver-w4sp-
stealer-in-ongoing-supply-chain-attack>
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Package 7% PyPl ECHAINT-EHRFE L TWAT, FHI(Z[H 17 H, Checkmarx Security /3,
Phylum Wl (NZ Checkpoint 23RN L 72 BB — DK ERIZE 2D THY . RER
package @ upload T, polymorphic malware ZF|H L, #{EF& D XY 2726 Discord D7 7
72 b, NAT— R BEESEEO Wallets, Credit Cards, £ DMDIET LT 7 A VFEEZFTER L
TW5 L DRRAIER LI,

T OFEMLISMZ, Software Supply Chain (ZBf% L Python #5A OFRE & 5 S 41T
%, Checkmarx {%, Python Package ® download, install [fj /7 CHLE) X415 setup.py script (2R
BRI AATRE S W ) AR Z R LTV D, Z O RN IE LWGA. B 21X PyPI
72 & D X 9 73 package repository 7> 5 HLffiIZ download ( “Pip download <package name>" )L
72556 C b RIEZR setup.py 232 E) S 41, R IE 72 package 2L Lo W ATBEME DR & S D,

(6) Shikigeta malware
2022 429 A 6 H,AT&T Alien Labs {X, Shikigeta &\ 9 Linux 52® OS % x4t & L 7= malware
DFEAM AR L1280, [FAFEFRIZE D & Linux & malware |34 4 2022 /1= THIATHE 650%
DRSNS Z &8 TN Y Shikigeta Id, code size 300 bytes, file size 370 bytes & /s &
<. Linux THEIfEL TV % endpoints {212, Linux CEMET D loT FHZKERI L L LTV 5
ZEDIRENTW S, BusyBox 72 £ Linux 2D OS TEIWET 2 IoT FHIZZ OFIHANRE XS
U, Linux [A]1F @ malware DEINTLEN, 205 [oT FHADEEENB A I NS,

(7) Zerobot

2022 % 12 H 6 H. Fortinet 1:® FortiGuard Labs X, Zerobot &9 Go THER &4, IoT IZ
JEY LIRS 2 ZHERE72 bot ICHOW TR L8, [FRERIZE D &L Go TRk &4, IoT 12
THER, ®% 0S 1T Linux & &5, Go TEDIIZMO malware FlEk, ZFED CPU IZxf
B, [RZERICE D L Zerobot DA, 1386, amd64, arm, arm64, mips, mips64, mips64le,
mipsle, ppc64, ppcbdle, riscved, KN s390x &, Go TENILIZALD malware & T H %I
architecture 732 < | ZRELEE/R IoT HAZER L L TW D A[EEMENBRE SN D, Fo, AC
R T a b a VAR LB, B AR SRR T R worm (L B IR S D,
[A¥R45 D Figure 1 TlX, 7 A U 5 @ Thanksgiving holidays A2 IZIEEIANERIL L TV D LD
IZBlEiTE %, T2 5. Zerobot IX, malware DfERRARFFA, St BOFEBIH S 7= fElR 7

7 <https://research.checkpoint.com/2022/check-point-cloudguard-spectral-exposes-new-obfuscation-
techniques-for-malicious-packages-on-pypi/>

8 <https://medium.com/checkmarx-security/wasp-attack-on-python-polymorphic-malware-shipping-wasp-
stealer-infecting-hundreds-of-victims-10€92439d192>

9 <https://checkmarx.com/blog/automatic-execution-of-code-upon-package-download-on-python-
package-manager/>

80 <https://cybersecurity.att.com/blogs/labs-research/shikitega-new-stealthy-malware-targeting-linux>
81 AT&T Alien Labs |%, atlas VPN %§ 2022 4F- 7 A 27 HDO#FKZ5IH L T\ 5,
<https://atlasvpn.com/blog/linux-malware-on-a-rise-reaching-all-time-high-in-h1-2022>

82 <https://www.fortinet.com/blog/threat-research/zerobot-new-go-based-botnet-campaign-targets-
multiple-vulnerabilities>
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i D% < Z B L7 iiied TR bot Th Y . £ DIERR T K-> THEFRRIZHTZY
ZOIEHPNBRE SN D,

4.1.4 AW OBIRA

4.1.4.1 EE NCSC

83
84

(1) Organizational use of Enterprise Connected Devices®

2022 /£ 5 1 10 H, NCSC-UK K Y 317, H3CFIL. Laptop computer /2H 7Y & &
PET REFBRR Y N =7 IR SN D BRI E IR E Lict =2 U T 1 iR
FHEDB, HLET MEEF#RR Yy FU—7 128 2R LT, —ROHEEELD b
FEk, BIL, R*y U= RN ANRN—X 2 VT 4 ICHTHELEATH I ENEES
AUTUW D AT, NIST 23 EICH Y fHA T 72 Labeling D3CE L FHEN B2 5 Z LIZZHE
Wee&Eewny, 722 L, BEBRVAT ARBE COMA LOEE L LTEILSZ &, T
TRIOFRIC R 515 & 91T, SIP-CPS OfiffE, MR EBMIENH N EEZHND,

" Enterprise IoT is the advancement in technology that enables physical 'things' with embedded
computing devices to participate in business processes for reducing manual work and increasing
overall business efficiency. Taking advantage of a combination of technologies ranging from embedded
devices with sensors and actuators to internet-based communication and cloud platforms, enterprise

IoT applications can now automate business processes that depend on contextual information provided

by programmed devices such as machines, vehicles, and other equipment.”

(2) Device Security Guidance Version 2.0

2022 45 /1 10 H, NCSC-UK X ¥ 5178, Y3C#EIL, &5 2021 4 6 H 29 HIZREITOHIIR
DY E 725, ZHUTAFE OS FHO BARM 725 E 72 £ 23R 4% #T Configuration Guide &
L COMRERBIL T X 58— T, Device security principles for manufactures (beta release)®” (2
IREND 11 tH5R1%, T2 LA NIST IoT Program 78 & Z HUEHE L C & 7= NISTIR %8 & [Al%E,
HEEFHE O (D5 WITFEFE LOZEM) LEEOWE, MEMNTEEZXOND,

<https://www.ncsc.gov.uk/report/organisational-use-of-enterprise-connected-devices>

<https://www.ncsc.gov.uk/collection/device-security-guidance>

8 [ 6 A 10 HIZHE SNV TWDAERRTE N, WEOEALDBHER TR0,

86
87

<https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides>

<https://www.ncsc.gov.uk/collection/device-security-guidance/security-principles>
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(3) Supply chain cyber security: Accessing and gaining confidence in your suppliers®
2022 /£ 10 A 12 B, NCSC-UK X v 38178, Y 3#EiL, WEAHEIMEM & 415 Supply Chain
cyber attacks (Zfif 2., ARk CHEfH, R L TR ARE\EEEB L bNDH, XLEIFTKRD 5D
DT S, TNEIUISHR I RIN TN D,
1. Before you start
2. Develop an approach to assess supply chain cyber security
3. Apply the approach to new supplier relationships
4. Integrate the approach into existing supplier contracts
5. Continuously improve
12,7 Continuously improve” THiHIEHLILTNDHHY | [ZnEaXo7cb&bD, T
£, EVIIRERBOTIE AR, Mk LT 2037 b0 e v ) B o Z & 2R
L. ROLXEFETHD, AP TR, ERRENENOHTHIM SN D FEMEGHE, I N W
SNBHAME (outputs) A/RINTND,

4.1.4.2 NIS2, BB THEE, RMZERETHRIR, HT~

NIS2 Directive, & % VMIHIZ NIS2 & L THIH L5, Directive on measures for a high common level
of cybersecurity across the Union (NIS 2 Dlrectlve)90 IZDUNT, 202245 H 13 H, BRINGES & BN ZE
B 2>(BEuropean Council) 23 FHIEEIZEE L%, [F 11 A 10 B, BRMNFES TOFHR THERE?, [F 28 HIZ
IR BB R HEREBICLD {&Kﬁé?ﬁ'in‘ﬁ% (formal adoption) % JZfifi L EU’s Official Journal

8 <https://www.ncsc.gov.uk/files/Assess-supply-chain-cyber-security.pdf>

NCSC #E 3 F <https://www.ncsc.gov.uk/news/ncsc-issues-fresh-guidance-following-recent-rise-in-
supply-chain-cyber-attacks>

How to assess and gain confidence in your supply chain cyber security
<https://www.ncsc.gov.uk/collection/assess-supply-chain-cyber-security>

8 [H 6 H 10 FIZHE SN TV DIRERTZD . WEDZELDBHER TE U,

90 <https://digital-strategy.ec.europa.eu/en/library/proposal-directive-measures-high-common-level-
cybersecurity-across-union>

HAED NIS & 5ciL. <https://digital-strategy.ec.europa.eu/en/policies/nis-directive>

Revision of the Network and Information Security Directive: Questions and Answers: <https://digital-
strategy.ec.europa.eu/en/fags/revision-network-and-information-security-directive-questions-and-answers>
91 European Commission @ i~ < https:/digital-strategy.ec.europa.eu/en/news/commission-welcomes-
political-agreement-new-rules-cybersecurity-network-and-information-systems>

European Commission Press Release on May 13, 2022:
<https://ec.europa.eu/commission/presscorner/detail/en/ip_22 2985>

HE W] < https://www.infosecurity-magazine.com/news/eu-cybersecurity-legislation/>

NIS2 $#2 2 DO EE <https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-
information-systems-nis2> or

<https://www.europarl.europa.eu/thinktank/en/document/EPRS _BRI(2021)689333>

92 <https://www.europarl.europa.eu/news/en/press-room/20221107IPR49608/cybersecurity-parliament-
adopts-new-law-to-strengthen-cu-wide-resilience>

9 <https://www.consilium.europa.eu/en/press/press-releases/2022/11/28/eu-decides-to-strengthen-
cybersecurity-and-resilience-across-the-union-council-adopts-new-legislation/>
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2T AR TIE AV A ERE 20 BT L FER I/, 4 EUMNEBEIL 21 » H BANIZ NIS2
Wi L2 ENEOR R 2 Fhid 5, ZAUZXE 0, BRINENO Ry U —27 0 27 AT 10T %
G, IO T IZE EE LWLV IREIZ, KV EIL SNIIERERN DR DB 2 726
T LIIREW R,

4.1.4.3 DSA %X U' DMA

RN SR FIT XL D &, 2022 45 3 A 25 HIZ Digital Markets Act (UL F DMA &H&5E) . [H 4 A
23 HIZ Digital Services Act (UL T DSA & BEFL) NEHRHIAEIZE LY, 20 2 DOIEDORKNL, KE1T
DEFEEL 72D DMA 1F20224F 11 A 1 BIZE LS, Zna KRS 500X 512, FRASH
TEL MR 7 +— T 5L DMA,DSA i/ TO—B & LT, U a L —NREET 5% 7
Ty AaxA Y TIZ EU PHLEZBRTOER L TV 5%, MINEZEESORKRIZA LI L@
D, DSA, DMA |33y 7r—2 L L T2 0% —KE LTHRbND Z ENZVRS, miFENLET 5 H
BEELT, TV —ERADETOMMABEDORERNANENMEESND, LV LT VX NLE
MOANE, WO E— TG N R 72 A ) R— 3 > iR, SR HOEBEZBENE L
TW5, AMEIIRALTHERMIENO Ry hT—2 [ VAT LD 10T &7, IoT IZ& EF WA
VAS 7 T O el S B b {1 P AV A A

4.1.4.4 Proposal for Cyber Resilience Act

20229 H 8 H, BINEAZD, ToT ey b U — 7 ITHHE S L DA~ OMlRAb
% 1e, Proposal for Cyber Resilience Act & 2022 459 H 13 HIZHFE & O x OFLFEBRRIMN Z F0s
IR S A7, EEITIEE 9 H 15 BBIE, BRINZE B 2213 Proposal for a Cyber Resilience Act {22

9 RN ZE B33 <https:/digital-strategy.ec.europa.eu/en/policies/digital-services-act-package>

DSA <https://www.eesc.europa.eu/en/our-work/opinions-information-reports/opinions/digital-services-
act/timeline>,

DMA <https://www.eesc.curopa.cu/en/our-work/opinions-information-reports/opinions/digital-markets-
act/timeline>

% <https://ec.europa.eu/commission/presscorner/detail/en/ip 22 6423>, <https://eur-
lex.europa.eu/eli/reg/2022/1925/0j>

9% <https://www.weforum.org/agenda/2022/08/why-the-european-union-is-opening-a-silicon-valley-
embassy>

% f5] 21X, Reuters: Draft EU rules target smart devices with cybersecurity risks:
<https://www.reuters.com/technology/draft-eu-rules-target-smart-devices-with-cybersecurity-risks-2022-
09-08/>

Euractiv: LEAK: Commission to introduce cyber requirements for Internet of Things products:
<https://www.euractiv.com/section/cybersecurity/news/leak-commission-to-introduce-cyber-requirements-
for-internet-of-things-products/>

Techmonitor: EU’s Cyber Resilience Act to toughen cybersecurity rules for smart [oT devices:
<https://techmonitor.ai/policy/privacy-and-data-protection/eu-cyber-resilience-act-iot-connected-devices>
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WTHER L72%, DLUTNIZRINZE B S A3 L 72 2434 Proposal DN A /- 77%,
« 2O0OFEBE
L WHCiET 21— v =7, Y7 bv=TOL 0 D0 lEsstiofeg & RiEEA IS
KO8T A T A 7 NOERNNOEEE TERIZZIYMAOHRIZEY, BF2T
75 B i BR 8 D St % Al
2. Digital Elements % & DA R INH L WVIIMEMICHTZY | 2—F =R A \—tF 2
U7 4 #BETEDEMERIE,
« 4 ODOBEARE R B
1. Digital Elements D&%ilt, FHFHERENOE2TOT A 794 7 L CREEEE NG X 2
U7 1 O & PRI,
2. N—Fu=7, Y7 My =T HEEREOERRETERTER—BE LA A—tF
2 VT 4 7 L= AU —7 DR,
Digital Elements Z £ O8O X = U 7 ¢ OF WO LREE,
FEE . N EE & G T — W —3 Digital Elements Z £ o8O & o 7 22 &
AfREE T2 &,
A-%%. [A] Proposal IZRKM GRS L RINE B S THAE., FkIh, BIRESNGE, BINEES NS
N 2 LA T LD B 2 i & S 5100,

4.1.4.5 ETSI

ETSI Technical Committee on Cybersecurity (TC CYBER) 23{ER% L. 2020 4= 6 A 30 HIZ—%IZ
N B & 4v72 ETSI EN 303 645, CYBER; Cyber Security for Consumer Internet of Things: Baseline
Requirements [ZYEHLE 5 VX H T 2 BhEfH B SCEFAICOW T, AN DR CTE DRI A LT
R,

(1) TS 103 701: Cybersecurity assessment for consumer loT products!®

2021 4F 8 A 16 AfICHEE. AFInlz, HEZMIT IoT ORAZESED Conformance
Assessment (ES A3 ERHM) (2B 5 Technical Specification,

(2) TS 103 848 V1.1.1 (2022-03): Technical Specification: Cyber Security for Home Gateways;
Security Requirements as vertical from Consumer Internet of Things
2022 4F 4 7 HBERO ETSIHGERRICE D &, ERNR Y T —7 L QRO H OYELHY

% #IEHF <https://ec.europa.eu/commission/presscorner/detail/en/ip_22 5374>, <https:/digital-
strategy.ec.europa.eu/en/news/new-eu-cybersecurity-rules-ensure-more-secure-hardware-and-software-
products>

Q&A: <https://ec.europa.ecu/commission/presscorner/detail/en/qanda_22 5375>

9 <https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act>

Factsheet: <https://ec.europa.cu/newsroom/dae/redirection/document/89528>

10 Next Steps: <https:/ec.europa.eu/commission/presscorner/detail/en/ip_22_5374>

101 <https://www.etsi.org/committee/cyber>

102 <https://portal.etsi.org/webapp/WorkProgram/Report WorklItem.asp?WKI_1D=58434>
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ey NIT—2 L T 7 4y 7% EXaT b L, Home Gateway % %} 5Z L 7= 4] O vE
EINTNBHI8,

(3) TR 103 621 V1.2.1(2022-09): Guide to Cyber Security for Consumer Internet of Things!®*
202249 A 6 AFARIAT, WEETT IoT OV A N—EFx2 T 1 HA K,
TR= Technical Report & (& fFIT HiL5,

(4) DTS/CYBER-0014 (TS 103 486) Identity Management and Discovery for loT%

2022 £ 9 H 22 BIZHHTO Draft V 0.0.26 73 Stable Draft & L THAR S4L, i STV D
Btk Toh 5, th)7,2022 4- 4 A 20 H,ETSI i, ”Annual Report 20211%” K T} ”Work Programme
2022-2023107 2T L TWHI8, Zd 95 5, Work Programme 2022-2023 Page 12 (23T,
IoT (27372158 & L TEL T OREH#D S 5,

1. Smart Door Locks, % U\ Sensor Hub ~D & (ZE9 9% Technical Standards D F1T,

2. Consumer IoT Cybersecurity {ZE99°% Vendors Z %5 & L7=#1 L\ Guide % Technical
Report & L THAT,

3. Security of Home Gateways M (N Z Network Routers @ 2 4@ Technical Report DFE1T,

ZDH b, EFE 2. {29V TIE, NISTIoT Program 23MEf% L C & 7= NISTIR 38 & FE L O
MEZHND, 3. IZBLTIX, 22 TREIND 2 DD Technical Report &, Fikod 4 H 7 H
FEATD TS 103 848 V1.1.1 (2022-03): Technical Specification: Cyber Security for Home Gateways;
Security Requirements as vertical from Consumer Internet of Things & OBEN AR TH 5, #Hiiz
\Z 2 £ Technical Reports 23817 S 415 AIREME & # T & 4172023, TS 103 848 & DAEFIIA
HTH 5,

F72, 2022410 A 11 B2 5 14 HE T, ETSI [oT Week 2022 & V™ 9 D3 BHE <4109,
Z®HT, ETSIIoT Conference 2022 23BHffE STV 5H10

4.1.4.6 ENISA

103

202246 H2 HELV 3 HD 2 HfH, ENISA Ff#, ENISA Cybersecurity Certification Conference

ETSI Press Release: <https://www.etsi.org/newsroom/press-releases/2051-2022-04-etsi-world-first-

standard-to-secure-consumer-iot-devices-is-extended-to-home-gateways>

104
105
106
107
108

<https://portal.etsi.org/webapp/workprogram/Report WorklItem.asp?WKI ID=66181>
<https://portal.etsi.org/webapp/WorkProgram/Report_WorklItem.asp? WKI ID=47653>
<https.//www.etsi.org/e-brochure/Annual-Reports/AR-202204/mobile/index.html#p=1>
<https.//www.etsi.org/e-brochure/Work-Programme/2022-2023/mobile/index.html#p=1>
<https://www.etsi.org/newsroom/news/2057-2022-04-etsi-releases-its-annual-report-and-work-

programme-2022-2023>

109
110

<https://www.etsi.org/events/upcoming-events/2060-etsi-iot-week-2022>
<https://www.etsi.org/events/upcoming-events/2088-etsi-iot-conf-2022>
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2022173 BRfEE S 4172, Agendat?, I ONT2ERHA AR SN IEHISE R HRY . 5 OIEkDEY
A58 F 72> % Common Criteria (EUCC), Cloud Services (EUCS), EU 5G, 1 TNZ Cybersecurity
Market (22O Tigim SR T, ToT ZEMEHE, SOV LA, BV MEARELE L
TH-o=E oA oy, LirL, Z® Cybersecurity Market % 5|7 % “EU Cybersecurity
Market Analysis - 10T in Distribution Grid” &9 3CENED 2022 44 H 8 HIZREITSN, £OHFT
£ electric distribution grid THIH S 415 10T IZ DWW THRES A 72 STV D RIC THEREWZE X
T B Z 13k i@ v 9 HIZRRINZE B 2328 L 72 Cybersecurity Resilience Act #2428 & B L
T, IoT IZx}9"% EU Certification 23w S 412 AIREMEIXH 5.

11 <https://www.enisa.europa.eu/events/enisa-cybersecurity-certification-conference-2022>

112 <https://www.enisa.europa.eu/events/enisa-cybersecurity-certification-conference-2022/agenda>

113 <https://www.enisa.europa.eu/news/enisa-news/cybersecurity-certification-breaking-new-ground>

114 <https://www.enisa.europa.eu/news/enisa-news/cybersecurity-market-analysis-in-support-of-informed-
cybersecurity-business-decisions>
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4.2.1 SAEFHE

oT X2 VT 4 VT I74F 2= %a VT 1 IZBT 200087 &3, BIET 2 EES
fi[E &2 Z e O AR & &0 LD 12 - Wi L CHIEPEEZID L0 X5 L LT DH»
IZOWTOENAFHE ZAT O 72012, AREBEIEEER 2 E ORI ESLZN L DFEHED & 1) F &
W7 at AEPHND,
AR GAHRRIC DOV TIE, BRE 4.1 HiOMBRZEM & LT, SROBERFHE TRY £ & DD
ENERL,. 2070 ARHRTELLOET LI OMREE L KO FIECTHEZIT- 72,
AT w71 HEMEHBEOR— L= EOARBREFE L, I A RT A L 3LEOH
7 m ARG R A HET D,
2T w72 41 OFETH LT Gk O—E OB mfE 2 o - BHEL | #ilE 7 =& X
HolflE7vmE A E LTI L5,
0 % & Do BRI ZREE R TEX 20V OV T, TOMBAED TVWDIRD L0
DFHEAE A L#ET D,

422 REIZBTHHELREQOLYVFEHTOER

4221NISTOHA FSA4 2 - BERETOER

(1) NIST D&l

KE SIAEAER IR AF 2T (NIST : The National Institute of Standards and Technology) 1. & )A\ V&G FH
T, R OEE SLCBORICE T 2 Bl LoOESCHIFICEEE 52 DO H D T A X
LEEERT D2 LICED, BEINMEICET ) —F =2y 7oxEIZ R L TnD,

NIST (ZFEHIHIHERE T v | £ OHlE 7 1 ZIZE L TiE, ERBINE AL (PL.104-11315)
e, EFEUAME T 2 R EDOE Y — 2 & LT, B a v A EEDORR & LM
ZYR—= 45 EEDENTNDHMS, NICT NHAE - ERT DU A Z 2 AR OREEDRET 1k A
I, #FLE R (Federal Register) (288 =415 FIPS (Federal Information Processing Standards) ®#i
B XDz, KBRS Rz S A 1T RS (Administrative Procedure Act : APAYY) [ZHIJY |
FOEREBAMEZIToTNRT Vv 7 a X NeBRET HERKT 2 A b (notice and
comment) 7 1 ZITHL LR AE AR DG 0 £ 518 SP (Special Publications) X°7 L — A
T—=0%EDHA FTA NTHONTIX, MOBUFER, (R, FIRERR EDAT — 7 FLF—N)
ZNT 2V =7 vay 7ot afe L. B L ERIEE L2 bEEDa X

115 <https://www.govinfo.gov/content/pkg/PLAW-104publ113/pdf/PLAW-104publl13.pdf>

116 <https://www.nist.gov/itl/standards-activities>

17 <https://www.epa.gov/laws-regulations/summary-administrative-procedure-act>

118 <https://www.nist.gov/itl/procedures-developing-fips-federal-information-processing-standards-

publications>
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EOLIFEEZRET HMEMICH D19, ITL BT HEEZLZLLEOENI I NT ) v 7 =2
AUEBROONTEY, ZOHA RTA > fEHEL, A =T 2 0oBIEORWITIET, it
DR K OVEITHEBI O FEPIZIC L DMEIAWVA R Z S TRESNTND Z ERRETH S,

NIST IIPHE O THlfkE LT, wHEY > R IRV Gaithersburg, Maryland, If ONZ
Boulder, Colorado (2 KHUE /2 v L X2 ZH L0 5 R RO BRI 2 26070 0 B 2 i E T 5
6 Wt &2 3712, Z D 9 B EREATIFIEIE ONTAEHE(L 21T 9 Information Technology Laboratory??

(LLFITL & WEEE) 23, Cybersecurity for [oT Program?® (DL NIST IoT Program & B&H2) %285 |
IoT Z IV &L Wb B YA "=t X U T 4 |IZEHbAIEE 1T > T 5, NISTIoT Program |% 7
AU B RE DEGE L T % 3CE FIPS 20014 (ERIEHR L OMF#H > 2 T LD T Dl %
2 U7 o ) (TR 2 72 60 O BARAY 70 dREH & 73 SC# NISTSP800-53 (1§ H & A 7 A Lk
DD X2 )T 4 T T AN —OFH) (2SN TV D, NIST IoT Program (3% DOFfREH (The
Challenge) & LT, MoT =a v A7 AHOIEEW NI T — X T DA N—tFX =2 U T 1 %PE
FEFBEWTENC KBIEICHERE ) 2 851F ., [ToT ~DOfE#HA D, FEHE, 5, WNCEET Y —1
B2l U TR BB COREMER 2 e L T 2 BREORE] 2172\, £OIvyira & LT,
FEES AR SCERE & 2 OMER O TIThiILd R7 7 MEDAM & — b o a A v MNEE
2179,

NICT BATOLERFE . FIPS ORITOTmEA%ZK 1 LK 2777,

119 <https://www.wiley.law/alert-3496# ftn23>

120 <https://www.nist.gov/about-nist/visit>

121 <https://www.nist.gov/about-nist/our-organization>

122 <https://www.nist.gov/itl>

123 <https://www.nist.gov/programs-projects/nist-cybersecurity-iot-program>
124 <https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf>
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MML : KRBT FERT

ITL : EREAMTHTZCAT Information Technology Laboratory

CSD (Computer Security Division)
AvE2—2tFa VT4 ICEAL THREITVEEXE T RIT

FIPS (Federal Information Processing Standards)
KEBEREDARZZ T ONISTARH L 7215,
FalT A BEOXE, REATLEICE > THERE
Fa2UTANEEERD ECHRAEXE,

Special Publications (SP800> Y —X)
CSDA&TTHavbEa—KkExaUTF1BROL
R— b KEOBUFERBRA ¥ 2 ) 7 1 [HEK%E EH
TEHRICHAT AL zRIIRE LTE LD LN
=
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NIST IRs(NIST Interagency Reports)
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ITL Security Bulletins
TEHICRITEINSECSDOSIR
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HEREHTOERO BEPEHRTOERD HPEHTOER® BRERTERO

- FIPSEISORE/L - REERZTLTY X L) * NISTAUERE L7-FIPS EHERCTCORE MISTRIHEE EHERE
TB&SEE  FT0ERERK FEORMCRT—2 7+ BAEXIIAPSHIERE HEEZHRK, X BOARERET,
ks txa Y I Z R UNISTIC & 2 5 & FFR T 7 FNLh EIREIR CRIPSE
TABEUDERE |- RT—2KLE— FRbE T ay7® DERHRDBT74— BOHMROET
b, EREFH HPODAAUINFEE FU I TA—TLER - A= el Ry o %58
FRKED=—— ((BFH30~90HH) LR Rr L. SHo oD axXy FEE i
XDEEE 7 AL AERSEREFE (E%30H ~90H ) FIPSARHE O il 1=
T
CRT— 7 ANED B
RioWwToaxy b EE

‘\;41' ‘\;41' ‘\;41'
A FRBRR AX v AR R aX v FRBRREE

B 2 NIST IoT Program (ZRIF B H A KT 4 - BEEERE S vt R

(2) NIST OfilELEHE T rk A

NIST IoT Program 3| E & CTU% NISTIR 8259 O LEHHOHIEFhix & ZhETHTntk
A LUFICHmE T2,

10T Program % ¢ NIST ITL 23MERCT 5@ BUMIEH S A 7 L& k5 & LTofast, D% <
I, MR#LVE & LT Federal Information Security Management Act of 2002 (FISMA : H A {EH ¥ =
VT 4w YA ME)E 2014 FIZWE S 4172 Federal Information Security Modernization Act of
201412 (LLF FISMA & B%EE) 238 5, Office of Management and Budget'?® (OMB : 1TBEU/E B 5
JB) IR LTEXa )7 EFELED L OITROTEHY, FISMA £ OMB Circular A-130%
Management Federal Information as a Strategic Resource ({TBUEEL T RHTiHE A-130, UL T OMB A-
130 LHEED) 2 LD X2 AL LT, #MBUFEENTEREX =V 7 0 20k 5 2 & 2 RGBT,
NIST (256t L TUE, Z D72 DRGSR A BT A DBH3E %2 AT T D18, F 72, 2006 FFF1T
LEBEEBENARLTWDILED FIPS 200 : Minimum Security Requirements for Federal
Information and Information Systems'?® GEFEHRE MER S AT LD T O DFRIRE F = U 7 1 Zff)
BV THEIORIKROEF 2 ) 7 ¢ BERFEHIZOWT, 170X 7 ¢ BB h 0 #
FEL TV, ZAUTK L NISTSP800-53 137 A U WBUNFHNOFEHR S AT L L ZaLb DT L,
IRHANC Y A7 EHA D7D TA R T A 2 BAEMITED L2 HDTHY, 2020 £ 9 23 H 7
5D DUET A S 72, 2020 410 A 20 RICU —7 v a v 7 Oigim 4 #% TG 23T
e,

Z @ FIPS 800-53 |ZHEHL T % 7= b DFgE# % 7k 3 3CE A NISTIR 8259: Security and Privacy Controls
for Information Systems and Organizations ([F¥ S A7 A LMD DDEXF 2 VT 4 & T T A4 N

125 <https://www.cisa.gov/federal-information-security-modernization-act>

126 <https://www.whitehouse.gov/omb/>

121" <https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A130/a130revised.pdf>
128 <https://www.ipa.go.jp/security/publications/nist/fisma.htmI>

129 <https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf>
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—OEM) ThDH, NISTIR 8259 i%, 2019 47 H D 1stDraft, 2020 4F 1 H 7 H @ 2nd Draft 2B %
T, Z DM TEDICANT Y v 7 3k b A~OIERw#Em Oft R % 7 4 — K3y 7 LT 2020 48
5 H 29 HIZ NISTIR 8259 J2 Y NISTIR 8259A & L CHAMRAN AR Siviz,

o, BFHBUFEBENBUST 2 FED IoT 77351 A2 lIGMS AT HMIHET 2 7L 2B
TOBRICESL O R EHREEENGTENTEY . TS ZADBENO VAT X2 VT 0 525
&9 5 J ik % 2~ 7 IST SP 800-213 (Draft) : IoT Device Cybersecurity Guidance for the Federal
Government: Establishing IoT Device Cybersecurity Requirements'®7% 2020 4 12 H 15 BIZAB S U
7o

NISTIR 8259 DFE$#tZ FEIZ 10T 7 /3A A DI TORM 21T 2 12D DBMIE#H TH 5
NISTIR 8259B/C/D % DHliEIZ- OV T H, 2020 4 12 H 20 HIZ Draft BRI Sz, 7Y v o=
AV PEER PTG D Draft OFHIRCHE 21T 9 72 D The National Cybersecurity Center of
Excellence!® (NCCoE) DY —7 3 v 7R, Consumer Technology Association'®? (CTA : {H%
%Eiﬂ'ﬂ%%/\) F#£D Roundtabe ZPfE L, WRIAWZEFOMAZED DA — 7 TEPREE T 1

ANZEEASNWIIEB & D T D, NCCOE 1L NIST O—#i Td V) ESREIUER, BUFEEEE, KOVl
1‘%&%%@753‘1%%73 LT, ﬁ%@%%%ﬁLLokﬁw’ N—=tF =T ORBEICHLT S, Zh b
X, HIERIC, PEBE 2l U TR mZES N, FHEREICKT 2 1oT MasdiEfiRst e LT
HEHEhDHZ & ﬁ)%ﬁﬁ#éﬂ’(b\éo

Z Dfk. NISTIR 8259B (3 2021 4 8 H 25 HIZHAMIMRFEIT Sdviz, ASCE T IoT HiRIZRKD
bNLEFR2 YT AITONT, A—H—CBE T 55 =F Ol LE L SHLDEIMRTIERng
N— MEEBIZTR L TV D,

S 5T, NIST SP 800-213 (% 2021 £F 11 A 29 RITHMMIEITAFIT S, £ D43fiE LT SP
800-213A & [AI HIZHAT 4172, SP800-213A @ Appendex (2%, NIST IoT Program 23MER % 1T > T
& 72 NISTIR 8259D (Draft) DN A 41T, NISTIR 8259D (IRl = 7=,

2022 43 A2V T NIST IoT Program D+HY SCETHEE L TV 720 Draft X3 NISTIR 8259C
L7poTWD,

LI EoEFESE & O FIPS-200, NIST SP800-53. NISTIR 8259 BH# CEHDHHE~ v 7 %X 3 |2,
NISTIR8259 X#HZ 7 I U —DOME ALK 4 (TR,

130 <https://csre.nist.gov/publications/detail/sp/800-213/draft>
131 <https://www.nccoe.nist.gov/about-the-center>
132 <https://www.cta.tech/>
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FISMA : Federal Information Security Management Act of 2002

EREREF L TAIRTAUNE 20026128 FIE

OMB A-130 Managing Information as a Strategic Resource

ERRR) Y —RELTDIEREIE  Office of Management and Budget {THREEFES

PUBLIG LAW 116-207—DEG. 4, 2020

Internet of Things Cybersecurity Improvement Act of 2020 / 2020/12/4

Manufacturer-Centric
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e

NISTIR8259 | ________ ..
Process for Manufacturers Informs :'@-
v
NISTIR 8259A NISTIR 8259B NISTIR 8259C
Technical (x) Non-Technical Profile Development
Core Baseline Core Baseline Process

FIPS 200 : Minimum Security Requirements for Federal
Information and Information Systems
ERERSLVEBRCATLOODORELF2Y T
=

T
1 | Guides>fi*
1 |u'85£\

_____________ 1 ==

Application
1

EHY H-HDEAMGIEHERTXE
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Example} (€2 (=)}
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loT /—— SP 800-53
Cybersecurity Seltzeiie Security and

Capabilities |\ Corigrells Privacy
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Controls
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NIST SP 800-53 : Security and Privacy Controls for
Information Systems and Organizations

EHR AT LEBBOI=ODEF21YTAETFAN
—DEE

NIST SP 800—171: Protecting Controlled Unclassified

Supports
Uses

Information in Nonfederal Systems and Organizations

B FEADLAT LB LUHERI=H T 2EBENIRS
£ HEIERORE
SP 800-213
loT Device Cybersecurity Guidance for the Federal Government NIST SP 800-161
o Supply Chain Risk Management Practices for Federal
Information Systems and Organizations GE3REUATFD1H
SP 800-213A BYRT LEBBD=HDYTSAFT—1 - JRITH

Cybersecucrltty IRequlrement SAURDER)

atalog

HE NISTOARMEREEICHER

X 3 KENOCEHIEDHEE L NIST OBMR, NSIR 8259 OfLE ST

NISTIR 8259 Foundational Cybersecurity Activities for IoT Device
Manufacturers

BEEED loT TNAREBERITRTT HRIICEET S LEBRETT
NEYFAN—tF2) T B HEERICOLTEHA

NISTIR 8259A IoT Device Cybersecurity Capability Core Baseline

IoT TIRARDY A N—EF 2 TARENDAT - R—RF1VEE &,
BEAEE, HE . FEEETHHLL loT T/HRIRDT /AR
AN—REF 1Y TARENERET 5O OHFE RER

NISTIR 8259B IoT Non-Technical Supporting Capability Core Baseline
8259AF S U8259BISHSEHIERT THY | BT HIH LU I Miaa%s
EHORYELIZ/ASURERRY., NISTIR 8259 THEUH EN =60 D5E
BERTTHA—H—IHLTEYBEREH ATV RER M, A—H—
OEET AESENOBRBELIND, HHRM TRV R—EE%E

NISTIR 8259C (Draft) Creating a Profile Using the loT Core Baseline
and Non—Technical Baseline

HED loT TNARDFBEEPT T —av(H#LIE loT HA/3—
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SP 800-213 IoT Device Cybersecurity Guidance for the Federal
Government: Establishing IoT Device Cybersecurity Requirement
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SP 800-213A IoT Device Cybersecurity Guidance for the Federal
Government: IoT Device Cybersecurity Requirement Catalog
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(3) EHEAKITIT 72 NIST OEHE)

NIST I&, 2015 4 12 HICEHEEY A N—tF 2V T 4RV —F 77— (1ICS WG) %
X L, 2018 A 11 A 29 HIZ NISTIR 8200 : Interagency Report on the Status of International
Cybersecurity Standardization for the Internet of Things (IoT)*3 (IoT (2B 2 EHEEH A X—kF =2 U T
A B OMRDUT BT D BRI L AR — 1) ZARR - K[BF L. 10T YA N—t ¥ = U 7 1 OFFEHERE
DT & 10T A7 LBEIEHE & ToT BEOY A N—tF 2V T4 IFHEL O~ vy B 7 %75 T
W5,

F72, 2020 45 H 19 HIZHEIT S 417 NISTIR 8259A Tl IoT device cybersecurity capability core
baseline (IoT 731 ZADY A N—tF 2 U T 4RI DOATX—=RXT7 () OEFRLHOET, £
NS ERERE 72IXBE D & 5 M OFFE IR E R 22 EOBEFED 10T A N—kF =2V T 4
A X ASNOBBPRENTEY, FHe/1%E L0 EICERAE L, GBI 1L CKRET) & 924k
TLHEEFS ETHBICERER LD LR LB TV D, 15 MfOEE RS RS, NIST
IoT Program OIEFEN L, DDV A N\—tF 2 VT 4 OIERERLT A FT A & O 2 B 1T
HHATNDEBZ LD,

4222 RKEEERICE DI ER

KE O KHFES (executive order) [I/TEMS ThH V. BARA 7015842 BIFE U CTITEGHERR 2B
TEMmL5bDTHD, AT KFEfHEIT SIP-CPS (2B 51D & LT, 2021 452 A 24 HIC
BIENEOKEY 7T A F = — BT DEIEH R IETIIEIS DV T O RIS 34T LTz, £z,
2021 45 A 12 BIZIX, ABUFOEHREEICB T LA N—tXa2 V7 OmEEZHNETHK
HHET AT Uiz, KEICBITDHIECERED LV b T atRE LT, 202640 KKEHES
B X A WET S,

(1) Executive Order on America’s Supply Chains (EO 14017)13

2021 £ 2 H 11 B, RYUA bADUZOBEEIL, BREIFBUEY 77 4 F = — 2B D BERN
RS RE L, PEER O FELRRERMRE LIS & 1) L CTHEMANCIEE L Tl v | Bk
ILRER % LR 2 OO AR & ) BAFEORBEIZKHEN BEAL T DITBM DI B4 & RE
L% 2 24 BIZAA TV RFEEIZay Ea—FF v 7| EREER, BREBHEAANYy T U —,
LT AZ NI EQEEGLHOKREY 7T A F = — BT HIBTER R a2V T, 100 H
DEDO LV E 2 —%m UDRMEDTITES L, £, 1FERO LV E2—0xt455 8%, EHE,
ORAEEAE, ICT, RAF—, &, BRELNICRBEEDOY 7T A4 F=— &, BRNICER
WA, BAEE, MR, TRX -, R, REAICRERENHRINTND,

133 <https://csrc.nist.gov/publications/detail/nistir/8200/final>

134 <https://www.whitehouse.gov/briefing-room/presidential-actions/2021/02/24/executive-order-on-
americas-supply-chains/>

135 <https://thehill.com/policy/technology/538474-biden-to-sign-executive-order-addressing-chip-supply-

chain-shortage>
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EO 14017 ® 1 42124725 2022 42 H 23 H Assessment of the Critical Supply Chains Supporting
the U.S. Information and Communications Technology Industry®® 235548 & [E L2 2 REE D4 T
HKEINTND, ICT N—FT =7 KOV 7 by =7 /GOBUEDY 7T A F = — ARPL & 7
L., ZNOHEZERILSELIR—NDOEH DL EHERY AT EREL, ZNEBRBLY 7T A4 F =— 2 DlF
WHZRbT HHIE 22 L T\ D,

(2) Executive Order on Improving the Nation’s Cybersecurity (EO 14028)%%"

2021455 A 12 B, A 7 v KT L7z EO 14028 X IBUN OEHE EIZHIT D5\ b
DPOLIAN—X2 YT DmEEHE Lo, BURBITNG 7 77 RRIAXKR, Y7 =T
X2 VT4 ~OHE, AT MRE, GO L CISA, FBL (2 KX 2EBUF R v bV —
JDE=LZY) UTICELET, HFEFIRHMBRNEL T, ETEMBIFERS AT A~D—H#D
WBEEEEZTATEI CTHD L S, T AV DZBITHIAN—F 2T 4 ~OBINR 0K
T, 723, BO 14028 DEZRMBIIBEAFDO VDWW S IT H2WNE OT TOEHRI AT L TH
D, IoT IZoWTID TIRER TH 5,

EO 14028 @ Section. 4./%, Enhancing Software Supply Chain Security & & I {175 T DKy
IV 7 R0 2T VT T4 F == BT ONET, 2020 4 12 HIZHRAI S 7 Solarwinds Orion
DARIEREF T v 77 5 ZOMOMaFEE R LI E T BUNE#R S AT A~OBERE R E L
ThdrEEZLND, £, ZOWT IoT O—f&HEF MT Labeling Program D728 @ IoT
cybersecurity criteria OFFEN, FEHERE & NIST grEizm U oil, MallcdH7=v FTC (AIERGS]
ZER) O EHEE L THEMT D X0 ICnREiz, ZTESE, HEEMIT oT & H
BEWTY 7 =7 O X2 YT LHIIO labeling (2T Mt BHLs S 7=,

NIST {%, 2021 4% 7 H 28 HIZ Workshop and Call for Papers on Cybersecurity Labeling Programs for
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* Cybersecurity Certification: Candidate EUCC Scheme V1.1.1 % (A NX—&F =2 U7 1 D7
AlE : EUCC A%— A V111 &Rl 253 (2021/5/25)
RN O IGEIEHE R — 2D A N —FF 2 U7 4 @BIEAF— 2L,  IEC15408:Common
Criteria, 3 X TVISO / IEC18045:Common Methodology for Information Technology Security
Evaluation {ZZESW TR SN ICT DA NR—t % 2 ) 7 ¢ OFFEAFT— L ERT,

+ ENISA Threat Landscape for Supply Chain Attack %° (477 4 F = — 0 ~OKEIZFHT 5
B ORI ZFFR (2021/7/29)
2020 4 1 Hp 5 2021 7 HIZT CO 24DV T' T A F o= ~DH A =B 8% 55
o WED 66% BV 774 ¥Da—NESZEDETND I LA LTND,

(2) Horizon 2020 project’®8iZ¥1 H /"M vy R ay =7 K

Horizen 2020 (D /S— b F—IC X 5858 A / R—v a7 uv =2 FEBKT 5 EU Of
MHATHD, BN A N—tFa VT L@ L, BKINY A RN—tF2U T a7 2%
v hU =27 DA vy FORESL LM, BIOHEBDORKMN Y A N—EF 2 U T A W5EL A ) ~—
varu— Ry OB O Call for proposals 2017 - H2020 - Cybersecurity®®” (Horizon 2020 -1 /3
—tFX2UT g a—/) PMTHLILTND, (2018/8-2019/11)

KDASDT Y =l FPFRIRSNTEY . BINOF A N—tF2 VT 4y 2a 2T LELHT
LGB ZMRIA < T L, BRI TOY A N—t X = U T ¢ OBFZE, F81. BEHO HiEZHET 5,

* CONCORDIA 2019-01-01~2022-12-31 https://www.concordia-h2020.eu/
« ECHO 2019-02-01~2023-01-31 https://echonetwork.eu/

* SPARTA 2019-02-01~2022-01-31 https://www.sparta.eu/

* CyberSec4Europe 2019-02-01~2022-07-31 https://cybersec4europe.eu/

(3) ECCC mi%r

TV NHE—TGAARET Do DINEE R BU O A N—t X2 U 7 ¢ Hiflids KOEERE) &
HERFB L UBIRT D E LT, BINOY A R—tF =2 U T e &5 b LTOWERE L, BN Z2 54
N—tX 2 U7 4 i CRER M2 E < BB & LT Cybersecurity Competence Centre/Network

153 <https://www.enisa.europa.eu/publications/guidelines-for-securing-the-internet-of-things>

154 <https://www.enisa.europa.eu/publications/cybersecurity-certification-eucc-candidate-scheme-v1-1.1>
155 <https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks>

156 <https://ec.europa.eu/info/research-and-innovation/funding/funding-opportunities/funding-
programmes-and-open-calls/horizon-2020_en>

157 <https://euroalert.net/call/3643/call-for-proposals-2017-h2020-cybersecurity>

-41 -


https://www.enisa.europa.eu/publications/guidelines-for-securing-the-internet-of-things
https://www.enisa.europa.eu/publications/cybersecurity-certification-eucc-candidate-scheme-v1-1.1
https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks
https://ec.europa.eu/info/research-and-innovation/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-2020_en
https://ec.europa.eu/info/research-and-innovation/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-2020_en
https://euroalert.net/call/3643/call-for-proposals-2017-h2020-cybersecurity

(ECCC)'87%% 2021 4= 6 H 8 HIZE SNEHZBAMA L7=,

EU |%. EU éﬁib:%ﬁ)ﬂhbfﬁﬁ%%wv—tﬂm UT kG T 2HIFEZ BRI L, A 3—
X a2 U T 4 \CBET DA A UNTIT O 7291 ECCC 7T D MENH 7=, ECCC D HAY
X, TUANVE—THIGERET L0 JZ%?@ EU OY A N—tFx =2 U7 ¢ 5 LOPEERE

EHEFFERB LU LT, BINOY A =t X2 U T 4 fEN 2okl L OWMER L, BRINZ 5o 3 —
X VT o T CEENARHMIZES 28 & LTWD, ECCC 1T, BRINEA OFEREIZRET 55
#) (TFEU) 220\ T 2021 A 6 H 8 BICER SN #H LW EU B CTH 5

ECCC %, HEIERY 2R B EWRTE 21TV, EUL INHE, ER NS O R Y Y —2 %2 7 — L L T,
H L EEDOY A N—tx 2 U7 4 BN ZUES LWL L, EU O3 — 7" 72 BRI A B AL 4 58
IbT%, BrZ—iE, 7V VI—m TR T TAERTA R Ia—a X7l T AOHA
N—=tF=2U7 ¢ BIEZERT D ETERERER 2RI,

F7-.ECCC X EUKEDENFHHE L % — (NCC : the Network of National Coordination Centres)
J:JJ*L*( PAN—tF 2 VT ¢ HAFLFEEROR T 2otk L, R Lt E A N—KEBN S

. BN AR L CZONICBIT D EU EEOBS N @b T 57200, A 3—%
X2 T AIZBTDA ) =g L EEEBURZ ST DN OHT LA T o 5159,

2022 4 10 HIZKINEERIT EU B4 E T 5 {4 EHGE o ¥ — 0N Z5H i 272D 77
A RTA LV ERA LTS, NCCIZITRDOEMARFHE LN TN D,

o AEHMOMEETH D0, KEBODBENC L > T S TWDH D, I3 TERERE L
TL, a7 A B ¥ —L Xy NT—IBRZEOEMERIZTOE Y R— Fﬁ‘é

NEFo-TNWHZ L

o B ANRN—TX VT OB LOEINEMFT# AL TTE T 50, ZNbIZT 7 EAT
ER

o PEES. NI, ERBIOWIER. TR EDRNOICEDY HETORENEAT LD
&

Z D%, 2022 4F 2 A1213 EU A EICALE S 7z NCC 23EGE & 4L, K3 D NCC O U A |78
AR SH TN D0,

158 <https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-competence-centre™>
159 < https://cybersecurity-centre.europa.eu/about-us_en>
160 < https://cybersecurity-centre.europa.eu/nccs_en>
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% 3 National Coordination Centres O —&

COuUB4:C20

NATIONAL COORDINATION CENTRE

Austria / #—X
7

Federal Chancellery of Austria in cooperation with the Austrian Research Promotion Agency / #—X U 73&
HEEFEF—Z U THERET OB

Belgium / ~JL
¥—

Centre for Cybersecurity Belgium (CCB) / A /N—tF 21U F 1 NLF— > &—

Bulgaria / 7L 47

v

Ministry of Electronic Governance / BFHMFE

Cyprus / ¥ 70X

Digital Security Authority (DSA) / TP &L ¥ 2 T4 A=V U T«

Czech Republic /
F AHME

National Cyber and Information Security Agency / ERY A N—EREx12U T4 B

Germany / KA

National Coordination Centre for Cybersecurity - Federal Office for Information Security (BSI) / %4 /N\—+
FAUTADHOF Y aFLaA—Tax—arverg— - ERERELF2VT4R

Denmark / 7>
<=7

The Danish Business Authority / 7> ~— 27 FE%£RF

Estonia / TX b=

7

Estonian Information System Authority /" TX b Z7EHR> XA 7 LB

Greece / ¥U v

National Cybersecurity Authority of Greece / FU Y vy ER YA N—tF2UT 43

Ireland / 7AIL 7
VR

National Cyber Security Centre of Ireland / 74 LT > FEMZYAN—tF 2V T4V & —

Spain / ZA_A ¥~

National Cybersecurity Institute (INCIBE) / EizH A /N—+tF 2 U F 1 AT

Finland / 74 > %
N

Finnish Transport and Communications Agency Traficom's National Cyber Security Centre (NCSC-FI) / 7 1 >~
TYREHBET FT 74 ALDF Y af - YPANRN— X2 YT 1 - £ &Z—(NCSC-FI)

France /' 77> X

Agence Nationale de la Sécurité des Systémes d'Information (ANSSI) / JHITITEBGENIB®R > X 7 L B2 (RFEHE
15

ltaly / 412U 7 Agenzia per la Cybersicurezza Nazionale (ACN) / ERY A /N —t F 1 1) 7 1 #iE
Lithuania /1) k77 |National Coordination Centre, Ministry of National DefenceSearch for available translations of the preceding
-7 iNkENess / Ef&EF > aF - a—F 4 Fx—ary - wra—

Luxembourg / JL

NATIONAL CYBERSECURITY COORDINATION CENTRE LUXEMBOURG / /w7 > ZIJEILY A R—t F 2

gV TINLY VT4 AL 22—
Latvia / 7 F E7 [Ministry of Defence / BhE&
Malta / <L & Malta Information Technology Agency / <L Z IGRFMMTT

Netherlands / #+ >
VR

The Netherlands Enterprise Agency (RVO) / #+ 5 v & ¥EfT

Poland / K—7F >~
N

National Cybersecurity Coordination Centre Unit in the Chancellery of the Prime Minister / BHABENF > 3

T A N—tFa2 VT4 - a=—TAFx—>av -trR—a1=y}|

Portugal / KL b
apl%

Portuguese National Coordination Centre ,/ RJL k HILERAE L > % —

Romania / IL—~

Centrul National de Coordonare / > a )L - A—=T 4 x—Yav v X—

=7

Sweden / X — DN

o R Swedish Civil Contingencies Agency / 27 = —F v RREFEEERET
T—7

Slovenia / ZA X

=7

Office of the Government of the Republic of Slovenia for Information Security / R ARXZ 7 HIEBEHREF 2
D743

Slovakia / 2B /X
*7

Cyber Security Competence and Certification Centre (KCCKB) / YA/ /_X—tF 21 F 1 -
TATAT—arverx—

AVEFUR&Y—
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43 BNORT—IHRILE—LDERE

4.3.1 FECREOEDHICEET HRE

HIEEAREICBA T 2 KT 1 V= 7 FOWRSOEHEAN— =L LT, T X271 &
TIATF2—rEXa VT AIZHTDIHTA RTA4 RO LER EEIIT L CRE B 25
b, ZOHET v AORE T SIS D OBINH AHE Th DM L 725,

KENZHETD 10T EX 2 VT 4 VT I F=—tFa U T 1 OHIEIELEIZ OV TIE, B
JFDIER S AT KT 2B MAHBEE TH D, FIKRENOY 7T A F 22— ToT D
X2 )T A IBICBI L TR T A RN A1F 2021 412 EO14017 & EO14028 O 2 {0 KiFEHES %
FAT U EFBUFHEBI M U Tl LR AR LT & 7o, HERPEAIC SV Tid NSA, CISA,
NIST OIEEINATEHR &35, NSA (National Security Agency : 7 A U WEFLE2MRER) X7 AV
T EBRE OTEREETH Y . ZOIFENISINT 2 Z LIZRETH S, £72. NSA DHFHTHD
CISA (Cybersecurity & Infrastructure Security Agency: 7 A U B HREY A N—t X2V T 1 « fh5
HARZ2REST) @ ICT Supply Chain Risk Management Task Force (ZBWTH 774 F = —r D
Fa VT4 LV RERH L TODNR, A AN—BBIFRUERA L NR—=ThHD I Lhb,
RKIT =7 FInLOEZEOBENTITHLVWEEZ LD,

—77 . KEDESFEES M FETCd H NIST (National Institute of Standards and Technology) @
IEENE. EOHIE T v 2NN E BBIMBAEET, N7 U v 7 a X ML CHEgb ik
OUHREIEEAITI LN TEH I EMnDH, NIST & NISTIZBWTH A A —EF =27 12T
BIEE) A 1T - T % Cybersecurity for IoT Program (IoT Program & W&50) %, HEEZHED H XX H
B RAT — RNV E— L UTHLEMIT A Z N TE D

L2rL, BUIKTIEL NIST 3 X 10T Program OFEHYFIZIIAT Y= 7 N OIFE R I 1L
TWVD ETWAT, EELZH#ED S 72DI21T 10T Program (ZBWTAT By =7 MNEBIORHE %
FODLEBMETHD.

F7o BNZB T DR ETEEN L, AN 2T 5 ENISA, ETSI % ORE (LR
THEDLNTWDEN, AT RV =7 MCENMEEN S OFENIH L TEENICEEG T 52 &
T TERNWZENRELEL LTHET N D,

432 REBEDRT—YHRILF—LDEHE

AARCIIZERR R OBERECFRETORRICIVBMELED DL ZENTE DN, K
E TP RIEE~OBINE & HIECEEL I #E0 5 YF TR Y | PRIEE R ERRMEL
FO D Z EITITEBEIIRE D072, NIST, LW ToT Program O FEHH M F | I SCEFH Ol E 1T IE
BEboTna I b, A7Vl NORBHEZEDHTOIIE, SCEHEO KT 7 ML
THHIZT AL FEFRETHFEHZB L TAT O Y =7 AR LTIT 2 ENRRIZTTE L
2%, WAL D AR FTho THKREDNEGNOAHRARTHIVUIHRTI ORISR E S D,
0T Program O SCEHIERNT U v 7 arX b A7 7 Lo ZAO[MER EDOREHRIEZ—~DRN
BANEHEIT ONTEY, F—2—< RSS (Rich Site Summary) THERT D ENTE 572
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D, BANDL ZNOOEREATTHZ LICHEITRLS, I AV ROREMSHI 77 LU AA~D
ZIMBATH ZENTE D, TFEIFA ¥ —3 v FERE L TSMBAHRE/R S—F v LA X2 kR
BAfE ST D SMA~DEEEIR E T2, BRnE e oM % 2 T, ToT Program D BEf%
HEBERZBEITO ZLICED, A7 aVs FORMEEED D L IREHIHEEED HIEEHED 2
EBTED,

—J5C, IoT Program DIEENL, Z< ORETTOHTA RTA VLENREME L THREINTE
TBO, TARIALHFEIARTe Y 27 FOTEBRREZEV AL Z LITHLR>TWD, L
DU, A7aY =y NOIFBEEEZ TA RT7 A4 2 LEOBKREHSCASHROLE T = — X
BWTERTSZ LITWREL Z 2 5., NIST ~DOT Fu—F &kl 5 2 L1345 % 0 - W5
BROWESE XD FCEETHD,

ZDHIZIE, ZHETABR SN TE = 10T Program B# LE L AT 0V =7 FOIFEIE &
OSSR EART 0 Y =7 N OBFZERZIAY A L N— N LR £ & D7 R M - EiEaEh
WG DIEEN R A~ — 2|2 SIP-CPS IEE O A M4 BRI E . TW 2 AR THh D, B
BEIE LT, 4.13.1 TR LZ L D72 SP 1800-36 (Draft)iZBd 2537 U v 7 a2 A v s DS %%
M LT, SIP-CPS DWFFERRZ T -2 R a A v 2w 5 2 LI K VR EOMEE - 24
THOEEETDHZ ENEZBND, SIPCPS THbLZ [EHEOAIH, FEH ] D435 CTHRE A HEZ
HARRY 22 7 2 FF> D1, SIP-CPS & FIDOFDOM L& X 515 Z v, KDY £ TIZ NIST
23 Ay haFE, SIP-CPS DR ETLHZ LIT—2DIE# B X HiLd,

F 72 CKEREMBUF N E AR L T2 IEE AR Cd D MITRES? [JKE DL ANE L EVE,
fEALIZEA T 2IEEh 2RI L T\ D, 202246 HIZY 794 F=—r X2V T 1 O(bE HHIZ
& L7z Software of Trust Framework % %7 L., 8 HIZ Hot Topics in Supply Chain Security Summit %
BAME L7=, 2023 4= 1 H 21X SOFTWARE & SUPPLY CHAIN ASSURANCE MEETINGS (SSCA) @
Bl TE STV D, SSCA ITHATOBUT, PEER, FNROSINENR, V7 b =T ¥
TAF == DV AT BIRAIIRER LRI, > — 080N, BRE. et 2 S
THHHLWLHX ¥ v ST HHF E EAFEA AT 25 L S TWD, SSCA TR T~
TORMREITAB S, BE 2 BIND 3 FORENFH SN TS ZENDL, ZAESIT 52
LI E o TlBND AT — I AN Z— L OEEL IR LT DN TE D,

KENZBWTIE, BUFBE O X 2V 7 8k E2 R U A b AN FE L BUFEEIIERE L
TEZDOBILDT=DDIEBZ1T > T\ %, BARENOIEEIZHEK LEHFOIGE) & L CKREBHFOIE
B LIS A @ X 0T A b b KEDOR T — VR X— L OEHEICITEE L EZ b,

4.3.3 BRMDRT—I RILF—LDEHE

RN 31T D M LIR B X, SRR 332 B4 5 ENISA, ETSI ZOIEAE(LHERI Tt
BTS2, BARLMOMAESEOS X & LTI, BREE ENEAES @Exry hv—7 -
AT - FNRR) L OMT, ICT BURIZET 21 ach - B RACH DS & L CEMRIZBRf#

161 <https://fidoalliance.org/iot-specifications-overview-2/>
162 <https://attack.mitre.org>

- 45 -


https://fidoalliance.org/iot-specifications-overview-2/
https://attack.mitre.org/

LTW% TH EU - ICT BORAEE ) <. WNE B2 OEBMEELICBE T 2 ERE#HE T n Y =2 b T
& % InDiCo (International Digital Cooperation project on ICT standardization) 7' ¥ = 7 k & il 7=
E#D S5, THEU - ICT BURATGER] 725 2022 422 HICBfE S AL, 4 AT VAV EHICBIT S
BORIZOWTH EU OFRTHABMREZIROEL - i hzHa#Ed 5 2 L2 L L TEMRIICEH
LTS THEU-ICTHIEY —7 > a v 7| DBRESHT YA "—txa VU7 1) IZELT
HlEfiE A EU O 2D TS Z L RN STV D,

K7V =7 FOSIEFEICIBTIE, BONOBLMIE N %@ U7z ERiARELRES ~0 CPS BiE
HEI~DOZMNZ L0 BAICED 5 & & HIo, EREICZET TBEF O ICT [E R O Ml 7 215 il
LT, A7 vy =7 FOIEHRREZEZDIEIDRANTHL EEZ LD,

434 SROFEMEBRFFOER

KETIE, 2021 FEOKFKED NS EELB OV 7T A F = — Mgk ko, HEE A ToT #
DT X 2 VT 458 b3, BEFED IoT Program O & AT L T T\ 5,

RFEFES EO14017 Tlt, a2 Ea—XF o7 ERESR, EXEHBERANY TV — LT A ¥
N EOBEESEH OKEY 7T A F = — BT DEER IOV TOB O L E 2 —%
MU, IBICEPS, A4, ICT, rvX—, @il REVTNCRBREEDOY VT4 FT=— %
HRIC VROV E 2 —%2E)E L CTlET 5 2 L2 ERE. BAE. MEE. =1L —4A,
Y, BERICEEMT T, VKO 2022 4F 2 A 24 BICIXFEEA & E RS O#4 T
ICT 8BS 2 x5 & LR R mE S, Z2< OEFHE N0 T IF4 F=—0 -
LYY R LD T D 8 THH DIEE N /R I TN 5D,

Fo, BABIFOY A N—t X2 VT 0 L& HAYE LI KKES EO14028 Ti, CPS /3%
BITOLEMKE LTIoT & V7 b =7 IZBE T % Labeling Program 7378 4L TV D,

Z AU L, NIST 1% 2022 4E 2 H1Z 2 0> NIST Cybersecurity Whitepaper % %817 L4 E & 1A11)
IoT i &Y 7 b = 7RG OW A /N—& % 2 U 7 ¢ Labeling OHESEELAE D g #&hi 2 4B L 7=,

9 HITiT ToT ROV A N—tF 2 U 7 ¢ BCRIEER OMBOTEIZ I L, HERE W
(F ToT BT & SN DFEMIL AT o 7o BIE S0 NISTIR 8424 #3817 L, 10 HIZIZA T A h
AN A N—t X2 VT 4 2T 570 0TEHRE 2R E L, WHEFMITO ToT s
Labeling Program BIEDO T — 7 > a3 v 7% BE L T, 2023 FF% BIE L L TR 7 /L OREHE(L
HEET 2 AR LT D,

T, V7 b =TIZB L TIL9 HIZ NSA, CISA, ODNI 28N#4 TR VLRV T T4 F = —
VEMRT 27200V 7 N 2 TRBERTOTA X A EFREF L, KT TT10 AlZiEY 7 by
THTIAXMTOTA X A%ERRLTND, IHIT, SBRIEBENTOTA X AOFTN
FEINTEY, KEBNOY T T A4 F = — AT 2H O MAREENL > T D,

10 ADHRT A ST ADY —7 gy 7L, KEBUFRERE OIEZNIC, MINZES &
17 MRS L TR Y | @ERZE 2 Rk L THARREIZ 1 HOHOSIE Ieo T D, KE
BURF O Z D X9 IR TEENZOWTIEEN A 24048 L, HARBUR & ENEIECEZE D @ L2 iREh 4
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BB 72 > TN,

BRMIZ BN TIZ, BN A S—tF =2 U T i haimfb - R L, YA —F=2 VT o1
Y CEHERIRNI AR T DAk & LT 2021 4 6 HIZ ECCC (European Cybersecurity Competence
Network and Centre) 733 . 4172, 2022 4F 2 H 121X ECCC L9 % EU K EOENME L ¥

(NCC : the Network of National Coordination Centres) 23778 SV TH A X—F X = U 7 ¢ FIfIL[FE
ROBET) Z b T DIEE 3T TV D,

F729 AICIFMNTIRGE SN DT VX NER AT LI EIERMUM LML LT LA —1
VYU RERPBER S, 1 AICEKRFREDT T v b T+ —LEA—T L CHEEM ATRER
bOWT L7V HN~—2 v ME (DMA) 23 L, & 512 EU &I TOE L7z @y Lk o
PFAN—tF 2T 4 OOOHBEICET 2T (NIS2) DSEINGES TRRB S L. SBEINAE
IR WTIERH T DL D,

UED XS, 10T X2V T 458k 774 F 2 — DX 2T 2 IZBT 2H0 LN
WK A [ CAMIC L S TE Y . SBOM X Labeling 72 &3 KEOFHES M~k S, F72RK
MZBWTEEEOEFEICBHEINDG Z ENBESND Z b, A%OENNZ5| & & EERE
SERL TV LERDH D,

AARTIE, BINZEDIEHR S AT LOEX 2 VT 4 BHEOREFENEDTHNTNDN, Z
N KRE DI AT LOFESRMCEMN OEREICHIETE LY T IA Fz— X2 T 4
LY AOBEMICE TR L TENAEICERT2 Z 08, A7 aY =7 bR EESs)
~EB LEWNEZEN 7 v — VITIEEI T 2 12 DICA R TE L B2 bivd,

Flo, IheffETAhAT v Y =7 FORREEAWVTHREINLI YT T IA4 F=—0 DT T v b7
= LN MHROV T I A F = — 0 LHHEIERIND Z L 2R 5,

5 BB ABMEAR IO ) FVEICEITAEMTBEICET 5HE

51 @SB TREMEAR IO Y FEICHITHHTER

5.1.1 BRAEAX

A FIEON, AERRICONTIL, KFHED IR G L 725 THREgHIA ) N— 3 VREY
727 5 (SIP) %5 2 #1,/ToT MG LA R— e 74 VB - X2 VT 4 (LLF, SIP-
CPS) | DOEARRBEEITI KIS T 2 EIT O FEBRFE Z D TV D & B X LAV DIEEIOFRAEIZN X |
X2 U7 ¢ OFEMFENRFEL LTV 5 [RSA Conference Announces Finalists for RSAC Innovation
Sandbox Contest 2022 D ANE BT 2 ftRIZTHE 21T - 72,

SIP-CPS @ 2022 4FFE OAFFEBAF I TR OBFZEBAFE I H TR S 1TV 5,

(A) MEHEOAIH - GERA] Bl OMFFER
Al : 0T V7T A F =— 2 O ORI EAT AR DA IR 58
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A2 : ToT HEARSE AT EEHIE S X 215 B OFER HfT oo 48 5R 7%

(mfﬁﬁ%x%y®%m-ﬁﬁjﬁﬁ®ﬂ B %

B2 : T = — VT D IERO L 272 BT OB ST %
B3 : B IAF = — U RROEEMMRIZAT T EET — 7 2 - R HR

(C) MEET = — OIRGLE - MEFr) BT OMFZERHZE

C2 : BT = — > DM OAFFERR %

SIP-CPS DA 2 Bk L 7-Fi A & LT, AFZEBHZEIE H @ A1 1Tk L Ci&, K[E NIST A% -
FEAMO> ToT MERERF B-HAlT 2, B2 (2xF L Ci%, FZ7e BlockChain =2 Y — 37 ADRL - Hiff
% B A HEE LTV 720 A2, B3, C2 1% LCiE, BN O pgHs | B 52941 & H 59" IDSA/GAIA-
X OIEE) (KIE, L2 —AF—R7e L) Ziitxtg L L,

Flo, HENAEL LTIL, SIP-CPS & DR AIT DO BLENS, X =2 U7 ¢ oRE, BT S, B
RIEHE, Wil L CTWDOHEERE, 72 82t RICHE AT -7,

FHE RGO —E & LU FICRT,

1. RSA Conference Announces Finalists for RSAC Innovation Sandbox Contest 2022 MO ANE 10

- {23 (LLF. RSA2022163%f, - {x3%)
2. %ENETRS@SW&LTQ%éﬂk\hT%%@bTmmKﬂ?éﬁ%:U?{@N
—A7Ar7Ta7 AN (FIK)
BRI D Gaia-X165 3RHEL TV D 7 — % EHEDIEHHD G OWEE A SR 2 HESEHE
4, MM@HBAUMmmmdmm%me)mﬂ%&bfvéms:y$axy%m

512 BAEHR

51.21 RSA2022 2> 7R FAEHE - 308

'RSA Conference Announces Finalists for RSAC Innovation Sandbox Contest 2022 (%, ¥ = U7
# OFEMFERN T T 2 EAL R THEESHZEG - MfETHY | 202407 7 A4 F U X |
(3. BURE R CEAAIT i b BIE L~V B o @i - i & BT T &

LIF, 774 T U A M 10RZHOWTRA L7t 2 R4 & 3o, %L LT, SIP-CPS £l -
L & OFARIYE, SIP-CPS Hiff - WG NBE LI RE L BEbh bR EE2RT,

(1) Araali Network?6®
Araali (X, 77U RRAT 4 TRERNTOGBERY ) 22— a0 Thbd, BEERETHE
FT<, Try 79523 T&%, eBPF (Extended Berkeley Packet Filter ) ZFIfH4 25 = &

163 <https://www.rsaconference.com/library/press-release/rsa-conference-announces-finalists-for-rsac-
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FEDERATION OF VERIFICATION
~Gaia-X T-UUIE, o L U R Lo THRIT - BREEE NS, Gaia-X 1T ERE &
725V — 2RO E HAH T 5720, BFORBREH AT —EAD Gaia-X 7
ST ERAT D2 A N EEMES AT D,
ONE SHARED COMPLIANCE FRAMEWORK
- Gaia-X 7YV Z—ralit, arI AT VABIOT AT T LAY — T E
FOH— DR
COMPOSABILITY
- Gaia-X 7VUE, MATREZR Y — B R BB v — T
SCALABILITY
- HLW Gaia-X ToVME, B R AL VEAOBERICHIST IR 0 T 7 A V&
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HEALT HLD=—XIaDETERTE D, Gaia-X 7 YT —a v OBHERT,
— B TN OB EARHET 5729012, Gaia-X DMRFFT 2D 7 VL EIKRT 5 MeE— DRk
B4
4.Label Owners & Issuers
Label Owners
- EVRADIZDIRED T NV EERT DI EZRET LT T 4T 4, BIZIE,
P—ER Fuf L =R a—W— BUFHRER, EECHEE, SRR, ERHE
Kp L, Gaia-X 7-VVEFEIT, TOBERNRMEMH LFIRICESHTTbN D, BIZIE,
FITHRIT. FUTICEAO T e ER L, STORBESER AT LI ~xTor I v
RRFE DB Z T T ZENTEDLEIICTHIENTED
Label Issuers
T L EFEEB L ORITT 57201 Gaia-X 7Y v m—va Lo TERINE
TUT AT A, TNVDOEREL, TRTOT VB ERFEARER 7 LT ¥ ¥ W5y
g5z L TRk END, RILATRE/R 7 LT v Uy /U, v T I TV AETRY v
JDT7VL—hTU—7 Txra— REhbizn, BEIRICKRIERRE, 7L 03ITH I,
Gaia-X F721% AISBL T K - THRFER L OHGE S 7B DO FITH,
5.Gaia-X Basic Labels
Label Level 1
- EVRADTEDIFED T NNV EERT DI LEZRET DT 4T 4, PIZIE,
P—ER Fuf L =R a—W— BUFE, LR, SERER, KR
K2 L, Gaia-X T7-VVEFIT, LOBIERNRMEMH LFIRICESHTTbN S, BlxIiE,
TR, FITICEAO T v ER L, STORBRESERRAT LT ~TDr I Y
RVEFE DB 2l 2 DB TELEIICTHZENTED
Label Level 2
S T bl 2 0 F bk 1 OFEARBEERL, LRV LS roeXa ) T
A % S, T8 S D IERIRI &I ER) A BIR OB A, I — 1y R DY — B R L
BROA T a e HBRERETIBERDH D, FA =X T 4 ICB LTI,
ENISA European Cybersecurity Scheme - Substantial Level % 3ii7= 9" 2 & 23 FARFR O Bk,
Label Level 3
- TR, XY T g BUE, BRI, R, BE O —m v SIS
B DRk, Lob 12 2R L. =8 v LSO T 7 B AT HIME S |
YHE— w7 A AT DN el 2 RAET D B EA M R D, I —r v DY —
WA TH, A=t F 2 U T 0 O/ EMfIL, ENISA @ European Cybersecurity
Scheme - High Level ZJii/=9 2 &,
[B%]
Gaia-X Labelling Framework ClE, #7z 2B IHHFZ ABIEHRN HESTZD, —ERIZ,
X 27 TEEEm S BFEEERS TV &5 L BHMEOT 2 - & RGEE HEL
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TEL 7 NAMNTEMOT7 L= U =7 ZRAE L TWD, 37T A4 F =— 2 Tl Fric/2i
SIFEFZARESR> O RSEENLE L Eb D, T, ABERICHT X2 7 4
ORI, BN, A FrE2R & EEARE L 25T 5,

SIP-CPS 2 Wi TH | B B ICBWUIMEATE 2 H 72 BB HHFEEX 2 TIZASHN
HHEREICOWT, HIETREXMERED 1 >OEM & LT, BN MEL Bbh b,

(3) Gaia-X-labelling-criteriat®
Gaia-X 7Y T—va U NTFVINT Ty T =L TEW LIV OEHZMERT 272012,
B L9 <, BASNEFANCT 208N H 5, 07D, Gaia-X (3 Trust Framework
(CLRTE Gaia-X a7 I9A4 T R) &, madv AT LA07F—414%#, &AM, tX=2V7 4. B
FEME, FefkiE, FHEL 3 — v OF PR Z (R 2 Labeling Framework % BA¥E L7z,
Trust Framework (%, Gaia-X T AT LD L 72 D RIEBOR—R T 4 L HEFRT H—#HD /L
—y EBERNA— VT, =P RIRETRITHIE L2R S, HxDxa v 2T AR Tl
DI RTF 2 A TR~V O EIERMEZ RFET D,
1.Design Principles (% #1/EAR)
Gaia-X =2 > 27 A O—E M
A= VT ¢ LR
HERR ATREME & B2 = —
Hikg, B ORHm, 3 X ONEAEFEMEEES (CAB)
FRFEDH A (ederation of Verification)
2.Contractual governance
B 1 T u A ZIIENRIR ) DB DT A NI T DN RIS b0 & T D, 2o
BRI D & HATZ2I3LE L SR TR 5700
FHE 20 TuA FUE ERE OB 55472705 BUEEANBIE OIEHICHERLT 5 47
vareATLob0ET D
HUE 3~4: (W)
3.Transparency
FEE 5 T a3 - 20Hlr & FEME (—EX L T U= A R d
[CE D). T uAA EORPE, EIITT m A FRNER B L7 < 72 2 WTREMED B 5 £ DA
DOHEBICEATLOIREDRKHEAN DD Z L 2R TobD LT 5,
A 6 Ta A X, BEENY - ABIOEOTOT —F 23 D MR 2 BT
LEENDHD ZLEMERT DD LT D
FLvE 7~18: ()
4.Data Protection
B 19: 7'uA X3 BU £7213 EUEBEA/NERE OERICESWT, FFIZ GDPR 24
(RS DR & s T DRE A Rt T 2 b D & 5,

190 <https://gaia-x.eu/wp-content/uploads/2022/05/Gaia-X-labelling-criteria-v22.04_Final.pdfi/>
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FHUE 20: TS FiL, SYUFEEORE L EREERETOILO LTS
FHE21~31
5.Security
FLHE 32 WX 2V T o Ok MENOEREXF 2 T4 T L — AU — 7 ZEHE, FE
OMERE, B I OMEEMICSET S
Y 33 Bt xa Ty RS — Za— LR X2 0T 0 RU S —ZRt L,
X2 VT BHRICET LAY =L FIRICES, EURRAEFE YR — D
FEYE 34~51
6.Portability
FHE 52 T A XL, T EZETDH TN, Lo THEREIFER SN SHE
2. T ZOEI0 L & BRI S o E L S B T B (-7 R
S o= RNERZGT) TOT—ZOBIEEESL T DODEITEZEET LD LT 5,
Bt 53: TS HE, 2=V —BROTaNL DY X 2 LT HEAICEA S
NLT—4% R—=2E U7 ¢ HIFEEL, R, B8ROSO 7 m2 2 BT 5 +575105
HCHfE OB REME ST, BATOERPFET D L2 RET 20D T 5, 7—
ZEMED IT AT MIRET
7.European Control
BHE 54: T LoL 2 OGS a S HiE, TRTOT — 478 EU/EEA O 4 CRUER
BLOREENDIEWOI ATV a v aRET o609 5,
FHE 550 TV LUV 3 OfE T anS TR TOT — 4 % EUEEA WTOHAL
BB L MRET DLERD D,
HHE 56~61

[B%]
Gaia-X-labelling-criteria Cl, Gaia-X 7/ v =—3 g > (M) DT VXNV TT v b7 4 —
L TEW VL OEEZ R D 72012, FHE A HE LS WA % Labeling Framework & L
TRLTWS,
SIP-CPS 2 WITH, M B ICBWTUIHFOBEOEG N EZ A N—Z2E/ TH A G IH
R LS\ EEIC OV T, BIRTREHEED 1 SOfFEME LT, MBS E L Bbh b,

(4) Gaia-X_Policy-Rules_Document!!

Gaia-X DR Y ¥— JL— Ui, Gaia-X T2 AT LAOAIEME & A& RS 5 E L -~Lo A
B2 ERT D,

RGREZ FTREIC T 272012, @ L-b O BRYE, @D 2 v 7 o BARR 7 BT k- T3
ZHITWD,

Z AU, Gaia-X 7L K O Trust Framework Document C & 5 [ZHE SV TV 5,

191 <https://gaia-x.eu/wp-content/uploads/2022/05/Gaia-X_Policy-Rules Document v22.04_Final.pdf>
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RY ==V OERIE, A= B, T2 RE, EX 2V T 0. BROBMEMER
EOAfifi7e £, Gaia-X DI —n1 v SOEZRT 2O ORMERGIEZFSET L2 L Th b,

Gaia-XFramework Z /1 L TIEfIL SN DK —E R L ROT X TOHMICHERT S D LT 5,

—f%lZ, WA E D EUEEA 1E (7 —2RESCEX 2 ) T 4 R EOHERE) Z5E2IAsFT
D2 EDHREGETH LD, LTORY o— A BEELZY , EZZ -0 T5Z &1
7200,

RO T Cloud Service Provider (25X %5 L— /LS BARHJIZ R S LTV 5,
Contractual Framework
Contractual governance

1

2

3. Transparency
4. Data Protection
5

Security

[B%]

Gaia-X_Policy-Rules TlE, RNV v —/L—/LOERX L LT, A—F M, FHME, 77— X%
i, txXa VT 4 BLOBEMER EOMER L, Gaia-X OI—1 v/ \DEZ/RTIZH0
2L — N E2R T 2 Th D,

P22 — L & - RO BRI E S A—AREEN TN D,

SIP-CPS % 2 M2 HW\ Tl BUBm 72 L — WEatgist & b 2 7o D ARBEREIT R 41 & 5

2B,

5124 IDS aYiR—F p12

IDSA (International Data Space Association) % (X, FIZPEER O T — & 2242y, AT 5
A EZRFT LTV D, £Z Tl IDS OF —F FHEESFY . BF¥ 27 TR, 7 —Z @R
%X ZHISD A AR—3 2 FOBENELTND,

One20ne CTDT — X FTHE T F = 7 72 F T OBERE DA~ IDS trust Connector (212,
DB AT LDORT =4 V=R —EREZRBTCELFRT 4 L7 MY BULERART
b5, BEM%E, 50277,

HIE, IDS OFEA TR MAEA TWDE H—flD 2 R—F v M ERNT 5,

@ IDS Metadata Broker'®

IDS Metadata Broker |, 7 —4% ~—% v b7 LA A (HEINWRHETIIAZY T —% T 4L
7 hY) THY, 7—F% V—RALZOMHFMEEZARB LORTRT D, 751 A0 AR R
TED LT DL, AZT—F 2Tt CORENRNEL 2 D,

192 <https://internationaldataspaces.org/make/use-cases-overview/>

193 <https://internationaldataspaces.org/we/>

194 <https://international-data-spaces-
association.github.io/DataspaceConnector/CommunicationGuide/v6/IdsEcosystem/Broker>
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@ IDS Vocabulary Provider!®

IDS Vocabulary Provider |%, FEFEZ BN X ThHY | RAA VHEEZEEES Y ba P —DET
k425, h7 740 v 7Y T4 7T — 2 (DATEXIL, NeTEx 72 &) . API(SIRI, TRIAS
728 T AMET — X OFAERMES ML D,

(@ IDS Identity Provider 1%

IDS Identity Provider (X, ID 'R A X THV |, T—F a4 X a—W— F—H/F7—%
77U OGHENE A FHEIC D X 2 il(E &2 A RRlC T 5,

@ IDS App Store!®’

IDSApp Store | &, 7T—ZT 7 UVALTTHY, TV T 4 IZHET 57 — X OWMHEMIZ, 7—
277 OB~ =TT 4 o TR IET D,

(® IDS Clearing House!®®

IDS ClearingHouse (X, 7 U7 U7 NURATHY), VAT LOHPREF L T AL R— b,
D AT LN N T W7 Va2l RO ESHTICRIH S5,

Data Marketplace

(meta directory)
Identity Provider Data App Store
Vocabulary Provider Clearing House

Connector —— Data
sink

Additional participants, platforms and
. cloud environments (e. G. Gaia-X) ’

----------------------------------------------------

2 Secure data space.

5 Secure data Space & X 2. % 3 AR —R 2 h19

195 <https://github.com/International-Data-Spaces-Association/IDS-VocabularyProviderr>

196 <https://international-data-spaces-
association.github.io/DataspaceConnector/CommunicationGuide/v6/IdsEcosystem/IdentityProvider>
197 <https://github.com/International-Data-Spaces-Association/IDS-
G/blob/main/Glossary/README.md#app-store>

198 <https://github.com/Fraunhofer-AISEC/ids-clearing-house-service>

199 <https://www.fraunhofer.de/en/research/lighthouse-projects-fraunhofer-initiatives/international-data-

spaces.html>
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https://github.com/International-Data-Spaces-Association/IDS-G/blob/main/Glossary/README.md%23app-store
https://github.com/International-Data-Spaces-Association/IDS-G/blob/main/Glossary/README.md%23app-store
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(1) IDS Metadata Broker

IDS Metadata Broker |3, V7' 74 F=— L OBREIHTFEZEREL, BEMETLDOIDS DT —H~
— v LA RELTHEASINS, IDSOF TV arariR—x2 N ThY, Connector TE(F
DABT—=BZRNARAV AT LTHIA T v I A B—ERERMT L, T—F% Y—2ADY 7V
N—=Z2DFHEFAIL, A ¥ T—F %R T —Z OEFEOEERITIT, FIZHE LRV,

IDS (21X, B DT 0 — IR FET H5EE M0 | IDS Offix DT a4 X535 O 4 O Meta
Data Broker F2ENFIET H5EMNH 5D, Connector XL —H |, ED (A¥) T—4% /N—TF
4¥avi IDS XY T—4% Tu—RIlRETH0E BN ER TE ., IDS Participant (%, IDS
TUTATADAZT = LR ANTHHIC, P— =2 TE 5,

Connector & IDS Meta Data Broker fH]Di#fEI1%X, A vE—UHERAIT, A v®—TORIT (1T
VI A P—ERA~NDRAEZT—LZDEE)E, 72V AvE—Y AU T YT A F—EANLD
ALZT=2D7xTY)) ZAVD,

KEEHI R A b L—U0F, WUIRA R L=V Ry V2 REEH L TERATEDLN, AT v/
AP —EAD KBTI FRIER I N TR,

[(B%]

IDS Metadata Broker AH{E L CWAH L 912, 7 T4 F = —2 Tk, FicBEIHEFEEZL
BATE ) DIRSHERENMLE L oD, £OE, ABRBERICHT 28X =2 U 7 1 ORI
A ABHEME, AR EHEEREMF L5 TL 5,

SIP-CPS Z 2 T, N B ICBWTEMTE 2B RBBIHFLZ X 2 TIZRS bl D1

IZHOWT, BT REWED 1 SO & LT, i nEZ e Ebh s,

(2) IDS Vocabulary Provider
IDS Vocabulary Provider X, 77 A F = —> O] Cliti@d 2& « HEEOREFE T n (4 X & L
THEHIND,
IDS Vocabulary Provider I%, R+ 77 U OXEEEHEZITH, BEOINGERE W Z 0 /%
EHLC, 7—% RN —v bV Y —20ar7 Y E#RET D,
ZDOYVAT AE, FST ABEE A RAE, MR, G B, BRIET 5720 TR, Git X—AD
—VaVEHYAT BN LT 70 RR—ZDOMERM, /7, B BT O,
[B£2]
IDS Vocabulary Provider 1%, FEAIABIFEHREZWOBRETHLZ LN, X2V T 18l
SCD SIP-CPS 55 2 MI~DELREA T E B s,
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(3) IDS Identity Provider 2%

IDS Identity Provider (X, Certification Authority (CA) . Dynamic Attribute Provisioning Service
(DAPS) . Participant Information System (ParIS) 72D ID Z&: D ID 7'r/ A X & L GEHA I
Do

IDS =7 Zi%, HHEZRIET 572012, DAPS LFEEN D H D IDS a2 HR—F b7
A NEL E T JISONWeb b—727 > (JWT) ZER$ 5, ZiLHD DAPS h—727 > (DAT) 7
TR, 27 Z1E IDS IZBINTE 220,

Dataspace Connector (%, 7 7 4/ K C Fraunhofer AISEC 2342ffk9°% DAPS L i#(E3 5,

B, VRV MNEFA =7V —=ATHY, GitHub TRHIN TS,

DAT ORFITY 2 Mesh, SiHEhTno,

[B%]

IDS Identity Provider 1Z, Y774 F=— BT, kBN SLEREHE ID OEHEME & A
BAMEZPRAE L . RINC DTz o THERFE LS LB TH 5,

SIP-CPS2 HlIZBWTH, BUEB ICBWTY 774 F == THW D AREMENH S ID 12D
WTEF27ICEAMS TS LT, BIETREHIED 1 > & LT, i pneE s
Bbons,

(4) IDS App Store
IDSApp Store 1%, 7—% 7 7V 2B T H1-ODOLEERT Ty b7 +—LTHY, IEIER
BBEA T a v 2TV
(B - BERERY E 721 ZIBRERY 22 7 X T ¢ IS ET NV, BEAT —F A, a3 2=7 (7l
eIk B),
[E£2]
IDS App Store 1%, FLEIIABERA R OWEETHDL Z LD, X =2 U T 4 B TO SIP-
CPS % 2 Wi~DERGMIT D 22 &b b,

(5) IDS Clearing House

IDS Clearing House DV — ¥t A%, PFEXHT —F AX—ZAD 7 VTV TNTRATHY, 77T
Uo7 NgADT =2 I LS N TRIF S, FENCAENEIRGES 2WETH L, 207
Uo7 NG ANRT —Z OAREMZ 8T 5 TETERD S,

B 21X, Logging Service ZfEHT 1L, T —F X—ANOBEfFOn 7= N 2T 5 FHik
T2, F—=FN=2ROr 7= b VIF URIOr 72 ) Oy Y2 EREERTEY
T_XTCoOrZ Ty M) BREET L, URior 7oy N 2ETS 58 ZitodT X Thor 7z
M ZEANY 2T HUBERD D,

Fle, 2V T VTN AD AR Zu T ERIT, ZA DAL T EBEDOT = —ny va

200 <https://international-data-spaces-
association.github.io/DataspaceConnector/CommunicationGuide/v6/IdsEcosystem/IdentityProvider>
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B ETBAMXOENEELZ VT U LTI ANLZ TS, TBEOa X7 X EFiaTHHE—D
ARl L y—ME, Ly— MOREN TV I E TOT —Z ~OEEEZRHT 5013 TH
Do
[B5]
IDS Clearing House OEIL. 7T A F = — o D@ 72 LT O FREAFEAE L1255
BRET, FREOBREHOEHR L L TUERNA R TH D,
SIP-CPS 2 #ICH, 7 T4 F=— COWEEZ, PALHARLYCTorfT AlRE & T 2 bt
ZDOWT, HIETREHRED 1 2oL LT, MatndnE L b s,

52 EFRMGERKEICRYAECREHE

PLED X912, AiRIR L7ciiAd R oA, fin, IEBIOFHEEHE Z . SIP-CPS %5 2 {5t
PIZEHE OFMIEEE 1L, ZEVAN=L TN D EEZLNDA, —ERICEHE R & L TOMR L.
BATEIE S L TORLEES G OTMANBELEZ SN L FOMBEE 2 H 5,

5.2.1 RSA2022 O VTR FAESRS - BXREE
RSA2022 =7 A b ANHB A - REOFHBEHBE TIX, TR 10 A H 5,
(1) Araali Network : LoD > 27 A DEZZEAL « B v 7o v 7 Hily
(2) BastionZero : AT ABRFEEEOY X o T EREEMERF & 52BN & 1 2 D Bl
(3) Cado Security : £ > T > F L_Xv DB F 2 U T 4 BN « T EA
(4) Cycode: Y7 bV =TBEDOTA 7H A 7NV TOEX =V T 4 U AT [REREIT
(5) Dasera: T— X HNF U AT T v N7 3 — L
(6) Lightspin : 7 > % A LMRALRGE, BORR A« BN - BB REE HTEL i
(7) Neosec : AP 7 —# &> M3HTIC L HEF = U T ¢ BEnHAfT
(8) Sevco Security : 1> —/L72 E DOIFEHR HER L THOW 21T 5 Bl
(9) Talon Cyber Securit : A I ARCHEE &6 R IT/Hr &2 4 5 it
(10) Torq: Fry 7« 7 R« Fry ¥ T ¢ &ZEHEdiv
ZOWHT, BIMERE 70 Z D RFHEEE & LT,
i) #EE - I AR ((9)Talon Cyber Securit)
i) B a TEEHAF LD ((10)Torq) .
i) 74 7% A7 X2 TEBRE ((4)Cycode, Satori, (5)Dasera)
Zfh L7z,
[B£2]
1) R - I ZABEOWTIE, SIP-CPS 25 2 HIOMIZERRIEE A2 OFFIZEEhTVWD L E
A HINDD, WEND OHBELPIRMZRBIEE 25 2 EBRENS LIL7RV,
i) BEFxFa2TRFAAFAO—RILIZONTIE, BEF =2V T4 BINERBZES T2 1 >OFE
ToH Y, SIP-CPS 55 2 Mo HIETIXZA WA, HERHEE & B2 D,
i) 7479 A7 eFaTREICONVTEL, 3774 F == PHAZEL T AERER
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BOR, Y754 F2— FEOTA TV A 7 FaTEEL LT, SIP-CPS & 2 Hlo&
KHEEBICRESN TS EEZ D,

AfKMERME LT, 1) BE - IAORM, i) X227 REAAFLO-BIbZRET
%)o

5.2.2 NIST IR 8425 [g;&
KEINIST 23488 L72 ToTCore l2kf 42X 2 VT 4 DR—ZF 4 L OEBELE T 07 7 A U
TEEOD ToT A OBEREZ: & | FEBATAY Y AR — FEAFZHIE L T D,

(1) loT S DOFEREZE

- Asset Identification #§fE (IoT #5H O —E 5B FTHENE)

- Product Configuration #6HE (IoT H5H DAL B AT REM:)

- Data Protection #§HE (7 —Z ~ORIERT 7 A, BIR, B8LOEEDLLRHE)

- Interface Access Control #RE (77 ¥ X%, FFal S -flA, ¥ —E A BIV ToT fih=
VA= b DRI BR)

- Software Update #§AE ( IoT o> R—F> bDOY 7 b =70, IoT ®ha R R—x
kN ZEIEY R LA THERR ATRE R A D = R A HAE 5 2 LI k> TOREH)

- Cybersecurity State Awareness F§HE (IoT #iHD 3 >R —R > M EZNOLBPRIFB L OEET
DT — BB G2 D% TDIAN—Xa T 4 ATy hORHEYHR— )

(2) loT HEDIEEATHYH AR — k2
- Documentation (7 A 7 %A 7 /L icsk :ToT DO xX =2 U7 4 IZHT 2574 7% A 7 L 50k)

- Information and Query Reception (FTHHINEE & BRI AT 5HIS DEREE « 1oT RELBHFEE DS,
PAN—tFx2 U7 ICBETDEREZZTRY . VA=t F2 VT ¢ IZBHET HHER
WZOWTHHEZEN D OERIZE 2 D6E)

» Information Dissemination (‘fﬁ WIAE  ToT W OBAREIL, VA \—tF =2V 7 ¢ |ZEHHET

LiFMEBESLT— =l 7 n— ¥y 2 M 5,)

» Product and Education Awareness (5Dt X = U 7 4 IZBT 2EHE : loT ®ALORREE
(. 10T ®ih Lz a L RN—x > MIBEET LY A N—tF 2 ) 7 ¢ BEOEZEFH,
BEREZR & 122V T, ToT DT a v 27 ANOBEREDOMD N4 DEHEZ D, BE
+5.)

6 D DOIEREE AT, SIP-CPS 2 IO B L IFIFFR L &5 2 5,

m/ﬂm/#&mmﬁf~r£#f@5~t%1)74 IR D T A TV A T VTR,
BATIE HINAE & B RS AR OB, [EHIEE. Mo X2V 7 4 1T 2BEHE L
WYL, HEFEELLCTIA TSI Ve Y T A A REE T REEE Y
R—MERETHY kST vy =7 MIHOT T, e v=r METROIED T O
I EO BN LB X D,
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g AT UL, ToT ®ELOIEFMEI R — B~ D IOV T, L SIP-CPS
B2 2 MNT, Tyl METHOED T O & O BARME 21224
%o

5.2.3 Gaia-X : T—4 XHEDEHOEDOEELZIET HHERTEMEE
Gaia-X T, 7—F EHEDOEHDOLGOMEZ RS D Tied 4 MOME 2 HELE L T 5D
Gaia-X-Trust-Framework
B2 G T2 ABRE RN OIBSHEREL LT, KAFEROEx 2 U 7 ¢ felh, [FEME. &F
P78 & OBz HUE
Gaia-X Labelling Framework :
P BEIEFEZARE®RN LRS-, =R, BEX 27 TEEERE, ALK
TI v af G L, BMEDT X b EGEEE HELTE 2 7T ko7 L — a0 —7
Gaia-X-labelling-criteria
Gaia-X 7V vx—vay (EH) BRTFVINT Ty T r— L TEWLSIVOEEETRT 5
7oz, (B A PR L 5\ EHI % Labeling Framework
Gaia-X_Policy-Rules
RY == OFME LT, A= M AL, 7208, tF%=2V7 4, BLUBHE
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China Extends
Military Exercises as
Taiwan Battles
Cyberattacks
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China could be
reviewing security
bugs before tech
companies issue
patches, DHS official
says
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Privacy invasion via
smart-home hub in
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A Recommendation
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In Password-less
Authentication
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Senators introduce a
bill to protect open-
source software
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How Europe Is Using
Regulations to
Harden Medical
Devices Against
Attack
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ICS Cybersecurity
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What the Securing
Open Source

Software Act does
and what it misses
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Supply Chain Attack
via a Trojanized
Comm100 Chat
Installer
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YETH, BRIFOBHT—RICL2 L, 10501 LOREANBEEDY 774 v —H670FURI7ERELTHY (13%), %7 |s-supply-chain-cyber-security EDEFEI,
TAF - 2OEREDTNT% T, ZOHA KLY RUE, &t 2 —OEBEEH OB E£%IET 5 Cross Market INZTNOEBTTETCVBIHHETET
Operational Resilience Group (CMORG) & #H# L TRITENTVLETH. TFNA R EH DD L€ 7 2 —OEBATRE L TW |https://www.nesc.gov.uk/files/Assess- WhWEZ A e hRYENDHDEBbN
£T, Nl PAN— ¥ T4 OFEMR YRIEERE, FEOHFMRNNCSCOI2 0Y 754 Fr—> %271 |supply-chain-cyber-security.pdf %h, 0k S tegap analysis¥ S %,
FAEEERTI0EXIET I L 2BMELTHEY, SOAZTFNM RADBERERAL HFOBREEICHT 2 BHOMIG ARG EEITI OSBRI EEZON
ISREVWET, HENAEY 754V —LOBRE, Y774 Fr—rE2REICSSTAEKEDSH ZEBENLB RS OVTHEAL, %o
FRENIEREEEL, BHHY 774 Fr—>0EF2 YT 1 2HMET20ICRUIEEZLFIEEZRLET,
2022/10/17|Export controls aim |45, EEME 1 1 BRIOY T 54 v —id, XKEOFLLBHEFICHEL T, —BOFEDOREEA —H— L OBREMBIAHL TWD, Zhid, /3 |https://www.washingtonpost.com/technol
to deprive China of |D/NA TV FFv 7% A FVBIENFEOBEEREEPET 5L 3B LTV ABONLBEMOHEONONETH 2. F v TUERBEOAFY 7 F A ¥ —T|0gy/2022/10/17/export-controls-us-china-
equipment and BLET 2 DICHER $5 ASML I3, KEORESICHL, HLWRNZEEBL TV 2MIE, PEOF Y 7IHTORBORBCEREHILETSL5  [chips/
software it needs to |#25& Y 7 bz 7 ICEWE LT, BIOBBTONAZ—THET 774 F 7Y T7LXiE, @HERICE Y FHAEEI K 4 6 F L 0FE EHER
manufacture ERENCES I % TERWERARTWET, BREEE, KEICL 2HALBHOBERICHEZLENICHEILEL. V- E&EFEL TH SBT3 0 |https://jp.wsj.com/articles/american-
high-end chips with |Bf&LTWL3 =B ERELIEE ). L L. BRREEBOFARICLZ L. FE ERFy TREETIO%EBIET 2 2B E |executives-in-limbo-at-chinese-chip-
military applications L7357 L Wi HHEELEFTROELVEOD 1 D2TT companies-after-u-s-ban-
KEASPEOFFERELTERELEBICH LN THEY . X—H—7 FANTBWD b DX EHBIFICHEM L T 5, |11666064496?mod=djem Japandaily t
E2AH, FEOREHOFEERBREKEANTET 5 2 2R L 2HALBHANEZREITHH L0, 25 LIKEA
BEMOIBARIS VAL >TWE, L TVWEPEFEERED LEBRBO S b, 2 L bBAPKEATHZ, O
YBANORHEEOARXV 2 7HA bTU4— - AP U—b - D —FUHHER L, ZTOZEREREHEEHE (CE0) v
HE RREVSEBEERBICHO TV, KEABRFOIZEFREDS, ¥ U 32/ —TREOFEE X —H —PHHFUERE
A—h—lc@H i PEORERICB- TV LN, SHORMEBATHN 7. 25 LEREIR. MO TAMPERZBEL
TEEMTHBICITERL TWAEREZRRL TV S, FEBFH2008EICHHLAMBRIOY 7 b [FAFE] HE2EL
T, FEICE>7KEAL VS,
2022/10/17|ETSI 10T week ETSI 0T 4 — 2 13, 1 ETSIE [FYRABEVT V=Y F T YR T 5 —%—> 3 DBR] (TH A% HT/2022 ETSI loT Week( <> h&EfEL L |https://www.etsi.org/newsroom/news/213

highlights how ICT
standards can help
sustainability

ICTIRE A FF e AT REME
ILEDLS BRI
ERALTWEYS

foo loTEF2UFAICEALT, 2208y > 3 Y TIHEORERNHY & L1, EXER, HR. KZ, BH, ZoOORELHE
(SDO) A 5524 REN, BHHAGIEES T ICTRENEE O HALLMERE(SDE) LMD ) —> 7 1 — L& EHK
TEDIICEDLSITRIO e, HRL2HOEOERICEITTREL E L1,
tyvarTll, VY TAOREF Y PRV = FYRLY A2 loTE P loTEAL &) RVEFEDFHDIT(FY 2L
BLUT Y=V IV RTx—A—avEeHealth2 &), BLUEEL At 7 & —EF DKFETSI loTHELEHERY IS
NE LI, WA, 0T7FYr—va vAREERRELEF2a— b Ty v ardiThbh, ¥ bAY—Cit@n &
LUAY PAY—AEDL S ICHEESLVHRENE N EZMEE B E L1,

ZoRHiE, BREBEREAL, FiteHealthlo 51 2AIOMEL EORBEEIEMT 570DV 2N D/ FLEy >3y T
WHENE LT, TYYZTEHAIDTALTY ZLOFEERET SBRICRBIOVTERIDNETHL ZerEHsINE L,
DRIFEICKHT 572812, Securing Al ETSIZ L —FAEELE N E Lz,

2-2022-10-etsi-iot-week-highlights-how-

ict-standards-can-help-
sustainability?]jj=1666240072133
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2022/10/17

Review And
Reflections On
Maritime Transport

BLEEXICET S L
Ea—eER

CyberSecurity for Europe® 7 A< = 7 F OWP5AH L WP3ASEHEL T, BHEt/ R —%2 W Re LS £ &Y/ -t F 2
VT4 Y —ERzHE Bk BRALE LA, RSN FF2 XY MIEEBL A2 X2 T+ Y —EXDHEE
DIERDPRENTLES,

BLERXAEREZOTELREEROIO>TH B0, BEA V77— EREHMOEEA V7 70—BWERLINTLE
T, BEAYT T —ERICIE, BBEIIY XT L(AIS), VHF 7 — 255> 27 A(VDES), E@RHIEHS L U7 — 280G
(SCADA)Y ZF 4, A=+ AT a=F 4 ¥ AT ALPCS), 4—IFLFRL—F 17 L 27 L(TOS), MAMZGEY —E X M
B 2T L(SIS), BFEHFRERS 2T LECDI)LENBY 7,

BLEXCABINSERBEICIE, BEA V77 LMMNEENET, ML, BLEREBEZTS LO0BLMEFRTT,
BE. BREMAE. AMONAPHIREINATWE A, 7K TH, AUTARAKBTRENZEETE T, BLEED
FUAMUICE Y, HELAZ T O ROBMS EHBEARIATRL - a v EINT B0, BET2EEMO (BE) KEEF
EYAN—EEEERA ML TV ET,

https://cybersecdeurope.eu/review-and-

reflections-on-maritime-transport/

2022/10/20

National
cybersecurity
strategy to debut
within months, White
House official says

RTA bATRERHE
L&z e, BRYA
N—t a2l T 1B
EHD BRI EST
%

cFYaF A HAN— F 4L Z—D Chris Inglis Kid, A FYBHEHNREFLLATOEEARY A /S—tF 1Y F 1 8
I, BN 11 BTRICIESEMEIE S TEMENH 54, RENATRE TICIZE SICBDAHD B TREL 55,

- Inglis EIZKERIZ7 > b DCTHEE N MWISE Hh> 7 7 LY ATHEL, ZOBBIEERNAY A N\—2F2UF 4D
MBS, B F 1Y T EROTELMBETH2PBHNBROBRCEALBL TV S LR E LT,

- BRI, BEEOFEICE L TRABIICA LY 0BE AT TH Y 300405035 02r REMERDLBE L{Thh
TLET,

InglisE |%. Mandianto> CEO T# % Kevin Mandia & o AT, WMBeF 21U T4 HBICBT 520 T4 BBEZOM
DELBS MBI OVTERLE L, BROVA S —2F2 )T A 8BEEEL CEITTH7HICIE, YA/ 5—2F2YT 4
EHEOBEDLIGHICRET 2LENDH D, LinglisFldfintz, £, ¥4 —0 T ZBRICHEOALZIEDHITBAT, 135
MBEVALD=—X ISR L £ 7. Inglis Kk, HAN—tF 2T 1 BEEABES T ICIE, BH L TR LE
EEWESTDIENFEICH S LR~ E L1z, InglisEKIZHFIC, Colonial Pipeline ISR L £ L7z, T OBERIE, MEMHAD
RINEF A EEARELRET I L2 BME LW AEEMNBY £9, Lo L. Inglis Kix, Colonial DB, ZNAEFE
oA %, BROGEICHTZRELABELTWET,

https://www.cybersecuritydive.com/news/

us-cyber-strategy-chris-inglis/634585/

2022/10/20

Statement by NSC
Spokesperson
Adrienne Watson on
the Biden-Harris
Administration’s
Effort to Secure
Household Internet-
Enabled Devices

RERA Y &—%v b
RO e ICEH
FTHRATV-NY R
O EAHICHET B
NSCi#iE'BAdrienne
Watsond =85

FEH. R74 baD i, REGRE, PHTHEE, RKEBHOU - —2B%E L. 0T7 /51 RITHT2ERLRLOY A N—+
FaUTA - IRUVTTATTLERET D EARKRLE LT, NAT Y=/ RBUEIE, KEDYA\—tF2Y T (%%
T2 eaBEBHEELTEY, TORYBEZOEZLHHE, RE—EZZ—PRAv— FREL L, KEDO—WRRETLY
BICEDND & 5 ICB > B AV A N —BEN DHEEICRET 2L TY, COLIBERBERET 2100 T UFF TR
T LIk, KEOHEEIC, RECHOAINIRMAIRETHIEVIRUEELEZ, A—H—DLVENFA N —EF2Y T4
=4 L. hmEEsRenERERTT 2BRET LAY T,

FEADE TR, BEROGY A N—tF2 UT(BRT AT ILEREBL, 41V E2—F v PEREBEO X1 U F HELB LS
#, R HEND T RVEFRT IREOHEICOVWTELEADNE LT, BFEERDOY —4—F, HEEHNLYZD
WREBIETHA N~ X2 YT 2BRTED LS, BBICHEICE EBTINNEMFRILICE T A ¥ Z—Fv b
ICERT S HBEN T RBRLGO X 1) T AR LI EZEETELTASILOBERICOLWTHERBLE L. IO DNEE
X, LYREAA v 2—F v MERMBOWMELRIET 270, R & KERERTRE (NIST) HERIF TIT> TELE
BOABIFED LICEIND HDTT, o, MM FYAFHRICLS [EROY A~ F2 U T ORBEICHT 2AHED] 2%
U loTeF 2 U7 OREOLEMEZEFAL. NISTHELEBZEREEEL T, CNODEBOY A N—tF 2T HED
YHEEHRTALOBEECARET 2L A2GLbOTHH Y £7,

HFHOBMERER, FTA FAYRIE, 2023FEQRERBICE, BRYA N—tF2UF 1INV T 0S5 LORBFKEED
TWEET,

https://www.whi ov/briefing-

room/statements-

releases/2022/10/20/: -by-nsc-

pokesperson-adrienne-watson-on-the-

biden-harris-administrations-effort-to-

secure-household-internet-enabled-

devices/

https://www.cyberscoop.com/white-

house-iot-labeling-program/.

2022/10/24

Uncovering Security
Blind Spots in CNC
Machines

CNCwr>rot+al)
TAEROKEER

Industry 4.0 &, BHMI 7O RERBICKELART—F 777 Y —ZEZHLE LA CNC RV REDRY b7 —
I NFEERBEBALLS LTV A N BREOFELHLTLET,

Industry 4.0Tld. CNC ¥ v A X D4 RBEEBIC. 2 v b7 —IHE L A7 — MERZAEICT 2N BRI, £V~
KA LASEEEN, WEEEOX—VTZ VY F &4 LAERENET, LL. 20Ty F 777 PUAREICHRZIZD
M AR—F %2277 0F v UV REOEAEZHELLY. ZIN0BELT -4 Z2BARL) AN LEYLESETS
YAN—BREECE ST, AXITy F7 77 P VEBHNBROICE>TLEVET, LA >T, X—h—id, EXAHHO
MAEER, SEC B AREMEDH 3R BLTHELZEATARTT,

Celada b #RTEMLAMRTIE, . ¥Tal—Ya v ERBEDOII YO YR F—LOEAZEALT, CNCa¥ta—7—
LT EIERRESFUAEZRTLE LA, Bfobid, HROLY —FELABAHHRR. FLEREERTLIERAEIN
TLBEMOBEDIHIERLI 4 DORY X —DCNC AV PA—5—TFR M ARFLABRE ST KRS 5 REHE
LEL. £EFAYOT V2L BREBIET 57010, INHORERICNCaIY FO—7
EOVTOHEA RO ONET,

https://www.trendmicro.com/en_us/resea

rch/22/j/uncovering-security-blind-spots-

in-cnc-machines.html
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2022/10/27|DHS Announces DHSHEZHRA 75 1 1 ELRLREEDHS)IZ, HOPIRROEECEELRA VT IRA LTI F v OFAENTAN—BEN SH%ETFH1HIZEITT |https://www.dhs.gov/news/2022/10/27/d
New Cybersecurity |2 F7 2 F v DF L EERLEEEDE VRS U HNELART 2EENABITTHEIYAN—F 2T 4745 —7 > XBE(CPG)%EFE L |hs-announces-new-cybersecurity-
Performance Goals |# 4 /Y\—tF 2171 % L7, CPGld, WhiteHouseDig/RIC& Y, CISA%Z@E L TDHSIC& > THIFE S NE L7, performance-goals-critical-infrastructure
for Critical N7+ -2 RERE CPGid, AR b, M BELLEODOAMY T WEECESWCAEARELBREHARICHRRT 2 LICLY HoWIHRBD
Infrastructure ER ERMICERATER LD ICREENTLEY, ZORYBEHE, EELA Y T7IA P77 F v OF2 U7 4 EHRL, TXAHL— |htips://www.cisa.gov/cpg
FEBERYAN—Y T EEET 270D/ TN ABIEORIEN LI Y BHO—BTT,
CISAlE, KEEIEERMHIRAT(NIST) & REITHEEE L TCPGEBIZ L £ L7, #RE LTESNSCPGIE, NIST
Cybersecurity Framework & E# L TRET 2 L2 BHNE L TWET, TRTOMEMIE. NISTHAN—tF2UF4T7L—L4
T—0EERLT, BETAENLYAN—EF 21U T 7077 L%BRTILEND Y £,
SEENADIBIC, CISAIR, BEEA Y T7F7ZA L0 F v - 21274 2G0N—tF—HHCPGICETE 74— Ry s %
FEBHICKRD, COBRBEZITMBLHDOT 1 AAy ¥ a3 Web_—P %L £ L7z, CISAFE7-, SHREHALURNICE S 2 —
BEHDCPGEHET 2BIC, BLNDEEA Y7 I7A T/ F vy X — L OBEEEEZRBLET.
2022/10/31|White House Kicks |74 b\ ZAHE2[E] 1 1 1 74 AT RIE AN O2E@ICOEY BREBRH TV X—F Y LI T AZVTF7TAFY A AT VL Za—  |https://www.nextgov.com/emerging-
Off Second BNV E—F Y V=FVF /v z— R=FYF TIVARFAY V74 BEKEDEL . BOEELRA V7 F7R T F v % [tech/2022/10/white-house-kicks-second-
International Counter| AV = 74 =3 7F 7 REASHBEANA 7 VY LY x TREZHCHRICET BHEICBMT 2, ¥ Iy bOA =V TF T, HEFROFI 2L international-counter-ransomware-
Ransomware BTy b ERE Y P =0 ERETHEVI Y a—NATVAFEOHEO—BRE LT, BERMBEINE L, VW<ONORBEE, J ¥4 |initiative-summit/379113/
Initiative Summit TITOBBROEREBIEIHLLTHY, BELURBEE. U FT=TEA Y FOTYRNL AV T IR T 0 F v DEER,
F=RLFYTOFANR=FT A RF7 T a ViR, Y AR L EEEOFREBREA =2 TF 7, ARAYORRERICE T2
Y—H—2y T, HRRTTONALEMINERYBEAERAL TVET, REASELY Iy MIBIL. 4 7V BIEN T
BEOZICHEAT 2DICRYHATEAEEREBLZRITLET, HFELTLWHRHEF, Crowdstrike, Cyber Threat
Alliance, Microsoft, Cybersecurity Coalition, Palo Alto Networks, SAP, SiemensZ, %4 /\—t*2UF4 V7 b7z T7H
oY —Z—T7,
INLOREE, UYLV TOBROEEEZ 5 S ETERMES L VCERH)FLBET 2BNARKRT - L L LTREEN
Flf, Iy Tl PEOBMREBENH . BIEHARMIBMOBREE 0 L5 ICBAT200ROHNRON. AFEFIOE
WO AN—KBEERLHEOICHIETEZAEESAONET,
2022/10/31|ESF Partners, NSA, |ESF /¥— b F—_ 1 1 1 ERZLEER (NSA). CISA, EREHRKEE (ODN) @HA. V7 +7x7 4774 Fx—YORE: 4774 v—@EIFOift |https://www.nsa.gov/Press-Room/News- |&i[EldDdeveloperf i Ic#EE, SElDsupplierr
and CISA Release NSA, LU CISA A° BT79T4ARAAFEYVU—RLE L, ZOHERIE NSALCISAN'ZET 2 BRBHOFEE S L — T TH KL * 1Y |Highlights/Article/Article/3204427/esf- 17 Tld. supplier%developer & customer®
Software Supply YT —mitoy FA4TL—LT7—2 ESHEBLTEREEN, BOEELA V7550 F v ICHT 2BEEDSVEBICHLT 57200 H 1 |partners-nsa-and-cisa-release-software- | D&E & BT IF Sh,
Chain Guidance for |7 +o 27 4754 N—t X2 YT4 HAZXVRERBLES, Y774V —CHA LV R%&RET 272812, ESF I SolarWinds BEIC D7 4% 5 72| supply-chain-guidance-for-suppliers/ developerlccode®E At % &IC. Security
Suppliers Fr—v HALV 2% ARV PERELEL, TAICEY, Y7 FT72T7 Y7747 — D= —RERE LT —HOERS L CBUFTHEDO <R b Requirementsz &=y 7 b I TT7REH H
U= T30 T4 REFRT DO DRANBETH D EAALHICHY LT, https://media.defense.gov/2022/0ct/31/2 | % L\ & Third party software supplier®security
V7 THRREEE - FEARSCHELTRAL, Y= FA—F 4 AV R—F2 PERIEL, ELNREEEZ®RLT24F |003105368/-1/- . EBEDH D\ IEES product
HHB18, BEEY 7 b7 TRAREOERERAINZZENLHY ET, LAL, ¥ 774 Vid, Bty 7 b7 70 [1/0/SECURING THE SOFTWARE SUPPL [managerfs £ A% LA i S W ke 0 T
CHAUT A LRRMERIET IEELTELA->TVET, BROLIA V7T xT7 Ry &—l3 BHEY 777 |Y_CHAIN SUPPLIERS.PDF ENEENTLET,
FEOHMOEERAZMIREN DY £F, COBEREBEL T, K LOE V7RI TOUY —REEH, BHEOEA L EN 4512, Appendix C: Supply Chain Levels for
ABLT, BMOEF2 U T BELBEATEES, V7727 9774V -3 NSALZDA—FF—Dd, Y7 +bI2T Software Artifacts (SLSA) Tld. {SHEDIEM.
CFAUTAF IV IDER, V7V TORE BRUOFVY T Yz TOER, BEORRBEA OGS L B EBO%E RERETY 7 b TT TRYDH S JERE
WICETBHAL Y REROBBIENTEET, TRTOMNEBREN TN TNORILHEICEE OF BHlnshbiNELA,
T VINTIT YT 74F 21— A 7L EHEBTHY . BENLBEOY R/ ICSLINET,
2022/11/3|Volatile Geopolitics |T%E A #bEEA°2022 1 1 YA N —# g L Hacktivism%& 5| F R 2 FHIBERENARRICE Y. ERMTREFAN—AFHEBEDOH 5 1 N —KEAH . BUNES |https://www.enisa.europa.eu/news/volatil
Shake the Trends of |FDH A /N—tF a1 YAN—tF 2 YT A HEEENISA)IC & > TREINEFET Y FR7—7 LK~ b OBIROEAEZEZ 2. e-geopolitics-shake-the-trends-of-the-
the 2022 T A BROKROMEE ENISAThreatLandscape2022(ETL) LR — b3, YA N—tF 2 UF A BET >~ FX7 —FOREBICET SEUS A /8—tF 2 [2022-cybersecurity-threat-landscape
Cybersecurity Threat | %122 4'9 FAFDERL K-+ TF, FEI0MRIE, 2021ETAH 52022478 £ TOWERME H/ A —LTW3,
Landscape BRIOT 784 b AEBRDT—ENEBEND T VI LI 2T WAL LTH LWL R— FTEELFEADLIDE LTHROATE | LA~ AT :
Y, 749 T EEDL S BREORL—ROABNORY bLELTHESNTWS, 7Y ¥ ALYz T EHATEMICT 7 |https://www.enisa.europa.eu/publications
ENBZOMOFRIE. HEEY — CREF(DDoS)KEL LT ENZAMMEICHT 2RETH S, LA L, HEFNERR, F |/enisa-threat-landscape-2022
KAYTOI 74 FBRIE, TA—/ YA NR= XA v OREBREPICT —LF v P v —& LTHEE LT, BROBITKE
ELTHEMLTWED, ¥RFALIR7 A bPAZRALIBERCT  —7 74758 KYBEWNRY FAHHELT
VWHZEHHRELTNS, ZOBR, JVBBOHZLBLERENERL, LYRSLWEEDLLT. BROKETIMETI, 5
BEROZEHFAL,ICLD, THM, PEOELRIHROUEDEE, 7L, BLALDA YT T,
WEENEREARLAWS, BRHITELAEETH LD, EROEBITHOEETHS, ILHBEIE, BHEOBSLS
pffEnic, COBATE, 7Y H LAY THRBICEENFRICL > THBRLTONTLE ZEABOMICHE >, 7L,
HERIET 57— T OBEIE, R NSCEHCRILA EOBRE M HBED, L5 SHINBARMENHE, 1 THAF L NS
FAER ML BRI AN—KBEORBHEL>TVDAREMELH S,
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2022/11/4|Microsoft Digital YA UAYTRFYR 1| 1E1EMT, BEGAYTIR LTI F 0 EEOE LY A S—BEE, Microsoft AR L 7= 9 R TOER~DKED 20% A |https://blogs.microsoft.com/on-the-
Defense Report 2022 | LB5#I L #— 2022 540% ICRMLE LT, CORBIREI, Y5470/ T7FICREEE5RZE WS AV TORRE, KEEEL Y554 F |issues/2022/11/04/microsoft-digital-
ORBEZFENE§IBEBNERNAFHICLEHOTY, AZTIFER, NATO NBEOBFHBEOBEZRZHE LY. IT % |defense-report-2022-ukraine/
OBEEHNCERERE LIV TE2AEE LT, ITRELZ2EES IR EMEE L F L1z, BF 1 FRICRESI N0 T OKRE
@ 90% (& NATO MBEZREE & LTHY, ThoOKED 48% (& NATO MBEICHE% E < https://query.prod.cms.rt.microsoft.com/c
ITREAFHE LTVE L, FESSOREOZE, [€RFA)5EE] 2RO Ty /M Ld 2REDRENIC & > T |ms/api/am/binary/RESbUvw?culture=en-
ANTLES, ZhiE EFa VT4 22T AW TRETHLAD o, Ny FHBBRINATOWALY 7 b7 7EBEDH  |us&country=us
BT, FEOINSORBUEONRER. FEOEEFNFKR LB thE L HETIMICBITICEREYT 5 2 L 2 RBHT
BHLVEEOBERICEMLI-L S TY. https://therecord.media/microsoft-
SEOLA—MCE, A4 PHREBOSEENSFETFIHEICOVT, ELILHOMBREHNEENTVLET, AL HTEB|RK |accuses-china-of-abusing-vulnerability-
RRIAOEML. F1UT 1 Ny FOBA, YATLAANOEHET 7 £ A2 BEMITS 2 &, FBA 0/ |disclosure-requirements/
F—OBRHFDLF2YT4 V)a—2arORMAE, ERICEREIS Z&TY, FHNLEEICE, ERNLTY FRA
FMREICK > TRESNTLAL 3500 BDEHESNAT NS DB Y, HEFRINZBALTVEY, REEZRIBICRET S
ZELEETY, 2<0BE, FAN—KEOHERE, KEN/HEELT o LAICRESNE T, KEXKFRBLBELAAL Y
W7o/ ERAEREL, BREFTV. 7770 L—T AV P EBSELEREICE > TRREALESIERILET,
2022/11/8|SolarWinds Faces |V =7 =74 ¥ X, 1 KEFZHIMEIZER (SEC) I3, A TO 2019 F0F—2BEICHT 2EPLAREToBIS, TV &—774X V7 Yz |https://www.darkreading.com/application- | A$RED KA > ki, (1) SolarWinds®Orion
Potential SEC Orion D FHFA LT TAREAEIESEIER LIEWHH S & LT, SolarWinds (S8 L THATHEEZMBELEEI TV S, security/solarwinds-faces-potential-sec- | B@~DOKEICBIE L T, SECOERITEIIH
Enforcement Act SECOEBIREDATEE SECH'8HE L7384, SolarWindsiz RF LOTRICERE T 2 MM H Y, BLITONIGERISH LT [Z0OMOEFiE LD |enforcement-act-over-orion-breach BElizzr, (2) SolarWindsdiiHF
Over Orion Breach  |#ICET H ERBTIBENBY ET, T EME F 7. SolarWinds A BIMY 2 EMISFEICSERERT 5 L2 BT H2HDTT, EOCHYES,
SolarWinds I3, BT SEC [#RHi L7- 7+ — 4 8-K T, SEC OBEMAPITIREAALMICL £ L, RHBROFT, FIZ (2) oW Tl, ORMERREESET S
SolarWinds |2, BHILBOUITRA R v 7HMITIHBE LIRS 2 FHRELT o722 L AEHT 2. Wb [V L XBM| % EBER-/IE, QT 7 AT AL —
SEC 7RI 7c L~ & L7z, Wells Notice ($, 4K, ESBHLBAIEEEIHLTRELELS ELTWBERICD Tavicdy, WEENRET 2 RPNARE
WTEEEICBNT 2720, AEEIEEZEHT 2EREBL LN TEET, SolarWinds 1, [BIR, AXEH, EE. & HHENZE, QFTRTOIT HELUBEHKRL Y
LUFIRIGENTH 7] EERLE L, TIEN=FT 2T b= R—ZADZERZ
ZhEERlz, Lo LELREEHEOF T, SolarWinds 13, [tk & Z0—MOBBICH L TRES M EBAFROFHREBFRT AEEEL. V7 b THEERICRET ST
B7cIC 2,600 F FLERIAS Z EICAB L LNt SRERE, ALY A NA—EF 1Y 71 DBITEERICOWT, AREH RTDZEERHR A7, BLUEET D70
TERARZB/ES L IRLTW MBI, BHICHT 218%, BiE. LRTETAOEREMRT 26 0TRH) ¢ DANZXLERRALIZE, @ TRAZEE
Ao HIERIE, AREINIIBE, EHOZET BEFERBRICL > TIDNET, T3] BEAFERAL, Ly FF—LICL3E
BEBATRAPERY AN &, EHEHR >
TWBI LA YTV PHBOREN DD E
YRA Y b aREZTLEERDNET,
2022/11/15|FDA Updates FDAN EREHER Y 1 1 1 1 FDA (¥, MITRE &1L T, [Medical Device Cybersecurity Regional Incident Preparedness and Response Playbook] % & |https://www.fda.gov/medical- {E8 2" Medical Device Cybersecurity” 9
Medical Device N=HWETLAT v FLELl, COTLAT Yok, EREROBIEICHEL S 3EREROY AN~ %2 T OREICHT 5 %4 £ X5(1C | devices/digital-health-center- A BANTVBRRIL, (EEA ECSIRTOM
Cyber Response & EH EREYTTVET, LA 7Y JOEHFRBERDEEY TT, excellence/cybersecurity FAOHRED LS LARTT,
Playbook - ERE, EFERIMTEREOEMR, IT. Bauh, YRAI/ERBLUBREORZ Yy 756, YA N—t% 1Y F 1 OHEfE &I . ZOHA FOR#E LT, Regional
DERBISEMT 2L F—LEFOHEMELABALE S, Responsesich i W BEEZBEANTLSD I &
CHEOEET N EN— T —DOERANSBEERIT S, YA N—EX2 VT (AP T Y bROLRERIChI-2HBEL Y INIBBEOCSIRTOHRRETIHE Y NS
FALDERICET 2ERFEABALET, NBEVTTH, STHICAODEHED 2.
S YUY —ZRORFFEEML T, EEREESEREROY A A~ X2 UTF 1 AV Fr b (VY LY TERD) IHATH EFBEOBIHNMRLONI bOEL>THE
BT BDIEIDY =, U7 7LYR BLU Z0OMOUY—RERO2FPTILET, ¥, Critical Infrastrucuture T4 MO [E IR
laybook 7 4 v R4 —F AV N=F >y HAFLHATEES, ZOH4 Fl3, EREEFMERRSZO VYT BT THENOHPEERIEDS Z L TRBELE
T LERKY HIRICHIAT 2N H B M EFLEBICOVWTHBT 2L ATy DEREIRTT AFERDNET,
F7c. FDA I3, BRERENERSNEFRRBROY A N—tFX2 U T ICDOVTEELELE S DICRIDHFLLWETH TEREE
AlFOEY b - BEOEGINAEBREREZREICRD] 2 U —RLELE, Ihooky M, BFLna —h—vav
IHESESTTHEY, Oy ZICBYEOCBROBKREORES 2mH2 L 2BNE LTVET.
2022/11/15|Sandia studies VT4 THEREH 1l 1 1 BREBEOLTRICHL, BEREHEOEBRHE L AT LICHT 2V AN—KEDY X7 LERELIEALTWET, ¥ 7 4 |https://newsrel andia.gov/ev_securi
vulnerabilities of BREBA VT TDOHHB TEIHEFOBIEMTHEY =4 - Yary ik, B4 FH BREADEOXRBA V770 £ E0MBUEELHEL. &|v/
electric vehicle HEHR . BREHEREROBRMOMIBBEOBE 2 HFHEnergiesiTIBH L & Lz,
charging BREBERBHROMBPEICEHT 2 OBEEEET 5 2 L T, BRIEE~OEBRBEICERIRLE ST, ERVVELT S
infrastructure tFa YT OREEBNTHIEANTELT] & Johnson KIEGRNTVES, [BRIRA > 7 7%, BREHEOREA >~
TIITERAERI) HCTVES, ZOASHEO—RE LT, ERBFRMYBNS LY A\~ %2 U7 1 EiEZE £
THLIRDTWES, AcbOLEa—A MICL > TREISN/CRCEHFOERIBMSICRIOZEEB->TVET,
HOIY ERIG, EBBENARR L 77074 REBELL, FRNICBESADERBRORBROCF 2 U7 14 LALERE
FIB2DICHRILET, |
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Microsoft

contributes S2C2F to
OpenSSF to improve
supply chain security

Microsoftid, S2C2F%
OpenSSFICiRHL T,
Y774 Fz—>t
FalUFqrmbse
E3a

202248 A4H., Microsoftld, 2019 LUk, MEDHET 7074 AZRET 2HICEAL TS 7L —LT =7, Secure
Supply Chain Consumption Framework (S2C2F), #2BL £ L1, 4 —7> Vv —R0OXRELEEES LUERE L LT
Microsoft 14, BAFEHEH Y 7 bV = TEMET BRICA —T> V=2 V7 b7 =7 (0SS) ORFRRE EO L5 ILEABLUE
BY 30 ERET2LOOBRFLEROBREUEZBRLTVET,

T DFT, S2C2F A OpenSSF (RSN Z & & BHHE L £F, Supply Chain Integrity Working Group @ F T, B D
Special Initiative Group (SIG) AR L & L7z, OpenSSF & MERFOFMIZ, ZOFEENTRTOADY TS5 Fz—> +
FaUTAZ2RETDLETOANICEARNTHSHE VS SICBIL T, Microsoft ICAIEL TV ET,

https://www.microsoft.com/en-
us/security/blog/2022/11/16/microsoft-

contributes-s2c2f-to-openssf-to-improve-

supply-chain-security/

2022/11/17

OpenSSL Usage In
UEFI Firmware
Exposes Weakness
In SBOMs

UEFI 77 =LY 7T
OpenSSL %z fEMAT 2
&, SBOM 03 an'sE
293

Binarly REsearch¥ — A 13, 3 OpenSSLt % 2 U F 4 BHAUEFI 7 7 =AY 2 PH T4 Fx—> TAVRAFLICED LS T
RBENTW2H, BLU 0penSSLA—Y 3 Y OEBLRERNA 7 7 —L7z7AVTHEFRAITEDL S IZZRLENATLE %
HLCARTLWET,

FO/OAY—ERTE, Y774 Fx—>v0tFal7q YRZIHAT 2700 [V 7 by 7H&ER] (SBOM)DERIC>
WTIER HIIDNTWET, YT I F =Y OEFaUTA 7T TARERET BT, V7 b7z 7 OREBEFROE
REEBOILENHY 7. LT V7 LY = TORERRPY — F X=FooavR-3 > MET 2 EREREE T

IS 77y o Ry RELTHBBENIY 7 b7 ThHBYVE LT, 77—LV TR, BBLHRRLCLSIICRONTEELE,
LFIO7 A7 EMBT, Binarly F—4Ald, UEFIZ 7 =AY 27 TAVIFLESTIA Fz— v OHEIIH T 2EHEL ~LOHE
MEIOWTHBALE L.

SBOM I3{&k#FBRZE £ Y L KCEBRETEDICRIBETH, S DBE RV A —FSBOMERE 77— LV =T Xy 5r—J &
FBAX=YERBICEALTWET, ThiE, SBOMABEEA L LA, BREZBBHREESUAREIHZBEIC, YT T4
Fr—>ORMBEICEYT2UHOERLALCHELS SR LET, BE. SBOMISHUNToNET 774 Fx—vhbly, %<
DIBE, SBOMEAY &~ HRES NAEROBNBR Sy 7> ay bTT,

RA/OY 7 PERE, [FY8L T4 7z YR - LR=12022] ORTHEBLE, DPWLAET7—LT T4 A=Y D32%
12, 2B EDBI0DBMOEEAMEBEASEN TV S, Binarly PlatformdT—4% (24 —754 XL —FORYZ—0H
BRI I2&BE, 77 —LTzTT v 7T— bO%H, H%H<EH2~30BMOMETHYE UENICARSnb0) 28
ATWET,

https://www.binarly.io/posts/OpenSSL_Us

age in UEF| Firmware Exposes Weaknes

s_in_SBOMs

2022/11/22

Vulnerabilities in
BMC Firmware
Affect OT/IoT Device
Security

BMC 77 —L7 7D
H83HEAT OT/loT 7%
A2DEF2UT 112
FEES5ZD

ITH—R=—D2HF—R— FICHAENTLER—Z R~ FEEIY bA-5— BMO)id, v 1—%—DUE—FERBLV
BER FENIBYMA S AT LAY F v 7 THY, T PRIy THOOEENX K- FEXTROME AT LE
IREIEL BIOS 77 — LYz TOB7 v ahe, VE—FTELANLOYRT LREERITTE 280D, BEEITY —/1
LUSMSEREAM (OT) 5L VE/ DA ¥ &=y b (I0T) €2 2—ISFIAAEA > TLBF /A R TT, ZOBMCT/SA 2D
HELT, BOBBEARESNTVET, ChHDREBEEBATS LT RIESNTLALKEESD BMC 0L — MMERT
YE—b3—F%E7 (RCE) 2iEM L, BMC 22IBEL T, BENFFR FOBIEEZIEGT 28N HY £7,

https://www.nozominetworks.com/blog/vu

Inerabilities-in-bme-firmware-affect-ot-

iot-device-security-part-1/

2022/11/22

Vulnerable SDK
components lead to
supply chain risks in
10T and OT

environments

557 SDK FP{fil,
loT LU OTRET
YTIAFr—>DY
RINDEH D

Boa” = 74 —/N—lx, 10TF /N ADRFICE L THRMAE LTECERLTOWES A, ZOBHAND—DELT, ¥4/0F v 7
12 ENTSOC (System On Chip) ZEFS € 57 O MFUEEEN —RIVLSDKICEENTWS Z EAEZHLNET, Boa®
SDK® & 5 B A HRIE, BEAICHILAENTRBICRASIND ZEHZL Y771 F 2V ORBEO—REL-THE
Fo RealTek#tn'U U —ZXLTWLD &5 B—MAESDKIE, L—F— TI/RAFAV b YE—Z—BEDT — 7z A HHE
ST HEICIRESNSSOCITER SN TVNES, RealTekdSDKAEERA L 127 /84 AD T Y 2 VERITHE R 52 5CVE-
2021-35395%, ¥R 7 Y v 7% —/N—7 O— D55 T 5CVE-2022-272557% L EALAEHE ML, HRERTHEAEDT /M
ACEBELEZ, WEHICLZ22-FORBCTASAROBE, Ky b2y FORR. Fv b7 —7 EOBBENFRICAS CR
HEEhTWES, £ ELT.

- Recorded Future#*4 B ICF4T L 7oA >~ AL E LIGXBRADKEIC, 20054 (CIREHSIE S M TL /-Boa web serverdfz35
HABHIN TV, 7272 L. —EBTNTata Power~MDHive Ransomware 5 & DEYE I3 XEH 58,

- Microsoftic & % &, 20054 ICIREEFIE & M7ziz T DBoah’. Routerd 55 X 7 £ TloT devicesTRELZHIN, HHH T &
HIRRRE, EEA@E. $5ICSign in screenlCFIA,

- Figure 213, 10TF XA RDY 754 F =it BHUENTROBHMEZOEEICL DL S ICBHEINZHERLTH Y, Boa
&Real Tek SDKO 35T & bHBICBATED LENTL S,

- Figure 1iz, 784 ZEDA v & —F v MABE N Boa Web ¥ —/X—D 50—/ vy EVIERLTEY . 4 ¥ FHE
BRICZWA, TAYA TV BT 7YV H RbF L BEY [H] . BREZABISEC RV BMLYIE BLL
SICRZ B, BRICHECED, TAYH, AV FEBBAICLEZARNORER EHBEREND,

https://www.microsoft.com/en-
us/security/blog/2022/11/22/vulnerable-

sdk-components-lead-to-supply-chain-

risks-in-iot-and-ot-environments/
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2022/11/24

UK Parliament
Statement:Security
Update on
Surveillance
Equipment

EEREOSY | B
BBIET 2%y
74 DRI

KEHR. £¥1VT 4« LoBN 5. BITEYTOFERA 4 F 251K

BUfEF 1Y T4 0—713, BUROBMICRENER S AT LERBET2ILICHEL T, BESLURREZY 5 2tFaY
TAVRIVORBELETVWE L, LEa—@ KEKHT2BEE. CALOYRT AR EEREOM LIRS LT, BN
OEBHADETHD LERATTE LI, LA ->T, AT’ PEARAMEOERBEREOMNRELIBRICL > TRES N
BETA PADZOL S BRBOBRBERIET 5L ICHEREATVLET, CNHOY S FTREICEF2 U T DEERRENT
BAFHTHD7H, £F¥2UT4 YRIOREZHCLHOOBBLZHELCTVET,

EnIC, HBPE, ZOL I AHREHIO AT R Y b TV IERT BERETRAL, ATV a—AENLT v T L—FERFD
DOTIFHEL, BEELYA FCRAIN TV Z0L 5 BHBEMYNL TBT ILENHINE S N ERIATILENHDET
FrR4Z2ENTWES, BPYEE. ALY R7EREHRRLAZVEBEY A FOERAOY A AHENEINERITELS IS
TERLRENTWET, BRI EHECOYRIZHEL, BBICBLTELLIEBELZHELES.

https://questions-
statements.parliament.uk/written-

statements/detail/2022-11-24/hcws386

https://www.reuters.com/world/uk/uk-

restricts-chinese-cameras-government-

buildings-over-security-fears-2022-11-24/

2022/11/29

SP 1800-22 Bring
Your Own Device
(BYOD) Second
Draft

SP 1800-22 Bring Your
Own Device (BYOD)%
ZRERE

SP 1800-22 Bring Your Own Device (BYOD) Second Draftd A : BESNAT 2/ OV — %ML TENAT — 2 EEEHNE
HENZPRETHEREOH LY 77 LY RAENAAT —F T/ F v DiHDY A N—tF2 U T4 HA LV R

BYOD& i3, AREDT /N4 ATHREEDT /7 4 €7 4 £ RITT BBITEIELET. COTT77 4R H4FTHL
Android # £ UF Apple E/3A )L /34 2D BYOD BRITEF a2 UT 1 &7 74NV — %8 T 25 EERTY Y a—>arbla
RELET,

UCHEAAL Z & T, REBOEEFEOZUMELTD, BHOU Y —RICT IR T IREEHEEEPT I L
ATEET, —HBOBHBTIE, REDF 74 ARTARRLENAUNTAART 7/ AP — 4R EbEHI LT, K=& TNt
A2y =Y avT7/A—FEERET - 7A—AAEICAY ET, BOAICE > T, HEBDNEICENMLT NS ZEHE
ALTaIazr—2avea7Rfb—yavafTiENAL77—A L0770 —FaRELET,
1A#ABYODDRMEDBELZZ AN, X2 UTF 4 ETTANY—IHT2EELRBEOSCALHEFHLHIC, Z0T
TITAATAFTE, BER-ROFTRURKERT Y TN ATy TOREHA XV REFERALY Y a—> avPIERELE
ED

https://www.nccoe.nist.gov/mobile-

ecurity/bring-your-own-de

2022/12/7

Securely Onboarding
All the Things: The
FIDO Fit in loT

Securely Onboarding
All the Things: The
FIDO Fitin loT&/L
F—F

Securely Onboarding All the Things: The FIDO Fitin loTEML A& — b (RILE)

£AOEE - FIDOOMEHE L TOLEE - loTEHH & L7FIDO Device Onboard (L FFDO) D1t
Conformance Program D3/ LTIcREIOBONE, HEVRFITVAEFTEEUTICORT,

- FDOD A1, IntelA* B4 THIZ L TLr/zSecure Device Onboard (SDO)T#H %,  Intell3SDO%FIDOICHEE L. Zhick
Y. FIDO loT Technical Working Group  (IoT TWG) /"M & NFDODARMEHI AR DA £ > f2f, 727 LFDOICEET 2AB D
BEEETIntel0F 2 THY | IntelEFT [FEL] sh B

- FDO (%% W IEREDSDO)DEfIE, proprietary R il Ik § 5 Z & 4 <. L bk B zero touch onboarding®ERTH %,
BRE9IZIE, untrusted installermodel ICES &, loT#F DinstallerlZ #IZEIR% AN 2 7|3 TonboardingZ R T2 22 L% B
L, EINTANTEENIRI Y., BRANTHonboarding T & 4h - 7z H8ETTA & RS EABE L. MFEHEF R Honboard
ENBVE S ICHET 2,

- FDOD E##EMER L LT, TO (Transfer Ownership) £FEiFh % 7 0 k 2LE (TOO, TOL, and TO2), brokerif: Of
Rendezvous Server, Device = #&# & 115 Ownership Voucher/: & TR E h 5,

* Rendezvous Server|= & Y &HE& 1% Onboarding|= #37 D5REE I, 533 U IZOwner/Rendezvous ServertBE ORI E
#E& 4. Ownership voucher’s & DIFAR AR T 2 EAERIIRBL S NEL UL RATEE Sh o,

- bikAh S, FDODSpecHF TE b5 "Owner" & 13, Rendezvous Server(s)DZ & TH Y., B L EATEEL,

F EBICRHERE L TLAMET T, HRICRendezvous serversDFR & ICBBHN Y r—VEEDPBRATHH, L0
STODEELABALEY,  (nstallerfZiF Tid < BT buntrusted e ebh TV B EBbN B, )

“ATva H BV ILHE it & B BFIDO Service Information Module  #IR7EHEEH, BEER Tdownload, upload,
command, csr, wgetDHE & FELAEA TH Y FRH $ 2 EROFIDONO MBI FISSMARF U T DNt

- FDOMIGE G T O

RAE% 185

https://fidoalliance.org/specifications/dow

nload-iot-specifications/

https://fidoalliance.org/specs/FDO/FIDO-

Device-Onboard-PS-v1.1-20220419/FIDO-

Device-Onboard-PS-v1.1-20220419.html

2022/12/14

Severe
vulnerabilities found
in most industrial
controllers

IFEAEDEERY
FR=7—THEREH
TR 551

The Cybersecurity 202 TEHICHBSNLAEICL S &, BACKLET 7 b EDOBROREL L BRAEZENT 27 /51 204
SO, FHE, Sy FHRERINATWENS A N—EF 2 U T4 OfFEEFDHY £,

Microsoft I3, BEDERT /ALY v b7 —/DRFICESWT, EXAHET /A ZORZAEOEVIEFEEICONTZ 0
EEEEHLEL, TN Ny =2 ZhEDDT L, ZLDREES SRITAEUANHZBEUIET 2BFTOT—4 K
A FTH,

- Stuxnet7 — Al 10FLUERICA 7> OREOHEBOMESHO1Z, ZOL S LEHXAIY bA— T —2FNICLTRRES
HELE,

« Industroyer~ L = 7 (&, 2016 ICEERFIES X7 LICHEESZ
oo

CEEE, Ny A=A TR LNF LA —OHIMEBT T b T ABICE o TRBBLALVETT LA UBRDOLALE LS
EICHWLE LT, FWAI LIS, THOFRL—2—ANy h—ItG5I&, MRICHEET 5 enTEELL,
L=R=PhATHED [T/ DAY Z—=F v b] (IoT) F/34 RIH S 2 EBRIM (OT) LB (F— 2 DUIE L EEICLY
BEAEBVTLE) OBAR, BELFEE>TLHIEEBHRL TV S L Microsoft BBNTLEY, Thid, BLEEL
AYTIRLIIFOICRICETEEY £7,

VIIAFOXRLTD—EBAOBNEIFMERLE L

https://www.washingtonpost.com/politics/

2022/12/14/severe-vulnerabilities-found-

most-industrial-controllers/

https://query.prod.cms.rt.microsoft.com/c

ms/api/am/binary/RE5daTD
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2022/12/15|Where the Senate’s |2023%, LB H 1 1 1 E+Z2RE - BRMBEER0ZARTH 5Gary Peters ERRHEARER. I VM3, REOEBEAY (S~ % 2 Y 7 1 |https://www.washingtonpost.com/politics/
cyber agenda-setters [ /S —7 ¥ = XA/ EH OERREE, PIRE F—T V-2V T b7 ERBEE, BLUEEBRCERINIEELT S/ AY—0OY A [2022/12/15/here-what-next-senate-
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